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Set Module Time Block (9971) 

Block identification code 9971 passes clock time from the ControlLogix processor 
to the module. The date and time provided sets the module’s clock. 
Block Format for Write 
Word Offset in 
Block 

Data Field(s) Description 

0 Block ID This field contains the block identification code of 9971 for 
the block. 

1 Year This field contains the four-digit year for the new time value. 
2 Month This field contains the month value for this new time. Valid 

values are in the range of 1 to 12. 
3 Day This field contains the day value for the new time. Valid 

values are in the range of 1 to 31. 
4 Hour This field contains the hour value for the new time. Valid 

values are in the range of 0 to 23. 
5 Minute This field contains the minute value for the new time. Valid 

values are in the range of 0 to 59. 
6 Seconds This field contains the second value for the new time. Valid 

entries for this field are in the range of 0 to 59. 
7 Milliseconds This field contains the millisecond value for the new time. 

Valid values for this field are in the range of 0 to 999. 
8 to 247 Not Used Not Used 

Warm Boot Block (9998) 

This block is sent from the ControlLogix processor to the module (output image) 
when the module is required to perform a warm-boot (software reset) operation. 
This block is commonly sent to the module any time configuration data 
modifications are made. This will cause the module to read the new configuration 
information and to restart. The following table describes the format of the control 
block. 
Offset Description Length

0  9998 1  
1 to 247 Spare 247 

Because many of the parameters set in the configuration file require the program 
to restart, this function works the same as the cold-boot function. It will cause the 
module to exit and restart the program. 
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Cold Boot Block (9999) 

This block is sent from the ControlLogix processor to the module (output image) 
when the module is required to perform the cold boot (hardware reset) operation. 
This block is sent to the module when a hardware problem is detected by the 
ladder logic that requires a hardware reset. The following table describes the 
format of the control block. 
Offset Description Length

0  9999 1  
1 to 247 Spare 247 
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5.2.6 Data Flow Between MVI56-101S Module and ControlLogix 
processor 

The following topics describe the flow of data between the three pieces of 
hardware, the ControlLogix processor, the MVI56-101S module, and the IEC 
60870-5-101 Master unit. Each port on the module is configured to emulate a 
common slave device. The database used in the module is used for both ports 
and only one port can be utilized at one time. 

Slave Driver 

The Slave Driver allows the MVI56-101S module to respond to data read and 
write commands issued by a master unit on the telecontrol network. The 
following flow chart and associated table describe the flow of data into and out of 
the module. 

Step Description 

1 The slave port driver receives the configuration information from the Compact Flash 
Disk in the module. This information configures the serial port and define the slave 
node characteristics. 

2 A Host device issues a read or write command to the module’s node address. The port 
driver qualifies the message before accepting it into the module. 

3 After the module accepts the message, the data is immediately transferred to or from 
the internal database in the module. If the command is a read command, the data is 
read out of the database and a response message is built. If the command is a write 
command, the data is written directly into the database and a response message is 
built. 

4 After the data processing has been completed in Step 3, the response is issued to the 
originating master node. 

5 Counters are available in the Status Block that permit the ladder logic program to 
determine the level of activity of the Slave Driver. 

Review the Installing and Configuring the Module section for a complete list of 
the parameters that must be defined for a slave port. The IEC 60870-5-101 
Interoperability Document for the MVI56-101S Slave Module contains a listing of 
the protocol support supplied in the module. 
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5.2.7 Databases 
The read and write areas can be placed anywhere in the module's database 
area. Because each point is defined individually to the module, the data for a 
specific type need not be contiguous in the module's database. This means that 
the module error/status area can be passed to the controlling station using the 
M_ME_NB_1 database. In the database definition for this type, establish a 
M_ME_NB_1 information object  for each status value to be monitored by the 
controlling station and use the module's status database as the DB Address. 
This section discusses the databases utilized by the module to support the IEC 
60870-5-101 protocol. The user is responsible for defining the databases for their 
specific application.  The size of each ASDU database and definition of each 
point within each data type is established in the module’s configuration file or by 
using ProSoft Configuration Builder. Refer to the Module Configuration section 
for a complete discussion of configuration options. The following table 
summarizes the ASDU data types used in each of the15  individual databases. 
Type ID Type Description  Data Representation 

1 M_SP_NA_1 Monitored Single-point Information: This data 
type stores a single binary input point. 
Associated time-tagged event information for 
this type are M_SP_TA_1 (2) and M_SP_TB_1 
(30).  

Single bit value with 0=Off and 1=On.  

3 M_DP_NA_1 Monitored Double-point Information: This data 
type stores a dual-point binary input value 
(that is, valve status). Associated time-tagged 
event information for this type are 
M_DP_TA_1 (4) and M_DP_TB_1 (31).  

Double-bit status with 00b (0 decimal) = 
indeterminate or intermediate, 01b (1 
decimal) = Off, 10b (2 decimal) = On and 
11b (3 decimal) = indeterminate. 

5 M_ST_NA_1 Monitored Step-point Information: This data 
type is used for step position of transformers 
or other step position information. The value 
for the position ranges from -64 to 63. 
Associated time-tagged event information for 
this type are M_ST_TA_1 (6) and M_ST_TB_1 
(32).  

Step data is stored in a single character 
value with bits 0 to 6 (-64 to +63) 
representing the step position and bit 7 
representing the following states: 0 = 
Equipment is not in transient state 1 = 
Equipment in transient state 

7 M_BO_NA_1 Monitored 32-Bit Bitstring Binary State 
Information: This data type is used to hold and 
transmit binary state data as bitstrings of 32 
bits. 

Bitstring data is stored as groups of 32 
bits, with each bit representing the state of 
an object: 0=Off and 1=On 

9 M_ME_TA_1 Monitored Normalized Measured Value: This 
data type is used for analog input data. 
Associated time-tagged event information for 
this type are M_ME_TA_1 (10) and 
M_ME_TD_1 (34).  

Normalized values are stored in a (16-bit) 
word data area with a range of -1..+1-2-15 

11  M_ME_NB_1 Monitored Scaled Measured Value: This data 
type is used for analog input data. Associated 
time-tagged event information for this type are 
M_ME_TB_1 (12) and M_ME_TE_1 (35).  

Scaled values are stored in a (16-bit) word 
data area with a range of -215.. +215-1 
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Type ID Type Description  Data Representation 

13 M_ME_NC_1 Monitored Measured Value, Short Floating-
Point Number: This data type is used for 
analog input data stored in floating point 
format according to the IEEE STD 754, QDS 
format. Associated time-tagged event 
information for this type are M_ME_TC_1 (14) 
and M_ME_TE_1 (36). 

Short floating-point number stored in IEEE 
STD 754 format (Fraction, Exponent, Sign) 

15 M_IT_NA_1 Monitored Integrated Total-point Information: 
This data type stores meter or other count 
data. Associated time-tagged event 
information for this type are M_IT_TA_1 (15) 
and M_IT_TB_1 (37).  

Binary counter data is stored in a double-
word (32-bit) value with a range of -
231..+231-1. 

45 C_SC_NA_1 Single-point Command: This command 
controls a single binary point such as a relay. 

Single bit value with 0 = Off and 1 = On 

46 C_DC_NA_1 Double-point Command: This command 
controls a dual-point binary control device 
such as a trip/close relay.  

Double Command with 0 = Not permitted 1 
= Off 2 = On 3 = Not permitted 

47 C_RC_NA_1 Regulating Step Command: This command 
controls a stepping device such as a 
transformer. 

Regulating Step Command with 0 = Not 
permitted 1 = Next step lower 2 = Next 
step higher 3 = Not permitted  

48 C_SE_NA_1 Setpoint Command, Normalized Value: This 
command controls an analog device. 

Normalized values are stored in a (16-bit) 
word data area with a range of -1..+1-2-15  

49 C_SE_NB_1 Setpoint Command, Scaled Value: This 
command controls an analog device. 

Scaled values are stored in a (16-bit) word 
data area with a range of -215.. +215-1  

50 C_SE_NC_1 Setpoint Command, Short Floating-Point 
Value: This data type is used for analog input 
data stored in floating point format according 
to the IEEE STD 754, QDS format.  

Short floating-point number stored in IEEE 
STD 754 format (Fraction, Exponent, Sign) 

51 C_BO_NA_1 32-Bit Bitstring Binary State Command: This 
data type is used to hold and transmit binary 
state data as bitstrings of 32 bits. 

Bitstring data is stored as groups of 32 
bits, with each bit representing the state of 
an object: 0=Off and 1=On 

A key concept in interfacing the protocol with the internal database is the 
relationship between the IEC-60870-5-101 databases and the data transfer 
operation between the driver and  module's internal database. The control data 
types, C_XX_XX_1,  are transferred from the driver to the module's internal 
database. This data can then be used by the other gateway protocol or processor 
in which the module is installed to control other devices. The monitor data types 
(M_XX_XX_1) are sourced from the module's internal database and is 
transferred to the remote Master on the IEC-60870-5-101 network.  
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The relationships between the data types and the read and write data areas of 
themodule are displayed in the following diagram: 

The Write Data Area is used to hold data for the 101S Monitored Point 
databases, which is data that will be sent by the 101S Slave driver from the 
module to the remote Master.  The Read Data Area is used to hold data for the 
101S Control Point databases, which is data that has been sent from the remote 
Master to the 101S driver to be stored in the module. The read and write areas 
can be placed anywhere in the module's database. Because the module address 
of each point is defined individually, the data area for a specific data type need 
not be contiguous in the module’s memory. However, most users find it 
convenient to keep data of each type in contiguous address blocks. 
Module error/status data can be passed to the Master using the M_ME_NB_1 
database. In the database definition for the type, establish a point for each status 
value to be monitored by the Master and set the module's database address for 
the point in the definition. 
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5.3 IEC-60870-5-101 Protocol Implementation 

This section presents an overview of how the MVI56-101S works, while skipping 
the complex details of the protocol specification. If you require more information 
about the implementation of the protocol, refer to the protocol specification (IEC 
60870-5-101 2003). For more information on the configuring and modifying the 
backplane implementation of the protocol with the MVI56-101S, refer to 
Configuring the Module (page 31). 
The IEC-60870-5-101 protocol applies to telecontrol equipment and systems with 
coded bit serial data transmission for monitoring and controlling geographically 
widespread processes. 
Any application using the IEC-60870-5-101 protocol will have a master 
(controlling station) and one or more slaves (controlled stations). The master will 
constantly monitor and control the data from each slave in the network. 

The MVI56-101S module works as a IEC-60870-5-101 slave. It can send monitor 
data, receive commands or generate events to the master unit, as explained in 
the following topics. 
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5.3.1 General Parameter Configuration 

Communication Parameters 

The following parameters should be configured for serial communication: 

Adjust these parameters for your application. 
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Data Link Configuration 

The protocol specification document IEC 60870-5-2 specifies an unambiguous 
address (number) must be used for each link. Each address may be unique 
within a specific system, or may be unique within a group of links sharing a 
common channel. The protocol specification defines that the Data Link Address 
may have 0, 1 or 2 octets. The first option should be used only during Balanced 
Mode. 

Configure the Data Link Address Length parameter to set the number of octets to 
be used for the Data Link Address value. It is essential that the Master unit also 
uses the same number of octets configured in the 101 Slave.  Values shown here 
are for example only.  Your application may require different settings. 
 Data Link Address Length: 1
You must also configure the actual Data Link Address value using the following 
parameter: 
 Data link address: 1
This value identifies the module’s address in the network.
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ASDU Configuration 

The protocol specification document IEC 60870-5-3 describes the Basic 
Application Data Units that are used in the protocol. It also defines the 
Application Service Data Unit (ASDU) used by the protocol for data 
communication. 
You can configure the number of bytes to be used for the following ASDU 
components: 
Component Abbreviation Possible Number of Octets 

Cause of Transmission COT 1 or 2 
Common Address of ASDU CASDU 1 or 2 
Information Object Address IOA 1, 2 or 3 

These parameters must be configured to match the Master's configuration 
(values shown are for example only; your application may require different 
values): 

The Common Address of ASDU is the station address. The module allows the 
addressing of only the whole station (some devices allows different Common 
Addresses to identify particular station sectors). You should configure the 
Common ASDU Address with the following parameter: 
 Common Address of ASDU: 1
You should also configure the maximum number of bytes that the module will 
support for each ASDU response to the Master unit. The range is from 25 to 252 
bytes. You should verify the maximum number of bytes supported by the Master 
because some IEC 60870-5-101 Master devices support messages with less 
than 252 bytes. 
Configure the following parameter to set the maximum number of bytes to be 
transferred at every ASDU response. 
 Maximum ASDU Resp Len: 252
A value less than 252 can cause the module to break down the response to send 
all points using more response messages, with each message containing fewer 
bytes. 
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Example - Changing the ASDU Length:  

Considering that the Master sends a General Interrogation request to poll forty 
M_ME_NB points (measured scaled points in Unbalanced Mode): 
If Maximum ASDU Resp Len = 252: 
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This example shows that the module sends all 40 measured scaled points in one 
single message, if the message is not greater than 252 bytes. However, some 
Master devices may not support messages containing this number of bytes. If the 
Master for a given application supports only 100 bytes, the following 
communication procedure would occur: 

As shown in the previous diagram, the module sends out three (3) messages (15 
points, 15 points, and 10 points) instead of sending the whole 40 points in one 
single message.  

Note: This example shows the case where IOA Length = 3 bytes, COT Length = 2 bytes and 
CASDU Length = 2 bytes. 
Important: If the database parser gets a point index that is not valid, the whole database is set as 
invalid and no points are reported. Because the index 0 is not valid (the protocol does not support 
this index value), the driver considers it invalid. For example, if you set the size of the ASDU to 1 
and you set a value of 1000 for a point index, this is also invalid as the indexes can only go from 1 
to 255. 
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5.3.2 Module Initialization 
After the module powers up, a specific initialization procedure occurs, depending 
on the communication mode you selected (Balanced or Unbalanced). 

Balanced and Unbalanced Modes 
The module supports balanced and unbalanced modes. In balanced mode, each 
station may initiate message transfers. If the links from the Master unit to several 
slaves share a common physical channel, then these links must be operated in 
an unbalanced mode to avoid the possibility of more than one device attempting 
to transmit on the channel at the same time. 
Select the communication mode with the following parameter: 

To use balanced mode, configure the following parameters: 
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Unbalanced mode 

In order to start communications between the Master and the slave units, the 
Master tries to establish the link connection by transmitting repeated "Request 
Status of Link" at specific time out intervals. When the module’s link is available, 
it will respond with a "Status of Link" response. Then, the Master transmits a 
"Reset of Remote Link" message and the slave responds with an Acknowledge 
(ACK) response. Then the Master sends two consecutive Class 1 requests. The 
slave responds the first Class 1 request with an "End of Initialization" response 
and the second Class 1 request with an ACK message. 
The following illustration shows a typical initialization procedure for the 
unbalanced mode: 

Master
101

Slave
Status of Link Request

Status of Link Response

Reset Remote Link

ACK

Class 1

End Of Initialization

Class 1

ACK / Data Not Available
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Balanced Mode 

During balanced mode, the link must be initialized in both directions. The MVI56-
101S module also always reinitializes the link after it receives an initialization 
request from the Master. Therefore, the following initialization occurs during 
balanced mode, after MVI56-101S boots. 

Master
101

Slave

Master initializes 
the link

101S driver 
initializes the link

101S driver 
reinitializes the 

link

Status of Link

Status of Link Response

Reset Remote Link

ACK

Status of Link

Status of Link Response

Reset Remote Link

ACK

Status of Link

Status of Link Response

Reset Remote Link

ACK

After the initialization procedure is completed, the Master and the MVI56-101S 
start communicating. During communication, if the Master fails to respond to a 
message from the module, the module will retry for a configured number of times. 
If the Master still fails to respond, the module will attempt to initialize the line 
again. 
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5.3.3 Monitor Direction and Control Direction 
The protocol specification defines two directions of data: monitor direction and 
control direction. These directions are defined by the protocol specification as 
follows: 
Monitor Direction: The direction of transmission from a slave to the master 
Control Direction: The direction of transmission from the master to a slave 

Slave Master

Monitor Direction

Control Direction

The points that are typically transferred from the slave to the master are also 
known as Monitor Points (or Monitor Information Objects). The points that are 
typically transferred from the master to the slave are also known as Control 
Points (or Command Information Objects). 
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For the MVI56-101S, the control and monitor points would be transferred as 
follows: 

Processor 101S Module

Monitor Points

Control Points

Master

Monitor Points

Control Points

You must make sure that all points are configured in the correct location in the 
MVI56-101S module database in order to be properly updated from/to the 
processor. 
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5.3.4 Using Monitor Points 
The following monitor points are supported by the MVI56-101S module: 
Symbol Description Data Size in 

Database 
Addressing 
Type 

M_SP_NA Monitored Single-Points 1 bit Bit 
M_DP_NA Monitored Dual-Points 2 bits Bit 
M_ST_NA Monitored Step-Points 1 byte Byte 
M_ME_NA Monitored Measured Normalized-Points 1 word Word 
M_BO_NA Monitored 32-bit Bitstring Points 2 words Word 
M_ME_NB Monitored Measured Scaled-Points 1 word Word 
M_ME_NC Monitored Measured Short Floating Points 2 words Double-Word 
M_IT_NA Monitored Counter-Points 2 words Double-Word 

Each monitor point is identified by its Information Object Address (it should be 
unique for each Common ASDU Address in the network). For each monitor point, 
configure the following parameters: 
Point # - The information object address of the point. It identifies the point in the 
network. 
DB Address - The database location in the MVI56-101S module associated with 
the point. You must associate each point to a database address in the MVI56-
101S module. The interpretation of this parameter depends on the point type 
configured. For example, for an M_SP_NA point, this value represents the bit 
address. For a M_ME_NA point, this value represents the Word address.  
Group(s) - This is the group definition for the point. It sets how the point will be 
polled by the Master (cyclic or group interrogation). It can also be used to enable 
or disable the event generation for one specific point. The group parameter is 
discussed in the Data Communication section. 
Deadband - Sets the deadband for each Measured point. If the value changes 
from more than the configured deadband , the module will generate an event for 
this point. 
IV DB Bit - This feature allows the application to set the invalid (IV) quality bit of 
the protocol for all the monitored ASDU types supported. If you enable this 
feature, the Master can determine the individual IV quality bit status of each point 
you configured. 
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Monitor Data Transfer 

In unbalanced mode, the polling procedure is initiated from the Master unit 
through Class 1 and Class 2 requests. In general, ASDUs containing 
periodic(cyclic) causes of transmission are typically assigned to be transmitted in 
response to Class 2 requests from the Master. All ASDUs containing time-tagged 
or spontaneous causes of transmission are typically assigned to be transmitted in 
response to Class 1 requests. Other ASDUs with other causes of transmission of 
low priority, such as background scans, may also be assigned to be transmitted 
in response to Class 2 requests. 
Typically, you should properly configure the group code for each monitor point to 
define how the Master will poll for the point.  
The module will periodically send all points configured for periodic/cyclic poll 
(0x80000000) at every x milliseconds, where x is configured with the Cyclic Data 
Transmission parameter: 
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M_SP_NA 

A Monitor Single-Point information object occupies one binary bit and uses bit 
addressing. For example, if you configured the following information objects as 
shown: 

The following table describes how these information objects would be stored in 
the module: 
Inf. Object Address Module Database Address 

100 Bit 0 of word 100 (Bit address 1600) 
101 Bit 1 of word 100 (Bit address 1601) 
102 Bit 2 of word 100 (Bit address 1602) 
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M_ST_NA 

A Monitor Step Position information object occupies one byte and uses byte 
addressing. 
For example, if you configured the following information objects: 

The following table describes how these information objects would be stored in 
the module. 
Inf. Object Address Module Database Address 

300 Low byte of word 20 (Byte address 40) 
301 Low byte of word 30 (Byte address 60) 
302 High byte of word 40 (Byte address 81) 
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M_BO_NA 

A Monitored 32-Bit Bitstring Point occupies two words and uses double-word 
addressing. 
For example, if you configured the following points: 

The following table describes how these points would be stored in the module 
memory database. 
Inf. Object Address Module Database Address 

600 Words 2000 and 2001 (Double-word address 1000) 
601 Words 2002 and 2003 (Double-word address 1001) 
602 Words 2004 and 2005 (Double-word address 1002) 
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M_ME_NA and M_ME_NB 

A Monitor Normalized Measured information object or Monitor Scaled Measured 
information object occupies one word and uses word addressing. 
For example, if you configured the following information objects: 

The following table describes how these information objects would be stored in 
the module. 
Inf. Object Address Module Database Address 

400 Word 10 (Word address 10) 
401 Word 12 (Word address 12) 
402 Word 18 (Word address 18) 

Monitor Normalized Measured information objects use a data representation 
defined by the protocol specification to represent fractional decimal values. The 
following table describes the value for each bit as a reciprocal power of two (2), 
that is two (2) raised to the power of a negative exponent (-1 through -15). Bit 15 
is the Sign Bit. 
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 

Value 
Hex(h) 
Decimal 

Sign 4000h
2-1 

2000h 
2-2

1000h 
2-3

800
h 
2-4

400
h 
2-5

200
h 
2-6

100
h 
2-7

80
h 
2-8

40
h 
2-9

20
h 
2-10

10
h 
2-11

8h 
2-12

4h 
2-13

2h 
2-14

1h 
2-15

4000h 
0.5 

0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

2000h 
0.25 

0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 

1000h 
0.125 

0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 

6000h 
0.75 

0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 

3210h 
0.395751953125 

0 0 1 1 0 0 1 0 0 0 0 1 0 0 0 0 
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Examples: 
A value of 4000hex (only Bit 14 set, all others clear) is interpreted as 0.5 decimal 
A value of 2000hex (only Bit 13 set, all others clear) is interpreted as 0.25 
decimal 
A value of 1000hex (only Bit 12 set, all others clear) is interpreted as 0.125 
decimal 
... and so on until... 
A value of 0001hex (Only Bit 0 set, all others clear) is interpreted as 
0.000030517578125 
Therefore, the actual data values transmitted may be any combination of the 
decimal values for any given bit pattern. 

M_ME_NC and M_IT_NA 

The Monitor Short Floating-Point Measured Value and Monitor Integrated Totals 
information objects occupy two words with double-word addressing. 
For example, if you configured the following information objects: 

The following table describes how these information objects would be stored in 
the module. 
Inf. Object Address Module Database Address 

500 Words 40 and 41 (Double-word address 20) 
501 Words 64 and 65 (Double-word address 32) 
502 Word 104 and 105 (Double-word address 52) 
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5.3.5 Using Control (Command) Information Objects 
The MVI56-101S module supports the following Control information objects: 
ASDU Type Information Object Description 
C_SC_NA Control Single Command
C_DC_NA Control Double Command  
C_RC_NA Control Regulating Step Command 
C_BO_NA Control 32-Bit Bitstring Command 
C_SE_NA Control Normalized Value Set Point Command 
C_SE_NB Control Scaled Value Set Point Command 
C_SE_NC Control Short Floating-Point Value Set Point Command 

Each Control information object is identified by its Information Object Address. 
For each Control information object, configure the following parameters: 
Point # - This is the Information Object Address of the information object. It 
identifies the information object in the network. This address must be unique for 
each Common ASDU Address in the network.  
DB Address - This is the database location in the MVI56-101S module 
associated with the information object. 
Monitor Point # - This is the Information Object Address of the associated 
Monitor information object to be sent to the Client once the Control request is 
received. 
Monitor DB Address - The user might (optionally) configure a Monitor information 
object to be sent by the MVI56-101S module when it receives the command for 
that specific information object. 
Require Select - This parameter configures the information object to require a 
Select request before the Operate command. 

Example (C_SC_NA) 
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In the example above, each time the module receives a value of one (1) in 
Control Single Command 700, it will send a response by placing a value of one 
(1) in Monitor Single-Point # 100 at database bit address 1600.

Some of the Command information objects may be configured to require a Select 
command before they will act on an Execute command.  

Select/Operate Timeout Parameter 
Use the Select/Operate Timeout parameter to configure the select/operate 
timeout period. After the module receives the Select command, it will wait for this 
period of time to receive the Execute command for the same Information Object 
Address. If the module does not receive an Execute command within this period 
of time, it will require another Select operation before the Execute operation will 
be accepted and acted upon. 
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Control Data Transfer 

The control communication typically occurs when the Master sends a command 
request to update the module’s command points. 
The following illustration shows a typical command communication between the 
Master and module during unbalanced operation. 

Some of the command points may be configured to be selected before executed. 
The following illustration shows a typical command communication between the 
Master and module operation with a SELECT operation. 
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Refer to the following parameter to configure the select/operate timeout period. 
After the module receives the SELECT operation it will wait for this period of time 
for the EXECUTE operation. If the module does not receive an EXECUTE 
operation within this period of time it will require another SELECT operation 
before the EXECUTE operation. 

Control Information Objects Addressing 

Control information objects must be configured in a database area that is 
updated in the module. You must associate each information object to a 
database address in the MVI56-101S module. The interpretation of the DB 
Address parameter in the configuration tables depends on the ASDU configured 
and the type of addressing associated with that ASDU.  
ASDU Type Data Size Addressing Type 

C_SC_NA 1 bit Bit
C_DC_NA 2 bits Bit
C_RC_NA 1 byte Byte
C_BO_NA 2 words Double word
C_SE_NA 1 word Word
C_SE_NB 1 word Word
C_SE_NC 2 words Double word
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C_SC_NA and C_DC_NA 
The single-point command and dual-point command points use one bit with bit-
addressing. For example, if you configure the following points: 

The following table describes how these points would be used. 
Inf. Object Address Module Database Address 

100 Bit 0 of word 100 
101 Bit 1 of word 100 
102 Bit 2 of word 100 

The protocol specification defines a qualifier value that is set by the Master to 
determine the duration of the pulse (short, long or persistent). Configure the 
Short Pulse Time and Long Pulse Time parameters, seen below, to set the 
duration of the short and long pulses: 
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C_RC_NA 
A Control Regulating Step Command information object occupies one byte and 
uses byte addressing. 
For example, if you configured the following information objects: 

The following table describes how these information objects would be used. 
Inf. Object Address Module Database Address 

1000 Low Byte of word 250 (Byte address 500) 
300 Low Byte of word 20 (Byte address 40. Must match 

configuration of point 300 in M_ST_NA.) 
1001 Low Byte of word 260 (Byte address 520) 
301 Low Byte of word 30 (Byte address 60. Must match 

configuration of point 301 in M_ST_NA.) 
1002 High Byte of word 270 (Byte address 541) 
302 High Byte of word 40 (Byte address 81. Must match 

configuration of point 302 in M_ST_NA.) 
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C_BO_NA 
A Control 32-Bit Bitstring Command information object occupies two words and 
uses double-word addressing. 
For example, if you configured the following information objects: 

These information objects would be used as follows: 
Inf. Object Address Module Database Address 

3100 Words 3000 and 3001 (Double-word address 1500) 
600 Words 2000 and 2001(Double-word address 1000. Must 

match the configuration of point 600 in M_BO_NA.) 
3101 Words 3002 and 3003 (Double-word address 1501) 
601 Words 2002 and 2001 (Double-word address 1001. Must 

match the configuration of point 601 in M_BO_NA.) 
3102 Words 3003 and 3004 (Double-word address 1502) 
602 Words 2004 and 2005 (Double-word address 1002. Must 

match the configuration of point 602 in M_BO_NA.) 
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C_SE_NA and C_SE_NB 
The Control Normalized Value Set Point Command information object and the 
Control Scaled Value Set Point Command information object use one word with 
word addressing. For example, if you configured the following information 
objects: 

The following table describes how these information objects would be used. 
Inf. Object Address Module Database Address 

1100 Word 2000 (Word address 2000) 
400 Word 10 (Word address 10.  Must match the 

configuration of point 400 in M_ME_NA.) 
1101 Word 2001 (Word address 2001) 
401 Word 12 (Word address 12.  Must match the 

configuration of point 401 in M_ME_NA.) 
1102 Word 2002 (Word address 2002) 
402 Word 18 (Word address 18.  Must match the 

configuration of point 402 in M_ME_NA.) 
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The Control Normalized Measured information objects use a data representation 
defined by the protocol specification to represent fractional decimal values. The 
following table describes the value for each bit as a reciprocal power of two (2), 
that is two (2) raised to the power of a negative exponent (-1 through -15). Bit 15 
is the Sign Bit. 
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 

Value 
Hex(h) 
Decimal 

Sign 4000h
2-1 

2000h 
2-2

1000h 
2-3

800
h 
2-4

400
h 
2-5

200
h 
2-6

100
h 
2-7

80
h 
2-8

40
h 
2-9

20
h 
2-10

10
h 
2-11

8h 
2-12

4h 
2-13

2h 
2-14

1h 
2-15

4000h 
0.5 

0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

2000h 
0.25 

0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 

1000h 
0.125 

0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 

6000h 
0.75 

0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 

3210h 
0.395751953125 

0 0 1 1 0 0 1 0 0 0 0 1 0 0 0 0 

Examples: 
A value of 4000hex (only Bit 14 set, all others clear) is interpreted as 0.5 decimal 
A value of 2000hex (only Bit 13 set, all others clear) is interpreted as 0.25 
decimal 
A value of 1000hex (only Bit 12 set, all others clear) is interpreted as 0.125 
decimal 
... and so on until... 
A value of 0001hex (Only Bit 0 set, all others clear) is interpreted as 
0.000030517578125 
Therefore, the actual data values transmitted may be any combination of the 
decimal values for any given bit pattern. 
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C_SE_NC 
The measured short floating point command uses two words with double-word 
addressing. For example, if you configured the following points: 

The following table describes how these points would be used. 
Inf. Object Address MVI56-101S module Database Address 

400 Words 5 and 6 
401 Words 6 and 7 
402 Words 9 and 10 
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5.3.6 Events 
In order to improve the communication efficiency, most applications will require 
the Master to periodically poll for data changes with a higher priority than polling 
for monitor data. Every time data change occurs, the slave should send this 
information, typically with the date and time information on when the data change 
occurred. 

The following illustration shows the event communication between the Master 
and the module during unbalanced mode: 

The module can queue up to 99 events per data type. When the queue is full, the 
oldest event will be deleted each time a new event is added to the queue. You 
must configure the Master to poll the event queue frequently enough to avoid 
losing events.  
The events can be returned for Class 1 or Class 2 requests according to the data 
type as follows: 
Data Type Class Request 

M_SP_NA Class 1
M_DP_NA Class 1
M_ST_NA Class 1
M_BO_NA Class 1
M_ME_NA Class 2
M_ME_NB Class 2
M_ME_NC Class 2
M_IT_NA Class 1

Note: In response to a Class 2 poll the module may respond with Class 1 data when there is no 
Class 2 data available. So eventually the events for M_SP_NA, M_DP_NA and M_ST_NA points 
may also be sent during a Class 2 response. 
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Deadbands 

The Monitored Measured points (M_ME_NA and M_ME_NB) will generate 
events only if the data value changes an amount greater than or equal to the 
configured deadband value. 
For example, if the following point is configured: 

Then, if the current value for this point is 130, it would generate events only if: 
 NEW VALUE is less than or equal to 30

OR
 NEW VALUE is greater than or equal to 230.
Each monitored measured point can have it's own deadband value assigned to it 
in the configuration file or by using the PCB configuration options. 
A network Master may also dynamically change the deadband for each 
monitored point. The Master may send one of the following commands: 
Type Command

110 Parameter of Measured Normalized Data (M_ME_NA) 
111 Parameter of Measured Scaled Data (M_ME_NB) 
112 Parameter of Measured Short Floating Point (M_ME_NC) 

The protocol specification explains that the qualifier value for these commands 
should be configured as: 
Bits Value Description

1 to 6 
0 Not Used
1 Threshold Value (Deadband) 
2 Smoothing Factor (filter time constant) - Not Supported 
3 Low Limit Transmission of Measured Value 
4 High Limit Transmission of Measured Value 
5..31 Reserved

7 0 No Change
1 Change

8 0 Operation
1 Not in Operation 
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The module calculates the Low Limit and High Limit values using the formula 
below (so these values cannot be changed dynamically) 
Low Limit = (LAST REPORTED VALUE) - Deadband 
High Limit = (LAST REPORTED VALUE) + Deadband 
These commands must be sent to a specific Information Object Address. The 
module associates each monitor measured point with a parameter point through 
the following configuration parameters: 
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Example - Parameter Data for Monitored Points 
If the following monitored measured points are configured: 
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And if the parameter offsets are configured as follows: 

It would imply that the parameter points would be configured as follows: 

M_ME_NA 

Monitored Measured Normalized Point Associated Parameter Point 

400 2400
401 2401
402 2402
403 2403
404 2404

So, in order to send change the deadband for the M_ME_NA point 400, the 
Master would send a command type 110 to point 2400: 
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M_ME_NB 

Monitored Measured Normalized Point Associated Parameter Point 

500 2500
501 2501
502 2502
503 2503
504 2504

Controlling the Generation of Events 

Some applications may require that only some points should generate events. 
Other applications may require that all configured points should generate events. 
The module offers considerable flexibility for event control. You can control how 
events will be generated at 3 different levels: 
1 Application Level (all configured points) 
2 Data Type Level (all configured points of specific ASDU type) 
3 Point Level (each individual point) 

General Events (All Points) 
You can control how frequently the module will scan the database for events 
using the following configuration parameter: 

If this parameter is set to 0, the module will not generate events for any points. A 
non-zero value will configure how frequently the module will scan for events in 
the database. 
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Data Type Level 
You can configure whether a data type should generate events. Each data type 
has a configuration parameter to control the generation of events: 

In the example above, only the M_SP_NA points would generate events. 

Point Level 
You can configure whether each point should generate events using the Group 
field for each point configuration. To disable event generation for a specific port, 
set the value to 40000000. 
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Time Information 

Each event may also carry the date and time information when it occurred. The 
module supports the CP56 and CP24 time formats (as defined in the protocol 
specification). 
The CP56 time format contains the milliseconds, seconds, minute, hour, day, 
month and year when the event has occurred. 
The CP24 time format contains the milliseconds and minutes when the event has 
occurred.  
The module may also be configured to not send any time information with each 
event for certain data types. The following Time Type parameters may be used to 
control the time information for each data type: 

The Master should periodically send a Time Synchronization command to the 
module driver to synchronize its date and time information. This is a very 
important step in order to make sure that the Master and the slave are both using 
the same time information. 
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You can check the current date and time using the debug menu. Press [E] at the 
main menu to view the module Status Data screen: 

You can also configure the module to copy the date and time information to the 
module database with the Time DB Offset parameter: 

As the module sends events to the Master (serial modules) or client (ethernet 
modules), it also sends a Clock Synchronization response (spontaneous COT) 
every hour for the transmission of the clock time to the Master (serial modules) or 
client (ethernet modules). 
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Event Priority 

Event Priority permits the user to set reporting priorities for data change events 
generated for each ASDU data type. The configuration file contains the following 
parameters to support this feature: 

The Set Priority Queues parameter must be set to YES for this feature to be 
used. Each of the Monitored Point ASDUs must be assigned a unique priority 
index from 0 to 7. If Event Priority is enabled, whenever events of an ASDU with 
a lower priority number are present, they will always be reported before events 
from any other ASDUs with higher priority numbers. Multiple events will be 
assembled into each message packet for transmission. This methodology limits 
the likelihood of a buffer overflow and still maximizes the bandwidth usage on the 
communication channel. 
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Example - Event Priority 
If the module is configured with the example values above, and the event queue 
contains the events generated in the following order:  
Event Order ASDU 

1 M_SP_NA
2 M_SP_NA
3 M_DP_NA
4 M_ST_NA
5 M_DP_NA
6 M_SP_NA

Then, the module will respond to a Class One data request from the controlling 
station by returning the data in the event queues in the order shown in the 
following table.  
Packet Order Content 

1 M_DP_NA events 3 and 5 
2 M_SP_NA events 1, 2 and 6 
3 M_ST_NA event 4 

WARNING: Events from the higher priority (lower-numbered) queues are always reported first, 
when present, before lower priority (higher-numbered) queues. If careful planning is not exercised 
when deciding how to configure Event Priority queues, or if large volumes of events occur events in 
the lower queues may be lost due to buffer overflow. 

When using Event Priority, events from the highest priority queues, when 
present, will always be reported before events from lower priority queue. 
Therefore, if large volumes of events are generated, events in the lower priority 
queues may be lost due to event buffer overflows. 
If the Set Priority Queue parameter is set to NO, this feature is not utilized. 
Events will be reported based on their order of occurrence, as determined by the 
event's timestamp. Multiple events will be assembled into message packets for 
transmission. This methodology limits the likelihood of a buffer overflow and still 
maximizes the bandwidth usage on the communication channel. 
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5.3.7 Invalid Bit Monitoring 
This feature allows the application to set the invalid (IV) quality bit of data points 
for all supported Monitored ASDU types. If the feature is enabled, the status of 
each point configured by the user can have the individual IV quality bit 
determined by the processor. 
The parameters required to support this feature are: 
 Cyclic Set IV Time
 IV Check Delay Time
 IV Fail Count

To disable this feature, set the IV Fail Count parameter to 0. If the IV bit field is 
absent or set to 0, the invalid quality state for the point will always be reported as 
valid. If used, the Cyclic Set IV Time parameter must be at least 3 times larger 
than the IV Check Delay Time. 
The CYCLIC SET IV TIME parameter determines the interval at which the driver will 
set all the IV bits for the points being monitored in the module. If the IV bit is ON 
for the number of times specified by the IV FAIL COUNT parameter , the point is in 
an invalid state. The driver will check the state of each bit at the frequency 
determined by the IV CHECK DELAY TIME. 
The values for the parameters must permit the driver to properly execute the 
logic. For example, the value for CYCLIC SET IV TIME should be twice the IV 

CHECK DELAY TIME, multiplied by the IV FAIL COUNT. If the cyclic timer is set to a 
smaller value, the logic may not execute correctly.  
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In order to configure points for this feature, the IV DB BIT field for each data type 
must be set to the database configuration records in the configuration file. For 
example; 
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The following illustration shows how these parameters are implemented: 

If a database bit address (1 to 64000) is present, the application may consider 
the point with an invalid flag if the previous logic checks the IV bit as 1 during 
consecutive IV Check Delay scans. The IV bits would have to be reset to 0 to set 
the point to valid state. 
The IV DB bit defined for each point can be unique, or many points may share 
the same bit. The last case could be used when the points on an I/O module are 
to be considered as one set. In this case only a single bit is required. For a point 
that is the result of a computation, the valid quality state could be set for each 
point individually. 
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5.4 Cable Connections 

The application ports on the MVI56-101S module support RS-232, RS-422, and 
RS-485 interfaces. Please ensure that the jumpers are set correctly for the type 
of interface you are using.  

Note for modules with RS-232 connection to a radio or modem: Some radios or modems 
require hardware handshaking (control and monitoring of modem signal lines) on the RTS and CTS 
lines of an RS-232 connection. Enable this by setting the UseCTS parameter in the module 
configuration to 1. 

5.4.1 RS-232 Configuration/Debug Port 
This port is physically an RJ45 connection. An RJ45 to DB-9 adapter cable is 
included with the module. This port permits a PC-based terminal emulation 
program to view configuration and status data in the module and to control the 
module. The cable pinout for communications on this port is shown in the 
following diagram. 

5.4.2 RS-232  Application Port(s) 
When the RS-232 interface is selected, the use of hardware handshaking 
(control and monitoring of modem signal lines) is user definable. If no hardware 
handshaking will be used, here are the cable pinouts to connect to the port. 
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RS-232: Modem Connection (Hardware Handshaking Required) 

This type of connection is required between the module and a modem or other 
communication device. 

The "Use CTS Line" parameter for the port configuration should be set to 'Y' for 
most modem applications. 

RS-232: Null Modem Connection (Hardware Handshaking) 

This type of connection is used when the device connected to the module 
requires hardware handshaking (control and monitoring of modem signal lines). 
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RS-232: Null Modem Connection (No Hardware Handshaking) 

This type of connection can be used to connect the module to a computer or field 
device communication port. 

Note: For most null modem connections where hardware handshaking is not required, the Use 
CTS Line parameter should be set to N and no jumper will be required between Pins 7 (RTS) and 8 
(CTS) on the connector. If the port is configured with the Use CTS Line set to Y, then a jumper is 
required between the RTS and the CTS lines on the port connection. 
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5.4.3 RS-422 
The RS-422 interface requires a single four or five wire cable. The Common 
connection is optional, depending on the RS-422 network devices used. The 
cable required for this interface is shown below: 

5.4.4 RS-485 Application Port(s) 
The RS-485 interface requires a single two or three wire cable. The Common 
connection is optional, depending on the RS-485 network devices used. The 
cable required for this interface is shown below: 

Note: Terminating resistors are generally not required on the RS-485 network, unless you are 
experiencing communication problems that can be attributed to signal echoes or reflections. In 
these cases, installing a 120-ohm terminating resistor between pins 1 and 8 on the module 
connector end of the RS-485 line may improve communication quality. 

RS-485 and RS-422 Tip 

If communication in the RS-422 or RS-485 mode does not work at first, despite 
all attempts, try switching termination polarities. Some manufacturers interpret + 
and -, or  A and B, polarities differently. 
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5.4.5 DB9 to RJ45 Adaptor (Cable 14) 
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5.5 MVI56-101S Status Data Definition 

This section contains a description of the members present in the InStat870 
object. This data is transferred from the module to the processor as part of each 
read block. 
Offset Parameter Description 

0  Scan Count This status value contains a counter incremented on each scan of 
the module's main loop. 

1 to 2 Product Name  This two-word data area contains the text values representing the 
product name. These words contain the text "87S5" for the MVI56 
platform. 

3 to 4 Revision This two-word data area contains the text values for the revision 
number. 

5 to 6 Op Sys # This two-word data area contains the text values for the operating 
system number. 

7 to 8  Run Number This two-word data area contains the text values for the run 
number. 

9 Read Blk Cnt  This word contains the total number of block read operations 
successfully executed. 

10 Write Blk Cnt  This word contains the total number of block write operations 
successfully executed. 

11 Parse Blk Cnt This word contains the total number of write blocks successfully 
parsed. 

12 Error Blk Cnt  This word contains the total number of block transfer errors. 
13 Port Selected  This parameter determines which port on the module is being 

utilized. If the value is set to 0, the primary port is being used. If the 
value is set to 1, the backup port is being utilized. 

14  Bad CKS This word contains the total number of frames received by the 
module that contain a bad check-sum values in the message. 

15 Sync Errors  This word contains the total number of frames received by the 
module that have synchronization errors. Each frame in the protocol 
has a specific header that must be received in a fixed sequence. If 
this header is not received correctly, this word will be incremented, 
and the frame will be discarded. 

16  Length Errors This word contains the total number of frames received by the 
module that do not have the correct length.  

17 Timeout This word contains the total number of frames received by the 
module that were not received within the specified receive timeout 
parameter. 

18 RX Frames  This word contains the total number of frames received by the 
module. 

19 TX Frames  This word contains the total number of frames transmitted by the 
module. 
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5.6 MVI56-101S Error Status Table 

This section contains a listing of the MVI56-101S module's status data area. This 
file is located at the MVI56-101S database starting at address 4000. You may 
also configure an additional area using the "Error Offset" parameter. 
Offset Parameter Description

4000 Scan Count This status value contains a counter incremented on each 
scan of the module's main loop. 

4001 to 4002 Product Name This two-word data area contains the text values representing 
the product name. 

4003 to 4004 Revision This two-word data area contains the text values for the 
revision number. 

4005 to 4006 Op Sys # This two-word data area contains the text values for the 
operating system number. 

4007 to 4008 Run Number This two-word data area contains the text values for the run 
number. 

4009 Read Blk Cnt This word contains the total number of block read operations 
successfully executed. 

4010 Write Blk Cnt This word contains the total number of block write operations 
successfully executed. 

4011 Parse Blk Cnt This word contains the total number of write blocks 
successfully parsed. 

4012 Error Blk Cnt This word contains the total number of block transfer errors. 
4013 Port Selected This parameter determines which port on the module is being 

utilized. If the value is set to 0, the primary port is being used. 
If the value is set to 1, the backup port is being utilized. 

4014 Bad CKS This word contains the total number of frames received by the 
module that contain a bad check-sum values in the message. 

4015 Sync Errors This word contains the total number of frames received by the 
module that have synchronization errors. Each frame in the 
protocol has a specific header that must be received in a fixed 
sequence. If this header is not received correctly, this word will 
be incremented, and the frame will be discarded. 

4016 Length Errors This word contains the total number of frames received by the 
module that do not have the correct length. 

4017 Timeout This word contains the total number of frames received by the 
module that were not received within the specified receive 
timeout parameter. 

4018 RX Frames This word contains the total number of frames received by the 
module. 

4019 TX Frames This word contains the total number of frames transmitted by 
the module. 

4020 MSP Event Buffer This parameter shows the number of events available in the 
event buffer for M_SP_NA points. 

4021 MDP Event Buffer This parameter shows the number of events available in the 
event buffer for M_DP_NA points 

4022 MST Event Buffer This parameter shows the number of events available in the 
event buffer for M_ST_NA points 

4023 MMENA Event 
Buffer 

This parameter shows the number of events available in the 
event buffer for M_ME_NA points 

4024 MMENB Event 
Buffer 

This parameter shows the number of events available in the 
event buffer for M_ME_NB points 
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Offset Parameter Description

4025 MMENC Event 
Buffer 

This parameter shows the number of events available in the 
event buffer for M_ME_NC points. 

4026 MIT Event Buffer This parameter shows the number of events available in the 
event buffer for M_IT_NA points 
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5.7 MVI56-101S Database Design Forms 

5.7.1 M_SP_NA, M_DP_NA, M_ST_NA, M_BO_NA, and M_IT_NA 
Form 

Point Number Database Address Group Assignment IV DB Bit Address 
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5.7.2 M_ME_NA and M_ME_NB Form 
Point Number Database Address Group 

Assignment 
Default 
Deadband 

IV DB Bit Address 
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5.7.3 Form for All C_ (Command) Data Types, Except C_RC_NA 
Point Number Database Address Monitor Point # Monitor Database 

Address 
Require Select 
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5.7.4 C_RC_NA Form 
Point Number Database Address Monitor Point # Monitor Database 

Address 
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6 IEC 60870-5-101 Slave Interoperability  
Statement 

In This Chapter 

 System or Device ................................................................................. 167 

 Network Configuration ......................................................................... 168 

 Physical Layer ..................................................................................... 169 

 Link Layer ............................................................................................ 170 

 Application Layer ................................................................................. 171 

 Selection of Standard ASDUs .............................................................. 172 

 Type Identifier and Cause of Transmission Assignments .................... 175 

 Basic Application Functions ................................................................. 178 

This companion standard presents sets of parameters and alternatives from 
which subsets have to be selected to implement particular telecontrol systems. 
Certain parameter values, such as the number of octets in the COMMON 
ADDRESS of ASDUs represent mutually exclusive alternatives. This means that 
only one value of the defined parameters is admitted per system. Other 
parameters, such as the listed set of different process information in command 
and in monitor direction allow the specification of the complete set or subsets, as 
appropriate for given applications. This clause summarizes the parameters of the 
previous clauses to facilitate a suitable selection for a specific application. If a 
system is composed of equipment originating from different manufacturers it is 
necessary that all partners agree on the selected parameters. 

Note: In addition, the full specification of a system may require individual selection of certain 
parameters for certain parts of the system, such as the individual selection of scaling factors for 
individually addressable measured values. 

The selected parameters should be marked in the white boxes as follows: 
 Function or ASDU is not used
 Function or ASDU is used as standardized (default)
A black check box indicates that the option cannot be selected in this companion 
standard. 
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6.1 System or Device 

 System definition
 Controlling station definition (Master)
 Controlled station definition (slave)



IEC 60870-5-101 Slave Interoperability  Statement MVI56-101S ♦ ControlLogix Platform 
User Manual IEC 60870-5-101 Slave Communication Module 

Page 168 of 183 ProSoft Technology, Inc.  

 

6.2 Network Configuration 

(Network-specific parameter) 
 Point-to-point  Multipoint-party line
 Multiple point-to-point  Multipoint-star
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6.3 Physical Layer 

(Network-specific parameter) 

6.3.1 Transmission Speed (Control Direction) 
Unbalanced interchange
Circuit V.24/V.28 
Standard 

Unbalanced interchange 
Circuit V.24/V.28 
Recommended if > 1200 bit/s

Balanced 
interchange 
Circuit X.24/X.27 

 100 bit/s  2400 bit/s  2400 bit/s  56000 bit/s
 200 bit/s  4800 bit/s  4800 bit/s  64000 bit/s
 300 bit/s  9600 bit/s  9600 bit/s
 600 bit/s  19200 bit/s
 1200 bit/s  38400 bit/s

6.3.2 Transmission Speed (Monitor Direction) 
Unbalanced interchange
Circuit V.24/V.28 
Standard 

Unbalanced interchange 
Circuit V.24/V.28 
Recommended if > 1200 bit/s

Balanced 
interchange 
Circuit X.24/X.27 

 100 bit/s  2400 bit/s  2400 bit/s  56000 bit/s
 200 bit/s  4800 bit/s  4800 bit/s  64000 bit/s
 300 bit/s  9600 bit/s  9600 bit/s
 600 bit/s  19200 bit/s
 1200 bit/s  38400 bit/s
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6.4 Link Layer 

(Network-specific parameter) 
Frame format FT 1.2, single character 1 and the fixed time out interval are used 
exclusively in this companion standard. 

Link transmission procedure Address field of link 
 Balanced transmission  Not present (balanced transmission only)
 Unbalanced transmission  One octet

 Two octets
 Structured

Frame length 
 Unstructured
25 to 252 Maximum length L (number of octets)
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6.5 Application Layer 

6.5.1 Transmission Mode for Application Data 
Mode 1 (Least significant octet first), as defined in clause 4.10 of IEC 60870-5-4, 
is used exclusively in this companion standard. 

6.5.2 Common Address of ASDU - 101S 
(System-specific parameter) 
 One octet  Two octets

6.5.3 Information Object Address 
(System-specific parameter) 
One octet  Structured
Two octets  Unstructured
 Three octets

6.5.4 Cause of Transmission 
(System-specific parameter) 
 One octet  Two octets (with originator address)

6.5.5 Length of APDU - 101S 
(System-specific parameter, specify the maximum length of the APDU per 
system) 
The maximum length of the APDU in this protocol implementation is 252 
(default). The maximum length may be reduced by the system. 
The maximum length of APDU per system is 255. 
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6.6 Selection of Standard ASDUs 

6.6.1 Process Information in Monitor Direction 
(Station-specific parameter; mark each Type ID "X" if it is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 <1>  := Single-point information M_SP_NA_1 
 <2>  := Single-point information with time tag M_SP_TA_1 
 <3>  := Double-point information M_DP_NA_1 
 <4>  := Double-point information with time tag M_DP_TA_1 
 <5>  := Step position information M_ST_NA_1 
 <6>  := Step position information with time tag M_ST_TA_1 
 <7>  := Bitstring of 32 bit M_BO_NA_1 
 <8>  := Bitstring of 32 bit with time tag M_BO_TA_1 
 <9>  := Measured value, normalized value M_ME_NA_1 
 <10>  := Measured value, normalized value with time tag M_ME_TA_1
 <11>  := Measured value, scaled value M_ME_NB_1 
 <12>  := Measured value, scaled value with time tag M_ME_TB_1 
 <13>  := Measured value, short floating-point value M_ME_NC_I 
 <14>  := Measured value, short floating-point value with time tag

M_ME_TC_1 
 <15>  := Integrated totals M_IT_NA_1 
 <16>  := Integrated totals with time tag M_IT_TA_1 
 <17>  := Event of protection equipment with time tag M_EP_TA_1 
 <18>  := Packed start events of protection equipment with time tag

M_EP_TB_1 
 <19>  := Packed output circuit information of protection equipment with

time tag M_EP_TC_1 
 <20>  := Packed single-point information with status change detection

M_PS_NA_1 
 <21>  := Measured value, normalized value without quality description

M_ME_ND_1 
 <30>  := Single-point information with time tag CP56Time2a

M_SP_TB_1 
 <31>  := Double-point information with time tag CP56Time2a

M_DP_TB_1 
 <32>  := Step position information with time tag CP56Time2a

M_ST_TB_1 
 <33>  := Bitstring of 32 bit with time tag CP56Time2a M_BO_TB_1 
 <34>  := Measured value, normalized value with time tag CP56Time2a

M_ME_TD_1 
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 <35>  := Measured value, scaled value with time tag CP56Time2a
M_ME_TE_1 

 <36>  := Measured value, short floating-point value with time tag
CP56Time2a M_ME_TF_1 

 <37>  := Integrated totals with time tag CP56Time2a M_IT_TB_1 
 <38>  := Event of protection equipment with time tag CP56Time2a

M_EP_TD_1 
 <39>  := Packed start events of protection equipment with time tag

CP56time2a M_EP_TE_1 
 <40>  := Packed output circuit information of protection equipment

with time tag CP56Time2a M_EP_TF_1 

6.6.2 Process Information in Control Direction 
(Station-specific parameter; mark each Type ID "X" if it is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 <45>  := Single command C_SC_NA_1 
 <46>  := Double command C_DC_NA_1 
 <47>  := Regulating step command C_RC_NA_1 
 <48>  := Set point command, normalized value C_SE_NA_1 
 <49>  := Set point command, scaled value C_SE_NB_1 
 <50>  := Set point command, short floating-point value C_SE_NC_1
 <51>  := Bitstring of 32 bit C_BO_NA_1 
 <58>  := Single command with time tag CP56Time2a C_SC_TA_1 
 <59>  := Double command with time tag CP56Time2a C_DC_TA_1
 <60>  := Regulating step command with time tag CP56Time2a

C_RC_TA_1 
 <61>  := Set point command, normalized value with time tag

CP56Time2a C_SE_TA_1 
 <62>  := Set point command, scaled value with time tag CP56Time2a

C_SE_TB_1 
 <63>  := Set point command, short floating-point value with time tag

CP56Time2a C_SE_TC_1 
 <64>  := Bitstring of 32 bit with time tag CP56Time2a C_BO_TA_1 

Either the ASDUs of the set <45>-<51> or of the set <58>-<64> are used. 
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6.6.3 System Information in Monitor Direction 
(Station-specific parameter; mark "X" if used) 
 <70>  := End of initialization M_EI_NA_1 

6.6.4 System Information in Control Direction 
(Station-specific parameter; mark each Type ID "X" if it is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 <100>  := Interrogation command C_IC_NA_1 
 <101>  := Counter interrogation command C_CI_NA_1 
 <102>  := Read command C_RD_NA_1 
 <103>  := Clock synchronization command C_CS_NA_1 
 <104>  := Test command C_TS_NB_1 
 <105>  := Reset process command C_RP_NC_1 
 <106>  := Delay acquisition command Note 1 C_CD_NA_1 

6.6.5 Parameter in Control Direction 
(Station-specific parameter; mark each Type ID "X" if it is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 <110>  := Parameter of measured value, normalized value P_ME_NA_1
 <111>  := Parameter of measured value, scaled value P_ME_NB_1 
 <112>  := Parameter of measured value, short floating-point value

P_ME_NC_1
 <113>  := Parameter activation P_AC_NA_1 

6.6.6 File Transfer 
(Station-specific parameter; mark each Type ID "X" if it is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 <120>  := File ready F_FR_NA_1 
 <121>  := Section ready F_SR_NA_1 
 <122>  := Call directory, select file, call file, call section F_SC_NA_1
 <123>  := Last section, last segment F_LS_NA_1 
 <124>  := Ack file, ack section F_AF_NA_1 
 <125>  := Segment F_SG_NA_1 
 <126>  := Directory F_DR_TA_1 
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6.7 Type Identifier and Cause of Transmission Assignments 

(Station-specific parameters) 
Shaded boxes: option not required 
Black boxes: option not permitted in this companion standard 
Blank boxes: functions or ASDU not used 
Mark Type Identification/Cause of Transmission combinations: "X" if only used in 
standard direction, "R" if only used in reverse direction, and "B" if used in both 
directions. 
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Type Identification Cause of transmission 

1 2 3 4 5 6 7 8 9 10 11 12 13 20 
to 
36

37 
to 
41

44 45 46 47 

<1> M_SP_NA_1  X X  X  X  X 
<3> M_DP_NA_1  X X  X  X  X 
<5> M_ST_NA_1  X X  X  X  X 
<7> M_BO_NA_1  X X  X X  X 
<9> M_ME_NA_1 X  X  X X  X 
<11> M_ME_NB_1 X  X  X X  X 
<13> M_ME_NC_1 X  X  X X  X 
<15> M_IT_NA_1 X X X  X 
<20> M_PS_NA_1
<21> M_ME_ND_1
<30> M_SP_TB_1  X 
<31> M_DP_TB_1  X 
<32> M_ST_TB_1  X 
<33> M_BO_TB_1  X 
<34> M_ME_TD_1  X 
<35> M_ME_TE_1  X 
<36> M_ME_TF_1  X 
<37> M_IT_TB_1  X  X 
<38> M_EP_TD_1
<39> M_EP_TE_1
<40> M_EP_TF_1
<45> C_SC_NA_1 X X X X X X X X X 
<46> C_DC_NA_1 X X X X X X X X X 
<47> C_RC_NA_1 X X X X X X X X X 
<48> C_SE_NA_1 X X X X X X X X X 
<49> C_SE_NB_1 X X X X X X X X X 
<50> C_SE_NC_1 X X X X X X X X X 
<51> C_BO_NA_1  X X  X X X X X 
<58> C_SC_TA_1 X X X X X X X X X 
<59> C_DC_TA_1 X X X X X X X X X 
<60> C_RC_TA_1 X X X X X X X X X 
<61> C_SE_TA_1 X X X X X X X X X 
<62> C_SE_TB_1 X X X X X X X X X 
<63> C_SE_TC_1 X X X X X X X X X 
<64> C_BO_TA_1  X X  X X X X X 
<70> M_EI_NA_1  X 
<100> C_IC_NA_1 X X X X X X X X X 
<101> C_CI_NA_1  X X  X X X X X 
<102> C_RD_NA_1  X X X X X 
<103> C_CS_NA_1  X X X X X X 
<105> C_RP_NA_1  X X X X X X 
<107> C_TS_TA_1  X X X X X X 
<110> P_ME_NA_1  X X X X X X 
<111> P_ME_NB_1  X X X X X X 
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Type Identification Cause of transmission 

1 2 3 4 5 6 7 8 9 10 11 12 13 20 
to 
36 

37 
to 
41 

44 45 46 47

<112> P_ME_NC_1  X X X X X X 
<113> P_AC_NA_1
<120> F_FR_NA_1
<121> F_SR_NA_1
<122> F_SC_NA_1
<123> F_LS_NA_1
<124> F_AF_NA_1
<125> F_SG_NA_1
<126> F_DR_TA_1
<127> F_SC_NB_1
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6.8 Basic Application Functions 

6.8.1 Station Initialization 
(Station-specific parameter; mark "X" if function is used) 
 Remote initialization

6.8.2 Cyclic Data Transmission 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Cyclic data transmission

6.8.3 Read Procedure 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Read procedure

6.8.4 Spontaneous Transmission 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Spontaneous transmission
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6.8.5 Double Transmission of Information Objects 
(Station-specific parameter; mark each information type "X" where both a Type 
ID without time and corresponding Type ID with time are issued in response to a 
single spontaneous change of a monitored object) 
The following type identifications may be transmitted in succession caused by a 
single status change of an information object. The particular Information Object 
Addresses for which double transmission is enabled are defined in a project-
specific list. 
 Single-point information M_SP_NA_1, M_SP_TA_1, M_SP_TB_1 and

M_PS_NA_1 
 Double-point information M_DP_NA_1, MDP_TA_1 and M_DP_TB_1
 Step position information M_ST_NA_1, M_ST_TA_1 and M_ST_TB_1
 Bitstring of 32 bit M_BO_NA_1, M_BO_TA_1 and M_BO_TB_1
 Measured value, normalized value M_ME_NA_1, M_ME_TA_1, M_ME_ND_1

and M_ME_TD_1 
 Measured value, scaled value M_ME_NB_1, M_ME_TB_1 and M_ME_TE_1
 Measured value, short floating-point number M_ME_NC_1, M_ME_TC_1 and

M_ME_TF_1 

6.8.6 Station Interrogation 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 global
 group 1  group 7  group 13
 group 2  group 8  group l4
 group 3  group 9  group 15
 group 4  group 10   group 16
 group 5  group 11
 group 6  group 12

6.8.7 Clock Synchronization 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Clock synchronization
 Day of week used
 RES1, GEN (time tag substituted/not substituted) used
 SU-bit (summertime) used (Optional)
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6.8.8 Command Transmission 
(Object-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Direct command transmission
 Direct set point command transmission
 Select and execute command
 Select and execute set point command
 C_SE_ACTTERM used note 2

 No additional definition
 Short pulse duration (duration determined by a system parameter in the
outstation)
 Long pulse duration (duration determined by a system parameter in the
outstation)
 Persistent output
 Supervision of maximum delay in command direction of commands and
set point commands
60 seconds Maximum allowable delay of commands and set point commands 

6.8.9 Transmission of Integrated Totals 
(Station- or object-specific parameter; mark "X" if function is only used in the 
standard direction, "R" if only used in the reverse direction, and "B" if used in 
both directions) 
 Mode A: Local freeze with spontaneous transmission
 Mode B: Local freeze with counter interrogation
 Mode C: Freeze and transmit by counter-interrogation commands
 Mode D: Freeze by counter-interrogation command, frozen values
reported      spontaneously

 Counter read
 Counter freeze without reset
 Counter freeze with reset
 Counter reset

 General request counter
 Request counter group 1
 Request counter group 2
 Request counter group 3
 Request counter group 4
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6.8.10 Parameter Loading 
(Object-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Threshold value
 Smoothing factor
 Low limit for transmission of measured value
 High limit for transmission of measured value

6.8.11 Parameter Activation 
(Object-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Act/deact of persistent cyclic or periodic transmission of the addressed
object
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6.8.12 Test Procedure 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Test procedure

6.8.13 File Transfer 
(Station-specific parameter; mark "X" if function is used) 
File transfer in monitor direction 
 Transparent file
 Transmission of disturbance data of protection equipment
 Transmission of sequence of events
 Transmission of sequence of recorded analogue values

File transfer in control direction 
 Transparent file

6.8.14 Background Scan 
(Station-specific parameter; mark "X" if function is only used in the standard 
direction, "R" if only used in the reverse direction, and "B" if used in both 
directions) 
 Background scan

6.8.15 Aquisition of transmission delay 
(station-specific parameter, mark with an “X” if function is used only in the 
standard direction, “R” if used only in the reverse direction, and “B” if used in 
both directions) 
 Acquisition of transmission delay
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Contacting Technical Support 

ProSoft Technology, Inc. (ProSoft) is committed to providing the most efficient 
and effective support possible. Before calling, please gather the following 
information to assist in expediting this process: 
1 Product Version Number 
2 System architecture 
3 Network details 
If the issue is hardware related, we will also need information regarding: 
1 Module configuration and associated ladder files, if any 
2 Module operation and any unusual behavior 
3 Configuration/Debug status information 
4 LED patterns 
5 Details about the serial, Ethernet or fieldbus devices interfaced to the module, 

if any. 

Note: For technical support calls within the United States, an after-hours answering system allows 
24-hour/7-days-a-week pager access to one of our qualified Technical and/or Application Support
Engineers. Detailed contact information for all our worldwide locations is available on the following
page.




