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| mportant Safety I nformation

The following Information and warnings pertaining to the radio module must be heeded:

WARNING 1 EXPLOSION HAZARD i DO NOT REPLACE ANTENNAS UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON -HAZARDOUS.

"THIS DEVICE CONTAINS ONE OF THE FOLLOWING TRANSMITTER MODULES:
FCC ID: 2AE3B-AEXAR95X, RYK-WMIA199NI, NKRDCMA82, SWX-XR5, SWX-XR2
PLEASE SEE FCC ID LABEL ON BACK OF DEVICE."

"THIS DEVICE USES AN INTERNAL COMPACT FLASH RADIO MODULE AS THE PRIMARY RADIO
COMPONENT. THE COMPACT FLASH RADIO MODULE DOES NOT HAVE AN FCC ID LABEL. THE
COMPACT FLASH RADIO MODULE HAS NO USER SERVICEABLE PARTS."

"THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES. OPERATION IS SUBJECT TO THE
FOLLOWING TWO CONDITIONS: (1) THIS DEVICE MAY NOT CAUSE HARMFUL INTERFERENCE, AND
(2) THIS DEVICE MUST ACCEPT ANY INTERFERENCE RECEIVED, INCLUDING INTERFERENCE
THAT MAY CAUSE UNDESIRED OPERATION."

"CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE FOR
COMPLI ANCE COULD VOI D THE USER®&6s AUTHORITY TO OPERATE THE

"This device is configured for operation in the USA during manufacturing. These configuration controls are
not present in the software with which the unit is shipped; therefore the end user cannot change the max
power settings or the country/region. The models sold & shipped within the U.S. are identified within the
model number with T A as part of the identifier."

China RoHS Hazardous Material Declaration Table

BEYE
Hazardous Substances
R FIRAR
Component Name 7 ZIREE Polybrominated
o K ] Hexavalent | Polybrominated Diphenyl

Lead Mercury | Cadmium Chramium Biphenyls Ethers

(Pb) (Hz) (Cd) {(Cr{’1)) (PBB) (PBDE)
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Battery

AEFAR R IBS/T 11364893 EFRE = This table is made per guidance of 5J/T 11364
0 R TEEAEYEEEZSFREHEETR PS8 EtEce/T 2652 ERIREBERLLT -

O: Indicates that this hazardous substance contained in all of the homogeneous materials for the part is below the limit
requirement in GB/T 26572,

¥ RTEAEVRELEERHNE—OEMRPRSE8Y /T 2652 ERNREBEK.

¥ Indicates that this hazardous substance contained in at least one of the hom ogeneous
materials used for this part is above the limit requirement in GB/T 26572,




WARNING EXPLOSION HAZARBUBSTITUTION OF COMPONENTS MAY IMPAIR SUITZ 3ILITY
FOR CLASSI, DIV.2

WARNING EXPLOSION HAZARDHEN IN HAZARDOUS LOCATIONS, TURN OFF POWE R BEFRE
REPLACING OR WIRING MODULES

WARNING EXPLOSION HAZARDO NOT DISCONNECT EQUIPMENT UNLESS POWER 1AS
BEEN SWITCHED OFF OR THE AREA IS KNOWN FaARARDAUS

|l ndustry Canada Requirements:

"THIS DEVICE HAS BEEN DESIGNED TO OPERATE WITH AN ANTENNA HAVING A MAXIMUM GAIN
OF 24 dB. AN ANTENNA HAVING A HIGHER GAIN IS STRICTLY PROHIBITED PER REGULATIONS OF
INDUSTRY CANADA. THE REQUIRED ANTENNA IMPEDANCE IS 50 OHMS."

"TO REDUCE POTENTIAL RADIO INTERFERENCE TO OTHER USERS, THE ANTENNA TYPE AND ITS
GAIN SHOULD BE CHOSEN SUCH THAT THE EQUIVALENT ISOTROPICALLY RADIATED POWER
(EIRP) IS NOT MORE THAN THAT REQUIRED FOR SUCCESSFUL COMMUNICATION."

"THE INSTALLER OF THIS RADIO EQUIPMENT MUST INSURE THAT THE ANTENNA IS LOCATED OR
POINTED SUCH THAT IT DOES NOT EMIT RF FIELD IN EXCESS OF HEALTH CANADA LIMITS FOR
THE GENERAL POPULATION; CONSULT SAFETY CODE 6, OBTAINABLE FROM HEALTH CANADA."

RLXRPHNF, -IRHAX2 RIHX2 REHX\2

This equipment is Suitable For Use in Class I, Division2, Groups A, B, C, D or Non-Hazardous Location
Only.

WARNING i EXPLOSION HAZARD i Substitution of Any Components May Impair Suitability for Class I,
Division 2.

WARNING 1 EXPLOSION HAZARD i Do not disconnect equipment unless power has been removed or the
area is known to be non-hazardous.

The unit is to be connected only to PoOE networks without routing to the outside plant.

WARNING i EXPLOSION HAZARD i The SIM Card/Personality Module connection is for initial setup and
maintenance only. Do not use, connect, or disconnect unless area is known to be non-hazardous.
Connection or disconnection in an explosive atmosphere could result in explosion.

Class 2 Power
Device is an open-type and is to be installed in an enclosure suitable for the environment.



RL X-2 HNW

The equipment shall be properly grounded with the external ground screw provided connected to building
ground as well as the antenna coaxial screen of the connector shall be grounded.

The common or earth side of the circuit is connected to the screen of the coaxial cable and to all accessible
parts and circuits.

Shall be installed in Restricted Access Location Only.

SUITABLE FOR USE IN CLASS I, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATIONS, OR
NONHAZARDOUS LOCATIONS ONLY.

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT IS LIVE
OR UNLESS THE AREA IS KNOWN TO BE FREE OF IGNITABLE CONCENTRATIONS.

WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENT MAY IMPAIR SUITABILITY FOR
CLASS [, DIVISION 2.

WARNING i DO NOT CONNECT OR DISCONNECT WHEN ENERGIZED.
Antennas are to be installed in accordance with Control Drawing 06/2514

Unit does not comply to the cable assy requirements of ISA 12.12.01 but does comply with the ATEX
standards IEC60079-0 & IEC60079-15. In ATEX environments, do not connect/disconnect unless area is
known to be non-hazardous.

Unit must be wired with Phoenix Contact M12 Cable Assemblies, Model Series SAC-HZ-XX-XX-XX/XX-
XXXIXXXXXXXXX, that are suitable for use in Class 1, Division 2, Groups A, B, C, and D Hazardous
Locations.

RL X-2 HNWC

The equipment shall be properly grounded with the external ground screw provided connected to building
ground as well as the antenna coaxial screen of the connector shall be grounded.

The common or earth side of the circuit is connected to the screen of the coaxial cable and to all accessible
parts and circuits.

Shall be installed in Restricted Access Location Only.

SUITABLE FOR USE IN CLASS I, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATIONS, OR
NONHAZARDOUS LOCATIONS ONLY.

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT IS LIVE
OR UNLESS THE AREA IS KNOWN TO BE FREE OF IGNITABLE CONCENTRATIONS.

WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENT MAY IMPAIR SUITABILITY FOR
CLASS [, DIVISION 2.

WARNING i DO NOT CONNECT OR DISCONNECT WHEN ENERGIZED
Antennas are to be installed in accordance with Control Drawing 06/2514



RL X-2 HNTFW

& F 4R EE:

DGT Warning Statement
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Article 12

Without permission, any company, firm or user shall not alter the frequency, increase the power, or change
the characteristics and functions of the original design of the certified lower power frequency electric
machinery.

%+ wik
K R IR B ZAE A RAF B E RN L DR TFiE55
WE BBERATHALRN  RAEEZRTHENHF
HEERAE R - ATTAAEEAE  HREBFEREFEZE
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Article 14

The application of low power frequency electric machineries shall not affect the navigation safety nor
interfere a legal communication, if an interference is found, the service will be suspended until improvement
is made and the interference no longer exists.



Recommended Antennas

ProSoft offers a variety of Antennas and Cables for use with your RLX2 device. The following is a sample of
available antennas. For a complete list and description, please visit our website:
www.prosoft-technology.com.

Antenna Spacing Requirements for User Safety

It is important to keep the radio's antenna a safe distance from the user. To meet the requirements of FCC
part 2.1091 for radio frequency radiation exposure, this radio must be used in such a way as to guarantee at
least 20 cm between the antenna and users. Greater distances are required for high-gain antennas. The
FCC requires a minimum distance of 1 mW *cm? power density from the user (or 20 cm, whichever is
greater).

Note: If a specific application requires proximity of less than 20 cm, the application must be approved
through the FCC for compliance to part 2.1093.


http://www.prosoft-technology.com/
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1 Start Her e

11 Before You Begin

For most applications, the installation and configuration steps described in the following
topics work without additional programming. ProSoft Technology strongly recommends
that you complete the steps in this chapter before developing a custom application.

1.2 About Thi s Manual

This manual covers the entire RadioLinx® RLX2-IHx series Industrial HotspotE series of
radio products. There are six models available in this product line:

Model Standards Maximum Output Power
RLX2-IHA* IEEE 802.11a 24 dBm (250 mW)
RLX2-IHG* IEEE 802.11b/g 24 dBm (250 mW)
RLX2-IHNF IEEE 802.11a/b/g/n 17 dBm (50 mW) per antenna
RLX2-IHNF-W IEEE 802.11a/b/g/n 17 dBm (50 mW) per antenna
RLX2-IHNF-WC* IEEE 802.11a/b/g/n 17 dBm (50 mW) per antenna
RLX2-IHW* IEEE 802.11a/b/g 20 dBm (100 mW)

* No longer for sale

Although they have different operating frequencies and output power levels, these radios

all operate in a similar fashion. Different models operating on common frequencies can

communicate with each other. Furthermore, RLX2-IHx series radios can communicate

with ProSoft Technologybs | egacy RHM.IS& series of
Appendix | - Compatibility with ProSoft RLXIB Series Radios (page 195) for details on

the specific differences between the RLX2-IHx series and RLXIB series products.

1.3 About -RHXe2rS es I ndustri al Hot spot Product

131 Product Overview

The RLX2-IHx series radio is an industrial high-speed Ethernet radio. Use it in place of
Ethernet cables to save money, extend range, and make connections that may not
otherwise be feasible. The radio operates as a wireless Ethernet switch. Any data that
can be sent over a wired network can also be sent over the radio.

The RLX2-IHx series radio series is certified for unlicensed operation in the United
States, Canada, Europe and other approved countries at 2.4 and 5 GHz. Contact
ProSoft Technology for a list of currently approved antennas. With approved high-gain
antennas, the radios can achieve distances over 5 miles with line-of-site between them.
Multiple repeaters can be used to extend this range to far greater distances.
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A highly reliable wireless network can be developed by creating redundant wireless
paths. Multiple master radios can be installed without any special programming or
control. Repeater radios can connect to any master at any time; if one master goes
down, the repeater connects to another. Likewise, if a repeater goes down, any repeater
that was connected to it can reconnect to a different repeater, keeping the network
intact. Creating large, self-healing tree-like networks can be done in this fashion. Fully
redundant paths are possible because the Spanning Tree protocol in the radios disables
and enables paths as necessary to avoid Ethernet loops, which would otherwise halt
communications.

In addition to acting as a switch, every master or repeater radio in an RLX2-IHx series
wireless network can simultaneously act as an 802.11 access point. This allows 802.11
Wi-Fi clients to connect and roam between radios for monitoring of the wireless network
or general network access. (An example of an 802.11 client is a laptop with Wi-FiE ).
The RLX2-IHx series has a special client mode that allows connection of any Ethernet
device to any existing 802.11 access point, regardless of the brand.

Note:WiFi is a trademark of thé-Mailliance, used to describe the underlying technology of w eless local
area networks (WLAN) based on the IEEE 802.11 specifications.

A high level of security is inherent with AES (Advanced Encryption Standard) encryption.
TKIP (Temporal Key Integrity Protocol) is also available. If necessary, adding WEP128
or WEP64 (Wired Equivalent Protocol) encryption in addition to AES or TKIP for clients
that do not support AES can be done. If desired, a simple Media Access Control (MAC)
filter table also restricts the radios or clients that can link to a selected radio according to
the MAC IDs entered in the table.

The radio is designed for industrial applications with a metal enclosure, DIN-ralil
mounting, and shock and vibration tested to IEC 60068.

The RLX2-IHx series radio series is easy to use. Access the built-in webpages with any
web browser to configure the radio. Also, an SNMP manager can be used for
configuration. The radio comes with a Windows-based utility called IH Browser. It finds
all the radios on the network and lists information about them. A topology view in the IH
Browser shows how the wireless network is linked together at any point in time.
Firmware updates can be done at anytime from anywhere on the network. This includes
over the wireless link or over the Internet.

ProSoft Technology radios can easily be installed into new or existing systems.

You can download sample programs, utilities, firmware images, and documentation for
your radio from the ProSoft Technology website (www.prosoft-technology.com). If your
computer does not have access to the Internet, you must download the software from
the ProSoft Technology website to removable media, and then copy it to your computer.
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1.32 GeneFahtures

The RadioLinx 802.11 Industrial Hotspots are high-speed wireless Ethernet radios with
Power over Ethernet (PoE) and Serial Encapsulation. All radios operate at speeds up to
54 Mbps, and the RLX2-IHNF operates at speeds up to 300 Mbps. Designed for
industrial installations, the RLX2-IHx series offers many features including hazardous
location certifications, Bridging, IGMP Snooping, OFDM for noise immunity, repeater
mode to extend range, QoS, VLANSs, RADIUS Server support, automatic parent
selection for self-healing, OPC server diagnostics, extended temperature, high
vibration/shock and DIN-rail mounting. For individual radio product specifications and
agency approvals, see Appendix J - Detailed Radio Specifications. For descriptions of
the LEDs, see section 5.2 LED Display.

RLX2-IHA RLX2-IHG RLX2-IHNF

i

e > & u||:ml

03 IIHHH

ProSoft” | ProSoft [ ProSoft

Radiolinx RadioLinx

Radiolinx

A 1 (2-HG I RLX2-IHNF
[ |
ooonsoroscs4 AL ‘ 00-00-8D-F0-5C-65
- - ! =———M ||

RLX2-IHW

sTReNG™
MHHH

ProSoft

RadioLinx

00-0D-8D-F0-5C-64 !
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133 Antenna Port Connections

This section only addresses physical antenna connections. Actual antenna selection and
configuration is discussed in other chapters in this manual. You must install antennas in
accordance with Control Drawing 06/2514. See Appendix G - Antenna Configuration for
further details.

Each radio must have an antenna connected to the Main antenna port on the
RLX2-IHA/G/W radio models. The RLX2-IHNF radio supports up to three antennas,
configurable on the Advanced Settings page. Match the #antennas control (Port A, Port
A1 Port C, or Port AT Port Bi Port C) to the number of antennas that are in use.
Antennas must be connected to the radio when in use on the network.

Mount all antennas that are directly connected to the radio so that polarization is the
same. You can mount antennas with an N-jack connector directly to the radio using an
N-plug to SMA-RP-plug adapter. Screw the antenna onto the antenna port connector
until snug.

For remote placement of antennas, you may use an extension cable with N-plugs.
Because the antenna cable attenuates the RF signal, use an antenna cable length that
is only as long as necessary to ensure optimum performance.

Importantif the radio is to be used in a hazardous location, you must mount the radio in an 2nclosure
approved for hazardous locations.

Each RLX2-IHx series radio has active antenna connectors on the top as shown below:

Radio Antenna Connector(s)
RLXZ-IHA H-.EL'IIIC) m o m(m)-I I“_I EK 1IIM(-I..N L}
RLX2-IHG I ————— B

A Single Antenna Port

@]
~  PERSOMALITY \ J
MODULE S

c . ANTENNA
RLX2-IHNF
A ACtiVe Ante nna PO rts WERTIESMENT. mﬂﬁ'&fm‘&“ﬂm’"@%ﬁ?ﬁ%ﬁﬁ&% AL (L EMELALEMEMT EHT E BAE MM CABERLEX.
A Allows MIMO operation | '
|~ peRsONALITY Q Q O C
] MODULE

—— ANTC ANTB ANT A
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RLX2-IHNF-W (3= &
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14 Package Contents

141 RLXRPHAI,HG, HN¥F HW
The following components are included with standard RLX2-IHx series radio products:

Qty. Part Name Part Number Part Description

1 RLX2-IHx series Radio Varies RadioLinx® RLX2-IHx series 802.11 Industrial
Hotspot

1 Power Connector 002-0116 Mating power connector for the RLX2-1Hx
series radios, for att
power supply.

1 Power Connector Wiring 357-0061 Tool to assist wiring the power connector.

Tool

You can download sample programs, utilities, firmware images, and documentation for
your radio from the ProSoft Technology website (www.prosoft-technology.com). If your
computer does not have access to the Internet, you must download the software from
the ProSoft Technology website to removable media, and then copy it to your computer.

142 RL X HNW
The following components are included with Weatherproof RLX2-IHx series radio

products:

Qty. Part Name Part Number Part Description

1 RLX2-IHx series Radio RLX2-IHNF-W RadioLinx® RLX2-IHx series 802.11 Industrial
Hotspot Weatherproof

2 U-mounting brackets Pole mounting brackets

1 IP67 M12 Cap Watertight cap

You can download sample programs, utilities, firmware images, and documentation for
your radio from the ProSoft Technology website (www.prosoft-technology.com). If your
computer does not have access to the Internet, you must download the software from
the ProSoft Technology website to removable media, and then copy it to your computer.
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1421 RLX2-IHNF-W Cables (sold separately)
The following cables are for outdoor locations:

Part Name Part Number Part Description

Locking Clip CUL-M12-LOCKCLIP

7-foot (2m), M12 to RJ45, Network Cable/ CULRJ45-M12-007 7-foot Network PoE cable
PoE

or

33-foot (10m), M12 to RJ45, Network CULRJ45-M12-033 33-foot Network PoE cable
Cable/PoE

33-foot (10m), M12 to unterminated leads, CULPWR-M12-033 33-foot Power Cable
Power Cable

or

10-foot (3m), M12 to unterminated leads, CULPWR-M12-010 10-foot Power Cable
Power Cable

143 RL X2 HNWC

The following components are included with Weatherproof Hazardous Location RLX2-
IHx series radio products:

Qty. Part Name Part Number Part Description

1 RLX2-IHx series Radio RLX2-IHNF-WC RadioLinx® RLX2-IHx series 802.11
Industrial Hotspot

1 5-foot CAT 6 Ethernet PoE cable Preinstalled 6-foot CAT 6 Ethernet
POE cable

1 5-foot flying leads power cable Preinstalled 6-foot flying leads power
cable

2 U bolts for mounting Pole mounting brackets

You can download sample programs, utilities, firmware images, and documentation for
your radio from the ProSoft Technology website (www.prosoft-technology.com). If your
computer does not have access to the Internet, you must download the software from
the ProSoft Technology website to removable media, and then copy it to your computer.

144 1 ndustri al Hot spot -IBEBTtK) Test Kit (RLX

The standard radio products are intended for use with production systems and do not
include accessory power supplies or cables. For bench testing of radios, an optional
bench test kit provides these accessories:

Qty. Part Name Part Description

1 Power Supply AC Power Adapter, 12V1.6A w/2 pin & 4 plug Set
1 Cable 5-foot Ethernet Straight-Thru Cable

1 Cable 6-foot RS232 serial cable

1 Adapter RS232 null modem serial adapter
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15 I nstalling the RadioLinx Industrial Hot sp

Use the RadioLinx Industrial Hotspot Browser Configuration Tool (hereafter called the IH
Browser) to set up and configure the RLX2-IHx series radios. It is designed for personal
computers running the Microsoft Windows operating systems.

151 I'H Browser System Requirements

The IH browser is designed to run on Microsoft Windows, and is supported on the
following versions:

1 Microsoft Windows 7 Professional 32- or 64-bit, with Service Pack 1
T Microsoft Windows 10

Other Microsoft Windows operating system versions may work but have not been tested
by ProSoft Technology and are not officially supported.

In addition, these items may be needed:

1 An RS-232 port on the PC or a USB-to-serial convertor cable, to use serial
encapsulation features or to access system debugging information.

1 An internet connection to download updated product information from the ProSoft
Technology website at www.prosoft-technology.com.

152 I nstalling I H Browser Software

You must install the RadioLinx Industrial Hotspot Browser (IH Browser) software to
configure the radio as the RLX2 is not shipped with a default static IP Address.

To install IH Browser from the ProSoft Technology website

1 Open your web browser and navigate to www.prosoft-technology.com.

2 Use the search box on the ProSoft Technology page to search for IH Browser and
then click the link for the RadioLinx IH Browser.

3 Click the Download tab and then click RadioLinx IH Browser to download the latest
version of the IH Browser.

4 Choose SAVE or SAVE FILE when prompted.

5 Save the file to your Windows Desktop, so that you can find it easily when you have
finished downloading.

6 When the download is complete, locate and double-click the zip file. This extracts the
installation file (RadioLinx IH Browser 3.130.msi or a newer version).

7 Double-click the .msi file to install the IH Browser.

If your computer does not have access to the Internet, you must download the software
from the ProSoft Technology website to removable media, and then copy it to your
computer.

153 Starting the I H Browser

To start the RadioLinx Industrial Hotspot Browser (ID Browser), click START > ALL
PROGRAMS > PROSOFT > IH BROWSER. If the software is not installed, see section 1.5.2
Installing IH Browser Software.

For more information on the IH Browser, please download the IH Browser User Manual
at www.prosoft-technology.com.
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2 Network Planning

It may be helpful to create a network plan before configuring and installing your RLX2-
IHx series radio wireless network. This topic assumes a bridge network of Master and
Repeater radios. Client radios can also be configured to work with devices on existing
wireless LANs. For more information, see section 3.5.5 Configuring a Client Radio.

The simplest way to design the physical network of radios, antennas, connectors,
cables, amplifiers and other accessories is to use the ProSoft Wireless Designer. This is
a free software application that determines the hardware needs based on your answers
to a few questions.

The ProSoft Wireless Designer generates a Bill of Materials specifying all the
components you need for the installation. ProSoft Wireless Designer is included on the
ProSoft Technology media supplied with the RLX2-IHx series radio, and is also available
by downloading it from the ProSoft Technology website. See section 2.1 Installing the
ProSoft Wireless Designer.

1 To begin, identify the potential radio locations. For example, the you may install the
Master radio near a PC in a central plant location. You can then use this PC to locate
and configure the radios through the IH Browser. If the plant is an oil refinery, for
example, you may need to install radios installed near the oil tanks.

2 The next important issue is how to link the radios. Unless the radios are very close
together, make sure that each pair of radio antennas in the network has a clear line
of sight between them. In other words, you must be able to see from one antenna to
another, either with your eyes or with binoculars.

3 Ifthere is no line of sight between antennas, you must locate an additional site for a
Repeater radio. The Repeater radio creates a bridge between the radio antennas.

4 Choose the appropriate antennas for the network. You may need a power amplifier
(available from ProSoft Technology) if an antenna is connected to the radio by a long
cable. Signal loss at the radio is proportional to the distance between an antenna
and its radio (longer cable, more signal loss).

ProSoft Wireless Designer can suggest suitable antennas for the application based
on frequency band, data rate, distance, power output level, etc.

5 Consider drawing the network plan on paper. Assign a logical name to each radio in
your plan. You can then assign these names to the Radios during configuration.
6 A site survey may be helpful. You can hire ProSoft Technology or a surveyor to
perform a survey, or you can conduct the survey on your own.
7 Plan to protect radios from direct exposure to weather, and provide an adequate,
stable power supply. Make sure the plan compl.
requirements and cable specifications.

ImportantRadios and antennas must be located at least 8 inches (20 cm) away from persc inel.
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21 Installing the ProSoft Wireless Designer

You can install the ProSoft Wireless Designer software to help you design your RLX2-
IHx series radio network. You can always get the newest version of ProSoft Wireless
Designer from the ProSoft Technology website (www.prosoft-technology.com).

To install ProSoft Wireless Designer from the ProSoft Technology website

1 Open your web browser and navigate to www.prosoft-technology.com.

2 Use the search box on the ProSoft Technology page to search for ProSoft Wireless
Designer and then click the link for the ProSoft Wireless Designer.

3 Click the Downloads tab and then click ProSoft Wireless Designer to download the
latest version of the software.

4 Choose SAVE or SAVE FILE when prompted.

5 Save the file to your Windows Desktop, so that you can find it easily when you have
finished downloading.

6 When the download is complete, locate and double-click the zip file. This extracts the
installation file (Installer.msi).

7 Double-click the .msi file to install the software.

You can download sample programs, utilities, firmware images, and documentation for
your radio from the ProSoft Technology website (www.prosoft-technology.com). If your
computer does not have access to the Internet, you must download the software from
the ProSoft Technology website to removable media, and then copy it to your computer.

22 I nstallation Questions

The following questions will help in getting familiar with the system.

How many radios are on the network?

Master ID

Repeater ID

Client ID

Locations

Is there a clear line of sight between them?

What type of antennas will be used in the network?

23 Pl anning the Physical |l nstall ati on

A network's performance is affected by attributes specific to the installation site.
Consider the following cautions:

1 Add Repeater radios to extend the distance to the next radio or where line of
sight to the next radio is limited.
1 Radios or antennas CANNOT be placed within 8 inches (20 cm) of personnel.
Though radio frequency communication is reliable, sometimes the performance can be

affected by other factors. A good network installation plan includes both the time and the
resources for testing the performance and modifying the installation.

Test the installation plan before the network installation is complete. See section 2.5
Testing the Network Installation.
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2.4 ProSoft

Designer

ProSoft Wireless Designer is a free software tool from ProSoft Technology that simplifies
the task of creating a ProSoft wireless installation. The following image shows an
example of a wireless radio network an estimate of signal quality between two radios.

File Edit View Help

Network1

QA DEFHIFDSQ

T} Diagram | Parts List | Site Details | Link Details

PWD455-testwdd - ProSoft Wireless Designer =B =

Link Properties Iilél

0 W\ Distance (miles): 0.1} (.
A " Data Rate: [MCS7: 72Mbps | (0 : A
Channel Bonding: []
Free Space Loss: 84 4db
Earth Curvature feet): 0.00
Fresnel Zone feet). 4.4

Site 1 Site 2
Mame: a Name: d
Signal Level: -70dBm Signal Level: -71dBm

ProSoft Wireless Designer does NOT account for
|0I temain, Earth Curvature, or Fresnel Zone. A path study
should be done to verify these wont affect peformance.

Signal Levels:
~GEm Excellert: > 66
Link Status: Good: [-66. -71]
Poor: [-72. -76]
OK Cancel & | Broken: <-76
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ProSoft Wireless Designer can also compute a Bill Of Materials (BOM) for a complete
radio installation, including antennas, cables, connectors and other required materials.

7] PWD455-testwdd - ProSoft Wireless Designer =ARel x|
File  Edit View Help
BRAP D= g = Y €
Network1

T Diagram | Paris List| Site Details | Link Details

Part # Qty Description ]]]-]‘]‘:Ij‘]

| 1 |RLXZ-IHNF-A 1 802.11n Industrial Hotspot i

2 | C19M10-40-002 1 2ft LMR 195 RA RP-SMA —> N plug
cable 5

N jack —=> N jack BH lightning
protection w/hardw
4 | C40M40-40-002 1 2ft LMR 400 N Plug —> N plug cable

3 |LP-25001 1 4

5 |A2403NBH-OC |1 3 dBi Omni N-BH collinear, 2.4GHz

- _ 3
Site Details: i T
Site Name d
EIRP 18dBm
Cable/Antenna Gain | 1dBm
Max EIRP 20dBm

< Previous Site 4 of 5 Next >

You can download the ProSoft Wireless Designer from the ProSoft Technology website.
It provides a variety of views of your networks, along with an accurate description of
each site in a wireless network. These include:

1 Visual diagram of site layout

9 Location (latitude/longitude, based on GPS coordinates)

1 Radio type, frequency range, and country-specific channel and power
requirements

Length, type and estimated signal loss for cables

Required accessories, including lightning protection, cable adaptors and
antennas

1 Complete parts list

= =

ProSoft Technology technical personnel use ProSoft Wireless Designer if you request a
site audit for customers, and then give you a complete list of components and a detailed
description for each site and link. You can use this information to understand and
visualize your wireless network, and have the necessary information for technical
support and maintenance.
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241 Designer Functional Specifications

ProSoft Wireless Designer includes the following features:

9 It contains a database of all currently available RadioLinx radios, antennas,
cables, connectors and accessories.

9 It exports parts lists, site and link details, and setup Wizard settings into a variety
of common file formats for import into applications such as spreadsheets,
databases, and word processors.

9 It checks wireless link feasibility based on path length and recommended
accessories.

9 It predicts signal strength based on distance, local regulations, and hardware
choices.

1 It fully documents the ProSoft Technology wireless network plan.

25 Testing the Network Installation

Use the following steps to test your wireless network before you permanently install the
radios and antennas.

1 Configure all the radios in the network. See section 3.4 Using the IH Browser to
Configure Radios. If possible, configure all the radios side by side in an office setting
and make sure they link before installing them in the field. If feasible, test with the
radios and end-device equipment together before they are installed in the field.

Tip: To make it easier to physically identify the radios, apply a label to each radio indice ing the radio
name and IP address.

2 Install the Master radio in its proposed permanent location.

3 Connect the PC with the IH Browser software to the Master radio. See section 3.2
Making Power and Data Connections.

4 Install the other radios (Repeater, Client, and Bridging Client) in their proposed
locations.

5 Temporarily place each radio's antenna near its proposed mounting location. The
antenna can be held in place by hand. However, one person must hold the antenna
while the other person monitors the Remote radio's signal strength in the IH Browser
on the PC.
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6 To see how aradio is linked in the network, make sure that the Master radio is
connected to the PC. Then, in the IH Browser, from the VIEw menu click TOPOLOGY
VIEW.

% RadioLinx Industrial Hotspot Browser e e =]

File MNetwerk Actions Info View Help

Mg elaR L SELGHaRKANO|T

P P g g gy

M Tourmaline_14
182.168.10.132
S3I0: Mlnerals e

R Sapphire_0E R Opal_sB
192.168.10.137 192.188.10.174
R Quartz 0D
182.168.10.136

] 1 2

RadioLinx Industrial Hotspot Browser NUM

7 The Topology view shows a diagram of the
view to see whether all the radios are linked, and verify that the radios are linked
correctly.

o

2.5.1

A radio that is not linked to a parent appears as a circle outlined by a flashing
dashed red line. It may be near the bottom of the window. Scroll down to view all

available radios.
See section 2.5.1 Improving Signal Quality for more information on overcoming
poor signal strength between radios.

| mproving Signal Quality

To improve the signal quality of each Remote radio, try the following.

= =4 =8 -4 -8

Increase the height of the antenna'’s placement

Use higher-gain antennas

Decrease any TX attenuation that has been configured in the radios

Select a new location for the Remote radio and/or its antenna

Decrease the length of antenna cable

Determine and resolve sources of electrical noise which may be interfering with
the radio transmission

Add a Repeater radio between the radios that are not communicating, or
reconfigure an existing radio as a Repeater if line of sight is available

Network Planning
User Manual

net wo
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26 Detecting 802.11 Access Points

You can use your RLX2-IHx series radio as an installation tool to analyze the 802.11
environment and provide information on choosing antenna location and channel
selection.

1 Install the radio with its correct antenna.

2 Configure the radio as a Repeater radio with a Test SSID so it continuously scans.

3 Start the IH Browser. See section 1.5.3 Starting the IH Browser.

4 |In the IH Browser, select the radio, and then from the INFO menu choose SCAN LIST.
See the IH Browser User Manual for more information (www.prosoft-technology.com)

The Scan List dialog box displays information all active 802.11 radios in the area,
including:

1 Each 802.11 Access Point detected, including the AP's SSID

1 The actual RSSI (signal strength) from each AP in dBm

9 The channel of each radio detected

Use this information to help choose a channel that has the lowest utilization, or to select
appropriate antenna types and alignments to minimize interference.
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3 RLXRHxerS es Quick Setup

This chapter describes how to set up RLX2-IHx series radios in a minimal configuration
before deploying them in the permanent installation. The procedures in this section help
familiarize you with basic configuration procedures, and show you how to verify that the
radios are operational.

Note:lf you have not designed your wireless netvwidekivede Plannifpge2? for the steps to
design your network usin@tb8oft Wireless Desigimeaddition to helping you design your netv ork,
Prosoft Wireless Desigis creates a Bill of Materials listing all the components for the netw rk.

The procedures described in this section assume the radios are in their default
configurations as shipped by ProSoft. If that is not the case, you can reset the radios to
factory defaults before attempting these procedures. See Resetting a RLX2-IHx Series
Radio (page 132).

Note that in any given network, there must be at least one RLX2-IHx series radio acting
as a Master. Other radios that you configure as Repeaters or Clients will connect
wirelessly to the Master to form a network bridge between their Ethernet interfaces.

If you are replacing an existing radio with a new radio of the same type, you can easily
transfer the radio configuration from the old radio to the replacement radio. See
Replacing an Existing Radio (page 52).

Importantif you do not have a ProSoft Technology Power adapter (supplied W& knBdrick
Test Kit), sédaking Power and Data Conne(iageS0 for instructions on wiring the power
connector.

31 Preparing the Configuration Environment

If you have all the RLX2-IHx series radios on your workbench, you may not need
antennas for this procedure. Radios without antennas may have sufficient signal
strength to link over short distances, without radiating or receiving unnecessary
surrounding RF energy. However, we recommend that you connect an antenna to the
Master radio. See Antenna Port Connections (page 17).

Importantif the radios are close enough to each other that their received signal strength is jreater than
40 dBm, performance may be degraded. Disconnect antennas from radidestinthgmarethe
radios further apart from each other.

Tip: To make it easier to physically identify the radios, apply a label to each radio indicatin¢ the radio name
and IP address.
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32 Making Power and Data Connections

321 RL XPHW, | HNF, | HG, |l HA Radi o Connections

The power, Ethernet, and serial (RS-232) connections for these radios are located on
the bottom of the case.

8W MAX DATA SPEED: OFF=10MB, ON=100MB, BLINK=1GB

D r 'J; O 7— (?) RE‘EET
—— =) ~ <
——, ]

10-24 VDC  ETHERNET RS-232

1 Attach an Ethernet cable to the radio you want to be the Master RLX2-IHx series
radio. If you are connecting to a network, make sure this network connection is on
the same subnet as the PC running the IH Browser configuration software.

2 Connect a power cable (power connection included with the radio) to the 10-24 VDC
port.

1 The Ethernet DATA LED illuminates when data is sent to or received from the
radio.
1 The Ethernet SPEED LED indicates the speed of the Ethernet connection:

Ethernet Connection speed SPEED LED
10 Base T O LED is off
100 Base T ® LEDison
1000 Base T ¥ LED blinks about once every two seconds

ProSoft Technology, Inc. Page300f216



RLX2Hx SerieB802.114a, b, g, n RLX2AHx Series Quick Setup
Industrial Hotspots User Manual

322 RLXPHNW Radi o Connections

All power and Ethernet connections for these radios are located on the bottom of the
case.

1 Attach an Ethernet cable with an M12 connector to the radio you want to be the
Master radio. If you are connecting to a network, make sure this network connection
is on the same subnet as the PC running the IH Browser configuration software.

Note:The RLXBHNFW Weatherproof radio uses M12 connectors for both Ethernet and | ower. You
can order these cables directly from ProSoft Technology.

2 Connect the power cable with an M12 connector to the specified port shown.

Note:The RLXEHNFW radio can be powered over Ethernet (POE) with an approved inje :tor
available from ProSoft. In this case, the Power connector would not be used.

3 If PoE is used, cap the Power Connector with the M12 Waterproof Cap.
4 Connect the Ethernet cable through the PoE injector (if using PoE) and into the
network switch.

Note:Most oftheshelf PoE Injectors work with this unit except the 802.3at/ POE+ Injecto s.
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ProSoft

RadiolLinx

Ethernet/PoE Port

Q—%Connedor

RJ45 Connector

S

To Network Switch

M12 Power Port
(if not using PoE)

R

RJ45 Connector

T

Power Cord

Note:The M12 PoE cable is not included with the radio but can be ordered through Pro¢ ft.

WarningDo not connect or disconnect the M12 Power Port or POE connection when ent rgized, that is,
the cable is live.
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323 RLXPHNWC Radi o Connecti

This radio is suitable for Class I, DIV2 hazardous locations. The power and Ethernet
connections for these radios are a set of wires that protrude through a single conduit hub

located on the bottom of the case.

M One wire is terminated with an RJ45 connector for Ethernet connections. This

wire can also supply power when attached to a PoE Injector.

1 The second wire supplies power to the radio if not attached to a PoE Injector. If
you are using PoE, make sure you insulate this wire from the other wires to

prevent shorting.

To install this radio

1 Place a seal cap over the top of the conduit as shown below.

2 Run both wires down through the conduit.

3 Push the conduit up into the permanently installed connector on the bottom of the

radio. Push it up as far as it will go.

Connector

<+ Conduit

= Grounding Stud

-
T Seal Cap

WarningThe recommend conduit is Thomas®¥PBEitSeries, Cat. No. CX2H.

ProSoft Technology, Inc.
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4 Place the oval clip into the opening in the connector until it snaps into place. This
secures the conduit to the connector.

,Q\
Hh_

Note:To remove the condirgtremove the oval clip by using a screwdriver to pry it out. Y u can
then remove the conduit from the connector.

ProSoft

Radiolinx

Grounding Stud
Connector

Oval Cip Installed

<+—Conduit

The wire with the RJ45 connector is your Ethernet connection and supports Power
over Ethernet (PoE).

WarningDo not connect or disconnect the PoE connection when energized.
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5 If you are not using PoE, use the other wire set to power the radio.

Note:lf you are using PoE to provide power to the radio, insulate the additional power ¢ ble from other
wires inside the junction box during installation to prevent the wire assembly from shor ng out.

Radio /’

«———— Conduit

Junction Box
g ™ /_

PoE Cable — | = < Power Cable (if not using PoE)

RI4S — I I

RJ45

/ To Network Switch

—

Power Cord [—>
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3.3 Radi o

FJoow e r

RLX2-IHx series radios power-up when power is supplied to the radiod there is no
On/Off switch. The Power LED cycles when power is applied. First the Power LED lights
AMBER when power is applied, then the LED goes out for a few seconds during
initialization, and then lights GREEN. This process takes 10 to 15 seconds. Once the
Power LED is green, the radio is booted and operational. Other LEDs on the radio may

become active as well.

Please note the MAC address of the RLX2-IHx series radio, printed on a label attached
to the front of the radio. The MAC address has the form 00-0D-8D-XX-YY-ZZ. For
example, 00-0D-8D-F0-5C-8E. This number uniquely identifies the radio on the network.
Use this number to identify the radio on the network when using the IH Browser.

3.4 Usi the I H Browser to

ng

Conf i

gure Radi

This section describes how to use the RadioLinx Industrial Hotspot Browser (IH
Browser) to set up RLX2-IHx series radios in a minimal configuration before deploying
them in the permanent installation. For detailed descriptions of all the features available

in the IH Browser, please download the IH Browser User Manual at
www.prosoft-technology.com.

341 Vi ewi the Radios in the

ng

Il H Br owser

Start the IH Brower. If the radio is powered up and connected, it appears in the IH
Browser. Note that the MAC address is the same address as that of the label on the
radio. The List view (shown in the image below) displays the RLX2-IHx series radios (or
previous generation RLXIB radios, except the RLXIB-IHN) on the same network as the

computer running the IH Browser.

% RadioLinx Industrial Hotspot Browser
File MNetwork Actions Infe View Help
EEXE " = 2|
Mode
This Utility
B8 Broadcom Netlink (TM) Gigabit Eth... Local Interface
M Sapphire Master 0

LRI

Name

Q@O 2

Misses 1P MAC Parent

MY-PC

192.168.2.200
192.168.2.199

00:25:64: DA:82:34
00:0D:8D:F0:79:57

Hops  SSID

1 Minerals

e e
i

Channel/Width

48, 20MHz

Note:You can perform many common tasks-tlickigigt on the radio and choosing a commanc
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342 Refreshing the Display in the I H Browser

To refresh the display

If you have made changes to a radio's configuration, refresh the IH Browser by clearing
and scanning the display using the buttons on the toolbar.

1 '® The Erase button clears the radios from display (or from the FILE menu
choose CLEAR).

¢ # The Scan button rescans the network for RLX2-IHx series radios (or from the
FILE menu choose SCAN).

343 Setting the Radio I P Address in the | H B

To set the radio IP address

9 If the radio is on a network with a DHCP server, it gets an IP address through
DHCP.

9 If the radio is not on a network with a DHCP server, the radio appears with an IP
address of 0.0.0.0. You can assign a temporary IP address to assist with
configuring the radio. See Assigning a Temporary IP Address (page 37).
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344 Assigning a Temporary | P Address

A temporary IP address allows you to access and configure a radio when the radio either
does not have an IP Address or it has an IP Address that is on a network subnet
different than the PC running the IH Browser.

1 Inthe IH Browser, right-click the radio and then click ASSIGN IP.

BB Broadcom NetlLink (TM) Gigabit Eth... Local Interface 192.168.2.200 00:25:64:DA:82:34
Wipphive Mgy 0 152168219 000DSDAISST |
Connect
Assign IP
Update F/W
Ping Device

Wireless Clients

Ftharnat Narsc

This opens the Assign Temporary IP Address dialog box.

Assign Temporary IP Address @
Fiadio Sapphire

MAC Address 00:0D.8D:F0:79:97

Subnet 255 2552550

Gateway 152168.2.1

IP Address 152.165.2.159

192.168.2.254
Urnused IPs: | 192.168.2.253

192168.2.249
| Find More

Corce

The UNUSED | B bst are the IP addresses that are currently available on the
network.

2 The IH Browser suggests the network parameters for the temporary IP address. It
gueries the IP addresses and displays them if it does not receive a response. Click
one of the unused IP's, or enter an unused IP address, and then click OK. The IH
Browser warns that the IP address is temporary.

r - ~
Radiolinx Industrial Hotspot Browser @

ThisIP address is temporary and will only be in effect until the next time
l % the AP is reset. To set the IP Address permanently please modify the
settings through the Web Management Interface.

3 Click OK and then refresh the display in the IH Browser. Your radio should now
appear in the IH Browser window with the temporary IP address.

4 To set a permanent IP address for the radio, see Configuring a Radio - Getting
Started (page 39).
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35 ConfiguringGea tRandgi oSt art ed

This section describes how to set up RLX2-IHx series radios in a minimal configuration
before deploying them in the permanent installation. See Configuring a Radio - Detailed
Configuration (page 53) for a detailed description of all the configuration parameters
available for your radio.

351 Connecti

ng

to the

Rlardti eor fCaoond i gur ati on

This section describes how to connect to the RLX2 Radio Configuration / Diagnostic web
interface using a web browser such as Internet Explorer or Firefox on your PC or other

network-enabled device.

To connect to the Radio Configuration / Diagnostic

web interface

ImportantYour computer or other device must be connected to the same netwoillHastheR X2

radio.

1 Log into the web interface of the radio. You can do this in any of three ways:
91 Inthe IH Browser List view or Topography view, right-click the radio and then

click CONNECT.

9 Inthe IH Browser List view or Topography view, double-click the radio.
1 Open a web browser and enter ht tp://

radio, and then press ENTER. For example, http://192.168.6.10
The login screen appears in the web browser.

A Bado ConfgunmonDiy X |

o

160254 285,253

ProSoft Bodeiinn

Login RLX2 Master

, followed by the IP address for the

Password |

]

2 Enter the password and then click LOGIN. The default password is password. If you
have lost the password for the radio, you can reset the radio to its default settings.
See Resetting a RLX2-IHx series Radio (page 132).
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If the radio is set to its factory settings or has been reset to defaults, then the first
page that opens requires a new password to be set. This is to ensure that the radio
is not unintentionally put into operation using the factory default password.

ProSoft Radiolime
TECHNGLO G Y
Radio Name: RLX2Repeater Signal Strength: Scanning...
Radio MAC: 00.0D.80.AA.09.92 Parent MAC: none | Available Parents |
Radio Type: RLX2-IHNF-BR Branch Length: nfa | Address Table |
Update every: sec # Radios Linked: 0 [ Port status |
Up Time: 0 Day 0 Hr. 0 Min. 36 Sec Current Channel. 9
Link Time: n'a Link Mode: none
Basic Advanced Parent Advanced Network Serial QoS VLAN NAT About
Settings Setfings Link Settings Seftings
Set a new password to allow unit to become operational.
L —
New Password
Repeat Password
[ Fctory verauits | vici
|The current login password. |

Type the default password into the OLD PASSWORD edit box, then a password with
sufficient security strength into the NEw PASSWORD edit box.

Old Password

A Poor

New Password
Repeat Password

As you type in the NEwW PASSWORD the security strength is indicated to the right of
the edit box and in its background color.

0ld Password

New Password TTTTTTY Fair
Repeat Password

Old Password LTI T

MNew Password TTTTTTLIT] Good
Repeat Password

Old Password tenssnnn

New Password teessssaes Strong
Repeat Password
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The password entered is measured against 4 categories. Each of the categories
must be satisfiedtoac hi eve a fAstrongd password strength.
9 It must contain both lower- and upper-case letters
9 It must contain one or more numbers
1 It must contain at least one non-alphanumeric character (Example: |@#$).
1 It must be at least 8 characters in length.
In addition, if the default password is embedded in the New Password then those
characters are ignored when testing for each of the above criteria.

3 After entering the New Password, the password is entered once again in the REPEAT
PASSWORD edit box to mitigate any typing errors.

4 Clicking the CONTINUE button opens the main configuration webpage of the radio.
The following pop up dialog will be displayed:

10.23.1.101 says

You will need to click the Apply Changes Button to save the new

Password or any other setting changes made.

5 If the browser is refreshed or the radio is restarted before changes are applied, you
will need to set a new password again.

Note:Some parameters may depending aadio moder firmware version

RadioLinx’

Radio Name:  RLX2Repeater

Signal Strength: -——Jadsm 585/N
Radio MAC: 00.0D.8D.AA.22.63 Parent MAC:  00.0D.8D AA 08,92 [ Available Parents |
Radia Type: RLAZHNE-A Branch Length: 2 [ Address Table |
Update every:  [300 |sec # Radios Linked: 1 | Port Status |
Up Time: 5 Day 21 Hr. 14 Min. 14 Sec. Current Channel: 149
Link Time: 5 Day 21 Hr. 14 Min. 5 Sec. Link Mode 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Serial QoS WLAM NAT About
Settings Setfings Link Seftings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name: Security Mode: Obtain IP address - DHCP
Network SSID. Encryption: AES v () Use the following IP address

IP Address: 10.23.12.63

[l MAC Fiter Edit Filter Subgetiasicl 255.255.252.0

O Master 149 (5745 MHz) | | Def. Galeway: 10.23.12.1
Repeater  Parent Auto Select eSS DNS Server 0.0.0.0

) Bridging Client Alt DNS Server: 0.0.0.0

O cient Auto  Specify AltIP Address: 0.0.0.0
Client MAC  00.00.00.00.00.00 Alt Subnt Mask: 0.0.0.0

| Extract Config |

| uplcad Image File

[Focton oetauies | user befaut= | nep

|Radin Network Settings: Define how radios link to each other. |

Tip:You can display the help topic for any parame®tr{i@ibbpagey clicking the paramete
nameThere iglso a short descripabthe bottom of the window.
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3.5.2

Configar Magter

Radi

(0]

Most wireless networks consist of one Master radio and multiple Repeater radios. All

RLX2-IHx series radios are shipped pre-configured as Repeaters by default. Your first
task in setting up a new network is to configure one radio as the network Master. This
section describes how to configure basic settings for a Master radio.

To configure a Master radio

1
2

Start the IH Browser.
Launch a

We b

Br owser t o

the Radio Configuration Web Interface (page 39).
On the BASIC SETTINGS tab, in the BASIC WIRELESS SETTINGS group, click the

MASTER radio button and then select a channel (Example: Channel 48).

Radio Name:

Signal Strength:

RadioLinx’

t

he

ISeecConpedtmgtave b i

Master

Radio MAC: 20 v Parent MAC: none Available Parents
Radio Type: RLX2-HI Branch Length: 1 Address Table
Update every: 15 [sec # Radios Linked 1 Port Status
Up Time: 0 Day O Hr. 21 Min. 28 Sec Current Channel: 43
Link Time: nia Link Mode: 802.11n 20MHz channe
Basic Advsnced P | Advanced Network Serisl | QoS VLAN | NAT I About
Settings Settings Link Settings Settings

Basic Wireless Settings

Wireless Security Settings

Access Settings

Radio Name RLX2 Master 1
Network SSID:

802.11 Mode

Networkll

€02.11n v

EMaster

48 (5240 MHz)

Repeater Parent Auto Select

Bridging Client
Client Specify
Client MAC 00.00.00.00.00.00

Autc

Security Mode:
Encryption
WPA Phrase:

WPA/WPA2 Person:
AES

MAC Filter | Edit Filter

Hide Network SSID

v

v

Obtain IP address - DHCP

*' Use the following IP address

IP Address:
Subnet Mask:

Def: Gateway: 10.23.1.1

Alt IP Address:
Alt Subnt Mask:

| Extract Config |

]7 Upload Image File |

10.23.1.114

255.255.255.0

[Factory Detauits | relp |

IRadio Name: 1 to 31 characters. For user's identification of radio only.

Note:To communicate with each other, allHX 3&ies radios must communicate over the ;ame
frequency in either the 2.4 GHz or the 5 GHz frequency band. The available frequency jands depend

on the type of radio.

The RLXHHA uses 5 GHz frequency band only.
The RLXEHG uses 2.4 GHz frequency band only.
The rest of the REXX series radios can use both 2.4 and 5 GHz.

4 Edit the RADIO NAME if desired.

nt er f
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5 If you set a temporary IP address in the radio (see Assigning a

Temporary IP

Address (page 37)), set the permanent IP address. On the BASIC SETTINGS tab, in
or USE THE

the ACCESS SETTINGS group, click OBTAIN IP ADDRESS - DHCP
FOLLOWING IP ADDRESS.

RadioLinx
Radio Name: RLX2 Master 1 Signal Strength: aster ]
Radio MAC: 0 Parent MAC: none Available Parents
Radio Type: nuA Branch Length: 1 Address Table
Update every: 15 [sec # Radios Linked 1 Port Status
Up Time: 0 Day 0 Hr. 21 Min. 28 Se Current Channel: 48
Link Time: n/a Link Mede: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serisl QoS VLAN NAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ /" Obtain IP address - DHCP 2
Network SSID: |Network11 Erichon AES | = Use the following IP address
WPA Phrase: =+ = .
80211 Mode: |802.11n v IP Address: |10.23.1.114
Fi it Fil
* Master 48 (5240 MHz) v 0 Subnet Mask: 1255.255.255.0
Hide Network SSID
Repeater  Parent Auto Select Def: Gateway: 10.23.1.1
Bridging Client
- = Alt IP Address: 0.0.0.
Client Auto Specify
) Alt Subnt Mask: 10.0.0.¢
Client MAC 00.00.00.00.00.00 ° -
\' Extract Config \
| Upload Image File |
\ |
[ Factory Defauits | Help |
IRadio Name: 1 to 31 characters. For user's identification of radic only.

6 Click ApPLY CHANGES to reboot the Radio. The IH Browser displays a progress bar

while the radio is rebooting.

Radio Settings Have Been Updated.
You may close this window now or wait for page to reload.

Radio Powering Up... Radiol

7

After the radio reboots successfully, refresh the display in the IH Browser. See

Refreshing the Display in the IH Browser (page 37).The radio appears as a Master in

the IH Browser window:

% RadioLinx Industrial Hotspot Browser IE@@J
File MNetwork Actions Info View Help
2
e S EHERERIEETERE |
Name Mode Misses P MAC Parent Hops SSID Channel/Width
WY-PC This Utility
B8 Broadcom Netlink (TM) Gigabit Eth... Local Interface 192,168.2.200 00:25:64:DA:82:34
M Sapphire Master 0 152,168.2.199 00:00:80:F0:79:57 1 Minerals 48, 20MHz
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3.5.3

Configuring

a

Repeater

Radi o

After you configure one radio as the Master radio, any powered RLX2-IHx series radios
in their default shipping configuration should automatically link to the Master radio. You
do not need to attach an Ethernet cable to the additional radios.

To configure a Repeater radio

1 Start the IH Browser. After the radio starts, it should appear in the IH Browser.

% RadioLinx Industrial Hotspot Browser
File Metwork Actions Infe View Help
#g e = E | |
Name Mode
- MY-PC This Utility
B Broadcom Netlink (TM) Gigabit Eth... Local Interface
M Sapphire Master
R Emerald Repeater

Misses

0
0

p

192,168.2.200
192,168.2.199
192,168.2.254

o )e =t
]

MAC Parent Hops SSID Channel/Width

00:25:64:DA:B2:34
00:0D:80:F0:79:57 1 Minerals
00:0D:80:F0:79:90 1 Gems

48, 20MHz
48, 20MHz

Note that the Repeater radio above (whose MAC address ends in 54 in the above
example) has linked to the Master radio (whose MAC address ends in 97).

Log into the r a.dbéedonmectingtdtheiRadioeConfigaratien
Interface (page 39).

If the radio IP address is 0.0.0.0, assign a temporary IP address to the Repeater
radio. See Assigning a Temporary IP Address (page 37). In this example, the
Repeater has an IP address of 192.168.2.254.

On your PC, open a command prompt window and use the Ping command to ping

the Repeater radiodbs I P address. The Master
that you see the following.
¥ CAWINDOWS\system32\cmd.exe - O X
If this is successful, then you have successfully configured the RLX2-IHx series
wireless network.
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You can add additional Repeater radios by repeating these steps. If you want to make

more changes to the radio's configuration, you can use the following steps.

1 Log into the radio.
2 Edit the RADIO NAME if desired.

Note:To communicate with each other, allHXM 3&ies radios must communicate over the san e

frequency as the Master radio.

3 If you set a temporary IP address in the radio (see Assigning a Temporary IP
Address (page 37)), set the permanent IP address. On the BASIC SETTINGS tab, in
the ACCESS SETTINGS group, click OBTAIN IP ADDRESS - DHCP or USE THE

FOLLOWING |IP ADDRESS.

4 Click APPLY CHANGES to reboot the Radio.

Radio Settings Have Been Updated.

You may close this window now or wait for page to reload.

Radio Powering Up... Radiol

| I

After rebooting successfully, the radio appears as a Repeater radio in the IH Browser

window:

&% Radiolinx Industrial Hotspot Browser E@*

File Metwork Actions Info View Help

Age|laraREL(D- 422230 ¢F

Narme Mode Misses P MAC Parent Hops  SSID Channel/Width

MY-PC This Utility

B8 Broadcom Netlink (TM) Gigabit Eth... Local Interface 192.168.2.200 00:25:64:DA:82:34

M Szpphire Master Q 192.168.2.199 00:0D:8D:F0:79.97 1 Minerals 48, 20MHz
R Emerald Repeater Q 192,168.2.254 00:0D:80:F0:72:90 1 Gems 48, 20MHz
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354 Configuring a Bridging Client Radio

You can configure RLX2-IHx series radios in Client or Bridging Client modes in the event
that you want to connect to third-party 802.11 Access Points. See Configuring a Client
Radio (page 49) for the differences in the modes. The most straightforward way to test a
Client or Bridging Client mode radio configuration is to use a second PC connected as
the downstream network device from a Client radio. The following example assumes that
there is a second PC, and shows how to connect to the Master radio.

To configure a Bridging Client radio

1 Power up a new radio in the default configuration so that it connects to the Master
radio.

2 Start the IH Browser. After the radio starts, it should appear in the IH Browser.

3 Inthe IH Browser, assign a temporary IP address to the Repeater radio. See
Assigning a Temporary IP Address (page 37).

4 Log into the radio. See Connecting to the Radio Configuration Interface (page 39).

5 Onthe BASIC SETTINGS tab, in the BASIC WIRELESS SETTINGS group, change the
radio to BRIDGING CLIENT and set the RADIO NAME and SSID accordingly.

RadiolLinx’

Radio Name:

Signal Strength: Scanning...
Radio MAC: Parent MAC: none Available Parents
T S BranchLength:  nia Address Table
Update every: |15 sec updating #Radios Linked: 0 Port Status
Up Time: 0 Day 0 Hr. 6 Min. 14 Sec Current Channel: 56
Link Time: n/a Link Mode: none
Basic Advanced Parent Advanced Network Serial QoS LAN NAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name:  |Emerald Security Mode: | WPA/WPA2 Person: ¥ ® Obtain IP address - DHCP
Network SSID: |Gems Encryption: AES y Use the following IP address
802.11 Mode: | 802.11n v L e IP Address: |192.168.0.254
Nosier 48 (5240 MHz) s MAC Filter| Edit Filter Subnet Mask: |255.255.255.0

Repeater  ParentAuto Select Hide Network SSID Def: Gateway: [192.168.0.1

® ' Bridging Client
‘ Alt IP Address: |0.0.0.0

Client Auto Specify
Alt Subnt Mask: 0.0.0.0
Client MAC 00.00.00.00.00.00

| Extract Config

| Upload Image File |

Apply Changes Cancel Changes Factory Defaults m

IRadio Name: 1 to 31 characters. For user’s identification of radio only.

6 Click AppLY CHANGES to save the configuration.
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7 Refresh the display in the IH Browser. The radio appears in the IH Browser as a
Bridging Client radio:
%, Radiolinx Industrial Hotspot Browser
I-File Metwork  Actions Info  View Help I
hge|aku g Bl ar|] QAN 7| ‘
Mame Mi... P MAC Parent Hops S5ID Channel/..
‘ ‘
BB Intel(R) 82579LM Gig... 10231101 34:17:EB:DE:63:34
EcEmerald 0 192.168.0.254 00:00:80:F0:E5:24 Gems 48, 20MHz 1 |

8 Configure another Master radio or access point with the correct SSID and Security
Settings. This allows the Bridging Client to wirelessly connect.

In this mode, multiple Ethernet devices can connect with any 3rd-party access points
(802.11 a/b/g/n).

ProSoft Technology, Inc.

Paget70f216



RLX2Hx SerieB802.114a, b, g, n

Industrial Hotspots

RLX2Hx Series Quick Setup

User Manual

The following example shows the settings for the Bridging Client radio and the results of
the Ping command for the Ethernet device attached to its Ethernet port. The MAC

address of the device is displayed by clicking ADDRESS TABLE and by selecting DEVICES
OUT OF THE ETHERNET PORT.

RadioLinx’

Radio Name: Signal Strength |~ Scanning...
Radio MAC Parent MAC none Available Parents
Radio Type: Branch Length: Address Table
Update every. # Radios Linked: Port Status
Up Time: Current Channel:
Link Time: nia Link Mode: one
Basic | Advanced Parent I ‘Advanced Network I Serial | Qos | | NAT l ‘About |
Settings Settings Link Settings Settings

Basic Wireless Settings

Wireless Security Settings

Access Settings

Radio Name:  |Emerald

Network SSID: |Gems

802.11 Mode: 802.11n v
Master 48 (5240 MHz) v
Repeater  Parent Auto Select

*' Bridging Client

Client Auto  Specify
Client MAC |00.00.00.00.00.00

Securi

H

MAC Filter| Edit Filter

ide Network SSID

ity Mode: | WPA/WPA2 Person: Y * Obtain IP address - DHCP
Encryption: AES 4 Use the following IP address
WPAPhrase:  |x==x

IP Address: 1192.168.0.254
Subnet Mask: 255.255.255.0

Def: Gateway: 192.168.0.1

Alt IP Address: 0.0.0.0
Alt Subnt Mask: 0.0.0.0

Extract Config

|_Upload Image File

[Foctory Detauits | ek

IRadxo Name: 1 to 31 characters. For user’s identification of radio only.

% Radio Configuration/Diagnosti

=

BN

[ 105.102.0.121/ad

lAddress Table RLx2A

Radio MAC: &D.

Devices out Ethernet Port
Number of Rows to Display: 10
Index

Show Addresses for the Following:

v

MAC Address | Connection (Age (s)
00.0D.80.A2.0F 9A|Ethemet Port[27 |

1 Table Entries|R 017 I Next I Prev I Refresh

" Radio Configurati

@ Not secure | 10.23.1.254,

E® Command Prompt

JAddress Table Emerad
Radio MAC: 00.00.30.FO
Show Addresses for the Following:
i Devices out Ethernet Port M
Number of Rows to Display: |10
]
e Ad.BA.DB.FB.C6.EB|Ethernet Port|1
I |z 00.00.12.6C.F1.7C |Ethernet Port|14
3 0C.80.63.8F.525C |Ethernet Port]52
4 C5.9C.DC.EC.79.AT |Ethernet Port|45
5 00.24 EB.18.AFEC |Ethernet Port]a
6 00.00.8D.FO.8BA.C7 |Ethernet Port|0
7 38.60.77.EC.6A.06 |Ethernet Port|7
5 34.17 EB.D1.C6.2A |Ethemnet Port]6
9 00.00.12.86.ED.43 |Ethernet Port|7
10 |00.0D.8D.F0.E8.CY |Ethernet Port|7
12 Table Entries [ RTE R ]
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355 Configuring a Client Radio

You can also configure RLX2-IHx series radios in Client mode in the event that you want
to connect to third-party 802.11 Access Points. The following table highlights the most
significant differences between Repeater, Client, and Bridging Client modes on RLX2-
IHx series radios.

Repeater Client Bridging Client
Number of attached Multiple (up to the One Multiple (up to 16)
Ethernet devices limits of network)
supported
Can other wireless Yes No No
devices connect to the
radio?
Can the radio connectto No Yes Yes
non-ProSoft Technology
Access Points
(Masters)?
CanlseetheradoMAC Repeat er r MAC address of Bridging CI
address on the network? MAC address connected device or MAC address
user-specified MAC
address.

Client mode is a special mode in the radio that allows a user to connect an Ethernet
device to a wireless network through any 802.11a, b, g, or n access point. Any Ethernet
device that has an RJ45 Ethernet port can, in effect, become an 802.11a, b, g, orn
wireless client by attaching the radio. Only a single device can be connected to the radio
in Client mode. Do not connect to more than one Ethernet device (using a switch or
hub).

Note:You only use client mode if you need to connect to another brand 802.11a, b, g, or n iccess point. If
you are using RLENKX series radios, you should always use them as repeaters (and masters . Client mode
radios are not necessary in Industrial nppliogtians where an RIE¥@series Master radio acts 1s

t he Access Poi nt . dHkx seties adiodnothe 8ysterm yo@ chn ship tkiid ¢ xaenple R L )
configuration.

The most straightforward way to test a Client or Bridging Client mode radio configuration
is to use a second PC connected as the downstream network device from a Client radio.
The following example assumes that there is a second PC, and shows how to connect to
the Master radio.
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To configure a Client radio

1

[CSIN\N]

Power up a new radio in the default configuration so that it connects to the Master
radio.
Start the IH Browser. After the radio starts, it should appear in the IH Browser.
In the IH Browser, assign a temporary IP address to the Repeater radio. See

Assigning a Temporary IP Address (page 37).
Log into the radio. See Connecting to the Radio Configuration Interface (page 39).
In the BASIC WIRELESS SETTINGS group, change the radio to CLIENT.

Radio Name:

RadioLinx’

Signal Strength: | Scanning...
Radio MAC: ES.2A Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: nia Address Table
Update every: 15  sec # Radios Linkea: 0 Port Status
Up Time: 0 Day O Hr. 18 Min. 42 Sec Current Channel:
Link Time: nia Link Mode: nong
Basic Advanced Parent Advanced Network Serial QoS LAN MNAT About
Settings Settings Link Settings Settings

Basic Wireless Settings

Wireless Security Settings

Access Settings

Radio Name: Emerald

Network SSID:  |Gems

802.11 Mode: | 802.11n v
Master 48 (5240 MHz)
Repeater  Parent Auto Select

Bridging Client

Client MAC |00.00.00.00.00.00

* Auto Specify

v

Security Mode: | wPA/WPA2 Personi ¥
Encryption:

WPA Phrase:

AES v
MAC Filter| Edit Filter

Hide Network SSID

*®' Obtain IP address - DHCP
Use the following IP address
IP Address: 192.168.0.254

Subnet Mask: 255,255.255.0

Def Gateway. 192.168.0.1

Alt IP Address:  0.0.0.0

Alt Subnt Mask: 0.0.0.0

| Extract Config |

| Upload Image File |

Cancel Changes

[Factory Defauits | rielo |

| Client Radio: Allows only 1 device to be attached to Ethernet port. Can be used to connect to third-party Access Points.

Edit the RADIO NAME if desired.
If you set a temporary IP address in the radio (see Assigning a Temporary IP
Address (page 37)), set the permanent IP address. On the BASIC SETTINGS tab, in
the ACCESS SETTINGS group, click OBTAIN IP ADDRESS - DHCP or USE THE

FOLLOWING IP ADDRESS.

Click AppPLY CHANGES to reboot the Radio. A progress bar is displayed during reboot.
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9 Refresh the display in the IH Browser. The radio appears in the IH Browser as a
Client radio.

:
- Yy

| File MNetwork Actions Info View Help ‘
RN SO LIRS B ‘
Mame Mi... P MAC Parent Hops S5ID Channel/... =
@ Intel(R) 82579LM Gig... 10.231.101 34:17:EB:DE:62:34
|3 e Do e L R sl |

10 When the Client radio reboots, connect an Ethernet cable from the radio to the
second PC. Wait wuntil the radio registers the
interface (Client mode only).
11 Ensure that the IP address of the Ethernet interface on the second PC is on the
same subnet as the network for the Client radio. For this example, set the IP address
of the PC interface to 192.168.2.248.
12 Open a command prompt on the second PC, and verify that you can use the Ping
command to ping the IP address of the Master radio.

36 Viewing a Radio's Configuration

You can quickly view a radio's configuration.

1 Start the IH Browser.

2 Right-click the radio and then click PROPERTIES.

3 If you want to view all the available properties, in the Detailed Information for Radio
dialog box, click MORE.
Note that you cannot change the radio's configuration in this dialog box. If you want
to change the configuration, or view more details, see Configuring a Radio - Getting
Started (page 39) or Configuring a Radio - Detailed Configuration (page 53).
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37 Replacing an Existing Radio

The RLX2-IHx series of industrial hotspots include a microSD card slot for quickly
moving the configuration from an installed radio to a replacement using a microSD card.
This feature reduces the time to replace a damaged radio.

If you are replacing an existing radio that had a Personality Module (microSD card)
installed, then you do not need to manually configure the new radio. Remove the
microSD card from the existing radio with the stored configuration and install it in the
new radio. When you power up the new RLX2-IHx series radio, the new radio uses all
the configuration settings from the microSD card. This feature eliminates the need to
manually configure the replacement radio.

By default, the RLX2-IHx series radios writes configuration changes to a microSD card

(Personality Module) whenever you make configuration changes if a microSD card is
presentin the radio. The RLX2- Hx seri es (by default) also reads
configuration when it powers on and uses the stored configuration from the microSD

card if the configuration is different than the configuration in the radio's memory.

ImportantWhile this feature can save you time when replacing a radio in the field, it is also 1 potential
security risk. The configuration stored on the microSD could be inserted into another radio and the radio
could then access the network

The file itself on the microSD card is encrypted so the configuration information
(principally the configuration password and encryption key) cannot be extracted. We
highly recommend that you physically secure the radio and the microSD card.

If you are not using the Personality Module feature, we recommend that you turn SD
AUTO-CLONE ENABLE and SD AUuTO-WRITE ENABLE off. See Personality Module Settings
(page 91).

Note:The RLXEHNFW or WC radios do not have a microSD card slot (no Personality Modu 3). For these
models, you must manually configure the replacementCadiig8ieg a Rad(@etting Started

(page39.

ImportantBefore installing a new radio, please verify that all listed product items are presel t. See
Package Contelpsgel9. If any of these components are missing, please contact ProSoft T :chnology
Support for replacements.
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4 ConfiguringDea aRadeido Conf i gur

The RLX2-IHx series radios include a built-in Web Server that allows you to both monitor
and to configure your radio. The webpages can be displayed from any computer that can
connect to the radio through a wired Ethernet connection or a wireless connection.

You can monitor and change the settings for your radio using any type of computer that
has a web browser such as Microsoft Internet Explorer, Firefox, or Chrome. These
include desktop PCs, laptops, tablets, or smart phones.

41 Connecting to the Rladtieor fComd i gur ati on

This section describes how to connect to the radio using a web browser such as Internet
Explorer or Firefox on your PC or other network-enabled device.

To connect to the radio

ImportantYour computer or other device must be connected to the same netwoillHastheR X2
radio.

1 Log into the radio. You can do this in any of three ways:
1 Inthe IH Browser List view or Topography view, right-click the radio and then
click CONNECT.
1 Inthe IH Browser List view or Topography view, double-click the radio.
1 Open a web browser on your PC, and then in the address bar, type http://
followed by the IP address for the radio, and then press ENTER. For example,
http://192.168.6.10

The login screen appears in the web browser.

£ Rado Conhipaton T

o
0 ismzsizsas * =@ o |

Login RLX2 Master

Password| ]

[ooin } conce |

2 Enter the password and then click LOGIN. The default password is password.

If the radio is set to factory defaults, see Connecting to the Radio Web Configuration
Interface (page 39) for entering an initial password to enable the configuration tabs. If
you have lost the password for the radio, you can reset the radio to its default
settings. See Resetting a RLX2-IHx series Radio (page 132).
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This opens the main configuration webpage for the radio. Note that some parameters

may be different from the image depending on your specific radio model.

Radic Name:

Radiolinx®

Signal Strangth: Master
Radio MAC: 50 Parent MAC: none Available Parents
Radio Type: A Branch Length: 1 Address Table
Update every: 15 |sec # Radios Linked: 1 Part Status
Up Time: 0 Day 0 Hr. 1 Min. & Sec. Current Channel: 4
Link Time: nfa Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent | Advancad Network Serial | QoS WLAN | NAT | About
Settings Settings Link Settings Settings

Basic Wireless Settings

Wireless Security Settings

Access Settings

Radio Mame:  |RLX2 Master 1 Security Mode: | WPA/WPA2 Persan: ¥ Obtsin IP addrsss - DHCP
Metwerk SSID: | Metworklt B AES r = Usge the following IP address
WPA Phrase: FEEE
802.11 Mode: 202.11n - IP Address: |10.23.1.114
h . MAC Filter | Edit Filter _
= Master 48 (5240 MHz) v Subnet Mask: |255.255.255.0
Hide Netwaork 5510
Repeater  Parent Auto Sslect Def: Gateway: |10.23.1.1
Bridging Client
) _ Alt |P Address:  |0.0.0.0
Client Auto Specify
Client MAC |00.00.00.00.00.00 con e [Dd

Dowvinload Config

[Foctory ocfaut ] eie |

|Radi0 Mame: 1 to 31 characters. For user's identification of radic only.

Tip:You can display the help topic for any pavatheteebpagey clicking the parameter name. The

parameter name turns blue when you move the cursor over a parameter with a help topic.

short description at the bottom of the window.

411 Read@nl y

Fi

el ds

"here is also a

Some of the parameters are for display, and only provide information about the state of

the radio.

Note that depending on the model of the radio, and the radio configuration, some

parameters and buttons may not be available or appear on the page.
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412 Configuration Help

Help is available for each item on the page.

To view a brief help message about any parameter on the screen, move the cursor over
the parameter until the parameter name turns blue, or press the TAB key to select the
parameter. Refer to the text that appears at the bottom of the screen.

RadiolLinx’

Radio Name: Signal Strength: Master
Radio MAC: 5.2A Parent MAC: none Available Parents
Radio Type: - Branch Length: 1 Address Table
Update every: 15 sec # Radios Linked 1 Port Status
Up Time: 0 Day Min. & Sec Current Channel: 48
Link Time: nia Link Mede: 802.11n 20MHz channe
Basic Advsnced Parent Advanced Network Sensl QoS VLAN NAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ Obtain IP address - DHCP
Network SSID: | network11 Evcrypion. 22 M * Use the following 1P address
WPA Phrase:  |x=xx ;
802.11 Mode: |802.11n v IP Address: |10.23.1.114
- . MAC Filter | Edit Filter :
* Master 48 (5240 MHz) v Subnet Mask: |255.255.255.0
Hide Network SSID
Repeater  Parent Auto Select Def: Gateway: 110.23.1.1
Bridging Client
Alt IP Address: 0.0.0.0
Client Auto  Specify
' Alt Subnt Mask: 0.0.0.
Client MAC 00.00.00.00.00.00 eatbiil
| Extract Config |
[ Upload Image File |
Apply Changes Cancel Changes Factory Defaults m
I_R.ad"’, Name: 1 to 31 characters. For user's identification of radio °".'_VJ. |
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To view more help about the selected parameter, click the parameter name. This action
opens a help page in a new browser window.

™ 10231 114/Radio.ne o = S

(@ Notsecure | 10.23.1.114/Radio_network_settin.. &,

Radio Name:

-,
o5,
s
ags

Radio MAC: D.8D.FO.E5 24
Radio Type: RLH2-IHNF-A A e dd
Update every: 15 |=ec
Back Come
Up Time: 0 Day 0 Hr 4 Min. 38 Ser. L Back | Coments | index | Mext J
Link Time: nfa . . .
Basic Wireless Settings
Basic Advanced Parent | Advanced Note: Different versions of the RLX2 Radios
HEHiome F2TE D el support different functionality. You may see
Basic Wireless Settings Wi more or fawer options on this page, depending
Radio Name: @RLXZ Maztar 1 on the version of the radio you purchased.
Metwork SSID: | jeth

Use the settings in the Basic Settings tab to configure the
radios in your network. For more information on using these
settings, see Configuring the radios.

80211 Mode: 802.11n

* \Master 48 (5240 MHz)

Repeater  ParentAuto Select Description

Radio Name Asszign a unique name to each radio.

Network S5ID Assign a network name (S5ID) of up t
radio uses this name in all network reft
a network must have the same S5ID. 5

Bridging Client

Client Auto Specify
Client MAC |00.00.00.00.00.00

sensitive.
_II 802.11 Mode This control is only present on the RLY
Aallmcern #lam wranitb b T mmin e A Fm

3

|Radi0 MName: 1 to 31 characters. For user's identific ati

To view the complete online documentation for the RLX2-IHx series radio, click the E=Z
button. This action opens the online documentation in a new browser window. Use the
Contents , Index and Search tabs in the left frame to navigate the help system.

%, RLX2_IHx_Help - Google Chrome - O X

¥

)

[% 192.168.0.19/index.htm%df55490eadbc0a9e
@ Contents | Indez: |

*,
-,
s’

a5
54

]

TECHNOLO®Y

[ Conienis | _iniex | Nt

Contents

@ start tere
@ Installing the Radios

@ Radio Configuration / Start Here

Diagnostic Utiliby
Index
For most applications, the installation and
configuration steps described in the following topics
will work without additional programming. ProSoft
Technology strongly recommends that you
complete the steps in this chapter before developing
a custom application.
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413 Apply

Changes

Click AppPLY CHANGES to save changes to the radio configuration and restart the radio
with the new configuration. A progress bar appears after you click APPLY CHANGES.

Radio Name: Radio 1

Radio MAC: 00.0D.8D.FO.6C_FD
Radio Type: RL*2-IHHNF-A
Firmware: RLX2 v032F_R

Update every: sec

Link Time: nia

RadioLinx’
Signal Strength: Master
Parent MAC: nong Available Parents
Branch Length:
#Radios Linked: 0
Current Channel: 1-5
Link Mode: &02.11n 40MHz channel

Up Time: 0 Day 0 Hr. 9 Min. 22 Sec

Radio Settings Have Been Updated.
You may close this window now.
Radio Powering Up... Radio 1

| I

| Close |

414 Cancelling

Changes

Click CANCEL CHANGES to discard any changes to the radio configuration you made

during this session.

Note:This button only applies to changes made since you lappbfi€kerhges

415 Factory

Click FACTORY DEFAULTS to reset the radio to the original default settings.

Def aul t s

Important:This action discards all changes you have made to the radio configuration setting s.

Two things to note if there is a microSD card in the radio's Personality Module slot.

9 Clicking FACTORY DEFAULTS does not reset the configurations stored on the
microSD Card in the radio's Personality Module slot.

9 If you select SD AUTOWRITE ENABLE on the ADVANCED SETTINGS tab, the radio
overwrites the configuration on the microSD card with the factory default settings

if you click APPLY CHANGES. See Personality Module Settings (page 91).
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42 Vi ewing Radi o Status
The RLX2-IHx series radio status parameters appear at the top of the RLX2-I1Hx
webpage.

RadioLinx’

Signal Strength:
5.2A Parent MAC: n
Branch Length: 1
# Radios Linked 1
Current Channel: 4

Link Mode: 802.11n 20MHz channe

ster
Available Parents
Address Table
Port Status

Basic Advanced Parent Advanced Network Sernsl QoS VLAN NAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name:  |RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ Obtain IP address - DHCP
Network SSID: |Network11 Excomfon S v * Use the following IP address
WPA Phrase: bt 5 S
802.11 Mode: | £02.11n v IP Address: 10.23.1.114
Fi it Fil
* Master 48 (5240 MHz) v RS | Edit Tkar Subnet Mask: |255.255.255.0
Hide Network SSID
Repeater Parent Auto Select Def: Gateway: 10.23.1.1
Bridging Client
' ) Alt IP Address: 10.0.0.0
Client Auto Specify
Client MAC 00.00.00.00.00.00 S MaSK‘ 89049 -
| Extract Config |
‘ Upload Image File ‘

[Factory Defauits | help |

IRadio Name: 1 to 31 characters. For user's identification of radio only.

Note:Different versions of the RHXZeries radios and firmware support different functions. 1 1ere may

be fewer or more parameters on this page, depending on the version of the radio and firm\ are.
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Most of the parameters in the radio status area are read-only, and display the current
settings and status for this radio.

Parameter Description

Radio Name The user-assigned name for the radio.

Radio MAC MAC address of the selected radio. The MAC ID is also printed on the
side of the radio.

Radio Type The Model Number of this radio; for example: RLX2-IHA, RLX2-IHG,

RLX2-IHNF, or RLX2-IHW.

Update every

The number of seconds the webpage waits between refreshing the
data. To change the value temporarily, enter the new value and press
the TAB key.

Up Time The length of time the radio has operated since the last system power-
up or reset.
Link Time The length of time that the radio has been continuously connected to

the parent.

Signal Strength

The strength of the signal from the parent.

Parent MAC

The MAC address of the parent to which the radio is linked.

Branch Length

The number of RF links from the radio to the Master radio.

# Radios Linked

The number of other radios that are linked to this radio.

Current Channel

The current operating channel for the radio. For a Master radio, this is
the channel set in the Basic Wireless Settings. For a Repeater radio,
this is the same channel as the linked parent.

When the LINk MODE parameter shows that the unit is in 40 MHz mode,
this parameter shows the main channel number, followed by the
extension channel &ds number .

Link Mode

The 802.11 Mode in which the radio is operating (a/b/g/n). For a Master
radio, this is the highest mode supported. For a Repeater radio, this is
the highest common mode supported by both:

The settings of the Repeater radio and its parent

The capability of the radio channel.

Available Parents

Click this button to view the list of Access Points and Bridges (Parents)
from which this radio can detect beacons. This button is only available
when the radio is in Repeater mode (set in the Basic Wireless Settings).
See Viewing Available Parents for a Radio (page 60).

Address Table

Click this button to view a list of MAC addresses for devices in the
radi ods addr ¥iaving thedRhdiodddres dable (page 61).

Port Status

Click this button to view the active ports on this radio. See Viewing the
Radio Port Status (page 63).
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421 Vi ewing Avail able Parents for a Radio

To view the Available Access Points table, click AVAILABLE PARENTS. This table is only
available when the radio is in Repeater or a Client mode.

’Channel|RSSl| Security Encryp(lSpeed Cost: ‘:gf Hops
02401002280 [SNGNEERING g f74 wpapsk [P |g [o73a o fna
02:2b:cb:8e:e8:2b |HP787DF0 10 -70 |none none |b 225 |0 na
20:9f:db:b1:b5:1b |PSFT-Primary 1 -73 |WPA&2.Ent |AES n 260 |2 na
26:91.db:b1:b5:1b |PSFT-Guest 1 |-74 |WPA8Z2 PSK |AES n 273 |2 na
2a:91.db:b1:b5:1b |PSFT-Backup 1 -75 |WPA82PSK |JAES  |n 286 |2 na
2e:91.dbb1:b5:1b |BGW 1 |-73 |WPA82Ent |AES n 260 |2 na
c2:9f:db:b1:6e:9¢ |BGW 36 77 |WPA&2Ent |AES |n 314 |0 |na
c6:91:db:b1:6e:9¢ |BGW—Guesl 36 -77 |WPA&2PSK |AES n 314 |0 na
ca:9f.db:b1:6e:9¢c IBGW—MOblIe 36 -77 |WPA&2PSK |AES n 314 10 na

&

This page is helpful for viewing:

9 The possible parents for a repeater. The current parent should normally be the
radio with the lowest cost and a matching SSID.
9 Other 802.11 networks in the area.

Note:You can click on a column header to sort the table by the values in that column

Parameter Description

Only Show Same Select this check box to restrict the list of available parents to those with the

SSID same SSID as the radio you are configuring.

Refresh Click this button to re-scan the network and update the devices in the list.

Mac ID Displays the unique hexadecimal number that identifies an available Ethernet
devices.

SSID Displays the network name (Service Set Identifier) that identifies an available
Ethernet device.

Channel The radio channel on which the device is transmitting. The channel list
indicates the channel number as well as the frequency (2.4 GHz or 5 GHz
bands).

Important: The RLX2-IHx series radio is supplied with a dual-band antenna
that supports both frequency ranges. If you use a different antenna with the
RLX2-IHx series radio, you must choose a channel and frequency range
supported by the antenna. See Appendix G - Antenna Configuration (page

185).
RSSI Displays the Received Signal Strength Indication.
Security Displays the security mode enabled for the device.
Encrypt Displays the encryption type enabled for the device
Speed Displays the IEEE 802.11 connection speed (a, b, g or n). The RLX2-IHx

series radio supports all of these 802.11 connection speeds.
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Parameter Description
Cost Displays the calculated parent selection cost. The radio evaluates the link it

has to its parent once per second to determine if this link is the best parent to
use. The radio calculates the cost for each entry. The cost calculation is
based not only on the strongest signal, but on several other factors to
provide optimum network communication.

Age(s) Displays the length of time (in seconds) since the radio last saw a packet
from this MAC address (device).
Hops Displays the number of hops to the Master device. A value of 0 (zero)

appears for non-ProSoft Technology devices.

9 This list contains both 802.11 devices that are part of the same SSID as the RLX2-
IHx series itself (for example, Minerals) as well as devices that belong to different
SSIDs (for example, Networkl and ProSoftinternal). This list is updated continuously.

1 The radio updates this list with each 802.11 packet that is received, whether from a
radio of the same network or one that belongs to another SSID. It can also see
radios from other vendors.
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422 Viewing the Radio Address Tabl e
To view the RLX2 Address Table, click ADDRESS TABLE.

&%, http://10.12.2.73/addresstablehtm%dffb3d39185045d87UVW_419=

IAddress Table RLX2 Master *
Radio MAC: 00.0D.8D.F0.79.24 (|
Show Addresses for the Following:

1AH Addresses V‘

Number of Rows to Display:

| m MAC Address |Connection |Age (s)

1 00.0D.8D.A4.02.B3|Ethemnet Port} 185
00.10.49.03.0A.FO |Ethernet Port{303
00.10.49.03.EB.C6 |Ethernet Port|511
64.E6.82.99.82.A5 |Ethernet Port]530
00.0C.29.95.4E.72 |Ethernet Port{20
FO0.1F.AF_49.7A .33 |Ethernet Port|217
34.17.EB.B2.FA.61|Ethernet Port|0 I
00.10.49.28.15.57 |Ethernet Port}132
00.50.56.34.BF_EE |Ethernet Port{218
0 ]|00.50.56.30.36.89 |Ethernet Port|38

CERELEESNGES Top | Next | Prev | Refresh

“slofol~Nlolols]wln

The Address Table shows the port through which each device (MAC address) is
connected, along with the age in seconds since the radio last saw a packet from this
MAC address.

Parameter Description

Radio MAC Displays the MAC address of the radio you are configuring. The MAC ID is also
printed on the side of the radio.

Show Addresses for  Allows you to filter the address list. Options are:

the Following ALL ADDRESSES
DEevices OuT ETHERNET PORT
DIRECTLY LINKED RADIOS/CLIENTS
DEVICES BEYOND DIRECT RF LINKS
When you select DIRECTLY LINKED RADIOS/CLIENTS, the table displays an
additional RSSI column, showing the Received Signal Strength (RSS) from
each radio or client linked to the radio.
When you select ALL ADDRESSES, the RLX2-IHx series radio operates as an
AeroScout sensor. Each Wi-Fi device detected and reported to the AeroScout
engine appears as Detected Wi-Fi device.

Number of Rows to Defines how many MAC addresses to display at one time. Click NexT and PRev

Display to scroll through the available MAC addresses.

Index Displays the device position in the list.

MAC Address Displays the MAC address for each device.

Connection Displays the connection type for each device.

Age (s) Displays the length of time (in seconds) since the radio last saw a packet from
this MAC address

Top Click this button to display the top of the table. The table displays updated data.

Next / Prev Click these buttons to move up and down through the table.

Refresh Click this button to update the data in the table.
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423 Vi ewi

ng the

Radi o Port Status

To view the Port Status Table, click PORT STATUS.

This table shows all of the active ports on the radio. This window displays information
about the current SPANNING TREE including the MAC address of the SPANNING TREE
RooOT device, and the timing parameters for the current Spanning Tree. Each RLX2-IHx
series radio can have up to 252 active ports i one Ethernet cable, one parent RF link,
and up to 250 child RF links.

The primary reason for creating a Spanning Tree is that it allows you to create fully
redundant paths. If any single radio in a redundant path loses its connection, and if
another path still exists, the radio updates the connection to communication restored.

Edge Port Inactive

Spanning Tree Root: MAC 0000 00 00 00.00
Priotity 0 Max Age 0s Hello Time 05 Forward Delay 0
# Connection State Designation Path Cost Designated Bridge

Parameter

Description

Spanning Tree Protocol:

Wireless Ports

The Spanning Tree Protocol level for the wireless port (Rapid STP or STP).

Ethernet Port

The Spanning Tree Protocol level for the Ethernet port (Rapid STP or STP).

Edge Port

Displays Active or Inactive based on the setting of Ethernet Edge Port in the
Spanning Tree configuration dialog.

Spanning Tree Root: MAC

The MAC ID of the root device in the spanning tree.

Priority Spanning Tree device with the lowest-priority value is elected the root of the
tree.

Max Age The length of time a port can stay enabled without any new spanning
updates.

Hello Time The length of time between the transmission of spanning update packets.

Forward Delay

The length of time a port must listen for spanning information before being
activated.

# Position in the list. Each page shows up to 10 ports. Use the Next and
Previous buttons to move up and down through the table.

Connection This parameter indicates what the port represents: Ethernet, a Parent radio,
or a Child radio.

State The current Spanning Tree state of the port. Possible states are Blocking,
Learning, Listening, and Forwarding. Forwarding packets can be transferred.

Designation The Spanning Tree designation for the branch off the port. Possible
designations are Root (ports going to the root), Designated (ports going to a
branch), or Normal.

Path Cost The cumulative cost of all wired and wireless links from the port to the

Spanning Tree root.

Designated Bridge

The Next bridge toward the Spanning Tree root for this port.

Top Click the Top button to see the top of the table.

Next / Prev If the table has more ports than it can display in the window, use the NEXT
and PRev buttons to move up and down through the table.

Refresh Click REFRESH to update the table.
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The following illustration shows the IH Browser application provided with the radios.
Notice it shows the radio named Hematite_4F, linked to Amethyst_BD. This link is
shown with a red dotted line. Also visible is the level of redundancy in their network.
Each of the blue lines represents an alternate parent. From this view, it is easily shown

how much redundancy exists in their network.

To display the redundant paths, select the toolbar button denoting two "parents.” To view
the redundancy on a per-radio basis, select the single Parent button, and then click on

the radio to view its available redundancies.

RadioLinx Industrial Hotspot Browser

File Metweork Actions View Help

wuLe B LE =Sk e SKXAANO| 2

Info

e e e S e O PR

M Tourmaline_14
192.168.10.181
SSID: Minerals | ...

R Amethyst_BD \
192.168.10.133 _
R Hematite 47T =% R Onyx_5C
192 168 10 162 162 168.10.145

RadioLinx Industrial Hotspot Browser

_.-R Opal_58
-"192.168.10.175

R Quartz_oDY #*
192.168.10.161

C Leaveritsl g
192168 10 16 "_D
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4.3 Conf i
The BASIC SETTINGS tab i

gur i

ng Basic

ncludes three groups:

1 BASIC WIRELESS SETTINGS
 WIRELESS SECURITY SETTINGS
 ACCESS SETTINGS

Radio Name:

RadiolLinx’

Settings

y : Signal Strength: Master
Radio MAC: 5.2A Parent MAC: none Available Parents
Radio Type: LX2-H Branch Length: 1 Address Table
Update every: 15 [sec # Radios Linked: 1 Port Status
Up Time: 0 Day O Hr. 1 Min. € Sec Current Channel: 4
Link Time: nia Link Mede: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serisl QoS VLAN NAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name:  |RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ Obtain IP address - DHCP
Network SSID: |Network11 Encryption AES M ® Use the following IP address
WPA Phrase: Abadd
80211 Mode: | 802.11n v IP Address: 10.23.1.114
* Master 48 (5240 MHzZ) V¥ | Edt Filtac Subnet Mask: |255.255.255.0
Hide Network SSID
Repeater  Parent Auto Select Def: Gateway: |10.23.1.1
Bridging Client
A Alt IP Address: 0.0.0.0
Client Auto Specify
y Alt Subnt Mask: 0.0.0.
Client MAC 00.00.00.00.00.00 = s
| Extract Config |

| Upload Image File I

Radio Name: 1 to 31 characters. For user’s identification of radio only.

[ Factory Detauits | Help |
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43.1

Basi

c Wireless Settings

Use the parameters in the BASIC WIRELESS SETTINGS group to define the identity of the
radio.

RLX2-1Hx series

Radiolinx
Radio Name: Signal Strength: Master
Radio MAC: Parent MAC: none Available Parents
Radio Type: Branch Length: 1 Address Table
Update every: 15 [sec # Radios Linked: 1 Port Status
Up Time: 0 Day O Hr. 1 Min. 6 Sec Current Channel: 4
Link Time: n/a Link Mcde: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Seria! QoS VLAN NAT About
Settings Settings Link Settings Sattings
/  Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name:  |RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ Obtain IP address - DHCP
Network SSID: Network11 EnENon — - ® Use the following IP address
WPA Phrase: Ex :
802.11 Mode 802.11n v IP Address: 110.23.1.114
Fil dit Fil
* Master 48 (5240 MHz) ¥ | S Fite Subnet Mask: |255.255.255.0
Hide Network SSID
Repeater  Parent Auto Select Def: Gateway: 10.23.1.1
Bridging Client
) Alt IP Address: 0.0.0.0
Client Auto Specify
Client MAC 100.00.00.00.00.00 e 10-0.0.0
| Extract Config |
‘ Upload Image File |
\. 7 = —
Factory Defaults | Help |
ledio Name: 1 to 31 characters. For user's identification of radio only.

Note:Different versions of the RHXZeries radios and firmware support different functions. T 1ere may
be fewer or more parameters on this page, depending on the version of the radio and firm\ are.

Parameter

Description

Radio Name

Specifies a unique name for the radio you are configuring.

Network SSID

Specifies a network name (SSID) of up to 32 characters. The radio uses
this name in all network references. All radios in a network must have
the same SSID.

Note: SSID names are case-sensitive.
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Parameter

Description

802.11 Mode
(RLX2-IHNF only)

This control only appears when configuring a model RLX2-IHNF radio.
Specifies whether the radio operates in 802.11 a/g mode or in 802.11n
mode (default). In addition, it specifies whether the radio allows use of
40 MHz wide channels for Child clients.

Note: A Repeater radio automatically uses a mode that is compatible
with the Parent radio settings. For example, an RLX2-IHNF radio may
connect to an RLX2-IHW Master radio which only operates in 802.11a/g
mode, and still use 802.11n mode for any Child Repeater radios.
802.11A/G - The radio acts as an 802.11a radio on the 5 GHz band, and
an 802.11g radio on the 2.4 GHz band. Data rates are limited to the
802.11 a/g rates (54 mbps maximum, and. 802.11n operational features
are disabled. It is not necessary to select this mode for RLX2-IHNF
radios to link to other RLX2-1Hx series or RLXIB series radios. These
radios link at their best possible speeds regardless of mode. This mode
is not commonly used. It is mainly used to allow 802.11 a/b/g client
devices that cannot link to 802.11n devices to work. One example of
such a device is the ProSoft 1734-AENTR wireless I/O client.

802.11N - The default operational mode of the RLX2-IHNF radio. All
802.11n features are operational, and the radio uses 20 MHz wide
channels.

802.11.N wiDE - Utilizes adjacent pairs of 20 MHz-wide channels as a
single 40 MHz-wide channel. This allows the fastest data throughput to
other 802.11n devices. Only 802.11n devices can utilize this mode, but
all RLX2-IHx series radios link at their best speed regardless of mode.
Channels in the 5 GHz band are 20 MHz apart, so the 802.11n wide
mode occupies only two channels in that band. However, channels in
the 2.4 GHz band are spaced only five MHz apart, so 802.11n wide
mode in the 2.4 GHz band occupies eight adjacent channels. Since
there are at most 13 channels in the 2.4 GHz band, and only three
channels do not overlap others, we do not recommend enabling wide
mode on 2.4 GHz band channels.

Master

Specifies that this radio is a Master radio. The Master radio is the root
device in a network. You must have at least one Master radio in your
network. For redundancy, you can assign more than one Master to a
network. See Setting Up a Master Radio (page 42).

Available Channel List
(Master radio only)

Specifies the channel number, the frequency band (2.4 GHz, 5 GHz
DFS, or 5 GHz), and the channel frequency in MHz.

For RLX2 -IHNF radios:

When you set 802.11 MobE to 802.11N wiDE, each entry shows the
main channel number, followed by the extension channel number if the
particular channel supports 40 MHz.

The 20 MHz channels are used whenever sending frames at an 802.11
a/g data rate (for example, Beacons at 6 Mbits). The main and
extension channels are used together for 802.11n data rate
transmissions. Note that the frequency indicated when in 802.11n wide
mode is the center of the 40 MHz channel pair.

Important: The RLX2-IHx series radio is not supplied with an antenna.
When choosing an antenna for use with your RLX2-IHx series radio, you
must choose one that supports the frequency range set in the
configuration for the radio. See Appendix G - Antenna Configuration
(page 185).

Repeater

Specifies that this radio is a Repeater radio. Repeater mode is the
normal mode for the radios in the network that are not the Master radio.
The Master radio specifies the network channel and is the root of the
radio network tree. Repeater radios extend the range of a network and
create the signal bridges that allow networked radios to communicate
over a greater distance. All RLX2-IHx series radios are capable of being
Repeaters. See Configuring a Repeater Radio (page 44).
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Parameter Description
Bridging Client Specifies a special mode for use where there are multiple Ethernet

devices that need to connect to any 3-party 802.11 a, b, g, or n
Access Points (AP). This mode uses a Layer 2 Network Address
Translation mechanism, and can only work for IP-based protocols. If
using non-IP-based protocols, then specify Client mode for this radio.
See Configuring a Bridging Client Radio (page 45).

Client This is a special mode that allows you to transparently connect a single
Ethernet device to any non-ProSoft 802.11 a, b, g, or n Access Point
(AP). To the AP, the MAC address of the Ethernet device would appear
to be an 802.11 wireless client. Client mode supports all network
protocols. See Configuring a Client Radio (page 49).

Auto / Specify Choose Speciry only if the device does not send out any unsolicited
(Client mode only) Ethernet packets. Try Auto first.
Client MAC Specify the MAC ID of the device connected to this radio, only if the

device does not advertise its MAC address.

ProSoft Technology, Inc. Page680f216



RLX2Hx SerieB802.114a, b, g, n
Industrial Hotspots

Configuring a Radidetailed Configuration
User Manual

432 Wirel ess

Security

Setti

ngs

Use the parameters in the WIRELESS SECURITY SETTINGS group to define the wireless
security parameters for your RLX2-IHx series radio.

Radio Name:

RadiolLinx®

Signal Strength: Master
Radio MAC: Parent MAC: none Available Parents
Radio Type: Branch Length: 1 | Address Table:
Update every: 15 [sec # Radios Linked 1 Port Status
Up Time: 0 Day O Hr. 1 Min. 8 Sec Current Channel: 4
Link Time: nia Link Mede: 802.11n 20MHz channe
Basic Advsnced Paren I Advanced Network Serial QoS VLAN | NAT I About
Settings Settings L Settings Settings
Basic Wireless Settings /~  Wireless Security Settings "\ Access Settings

Radio Name:  RLX2 Master 1 Security Mode: | WPA/WPA2 Person: ¥ Obtsin IP address - DHCP
Network SSID: |Network11 Encryption o : * Use the following IP address
WPA Phrase:  |==x= _
802.11 Mode: | £02.11n v IP Address: |10.23.1.114
AC Fi dit Filt
® Master 48 (5240 MHz) v et Subnet Mask: |255.255.255.0
Hide Network SSID
Repeater Parent Auto Select Def: Gateway: (10.23.1.1
Bridging Client
Alt IP Address:  0.0.0.0
Client Auto Specify
iy Alt Subnt Mask: .0.0.
Client MAC |00.00.00.00.00.00 ubnt Mask: 10.0.0.0
| Extract Config
| upload Image File |
\. v
[ Factory Defaults | Help

IRadio Name: 1 to 31 characters. For user’s identification of radio only. \

The parameters that appear in the Wireless Security Settings group depending on your
selections these in other parameters:

1 SECURITY MODE

1 802.11 MobE (model RLX2-IHNF radio only)

1 MASTER, REPEATER, BRIDGING CLIENT, or CLIENT radio modes
The parameters in the Wireless Security Settings group automatically change if

necessary when you make a change in any of these parameters. You do not have to
click APPLY CHANGES to see the changes in the Wireless Security Settings.

Note:Different versions of the RHXZeries radios and firmware support different functions. T 1ere may
be fewer or more parameters on this page, depending on the version of the radio and firm\ are.
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Parameter DeSCfiption

Security Mode Specifies the security mode for the radio, as well as Legacy WEP encryption modes for
interoperability with Legacy devices.
NONE - (not recommended)
PERSONAL - Security mode usingapre-s har ed key for networks
authentication server.
ENTERPRISE - Security mode requiring the use of an external RADIUS authentication
server. For more information see Enterprise Mode Settings (page 74).
WEP - Legacy security setting using either a 64 or 128-bit key and WEP encryption.

The following protocols are available with both Personal and Enterprise security modes:

A WPA - Original protocol introduced to replace WEP.

A WPAZ - Latest 802.11 security protocol conforming to the 802.11i standard.

A WPA/WPA2 - Allows client devices to connect using WPA if they do not support
WPA2.

Encryption Specifies the encryption method for the radio. AES is the preferred encryption
mechanism as it is the most secure protocol supported by the 802.11 standard. If using
legacy devices that do not support AES, you can choose combinations of legacy
methods depending on the 802.11 mode setting.

NoNE - (Not recommended)

AES i (Recommended) This can be used with all Personal and Enterprise modes.

TKIP - Only TKIP encryption. This setting is only available when in 802.11a/g mode. The
802.11n standard does not allow TKIP as the only encryption mechanism.
AESANDTKIP-Al | ows c¢client devices that donodt
setting is available in all 802.11 modes.

TKIP aND WEP128-Al | ows c¢cl i ent devices that donbo
This setting is only available in 802.11a/g mode. Note that combinations including WEP
and AES are not allowed.

WEP128 - Legacy security setting using a 128-bit key and WEP encryption. This setting
is only available when you select the WEP Security Mode.

WEP64 - Legacy security setting using a 64-bit key and WEP encryption. This setting is
only available when you select the WEP Security Mode.

For more information, see Encryption Type (page 72).

WPA phrase  Specifies the WPA pass phrase of between eight and 63 normal keyboard characters.
This control is present when you select any of the PERSONAL Security Modes. If a WPA
or WPA2 Personal Security Mode is selected, enter a WPA phrase of between eight and
63 normal keyboard characters.

This phrase automatically generates an encryption key of 128 hexadecimal characters.
The default WPA Phrase is: passphrase

WEP Key Specifies the WEP key.

A For WEP64, enter either 5 normal text characters or 10 hexadecimal characters in
the this parameter.

A For WEP128, enter either 13 normal text characters or 26 hexadecimal characters
in the this parameter.

For more information, see WEP Key (page 73).

MAC Filter Select this check box to restrict connections by MAC address, then define the
acceptable MAC addresses by clicking EpiT FILTER. See MAC Filter (page 71).

Edit Filter Specifies the acceptable MAC addresses.

Hide Network Select this check box to hide the NETwoRrk SSID (defined in the BAsiC WIRELESS

SSID SETTINGS group) from other 802.11 users. Clients can still connect to the radio network

by manually entering the Network SSID.
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4.3.2.1 MAC Filter

To view the MAC Filter table click the BASIC SETTINGS tab, then in the WIRELESS
SECURITY SETTINGS group, select the MAC FILTER checkbox, and finally click EDIT
FILTER. The MAC Filter table defines the acceptable MAC addresses when you
configure the radio to use MAC filtering. See Wireless Security Settings (page 68).

(% Radio Configuratio

[110.12.2.73/1

MAC Filter FLX2 lMaster 1
Add MAC [EETETETETES

Delete |Address

Top Mext Prev

Upload File
Chocse File | No file chosen
3
Parameter Description
Add MAC Enter the MAC address to add to the table. This address appears in
the list after you click Abb MAC.
Delete Deletes the selected MAC address from the list. You first select the
addresses to delete by selecting the checkbox next to the address.
Address Displays the acceptable MAC addresses that can connect to the radio.
Top Jumps to the top of the list.
Next / Prev Navigates up and down through the address list.
Upload File Imports a pre-defined list of MAC addresses. This allows you to use
the same list of MAC addresses in several radios

1 Open a text editor such as Notepad.exe.

2  Enter the MAC addresses in hexadecimal format, one MAC
address per line, including the periods (for example,
00.0C.8D.F0.76.95).

3 When finished, save the text file.

4 In the MAC Filter window, click CHosE FILE to select the text file.

5 Click UpLoAD FILE to upload the selected list of MAC addresses.

Choose File Selects a file of MAC addresses to upload.
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4.3.2.2 Encryption Type

We recommend that you use WPA or WPA2 (Wi-Fi Protected Access) using AES for the
SECURITY MODE and ENCRYPTION.

9 Use TKIP with an older client radio that does not support AES.

1 Use WEP (Wired Equivalency Protocol) with an older client radio that does not
support AES or TKIP.

9 For compatibility with clients that do not support WPA, you can select
TKIP+WEP128 for the ENCRYPTION.

1 Older clients can connect to the RLX2-IHx series radio using the WEP setting,
but all other links use the more secure WPA encryption.

Importantif the 802.11n data rates are supported and enabled iHRes&ios2radio, then all TI IP
and TKIP/WEP optiarssdisabledf a client radio only supports TKIP, thenAESAtBT KIP

option. If the client radio only supports WEP, tl8€2 ihkheDeparameter, sel@&2.1k/Gand

then select the appropriate WEP setting.

Importantif you seled@KIP+WEP128ome clients using WPA might not be able to connect ur ess you
use a WEP key other than number 1, due to limitations in these clients. In such case¥BPL should set
KEynumber to a value other than 1 and set this same key for all clients that are WiBB WEF See

(pagerd.

When you select WEP for the SECURITY MODE, the WEP128 or WEP64 encryption types
are available but neither are recommended.

WEP is the original security protocol used by 802.11 networks but should only be used if
interoperability with a legacy device is essential. Tools are available that allow an
attacker to break the WEP keys simply by sniffing an active WEP network for a few
minutes. WPA offers vastly better protection against attacks. WPA distances the
encryption key from the actual data by performing several algorithms to create a Session
key before encrypting any data, and it performs dynamic key management by changing
keys frequently.

Note:lf an RLXBHx series radio is set to use TKIP+WEP128, it can connect to other radios et to WPA
only or WPA+WEP, but it will not communicate with radios using only WEP. Likelwiseriana F LX2
radio in Client mode with TKIP+WEP128 selectedwi#ictdb an access point using only WEF .
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4.3.2.3 WEP Key

A WEP key is a set of hexadecimal (hex) or ASCII characters used to encrypt data. This
parameter is only available when using WEP SECURITY MODE and ENCRYPTION. Be sure
to record the WEP encryption key so you can retrieve it if necessary.

To create a 64-bit WEP key, enter five normal text characters in the WEP key
parameter, which converts the characters automatically to 10 hex digits. Alternatively,
enter 10 hex digits (0to 9, a to f, A to F) directly in the WEP KEY parameter.

To create a 128-bit key, enter 13 normal text characters, which convert to 26 hex digits,
or enter 26 hex digits (0 to 9, a to f, A to F) directly in the WEP KEY parameter.

Note:Clients often support more than one WEP key. Packets received can be decrypted us ng any one of
the keys if programmed, but packets are always transmitted with the default WEP key numr ser. If a transmit
key number is set on the RHX2eries radio, malkeesall other radios and clients use the same key.

To set keys other than key 1 on some clients using Windows, Advanced settings may be L ;ed.

Use these steps to program more than one key on the RLX2-IHx series radio.

1
2
3
4

5

Selecting the key number for the WEP KEY.

Enter the actual WEP key

Save the changes to the radio by clicking APPLY CHANGES.

After the radio restarts, repeat these steps for each WEP key, clicking APPLY
CHANGES after each one.

Select the desired transmit key number if necessary and save again (If **** appears
in the WEP Key parameter, the previously programmed key will not be changed
when changes are applied).
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4.3.2.4  Enterprise Mode Settings

When one of the ENTERPRISE modes in the SECURITY MODE control is selected, the
webpage displays a set of controls for Enterprise mode parameters. There are two sets
of controls:

1 The first set is for the RLX2-1Hx series radio in Master mode
9 The second set is for the RLX2-IHx series radio Repeater or Client mode

4.3.2.4.1 EnterpriséeModeParameters

In Enterprise mode, the radio authenticator communicates directly with the RADIUS

Server while it is relaying 802.1x frames recei\
You must configure the following parameters in the WIRELESS SECURITY SETTINGS group

on the Master radio in this SECURITY MODE:

Parameter Description

IP Address Specifies the IP address of the RADIUS server with which the Network
Administrator has registered this radio.

UDP Port Specifies the UDP port number used by the RADIUS server to listen to Radius
frames from this radio. The default port number used for the Radius protocol is
1812.

Secret Specifies the pass phrase that was used when this radio was registered to the
RADIUS server. This validates that the Radius frames received on either end are
legitimate.

4.3.2.4.2 Repeater or ClieModeParameters

When in Repeater or Client mode, the RLX2-IHx series radio Supplicant communicates

via its Parent radiobds authenticator with a RADI
authentication protocols are available and can be set using the following parameters.

Parameter Description

EAP Method Specifies the EAP Method, someti mes |
the mechanism used to create a secure tunnel between the Supplicant and
RADIUS server during the first phase of the Authentication sequence. The
following EAP methods are supported:
EAP-PEAP - EAP method using the Protected Extensible Authentication
Protocol
EAP-TLS - EAP method based on X.509 certificates that provides for mutual
authentication. This is the most secure authentication mechanism available for
802.11. Certificates are required both on the radio and the RADIUS server. The
only authentication option available for EAP-TLS is to use TLS for the inner
protocol.
EAP-TTLS - EAP Tunneled TLS, like EAP-PEAP.

Anonymous ID  Specifies the identity request in the first phase of the exchange that is sent in the
clear. The identity sent in this first phase can be set to an anonymous identity
(for example anon_user) or an anonymous identity at a domain (for example
anon@xyz.com). The real identity (username) is sent encrypted after the EAP
tunnel is established in the second phase of the radius exchange.
Use this parameter if you are concerned about the username being sent in the
clear. Your IT department should specify the text for this parameter based on
their RADIUS server(s) configuration.
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Parameter Description
Authentication Specifies the authentication method, sometimes referred to as the inner protocol.
Method This defines the mechanism used to authenticate the Supplicant of the radio with

the RADIUS server. The following authentication methods are supported:
MS-CHAPvV2-Mi crosoft s version of the Cha
Protocol. This method provides mutual authentication between the Supplicant
and the RADIUS server, using a username and password and challenge text
responses.

MD5 - Message Digest cryptographic hashing algorithm based on a username
and password.

TLS - Certificate-based inner authentication protocol.

User Name Specifies the name of the account that is to be authenticated. When using EAP-
TLS, this represents the identity of the entity assigned to the device certificate
being used.

Password Specifies the required password when using EAP-PEAP or EAP-TTLS with MS-
CHAPV2 or MD5. This is the password of the account corresponding to the USErR
NAME.

Certificates Displays the current certificates installed in the radio and provides controls to
upload new certificates into the unit. For more information, see Certificate
Management (page 75).

Note: The RLX2-IHx series radio does not ship with any certificates installed.

4.3.2.5 Certificate Management
Note:Certificates support SSL RSA signatures wihb@pitkey length

When using Enterprise-level security, some EAP methods require the use of X.509
certificates that you must upload to the RLX2-IHx series radio. There are two certificate
types; a certificate from a O6Certification Aut hc
server to the radio supplicant, and device or client certificate created by the RADIUS
server for the radio. The RLX2-IHx series radio is able to hold one of each certificate
type.
9 If using EAP-PEAP authentication, you need a CA Certificate (to authenticate the
RADIUS server) and a username and password.
9 Ifusing EAP-TLS, you need a CA Certificate, a Client Certificate, and Private Key
(contained in a single p12 file) to authenticate the client. The p12 file is encrypted
and requires a password.
T Your I T person wil!/ provide you with the appro
the RLX2-IHx series Repeater radio.
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To configure the RLX2 -IHx series Repeater radios with certificates

1 Obtain the required certificate files from your IT department.

2 Log into your radio. See Connecting to the Radio Configuration Web Interface (page
39).

3 Click the BASIC SETTINGS tab, then in the WIRELESS SECURITY SETTINGS group,
select the EAP METHOD.

4 Enter the USERNAME.

5 Click CERTIFICATES. This displays the Certificate Management dialog box where you
enter the certificate files.

10.23.1.126/certificate dfc3979b62deaf5

Certificate Management RLX2-HG-0E-1

Cerificate Type cA v Dont Validate Servers Certficate
Certificate Passphrase |

File Location Choose File | No file chosen

Apply

Rt Henes (L)

Certificate Name 2 CA  [Certificate Issuer2 28lcapem

|/C=USIST=California/L=Bakersfiled/O=prosoft/CN=neesus|Client |/C=US/ST=California/L: O=prosoftiOU

clientp12

Parameter Description

Certificate Type Specifies the type of certificate that you are uploading. It is
important that this is set correctly as the RLX2-IHx series radio
does not distinguish between certificate types in any other way.
A CA Certificate is required for both PEAP and EAP-TLS. This
is used to authenticate the s
EAP-TLS, a client certificate and private key are required.

Certificate Passphrase If the certificate is encrypted, enter the passphrase that was
used to create it on the RADIUS server.

File Location Selects the certificate file on your local PC that to be uploaded.

Don't Validate Server's The radio does not validate the server's certificate.

Certificate

Select the CERTIFICATE TYPE.

Click CHoOsSE FILE to select CA Certificate file created previously (CAcert.pem) and

click AppLY.

8 Click CHOOSE FILE to select the Client Certificate combined file (clientcert.p12) and
the password associated with the file, and then click APPLY.

9 Close the Certificate Management dialog box.

10 In the main window, click APPLY CHANGES and attempt to connect to the Master

radio.

~N o
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433 Access Settings

Use the parameters in the ACCESS SETTINGS group to define how your RLX2-IHx series
radio gets an IP address.

ProSoft RadioLinx’

Radio Name:

RLX2Repeater Signal Strength: - -46dBm, 58S/N
PAGONC T Parent MAC:  00.0D.8D.AA.09.92 Available Parents |
Radio Type: RLX2-HNF-A Branch Length: 2 | Address Tableﬁ‘
Update every:  [300 _|sec # Radios Linked: 1 [ Port Status |
Up Time: 5 Day 21 Hr. 14 Min. 14 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 14 Min. 5 Sec Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Serial QoS VLAN NAT About
Settings Settings Link Settings Settin
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Name: | RLX2Repeater | [Security Mode: | WPA/WPA2 Personalv | § (@) Obtain IP address - DHCP
Network SSID: [Network 1 ] Encryption: AES v| \_) Use the following IP address
WPAPhrase; | ==== | IP Address: 10.23.12.63

802.11 Mode: [ 802.11n v/
T (] MAC Filter Edit Filter Subnet Mask: 255.255.252.0

() Master 149 (5745 MHz) v Def Gateway: 10.23.12.1
= 3 T 10.23.12.
Repeater Parent Auto Select e HONOGK 55D DNS Server: 0.0.0.0
') Bridging Client Alt DNS Server. 0.0.0.0
() Client Auto  Specify Alt IP Address: 0.0.0.0
Client MAC 00.00.00.00.00.00 Alt Subnt Mask: 0.0.0.0

| Extract Config |

| Upload Image File |

e T
Apoly Changes [ Factory Defauits | vser Defautts | el

IRadio Network Settings: Define how radios link to each other. |

Note:Different versions of the RHXZeries radios and firmware support different functions. 1 1ere may
be fewer or more parameters on this page, depending on the version of the radio and firm\ are.

Parameter Description
Obtain IP Address - DHCP Select this if the radio is to automatically get an IP address through
DHCP

Use the following IP address Select this to manually define IP address for the radio. You must
also enter the IP address information in the remaining parameters.

IP Address Specifies the unique IP address assigned to the module

Netmask Specifies the subnet mask of module

Def. Gateway Specifies the network gateway (if used)

Alt IP Address Specifies a 2" IP Address for the module to be used with VLANs

Alt Subnet Mask Specifies the subnet mask for the 2" IP Address

ExTRACT CONFIG button Click this button to downl oad ¢

configuration.
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This file can only be used with the IH Browser to update the
configuration of other units so thatall RLX2-1 Hx 6 s used
customer application have uniform configuration settings. It cannot
be uploaded using the UpLOAD IMAGE FILE button.

Note: The IH Browser ensures that certain unit-specific
configuration settings are preserved in the target device, such as
the Radio Name and the IP Address, if static.

UPLOAD IMAGE FILE button Click this button to upload a firmware image file to the unit. This will
open a dialog to select the file from the PC's filesystem and then
start the upload. Status of the completed Upload will be displayed
in the same dialog. For more information, please see section
4.3.3.1 Uploading an Image File.

Note: If the unit is running a RED 3.3 compliant firmware image, it
will only accept ProSoft signed images. All others will be rejected.
Note: This button is only available in RED 3.3 compliant firmware.

To assign the IP address for your radio

1 Onthe BASIC SETTINGS tab, in the ACCESS SETTINGS group, click OBTAIN IP
ADDRESS - DHCP or USE THE FOLLOWING |P ADDRESS.

2 If you selected USE THE FOLLOWING IP ADDRESS, enter the information for the IP
address.

3 Click ApPLY CHANGES to reboot the Radio.

4.3.3.1 Uploading an Image File

1 After clicking on the UPLOAD IMAGE FILE button, select the firmware file by clicking
the CHOOSE FILE button to open the Windows file selector dialog.

% Radio Configuration/Diagnostic... = O *

(OI LRy Bites: //10.23.12.63 /fileupload.him%.. -

Firmware Upload To: RLXZRepeater

| Choose File | No file chosen

| Upload |
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2 Select the firmware image file and click OPEN to select the file.

o5, Open X
&« I <« img_files » RLX2 w o O Search RLX2 »
Organize New folder =~ O 0

Name Date modified Type Size
| D RLX2_wD042RED.img 4/23/2026 6:23 PM Disc Image File 3,458
I
File name: | RLX2_v0042RED.img w | Disc Image File (*.img) ~
Upload from mobile Cancel

3 Click UpLOAD to start the transfer of the file. Success status is only displayed if the

i mage was successfully analyzed, validated
% Radio Configuration/Diagnostic..  — O *

O Y Lt/ 10.23.12.63 fileupload.htm ... A

Firmware Upload To: RLXZRepeater

RLX2_w0042RED.img
Upload

. R .
&% Radio Configuration/Diagnostic..  — O X

O LY et //10.23.12.63/image.img%dfls.. AP

Upload Status
Image Uploaded Successfully
ProSoft Technology, Inc. Pager9of216
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4 If the firmware image is not signed the following status is displayed:

% Radio Configuration/Diagnostic... = O =

ORI 1iioc://10.23.12.63/image.img%dfgg... A

=

Upload Status

Upload Failed - Unable to Write
Image

| Close |

5 If the firmware is incompatible with this unit, the following status is displayed:

& Radio Configuration/Diagnostic... = O b4

ORI MR bitos://10.23.12.63/image.img%dfgs... A

=

Upload Status

Image Rejected - Invalid Contents

| Close |
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44 Configuring Advanced Settings

It is important to allow many industrial protocols to communicate properly over the
RLX2-IHx series radios. The standard 802.11 AP operation for transmitting broadcast
messages is to accumulate them and transmit them on specific time intervals. This
allows clients that are in power-save mode to wake up at the synchronized time interval
and receive the broadcast packets. However, the power-save mode is rarely used in
industrial networks.

Additionally, many industrial protocols utilize multicast traffic, which is sent as broadcast

messages over the wireless network. By enabling immediate broadcasting, these

multicast messages are not delayed by waiting for the next time interval to occur. This

results in improved network performance.

The settings allow you to configure the transmission rate and broadcast mode to

optimize this radiobés use on an industrial net wec

Advanced settings include:
1 ADVANCED WIRELESS SETTINGS
T RoamM CONTROL
T RF MEeDIuMm
 CHANGE PASSWORD

Radiolinx’
Radio Mame: Ref Master Signal Strength: I Master
Radio MAC: 00.0D.8D.FO.ES.DE Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 1 | Address Table |
Update every: 300 |sec # Radios Linked: 3 | Port Status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 43
Link Time: nia Link Mode: 202 11n 20MHz channegl
Basic Advanced Parent Advanced Network Serial QoS VLAN MAT About
Settings Settings Link Settings Settings
Advanced Wireless Settings Roam Control Personality Module
Supported RF Rates (Mbit's) (| Disable FT  Disable Blackout | Personality Module
Max-Min Data Rate [mcs1s v - [veso v | | g e e Advertised To Children S0 Auto Write Enable
Max Basic Rate s
Optimize For: Next SD Auto Clone Enable
Immediate Beasts  (No @ Yes L parent 'Mor= ks
lgnore Probes ONo @ Yes — Roam
: - - L) Threshoid 40 L
Prosoft-only Clients @ of (O on Paront Change Password
— Paren
Range (km) C)Short ® Long U Margin: dB o | |
uAPSD Support D0Of @®on
= - i New
TX Attenuation [0~ dBm) e | |
. [N 0 v Repeat | |
Active Antennas arma _
TX Stale Time sec Timeout sec
[ Factory Defauits | Help

|The current login password.

ProSoft Technology, Inc. PageB1of216



RLX2AHx SerieB802.11a, b, g, n Configuring a Radidetailed Configuration
Industrial Hotspots User Manual

441 Advanced Wireless Settings

Use the parameters in the ADVANCED WIRELESS SETTINGS group to specify the wireless
communication parameters of the RLX2-IHx series radio.

RadioLinx’

Radio Name: Ref Master Signal Strength: | Master
Radio MAC: 00.00.80.FO.ER.DE Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 1 | Address Table |
Update every: ec # Radios Linked: 3 | Port status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 48
Link Time: na Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Metwark Serial QoS VLAM NAT About
Settings Settings Link Settings Settings
- Advanced Wireless Settings N Roam Control Personality Module
Supported RF Rates (Mbit/s) 1 mi . i
_| Disable FT Disable Blackout Personality Module
[T R RET ) Parameters Advertised To Children SD Auto Write Enable
Max Basic Rate 24(default) v None
Optimize For: RLX2 Bridging ¥  Next SD Auto Clone Enable
Immediate Beasts  (iNg @ Yes L) parent  Mome= L
Ignore Probes CINo @ Yes — Roam
’ - - ! Threshold *0 T
Prosoft-only Clients ®of (O o0On p ; Change Password
— Paren
Range (km) CShort ® Long U margin: 8 dB oid I:I
UAPSD Support Coff ®On
TXAtenuation [0 fdBm) AP LS N
Active Antennas [Mormal v .epea
[ Factory Defautts | el |

|The current login password. I

Note:Different versions of the RHXZeries radios and firmware support different functions. 1 1ere may
be fewer or more parameters on this page, depending on the version of the radio and firm\ are.

ltés i mportant to allow many industr RaXR- prot ocol
IHx radios.

The standard 802.11 AP operation for transmitting broadcast messages is to accumulate
them and then transmit them only during specific time intervals. This allows clients in
power-save mode to wake up at the specified time interval and receive the broadcast
packets.

However, power-save mode is rarely used in industrial networks. Additionally, many
industrial protocols use multicast traffic which is sent as broadcast messages over the
wireless network.

By enabling immediate broadcasting, these multicast messages are not delayed by the
wait for the next time interval to occur before they are transmitted. This results in
improved network performance.

The settings on this form also allow you to configure the transmission rate and broadcast
mode to optimize the radio's use of an industrial network.

ProSoft Technology, Inc. PageB20f216



RLX2AHx SerieB802.11a, b, g, n Configuring a Radidetailed Configuration
Industrial Hotspots User Manual

Parameter Description

Min-Max Data Rate The maximum and minimum data transmission rates, advertised by this radio
in its Beacon. All wireless devices connected to this unit will limit their Tx Rate
to values in this range. Available settings range from 1 to 54 when in
802.11ag mode, MCSO0 to MCS7 when in 802.11n mode with only 1 antenna
(1 stream rates) and MCSO0 to MCS15 when in 802.11n mode with 2 or 3
antennas (2 stream rates).

Note that only the 2 stream rates that are part of the radio® 'rate set' will be
included. The radio gives preference to a 1 stream rate over a 2-stream rate
when the bit rates are similar.

Max Basic Rate The maximum Basic transmission rate, advertised by this radio in its Beacon.
Basic Rates are used for packets such as Broadcasts that need to go to the
whole network and for Management frames. The Max Basic Rate setting of
the Master is advertised to each of the radios in the network through Beacons.
Each radio, other than the Master, then inherits the Max Basic Rate setting of
the Master. Therefore, the setting only needs to be made in the Master radio.
The setting in each of the other radios is disregarded. Available settings range
from 1 to 54 Mb/s.

Optimize For This control allows ease of configuration for the following controls, for three
specific interoperability scenarios.
3RD PARTY CLIENTS - Optimizes these controls for providing an infrastructure
for peer devices such as laptops, tablets, phones or any other wifi devices that
perform regular power saving. If this setting is not used, then these client
devices may have difficulty in finding the network's SSID, and their
communication may be erratic due to broadcasts not being transmitted when
expected. RLX2-IHx bridging will still function, although the RLX2s will be
responding to all scanning client devices which may introduce some jitter to
data being transferred.

RLX2 BRIDGING - Optimizes Immediate Broadcasts, Ignore Probes and Range
for operation when peer devices are primarily other RLX2s.

SECURE BRIDGING - Like RLX2-IHx Bridging but in addition enables the
ProSoft-only Clients control which rejects any connections from 3rd-party
client devices.

Immediate Bcasts  Specifies that the radio forwards multicast traffic immediately, rather than
waiting for specific time intervals.

Ignore Probes If set to No will respond to all Probe Requests that are received. If set to Yes
will only respond to probe requests that are specific to the radio's SSID and
will ignore all general probes.

ProSoft-only If set to Off will allow all 802.11 devices that have the correct security keys to

Clients connect to this Bridge. If set to On, it will reject all connections from 3rd-party
non-ProSoft wireless devices.

Range (km) The Range setting allows the radios to account for round trip delays. The

Range settings should be the same in all radios in the network and should be
at least large enough to account for the length of any links. However,
increasing the Range beyond what is necessary can cause a slight decrease
in throughput.

UAPSD Support This determines whether uAPSD support (Unscheduled Automatic Power
Save Delivery) is advertised in this unit's Beacons. When set to Off, client
devices connecting to this unit will not attempt to use uAPSD. When set to On,
client devices will use uAPSD if they support it, otherwise they will use normal
802.11 power saving. UAPSD support is On by default. Typically, this would
only be set to Off if the client device's implementation of UAPSD is not optimal
and performance suffers when it attempts to use it. In these cases, response
of the client device is often better when normal power saving is used.
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Parameter

Description

TX Attenuation

This determines the amount of attenuation that will be applied to the output
power of the radio. Mainly used when high gain antennas are used that would
exceed the max Tx power allowed by the local regulatory body for the region
the RLX2 will be installed

Active Antennas

This determines which of the RLX2's antenna ports are active. This control
must be set to match the number of antennas that are installed. Note that 2 or
more antennas are needed to achieve 2 stream (MCS8-15) data rates. When
only 2 antennas are installed, they should use antenna Ports A and C.

Tx Stale Time

Packets queued for transmission will be discarded if they have not been
transmitted in the time set by this control. The main purpose of this control is
to limit the duration of any congestion peaks that may occur on a channel that
has high utilization. In industrial networks most data packets are
time-sensitive and if they do not arrive by a certain time are treated as if they
were lost. Transmitting these packets after such a timeout would serve no
purpose and simply adds load to the radio channel.

On a busy channel any burst of interference or sudden unwanted load, such
as a burst of broadcast traffic, may lead to large Tx latency times if the
channel becomes saturated. Continuing to transmit stale data packets
prolongs this condition even though the packets have already been treated as
if lost by their destination. The default of this control is also the max value of
60,000 msec. The minimum allowed is 10 msec. This control should only be
modified from its default if the packet load in aggregate on a channel is close
to saturating the channel and set to a value that is greater than the max
timeout value for any application connection.

ProSoft Technology, Inc.
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44,11 802.11n Data Rates

802.11n mode, 802.11n wide mode,

Mbit/s Mbit/s
MCS Active 800 ns GI 400 ns Gl |800 ns GI 400 ns Gl
Index  Antennas
0 1,2o0r3 6.50 7.20 13.50 15.00
1 1,20r3 13.00 14.40 27.00 30.00
2 1,20r3 19.50 21.70 40.50 45.00
3 1,20r3 26.00 28.90 54.00 60.00
4 1,20r3 39.00 43.30 81.00 90.00
5 1,20r3 52.00 57.80 108.00 120.00
6 1,20r3 58.50 65.00 121.50 135.00
7 1,20r3 65.00 72.20 135.00 150.00
8 2or3 13.00 14.40 27.00 30.00
9 2o0r3 26.00 28.90 54.00 60.00
10 2o0r3 39.00 43.30 81.00 90.00
11 20r3 52.00 57.80 108.00 120.00
12 2o0r3 78.00 86.70 162.00 180.00
13 20r3 104.00 115.60 216.00  240.00
14 2o0r3 117.00 130.00 243.00 270.00
15 20r3 130.00 144.40 270.00 300.00

The radio automatically selects the Guard Interval (Gl) based on current operating
conditions. The system attempts to use a 400 microsecond Gl, but will fall back to an
800 microsecond Gl if excessive data corruption is detected. The radio will periodically
attempt to resume using a 400 microsecond Gl as conditions improve. A 400
microsecond Gl results in about 11% more throughput than using an 800 microsecond
Gl. The user has no control of the GI.

For RLX2-IHW/A/G and when the RLX2-IHNF is in 802.11a/g mode:
ADVANCED WIRELESS SETTINGS includes these DATA RATES (see following image).

Basic Advanced Parent Advanc Basic Advanced Parent Advanc
Seftings Settings Link S Settings | Settings Link =
Advanced Wireless Settings Advanced Wireless Settings

Supported RF Rates (Mbit/s) Supported RF Rates (Mbit/s)
Max-Min Data Rate |54 v |- ¢ ¥ Max-Min Data Rate s4 v | - |& v
MaxBasicRale |©  bui) v MaxBasic Rate | 24(defoutdI
Optimize For: ;2 pridging ¥ Optimize For: RLX2 Bridy ;2 v
Immediate Beasts | 2 % Ves Immediate Beasts Ne |
lgnore Probes 25 " Yeg lgnore Probes No 35
Prosoft-only Clients |43 on Prosoft-only Clients = of 43
Range (km) snort '®' Long (25 Range (km) Short ™ Tong 25
uAPSD Support Off = 0On UAPSD Support Off = 0On
TX Attenuation 0 v {dBm) TX Attenuation o v {dBm)
TX Stale Time 50000 msec TX Stale Time 60000 msec
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4.4.1.2 Active Antennas: RLX -IHNF
There are three options for the ACTIVE ANTENNAS parameter.

1 A, B, C (the default setting; use for a three connector MIMO antenna).

1 A ONLY for one antenna

1 A, C for two antennas. Note that if two antennas are used, they must be attached
to the ANT A and ANT C antenna connectors

MIMO antennas generally have three connections so all three antenna ports must be
activated. In general, using three antenna ports gives the best performance. When more
than one antenna port is active, the radio monitors the signal appearing at all antenna
ports and dynamically select the port(s) with the best signal. However, there are
situations where performance may improve if fewer antenna ports are active. If radios
are very close together (typically a few feet), all three antenna ports will receive
essentially identical signal strengths and the radio may continuously change antenna
ports, resulting in degraded performance.

4.4.1.3 Active Antennas: RLX2 -IHW
There are two options for the ACTIVE ANTENNAS parameter.

1 1 (one antenna, default setting). Use the main connector labeled Antenna.

1 2 (two antennas). If you want to improve performance in high multipath
environments through RX diversity, you can add a second antenna to the
connector labeled Rx Only and set ACTIVE ANTENNA to 2 Antennas.

44.1.4 Active Antennas: RLX2 -IHA/G

These models only have one antenna port and therefore the Active Antenna control is
not shown on the web interface for those models. (see previous image).
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4.4.2

Use the parameters in the RoAM CONTROL group to specify the roaming wireless

Roam Contr ol

Settings

communication parameters of a RLX2-IHx series Repeater radio.

Note:Different versions of the RHXZeries radios and firmware support different functions. 1 1ere may

Radio Mama: Re ter
00.0D.8D.F0.E8.DE

RadioLinx’

Signal Strength:

| Master

Radio MAC: Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: | Address Table |
Update every: ec # Radios Linked: | Port status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 48
Link Time: na Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Metwark Serial QoS VLAM NAT About
Settings Settings Link Settings Settings
Advanced Wireless Settings { Roam Control 3 Personality Module
Supported RF Rates (Mbit/s) 1 mi . i
_| Disable FT  Disable Blackout Personality Module
[T R RET ) Parameters Advertised To Children SD Auto Write Enable
Max Basic Rate 24(default) v None
Optimize For: RLX2 Bridging ¥  Next SD Auto Clone Enable
Immediate Beasts  (iNg @ Yes L) parent  Mome= L
Ignore Probes CINo @ Yes — Roam
’ - - ! Threshold *0 T
Prosoft-only Clients ®of (O o0On Parent Change Password
— Paren
Range (km) CShort ® Long C_I Wi dB ] o I:I
TXAtenuation [0 fdBm) AP LS Ceoent
Active Antennas [Mormal v _ g
TXStleTme  [50000 msec Tmeout[300 _|sec
[ Factory befautts | reio |

|The current login password.

be fewer or more parameters on this page

In roaming applications, a mobile platform equipped with an RLX2-IHx series Repeater

radi

0 roams

from one

Master

radi ob6s

cover age

default, a Repeater radio roams automatically by calculating the cost for each roam
candidate based only on RSSI and hop count. A lower cost determines when a better
Parent radio candidate is present.

The RLX2-IHx series radio uses parts of the Fast Transition (FT) standard to reduce the
time it takes to roam. An FT Roam will be used if the Repeater radio, the current Parent
radio, and the next Parent radio all have FT enabled. You can disable FT ROAMING,

which results in normal non-FT Roaming.

Independent to the type of Roaming, there are several limitations when the RLX2-IHx
series radios are operating in autonomous roam mode that you can overcome by using
Parent Assisted Roaming.

Given that the current RLX2-IHx series radio only has one radio module, all Master
radios, by necessity, have to be on the same channel to allow the roaming Repeater
radios to detect them.

ProSoft Technology, Inc.

PageB70f216

ar

€



RLX2AHx SerieB802.11a, b, g, n Configuring a Radidetailed Configuration
Industrial Hotspots User Manual

In applications where the mobile platform is traveling a known path, it is necessary to
have an unambiguous option when it reaches a roam point. If multiple Parent radios are
in range at the roam point, the radio may choose to roam to the wrong Parent radio.

The Repeater radio uses the ROAM THRESHOLD and PARENT MARGIN parameters for
every roam. Due to topology variances, there may be one or two coverage areas that
would operate better with different settings for these roam parameters.

The following settings allow for Parent Assisted roaming by advertising these parameter
values to any Child Repeater radio that associates to this unit. You can enable each
parameter separately. Only enabled parameters are advertised to Child Repeater radios.

Parameter Description

Disable FT When checked this disables Fast Transition (FT) roaming in this unit and FT capability is
not advertised in this unit's beacons.
Note: With FT disabled, the roam duration could double, and roams are no longer
'hitless' as there may be some frame loss in the Parent-to-Child direction.

FT should be enabled other than a few exceptional circumstances. For example, if a 3rd
party client device will not associate to this unit because FT is enabled, or if the RSSI to
the Parent is so low at a roam point that FT frames are lost during the roam.

Disable When a Repeater's Parent Link is broken due to Sync Loss or if the initial connection

Blackout fails for any reason a Blackout time is set to a Parent candidate so that the Parent
selection algorithm will be forced to try another Parent even if its inferior. This works well
when there are always other decent Parent candidates available. In some applications
the physical setup is such that all other candidates in some locations are so weak that
any connection to them will be unusable. When it is known that there might only be one
valid Parent candidate at times, this control when checked in the Repeater will allow the
Parent selection algorithm to ignore any Blackout time that's been set to a Parent and
allow an immediate reconnection attempt and prevent a lengthy connection outage. This
control is disabled when in Master mode.

None Select this box to negate all other parameters so that no roam parameters are advertised
to Child Repeater radios.

Next Parent  Select this box to advertise the unit that a Child Repeater radio should roam to next. The
select box automatically populates with all the RLX2-IHx series units with the same SSID
that are on the same Ethernet network as a unit.

Each entry is represented by the Name of the RLX2-IHx series radio, so it is important
that you give each radio a unique name. If the desired next Parent radio has not been
detected because it is not currently powered up or attached to the network, it does not
appear in the list. In this case, you can manually enter its MAC Address into the
parameter. Once saved, this MAC Address appears in the select box until that unit is
detected on the Ethernet, at which time the radio's name replaces the MAC Address.
When an advertised NExT PARENT radio is on the same channel as the current unit, the
Child Repeater radio roams to the Next P
lower than its current Parent radio. When the advertised Next Parent radio is on a
different channel, the radio uses the Roam THRESHOLD to make the roam decision.

Roam Select this box to advertise the Roam THRESHOLD that a Child Repeater radio uses. This

Threshold Roam Threshold overrides the Child Repeater radio's equivalent setting, only when the
Child Repeater radio is associated to this unit. If the Parent radio is not advertising a
Roam Threshold, the Child Repeater radio reverts to using its own value configured on
the PARENT LINK tab for the Child Repeater radio.
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This parameter is critical when a Next Parent is also being advertised and that Parent is
configured to be on a different channel than this unit. The Child Repeater uses this
threshold to determine when t o s assotiatehtwitho
it. You must ensure that at a point wher
threshold, the Next Parent is in range. Otherwise, the roam fails.

The main point to remember is that a Child Repeater does not roam while its current
Parentds RSSI is higher than the current
Next Parent radio is not being advertised or the Next Parent radio is on the same
channel, then the cost comparison to determine when to roam only occurs when the
current Parentds RSSI is below the Roam
controlled when a mobile platform travels a known path.

Parent
Margin

Select this box to advertise the PARENT MARGIN that a Child Repeater radio uses. This
Parent Margin overrides the Child Repeat
Child Repeater radio is associated with this unit. If the Parent radio is not advertising a
Parent Margin, the Child Repeater radio reverts to using its own configured value. For
more information, see section 4.5 Configuring Parent Link Settings.

ProSoft Technology, Inc.
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443 RF MedSatmt i ngs

This section contains the settings used to handle a roam across a medium discontinuity
that would normally result in either packet loss or a disconnect/connect sequence.

For these scenarios, a special mode is used by the RLX2 Repeater. This mode forces
the use of two antennas and can quickly detect when the RLX2-I1Hx is traversing such
discontinuity. It can trigger a roam to the next Master before the 2nd lagging antenna
has reached discontinuity.

RadioLinx’
Radio Name: Ref Master Signal Strength: I Master
Radio MAC: 00.0D.8D.F0.E8.DE Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 1 | Address Table |
Update every: (300 Jsec #Radios Linked: 3 [ Port Status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 48
Link Time: nia Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Serial QoS WVLAMN NAT About
Settings Settings Link Settings Settings
Advanced Wireless Settings Roam Control Personality Module
Supported RF Rates (Mbit/s) [ pi . .
_ _| Disable FT  Disable Blackout Personality Module
(BRI DR (RE L ) Parameters Advertised To Children SD Auto Write Enable
Max Basic Rate 24({default) v im
Optimize For: RLXZ Bridging  Next SD Auto Clone Enable
Immediate Beasts  (Ung @ Yes Ll parent o= 7
Ignore Probes CINo  ®Yes m| Roam 40 dBm
g ; — Threshold ~
Prosoft-only Clients @ of (O On Paront Change Password
—  Paren
UAPSD Support Cof  ®on 7 <
TXAttenuation [0 dBm) HE e Coent
Active Antennas [Mormal  v| e oo
Timeout -300 SEeC
TX Stale Time [s0000  |msec \ y
[Factory Defauits | Help |
|The current login password. I

Note:ThedefaulRF Mediusetting iBlormallf set t®iscontinuousnodeat must be set on both
Master and Repeater

In the Repeatesgtting to Discontinuous mode will also automatically result in the following ¢ nfiguration
changes

- TheActive Antennedll be set @ Active Antennas (A & C).

- TheMax Data Ratall be seb MCSAtwill not allow values greater than MCS7.

- TheMin Data Ratell be set tdCSO.
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Parameter

Description

Normal

Select when a continuous RF path exists when moving from one
Master to another. This is typically the case when a MIMO or Omni
antenna is attached to the RLX2 Masters, or when using a
continuous Radiating Cable or a Waveguide with a Master feeding
each end.

Discontinuous

Select for applications where Radiating Cable or Waveguide
segments from two adjacent Masters are not joined, but instead
independently terminated. This creates a small high RF loss gap
between them. Transitioning from one segment to the next results in
an abrupt discontinuity in RF Signal Strength to the current Parent, as
the Repeater crosses the gap between segments.

Minimum Transit Time
(Discontinuous mode only)

Selects the minimum time in seconds it takes for both RLX2 antennas
(A & C) to traverse across a segment discontinuity. This represents
the maximum time available to roam from one segment to the next.

Example: Assume the antennas are placed 2 meters apart and
maximum speed is 1.2 m/s. Transit Time = 2m / 1.2m/s = 1.66 sec.
Select the closest value that is smaller than 1.66 sec.

Threshold
(Discontinuous mode only)

Sets the minimum amount of change to the RF signal received on the
leading antenna to indicate a segment discontinuity.

ProSoft Technology, Inc.
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444 Personality Module Settings

Use the parameters in the PERSONALITY MODULE group to enable and disable the use of
the microSD card (Personality Module) feature of a RLX2-IHx series Repeater radio.
You can use the microSD card to save the radio's configuration. This makes it easy to
replace the radio with a new radio by moving the microSD card from the old radio to the
replacement radio. For more information, see section 3.7 Replacing an Existing Radio.

RadioLinx’

Radio Namea: Ref Master Signal Strength: | Master
Radio MAC: 00.0D.8D.FO.EB.DE Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 1 | Address Table |
Update every:  [300 Jsec # Radios Linked: 3 | Port Status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 43
Link Time: n'a Link Mode: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serial QoS WLAM NAT About
Settings Settings Link Settings Settings
Advanced Wireless Settings Roam Control 4 Personality Module N
Supported RF Rates (Mbit/s) 1 mi . i
_| Disable FT Disable Blackout Personality Module
TR R ) Parameters Advertised To Children SD Auto Write Enable
Max Basic Rate 24(default) v None
Optimize For: RLX2 Bridging Vv  Next SD Auto Clone Enable
Immediate Beasts  (iNp @ Yes L parent  tome= 2
Ignore Probes CINo @ Yes — Roam A ~
- . . L) Thresholg 40 dBm
Prosoft-only Clients @ of (O o0On Parent Change Password
— [Paren
Range (km) C)Short ® Long O Margin: 8 dB T I:I
uAPSD Support Cof  ®On
TXAtenuation [0 fdBm) AFLEIm N
Active Antennas [Mormal  +| .epea
TXStaleTme  [s0000 fmsec Tmeout[300 _|sec
[Factory Defauits | Help |
|The current login password. I

Note:The configuration files on the microSD card are stored in a binary format so sensitive jata (e.g.
passwords, encryption keys) cannot be easily read from the files.
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Parameter Description
SD Auto Write Enable Select this check box to have the radio write a copy of its configuration

to the microSD card whenever new settings are saved from the web
configuration interface. The radio renames previous radio configuration
files with a unique file name that allows you to audit changes made to
the radio's configuration.

SD Auto Clone Enable Select this check box to have the radio use the configuration from the
microSD card when the radio powers up.
If a microSD card is present and has a configuration file that is
different from the radio's current configuration, the radio uses the
configuration from the SD Card.
If the configuration on the microSD card matches the radio's
configuration, or there is no configuration file on the SD Card, then no
action is taken.
If you insert a microSD Card into a running radio, and if the
configuration file on the SD Card is different from the radio's current
configuration, the radio warns you by flashing the Signal Strength,
MOD and NET LEDs. If you reboot the radio or cycle power to the
radio, it uses the configuration from the microSD card.
If you want to save this control as enabled (checked), either the SD
card slot in the radio must be empty, or you must enable the SD Auto
WRITE ENABLE control before saving. If these conditions are not
present, the software disables this control before saving. This prevents
the unit from unintentionally reverting to a configuration file on the SD
Card after resetting.
To use the configuration file on an SD card when this control is already
enabled, insert the SD card and cycle power to the radio.
If this control is not enabled, enable and save the setting without the
SD card inserted (click AppLY CHANGES), then insert the SD card, and
then cycle power to the radio.

Note: Do not enable SD Auto WRITE ENABLE if you do not want the
active configuration file on the SD card to be replaced when the unit
loads and saves the SD card's current configuration file.

Write SD Card Immediately writes a copy of the unit's configuration file to the SD
card, independent of the SD Auto WRITE ENABLE setting.
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445 Changing Password Settings

Use the parameters in the CHANGE PASSWORD group to change the radio password
used to access the RLX2-IHx series radio.

RadioLinx’

Radio Name: Ref Master Signal Strength: | Master
Radio MAC: 00.0D.8D.F0.E8.DE Parent MAC: none Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 1 | Address Table |
Update every: ec # Radios Linked: 3 | Port status |
Up Time: 5 Day 17 Hr. 30 Min. 8 Sec Current Channel: 48
Link Time: na Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Metwark Serial QoS VLAM NAT About
Settings Settings Link Settings Settings
Advanced Wireless Settings Roam Control Personality Module
Supported RF Rates (Mbit/s) [ pi . i
_ _| Disable FT  Disable Blackout Personality Module
[T R RET ) Parameters Advertised To Children SD Auto Write Enable
Max Basic Rate 24(default) v None
Optimize For: RLX2 Bridging ¥  Next SD Auto Clone Enable
Immediate Beasts  (iNg @ Yes L) parent  Mome= L
Ignore Probes CINo @ Yes M Roam i dBm
Prosofi-only Clients @ of (O on - 'Prhresr;old 4 Change Password N
— Paren
Range (km) Cishort ® Long [25] U margin: 8 dB oid I:I
UAPSD Support  Cioff @ On
TXAtenuation [0 fdBm) AP LS N
Active Antennas [Mormal v .epea
TXStleTme  [50000 msec | )
[Factory Detauits | Help
|The current login password.
To change the password
1 Enter the old password in OLD.
2 Enter the new password in NEw.
3 Enter the new password again in REPEAT.
4 Click ApPLY CHANGES.
The TIMEOUTpar amet er sets the time before a |l ogin s

web server.

Note:Changing tabs and editing fields does not refresh this timer as those changes are loc | to the web
browser. The radio only restarts the login session timer if a webpage is refreshed, or the tc ) info pane
updates its information, or an Apply Changes is don
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45 Configuring Parent Link Settings

Use the PARENT LINK tab to specify how a RLX2-IHx series Repeater, Bridging Client, or
Client radio connects to the network. Parent Link includes two groups:

1 PARENT SELECTION METHOD
9 REPEATER/CLIENT PARAMETERS

RadioLinx’

Radio Name: RLXZRepesater Signal Strength: - _45dBm. 5AS/N
Radio MAC: 00.0D.8D.AA.22.63 Parent MAC:  00.0D.3D.AA.09.92 [ Available Parents |
FEImIGEE ELZHRUER Branch Length: 2 [ Address Table |
Update every.  |300 |sec # Radios Linked: 1 | Port status |
Up Time: 5 Day 21 Hr. 27 Min. 15 Sec. Current Channel: 142
Link Time: 5 Day 21 Hr. 27 Min. § Sec. Link Mode: £02.11n 20MHz channel
Basic Advanced Parent Advanced Network Sernial QoS WLAMN MNAT About
Settings Setlings Link Settings Settings
Parent Selection Method Repeater/Client Parameters
Automatically Choose Best [ TG Rl L
] Default Parent Margin: [5  |aB
\J Parent Branch Length M Min Parent Signal Thresheld: dBm
() preferred Parent hd Allow Children _ Yes LJNo
Optimize Fast Roam Parameters O
1. 00.00.00.00.00.00 5. 00.00.00.00.00.00 Cost Penalty Factor: 8
2. 00.00.00.00.00.00 6. 00.00.00.00.00.00 Background Scan  Scan All [
3. 00.00.00.00.00.00 7. 00.00.00.00.00.00 SE L LS o |d&m
Scan Delay: msec
4. 00.00.00.00.00.00 8. 00.00.00.00.00.00 o .
Scan Dwell: © Active () Passive msec
Scan Interval: msec
Channels/Scan:

[ Factory Detauits | User Defauts | iep |

|Radiu- Name: 1 to 31 characters. For user's identfification of radio only. |

ProSoft Technology, Inc. Paged50f216



RLX2AHx SerieB802.11a, b, g, n Configuring a Radidetailed Configuration
Industrial Hotspots User Manual
451 Parent Selection Method Settings

Use the parameters in the PARENT SELECTION METHOD group to specify how the RLX2-
IHx series Repeater radio chooses a Parent radio in a wireless network.

ProSoft

Radio Name:

Radio MAC

Radio Type

Update every 30

Up Time 0 Day 2 Hr
Link Time: 0 Day 2 Hr

RadioLinx’

Parent MAC 00.0D.8D.AA03.CD
Branch Length: 2
# Radios Linked: 1
12 Sec Current Channel: &
Link Mode

60
802 11n 20MHz channel

Available Parents |
Address Table |
Port Status

Signal Strength: IR .440Bm, 57SIN

Basic | Advanced
Seftings | Settings

Parent
Link

Advanced Network | Serial QoS VLAN NAT About
Settings Settings

Parent Selection Method I Repeater/Client Parameters
®) Automatically Choose Best Roam Theeshold =0 dBm
Default Parent Margin: 5 a8
Parent Branch Length v Min Parent Signal Threshold {-70 dem
% Chil
Preferred Parent v N Yes . No
_ ) Optimize Fast Roam Parameters
1. 00.00.00.00.00.00 5. 00.00.00.00.00.00 Cost Penalty Factor. [8
2. 00.00.00.00.00.00 6. 00.00.00.00.00.00 Background Scan  Scan All [
Scan Threshold: |0 dBm
3. 00.00.00.00.00.00 7. 00.00.00.00.00.00
Scan Delay 10 | msec
4. 00.00.00.00.00.00 8. 00.00.00.00.00.00 Scan Daelt @ Acive. O Passive B misec
Scan Interval: 1000 msec
\_ Channels/Scan (1
[ Factory Defoults | Help
ITh:eshold at which a stronger signal will base cost on hop count only, and a weaker signal will base cost on rssi and hop count I
Parameter Description
Automatically Choose Calculates a "cost" metric for each possible parent radio that detects and selects
Best the Parent radio based on the lowest cost.

The radio's calculation includes:
RSSI - Stronger signals receive a lower cost.

Hop Count - Fewer hops from the Master radio are given preference and therefore

a lower cost.

Parent Branch Length

Calculates the branch length to other radios and chooses the Parent radio strictly
by the number of Repeater radios between this radio and the Master radio.

If you choose a branch length of 1, the radio links only to the Master radio.

If you choose a branch length of 2, the radio links only to another RLX2-IHx series

radio that is linked to the Master radio, and so on.

If multiple candidate radios are available at a particular hop count, the radio
chooses the Parent radio that has the smallest cost as calculated by the

Automatically Choose Best algorithm.
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Parameter Description
Preferred Parent Specifies how the radio selects a Parent radio from the list of possible Parent

radios. When you select this option, you can specify a list of up to eight radios by
entering the MAC addresses for each radio. The radio chooses its Parent radio
based on your selection for PREFERRED PARENT:

BEST IN LIST - The radio selects its Parent radio using the Automatically Choose
Best algorithm but limits the selection to the Preferred Parent list of radios. This
selects the Parent radio in the list with the lowest cost.

FoLLow LisT PRIORITY - The radio selects its Parent radio from the list giving
preference to the 1st entry followed by the 2nd entry and so on.

2.4 GHz PARENTS ONLY - The radio only selects a Parent radio from the list that is
operating in the 2.4 GHz band.

5 GHz PARENTS ONLY - The radio only selects a Parent radio from the list that is
operating in the 5 GHz band.
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452 RepedtCdriPamrtamet ers Settings

Use the parameters in the REPEATER/CLIENT PARAMETERS group to specify the wireless
communication parameters of a RLX2-IHx series Repeater radio.

RadiolLinx
Radio Name: Test Repeater Signal Strength: - I -440Bm, 57SIN
Radio MAC 00.0D.8D.FOES.CO ParentMAC:  00.0D 8D AA03.CD Available Parents |
Radio Type RLX2-HNF-A Branch Length: 2 Address Table
Update every 30 sec # Radios Linked: 1 Port Status
Up Time: Current Channel: 60
Link Time Link Mode 802 11n 20MHz channel
Basic Advanced Parent Advanced Network Serial QoS VLAN NAT About
Settings Settings Link Settings Settings
Parent Selection Method Repeater/Client Parameters
|.en
®) Automatically Choose Best ROR 1 Ao : 30 o
Default Parent Margin: IS dB
Parent Branch Length v Min Parent Signal Threshold [-70 dBm
hil
Preferred Parent v ot Yes . /No
Optimize Fast Roam Parameters
1. 00.00.00.00.00.00 5. 00.00.00.00.00.00 Cost Penalty Factor (8
2. 00.00.00.00.00.00 6. 00.00.00.00.00.00 Background Scan  Scan All [
: Scan Threshoid: ) dBm
3. 00.00.00.00.00.00 7. 00.00.00.00.00.00
Scan Delay |10 msec
4. 00.00.00.00.00.00 8. 00.00.00.00.00.00 Stan DuoE: @ Acive. O Passhe 20 msec
Scan Interval {1000 msec
\Channels/Scan (r )
[Factory Detautts | Help |
IThroshold at which a stronger signal will base cost on hop count only, and a weaker signal will base cost on rssi and hop count I
Parameter Description
Roam Threshold Specifies a signal strength above which a stronger signal does not improve

the quality of the link any further. For signals that are above that threshold,
the radio only gives preference to Parent radios with fewer hops from the
Master radio.

Another way to consider this in Fast Roam applications is that the radio
does not Roam to a new Parent radio at the same hop count level until its
current Parent radiobés RSSI goes b
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Default Parent Margin Specifies a signal strength below which the radio will not select a different
Parent radio. You can use this in Fast Roam applications where the radio is
on a mobile platform, or there is a lot of movement in the environment
causing RSSI levels to fluctuate. The radio keeps its current Parent radio
unl ess another Parent radiobs RSSI
adds this margin value to the curr
calculating its cost. It is desirable to Roam to a new Parent radio before
losing the connection with the current Parent radio, since losing the
connection results in data loss.

If you enter a value that is too small, it can lead to the radio rapidly
switching back and forth between two Parent radios as the RSSI levels
change.

If you enter a value that is too large, it can result in preventing a Roam until
the radio moves out of range, even though a candidate exists that is better
than the current Parent radio.

The default value is 5 dB.

Use larger values (10-15 dB) to prevent false roams from occurring due to
temporary RSSI inversions between the current Parent radio and another
candidate.

Make sure that when Roaming that the RSSI difference between the
current Parent radio and the new Parent radio is greater than this value.

Min Parent Signal Threshold Specifies the minimum signal strength that a detected unit must exceed
before it is deemed a Parent Candidate.

The default is -99 dBm; any Parent detected can be a candidate.

This parameter is used to prevent the Repeater on startup from connecting
to a Master that is too far away, and perhaps on a different channel than a
nearby Master.

Allow Children Specifies whether the Repeater radio acts as a Parent radio to other 802.11
radios.
YEs - Allows this radio to be a Parent radio to other 802.11 radios.
No-Di sgui ses the radiobs SSID to pr
finding it. This is useful in Fast Roam applications where you do not want
any other devices connect to a Repeater radio that is moving and roaming.
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Optimize Fast Roam
Parameters

Select this check box to optimize the radio for Fast Roaming. In typical Fast
Roam applications, a Repeater is installed on a mobile pallet or platform
and a set of Master units forms a backbone infrastructure network, through
which the Repeater must roam.

Selecting the check box automatically sets these parameters accordingly
along with a predetermined optimum value for the cost threshold.

Clearing the check box reverts the parameters back to their previous values
before the check box state was saved.

Repeater radio - The relevant parameters that are automatically set for the
Repeater radio are:

Do not allow Child Repeaters (ALLow CHILDREN).

Use a Roam THRESHOLD set high enough so that the radio uses RSSI to
determine the link cost to a Parent radio.

Master radio - The relevant parameters that you must manually set for the
Master radio are:

Clear Hipe NETWORK SSID on the BAsIC SETTINGS tab to make the Master
radio SSID visible to other devices. See Wireless Security Settings (page
68).

Disable SPANNING TREE on the ADVANCED NETWORK SETTINGS tab. See STP
Settings (page 108).

Note: You must manually disable Spanning Tree and clear Hide Network
SSID on all Master units, as this parameter only affects the current
Repeater radio.

You can change any of these Repeater radio parameters later. For
example, you can set a different value for the Roam Threshold. Changing
any of the related parameters in the Repeater radio clears the Optimize
Fast Roam Parameters check box.

Cost Penalty Factor

This parameter controls the amount of penalty that is added to the current
parent link due to Tx Failures.

The larger the factor, the higher the penalty. If the addition of the penalty
forces a roam to an alternate parent, then the old parent will be excluded
from any roam decisions until the penalty expires.

For example, doubling this value will result in this unit staying with the
alternate parent twice as long before roaming back to the original parent,
assuming the original parent still has the lowest cost.

A value of 0 uses the internal default of 8. A value of 1 will disable the
feature. The maximum value accepted is 64.
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4.5.2.1 Background Scan

The BACKGROUND SCAN parameters group are used to modify the algorithm used by an
RLX2-IHx in Repeater or a Client mode to search for parent candidates that may be on
other channels.

The list of channels to be scanned for potential Parents is obtained from the current
Parent, either from its Beacon or an explicit Neighbor Report request, or the option is
available to scan all channels, subject only to a band specific Preferred Parent control
setting.

It is critical when doing a background scan that data loss be minimized or eliminated
when switching to scan a radio channel different than that of the current Parent. When
configuring these settings it is important to be cognizant of overall time the background
scan will take, as that will be added latency to data before it can be delivered after the
background scan.

Latency = Scan Delay + (Scan Dwell x Channels -per-Scan)

Therefore the following steps are taken during a background scan attempt.

1 Signal the current parent that we are about to do a background scan.

2 Wait for Scan Delay time to receive any data packets sent by the parent before it
was able to process our background scan signal.

3 Switch to another channel and Probe for an alternate parent that is using our SSID.

4 Wait for Scan Dwell time on this channel to receive any Probe Responses.

5 If the number of channels scanned is less than the Channels/Scan value go to step
3.

6 Otherwise, once the Channels/Scan channels have been scanned, switch back to
the current Parentds channel

7 Signal the current parent that we have completed our background scan allowing it to
send any data frames it has buffered since our signal in Step 1.

Parameter Description

Scan All Use this parameter to force the Background Scan algorithm to scan all
supported channels overriding info
Report.

This is recommended if the information from the AP is not provided or is
unreliable. For example, if the Neighbor Report incorrectly indicates
neighbors are using only channels x and y, yet a very close AP is using
channel z, the AP on channel z is not detected and the unit will not roam to
it. This could result in connecting to Access Points with much lower signal
strength than optimal.

Note: The channel set enabled by Scan All is subject to a band specific
Preferred Parent setting. For example, if 5 GHz Parents Only is selected
then only 5 GHz channels will be scanned.
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Scan Threshold Background scans wil|l be triggered
this threshold, with units of dBm. At each Scan Interval the RLX2-IHx will
scan the number of channels set by the Channels/Scan parameter before
returning to the current Parentaos

A value of 0 in this parameter shall disable background scanning. Valid
threshold values range from -30 to -99 dBm. Typically, this value should be
set 5 to 10 dB lower than the Roam Threshold parameter so that when
moving away for the current Parent, the best alternate Parent can be found
prior to having to make a roam decision.

Scan Delay This parameter is used when the RLX2-IHx is in a Client mode and

determines the amount of time the unit will wait after having sent the AP a
signal telling the AP that the unit will be going off channel. This delay allows
some time for the AP to deliver any data frames that have already been
committed to the radio hardware for transmission.
Valid values range from 10 to 250 msec. and must be a multiple of 10. This
value should be as small as possible to minimize overall latency introduced
by each background scan attempt, but large enough so that data is not lost
each time a background scan is performed.

Scan Dwell This parameter determines the amount of time in milliseconds that the
RLX2-IHx will wait on a channel to hear Beacons or responses to its Probe
Request. The value must be a multiple of 10.

The Radio buttons to the left of the Scan Dwell edit box configure whether
the Background Scan will be Passive or Active.

In a passive scan the unit does not transmit a Probe Request but waits on
the channel for the Dwell interval and processes any received Beacon. For
this reason, a larger value for Scan Dwell should be configured when
Passive is enabled, if possible, to increase chances of detecting a Beacon
which are transmitted by APs typically every 100 msec.

Passive Background Scans would be preferred when operating in a
network where there are a very large number (>50) of RLX2-IHx
Client/Repeaters within range of each other on the same channel. Active
Scanning under these conditions would use up a significant amount of a
channel s bandwidth with Probe Req

In an active scan a Probe Request is sent to the channel to elicit a Probe
Response from a potential parent candidate. The Probe Request contains
the desired SSID, therefore only APs that are configured with that SSID will
respond.

Note: Given that Probe Requests are broadcast and may not be heard due
to collisions with other traffic on the air, it may take multiple scans of a
channel before a response is heard.

The default value of 30 msec should be sufficient to receive any Probe
Responses from a typical AP.

Scan Interval The RLX2-IHx will initiate background scans at every Scan Interval if the
current Parentédés RSSI iSsanTheeshsld t han
parameter.

Smaller values imply that background scans will occur more frequently
whereas a larger value (up to 5 sec) imply it may take longer to find a
Parent candidate on another channel. The value is in units of milliseconds
and must be a multiple of 10.
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Channels/Scan

This parameter determines the number of channels from the channel scan
list that are scanned at each background scan interval.

Each background scan starts from the channel after the last channel
scanned on the last interval.

Note: Normal data traffic is paused during a background scan, therefore
the higher this number the longer the pause in data traffic flow.

ProSoft Technology, Inc.

Pagel030f216



RLX2Hx SerieB802.114a, b, g, n
Industrial Hotspots

Configuring a Radigetailed Configuration
User Manual

46 Configur.i

ng

Advanced

Net wor k Settings

Use the ADVANCED NETWORK SETTINGS tab to specify the IGMP (Internet Group
Management Protocol), STP (Spanning Tree Protocol), SNMP (Simple Network
Management Protocol), and Services parameters for a RLX2-IHx series radio. The
Advanced Network Settings includes five groups:

T IGMP SETTINGS
T OTHER NETWORK PROTOCOLS
i STP SETTINGS
1
1

SNMP AGENT
SERVICES

Radio Name: RLXZRepeater

Radiolinx’

Signal Strength: - -46dBm, 585/N
Radio MAC: 00.0D.8D.AA.22.63 Parent MAC:  00.0D.8D.AA.09.92 [ available Parents |
RadioType:  RLX2HHNF-A Branch Length: 2 [ Address Table |
Update every:  |300 |sec # Radios Linked: | Port status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec. Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min. 27 Sec. Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Senal QoS VLAN HAT About
Settings Setfings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter () Disabled (© Enabled [_| Enable Spanning Tree || Enable
- Ethemet Edge Port Allow Any Manager
i i (IEi erme e Po
Propagation Action Flood (_ Filter - - g Mgr IPMame 0.0.0.0
IGMP Query LU Cmnly String  public
Priority 32770 . :
IGMP Query Interval [0 |seconds T T . (FEDTEETT e
Services
Multicast Stale Count d;quen,,l frames Max Age 20
Forward Delay 10 AeroScout
Other Network Protocols
ol S Syslog | Disabled  |Faciity[5 |
CIPTPFiter  ARP Prowy Wireless 200 coner [0.0.00 | Fet[se |
— - Ethernet -
MFP On CEIPObjOF  CIHTTP Off 100 SNTP | Disabled v|ory[240 |m
CIFilter Bcast (I Telnetoff  CIFTP Off Seers [0.000 0000 |
[ Factory Defaults | ser Defaults | Help |
|U|}date period: Seconds between screen updates. Tab key to change temporarily, Enter Key for permanent. |
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46.1 |

GMP Setti

ngs

Use the parameters in the IGMP SETTING group to specify the Internet Group
Management Protocol parameters of the RLX2-IHx series radio.

Radio Name:

RLX2Repeater

RadiolLinx”

signai strength: IR 60em sasiN
RadioMAC:  00.0D.8D.AA.22.63 ParentMAC:  00.0D.8D.AA 09.92 [ Available Parents
Radio Type: RLX2-HNF-A Branch Length: 2 rl—\;ldress Table \
Update every:  |300 |sec # Radios Linked: 1 | Port Status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min. 27 Sec Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent Advanced Network Sernial QoS VLAN NAT About
Settings Settings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter () Disabled (® Enabled (| Enable Spanning Tree _| Enable
ion Act - I Ethemet Edge Port i om
EopagationAction ©'Flood 'Filter 'é v < Mgr IPMName 0.0.0.0
e ridge Times :
IGMP Que! Timed Interval v | I
= lf Priority 32770 cm"w ?m"g pabhc ‘
IGMP Query Interval (60 |seconds Hello Time 5 LR ST Read only v
: Services
Multicast Stale Count |3 | query frames Max Age 20 s
Forward Delay 10 s | \AeroScout| Disabled v
Other Network Protocols ‘ -
Path Costs Syslog | Disabled Vv |Faciity|5 v
[IPTP Filter  ARP Proxy: | Disabled v | Wireless 200 [server [0.0.0.0 | Port|514
& MFP On CIEIPObjOf  IHTTP OFf Ehertel ey [sNtP [Disabled v|ary[240 |m
CIFiterBcast  [JTelnetOff  [FTPOff [senes 0000 [[0.000 |

RLX2-IHx series radios support IGMP v1 and v2. The IGMP functions are enabled in the

radios by default.

Parameter

Description

IGMP Multicast Filtering

Specifies the state of IGMP multicast filtering (DISABLED or ENABLED).

Default Propagation Action

Specifies how the radio handles multicast addresses that are not in the
radi ods address tabl e.

FLooD - The radio sends unknown multicast packets to all ports.

FILTER - The radio filters unknown multicast packets and does not send them
to any ports.

IGMP Query Generation

Specifies the state of IGMP query generation in the radio.

DisaBLED - Disables IGMP query generation.

TIMED INTERVAL - Enables IGMP query generation. Use IGMP Query Interval
to specify the query time interval.

IGMP Query Interval

Specifies the number of seconds between queries (if the timer is not pre-
empted by a query from another device).

By RFC specification, only one device on a network should generate IGMP
queries. As such, the radio only sends an IGMP query if another device has
not sent a query within the radio's IGMP QUERY INTERVAL setting, even if
IGMP QUERY GENERATION is enabled.

Multicast State Count

Specifies the number of queries the radio generates before a device is
removed from the multicast group on this radio if no response is received
from the device.
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46.2 Ot her Network Protocol s

This section contains controls to enable or disable actions taken on certain packets
received on the RLX2 Ethernet interface. It also contains controls to enable or disable

protocol

s used

disables that interface.

for

var.i

ous

management i

nt erfaces

Controls to disable HTTP and FTP are only available in firmware versions compliant with
European RED 3.3 regulations.

RLX2Repeater

RadioLinx’

Radio Name: Signal Strength: - -46dBm. 58S/N
Radio MAC: 00.0D.8D.AA.22.63 ParentMAC:  00.0D.8D.AA 09.92 [ Available Parents
Radio Type: RLX2-HNF-A Branch Length: 2 | Address Table |
Update every: 300 |sec # Radios Linked: 1 [ Port Status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min. 27 Sec. Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Senial QoS VLAN NAT About
Settings Settings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter (Disabled ‘® Enabled () Enable Spanning Tree (] Enable
i i i "4 Ethemnet Edge Port ABOw iy Mmager
Propagation Action ® Flood (_ Filter ’E; i 9 Mgr IPName 0.0.0.0
] ridge Times -
IGMP Que! Timed Interval v | i |
% l— Priority 32770 ‘Cmm.y S'mng pUbhc =
IGMP Query Interval (60 |seconds Hello Time 2 PR Beod COILY,
e Services
Multicast Stale Count |3 | query frames Max Age 20 s
Forward Delay 10 s || AeroScout| Disabled v
Other Network Protocols I :
Path Costs Syslog | Disabled v |Faciity|5 v
CIPTP Filter ~ ARP Proxy: | Disabled v | Wireless 200 |lserver  [0.0.0.0 Port| 514
- = hemn I = e
& MFP On CIEIPObjOff  CIHTTP Off Eheal S [sNTP [Disabled v|ary[240 |m
CIFiterBcast [ TelnetOff  [JFTPOff JEE)0.0.00 | 0000 |
Parameter Description
PTP Filter Check this box to enable the PTP Filter feature. The Precision Time Protocol (PTP) is

used in industrial networks to synchronize time between devices. Given the protocol

uses multicast addressing, a PTP packet sent by one device is sent over every

wireless link in that network. PTP is only needed amongst a set of local Ethernet
connected units. The injection of PTP packets arriving over a wireless link (connecting
this local network to the main network) may cause large errors in time synchronization.
To prevent leaking of PTP packets, the following control allows the RLX2-IHx Series to
filter any PTP packets received on its Ethernet port. When this capability is desired,
this control should be enabled on all Masters and Repeaters in the network
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Parameter

Description

MFP Enabled

Check this box to enable 802.11w Management Frame Protection in the RLX2-IHXx.
MFP when enabled, requires that management frames received over a wireless
connection must be encrypted. Management frames received from a Parent or child
node that are not encrypted are discarded, preventing denial of service attacks.
When MFP is enabled the RLX2-IHx will always encrypt management frames that it
sends to an Associated peer/client. Both ends of a wireless link must have MFP
enabled before MFP will be used on that link.

If the peer/client does not have MFP active (as indicated in Beacons and Associate
Request elements) then the RLX2-IHx will not use MFP on that link, even if this control
is checked.

Note: This control is automatically disabled if the Security Mode configured on the
Basic Settings tab does not include WPAZ2.

Arp Proxy

In industrial wireless networks, it is important to minimize external disturbances which
can cause packet latencies to soar. This can be anything from interference generated
from other equipment to another wireless network using the same channel or even
internally generated broadcast bursts which when transmitted simultaneously from
multiple overlapping Masters can cause severe latency spikes.

The latter can sometimes unintentionally be caused by a controller looking for a list of
remote devices, producing a burst of ARP Request frames. When the ARP Proxy
feature is enabled, it will intercept these ARP Requests and prevent them from
flooding the wireless network. The RLX2 is continually learning and adding the MAC
and IP Addresses of devices to its address tables and if the IP Address being
requested by the ARP Request is known, the ARP Proxy function will send an ARP
Response for the IP Address back to the Requestor.

The ARP Proxy feature should not be enabled if it is known that remote devices do not
send unsolicited IP frames after power up. If the device remains silent until it is polled
for example, then the RLX2s will not learn its IP/MAC Address and any ARP Requests
for this device will not reach it.

In wireless network topologies where Repeaters always connect directly to Masters,
the ARP Proxy feature only needs to be enabled on the Masters. If the topology
consists of a multi-hop Repeater network, then enabling the ARP Proxy feature on the
Repeaters will also prevent ARP Request floods down-tree from the Repeater.

EIP Object Off

Check this box to disable the Ethernet I/P agent in the radio. When checked queries to
read the EIP Object classes are ignored.

HTTP Off

This checkbox is available in all RED compliant firmware versions. Check this box to
disable legacy HTTP support for the unit's web server.

Note: The use of HTTP is inherently insecure and should only be enabled to support
any required legacy http client that does not support HTTPs. It is highly recommended
that any client attempting to access the unit's web server should use HTTPS which is
always active and listening on port 443.

When HTTP is disabled (default) any attempted access to the HTTP port 80, will result
in a re-direct response from the unit's web server, redirecting the Web Browser to an
https:// link.

Filter Bcast

Check this box to disable propagating broadcast and multicast packets from the
Ethernet interface to the Wireless interface. All broadcast/multicast packets are filtered
except for ARP, DHCP and IGMP type packets. ARP and IGMP filtering is handled by
the ARP Proxy and IGMP functions of this unit. Broadcasts and multicasts received
from the Wireless interface are not affected.
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Parameter Description
Telnet Off Check this box to disable access to the unit's logging output via Telnet. The Telnet

interface can only access this logging output. It does not provide shell access.

Note: The Telnet output is not encrypted and therefore a Wireshark capture of these
packets on any wired network would reveal the logging output. No passwords or
passphrases are printed into the log but actions the unit takes and who it connects to
will be visible.
When Telnet is Off, any attempted access to the Telnet port 23 will be ignored.

FTP Off This checkbox is available in all RED compliant firmware versions. Check this box to
disable legacy FTP support for firmware uploads.

Note: The use of FTP is inherently insecure and should only be enabled to support
legacy management tools used to update ProSoft radios. It is highly recommended
that these tools be updated to the latest version that uses a secure TLS connection to
authenticate and transfer the firmware images.

When FTP is disabled, any attempted access using FTP will be ignored.
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463 STP

Settings

Use the parameters in the STP SETTINGS group to specify the Spanning Tree Protocol
parameters of the RLX2-IHx series radio.

Radiolinx’

Radio Name: RLX2Repeater Signal Strength: - -46dBm, 58SIN
Radio MAC: 00.0D.8D.AA.22.63 ParentMAC:  00.0D.8D.AA 09.92 [ Available Parents
Radio Type: RLX2-HNF-A Branch Length: 2 | Address Table |
Updateevery:  |300 |sec # Radios Linked: 1 | Port Status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min, 27 Sec Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent Advanced Network Sernial QoS VLAN NAT About
Settings Settings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter () Disabled (® Enabled (| Enable Spanning Tree [] Enable
: Allow Any Manager
i i OFi \4 Ethemet Edge Port
Propagation Action Flood Filter S 9 Mor IPName 0.0.0.0
—— ] ridge Times s
IGMP Quel Timed Interval v |
Ty l Priority S Cmn(y ?mng public :
IGMP Query Interval [60  |seconds Hello Time 5 Beamission Read only v
Services
Multicast Stale Count |3 | query frames Max Age 20
Forward Delay 10 AeroScout| Disabled v|
Other Network Protocols -
Path Costs Syslog | Disabled v |Faciity|5 v
[JPTP Filter ~ ARP Proxy: | Disabled v | Wireless 200 Server  [0.0.0.0 Port| 514
2 = = h —
& MFP On CIEIPObjOff  CIHTTP Off Eheet S SNTP  |Disabled v|ary[240 |m
CIFilterBcast [ Telnet Off CIFTP Off Severs [0.0.0.0 [0.000 |
Parameter Description

Enable Spanning T

ree

Select this check box to enable Spanning Tree Protocol (STP).

If you enable Spanning Tree (recommended), the radio blocks redundant
connections. Additionally, the radio flushes the Ethernet switch table when the
network topology changes. See Rapid Spanning Tree Functionality (page

110).

If you disable Spanning Tree (clear the check box), there can be redundant
connections if the radio creates multiple radio links in parallel with each other.
This also disables the other parameters in the STP SETTINGS group.

All RLX2-1Hx series radios support the Rapid Spanning Tree Protocol (RSTP),
and default to this mode when you enable Spanning Tree.
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Parameter Description
Ethernet Edge Port Select this check box to enable the Ethernet Edge Port function

(recommended) when no RSTP device is connected to the Ethernet port. This
allows immediate communication through the Ethernet port.
Because RSTP is an active protocol, it depends on communication between
RSTP devices. I f no RSTP device is
the handshake cannot take place. In this case, RSTP reverts to STP. This
means that the Ethernet port is forced to adhere to the timer-based transition
protocol of STP.
Therefore, on network transitions and power up, communications are not
allowed over the Ethernet port for 30 to 45 seconds unless you enable
ETHERNET EDGE PORT. This setting specifies that no redundant connections
exist outside the Ethernet port and communication can start immediately. If for
some reason the radio receives a BPDU (bridge protocol data unit) on this
port, the RSTP protocol negotiates properly and handles any possible
redundant paths.
Note: You can select ETHERNET EDGE PORT without selecting ENABLE
SPANNING TREE.

Bridge Times Configures the timing intervals to use.

Priority Determines which device is the root of the RSTP. The RSTP device with the
lowest priority becomes the root bridge.
The accepted standard value for this is 32768. If wired switches exist in the
network that support RSTP, they should always be allowed to be the root.
For Master radios, set this value to 32769 to prevent the radio from being the
root over a wired switch.
For Repeater radios, set this value to 32770. This specifies that if the network
only has RLX2-IHx series radios, the Master radio becomes the root.

Hello Time Specifies the rate at which the radio sends out BPDUs. The recommended
industry standard is 2 seconds.
Max Age Specifies the age limit for protocol information for a port.

The radio measures the age of the received protocol information recorded for
a port and discards it when the information's age limit exceeds this value. The
timeout value for this timer is the maximum age parameter of the root.

Forward Delay Specifies the timeout for time spent by a port in the learning and listening
states. The timeout value is the forward delay parameter of the root.
Path Costs RSTP and STP algorithms use a cost to determine which connections should

be used in the Spanning Tree. The radio forms the Spanning Tree by

determining the lowest cost paths from any RSTP device back to the root.
Wireless Gives preference to a wired connection, set the Wireless cost to 200.
Ethernet Gives preference to a wired Ethernet connection, set the Ethernet cost to 100.
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4.6.3.1 Rapid Spanning Tree Functionality

Rapid Spanning Tree Protocol (RSTP) is an advanced networking function that shuts off
ports as necessary to prevent data packet loops when more than one network path is
available. If loops exist in an Ethernet network, the devices can circulate packets
endlessly, consuming all the bandwidth and making the network unusable.

RSTP allows the radios to create truly redundant connections between any two points in
the network, but use only one path at a time. The radios detect the redundant paths and
use only one primary connection for communications. If the primary connection fails, the
radios quickly change to the secondary connection to a state to forward packets,
allowing the network to adapt itself to handle problems without requiring your
intervention.

RTSP uses active communications between network devices to quickly propagate
changes and transitions in the network. Because RTSP is an IEEE standard, RLX2-IHx
series radios work in conjunction with wired Ethernet switches to form a redundant
network.

Each RSTP device (RLX2-IHx series radio or Ethernet switch) communicates with other
RSTP devices in the network using packets called Bridge Protocol Data Units (BPDUS).
Each device sends BPDUs out each of the devices ports. In a wired switch, this is from
each of the Ethernet ports. In an RLX2-IHx series Radio, this is from both the Ethernet
port and each wireless link. BPDUs allow each RSTP device in the network to make
sure that the proper connections still exist.
The Port Status dialog box shows a list of all ports and their state. In the top part of the
radio web interface, click PORT STATUS. See Viewing the Radio Port Status (page 63). In
this example, the RLX2-IHx series radio has 4 RSTP "ports":

1 Ethernet port (1)

1 A port for its parent connection (2)

1 A port for each of its two child connections (11 and 12)

Port Status ~melhyst_BL
Spanning Tree Protocol: Wireless orts Rapid STF Ethernet Port=anid STF
Spanning Tree Roat [.1E5.C5.26.04.1C
Priority 32738 Max ¢ OsHello Time 25 Forwad Delay 15=

[#]____Comection | _State_|Designation|ath Cos|Designated Bride]
1 Ethsernst-Disconnectad Forwarding Ces gnated (600 00.05.87.01.00.ED
£ RF ~aren: 00.03.87.01.01.14 |Forwarding Roo: 300 00.03.87.01.041.14
11 RF Zhild 00.25.37.01.01.5C |Forwarding Ces gnated | 700 00.03.57.01.00.ED
12 RF Child 00.0D.8D.F0.0C.4F Forwarding Ces gnated 700 00.05.87.01.00.ED

Top | Next | Prev | Refresh

BPDUs are sent out the port at a rate called the Hello Time set on the ADVANCED
NETWORK SETTINGS tab. The accepted standard value for this parameter is 2 seconds. If
a radio (or any other RSTP device) does not get a BPDU from a device for a time period
equal to two Hello Times, the radio assumes the RSTP device is no longer available.
The radio can then open a redundant path if one is available. This process is much like
the STP process. If other devices on the network are not operating in Rapid Spanning
Tree mode, the radio reverts to normal Spanning Tree operation on the ports connected
to those devices.

RSTP provides a performance enhancement over STP.
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1 Aradio using the STP algorithm reverts its port to the listening state, and then to the
learning state, before returning to the forwarding state. Each of these states takes at
least 15 seconds, during which the STP devices are listening for BPDUSs to re-
negotiate the network topology.

1 Aradio using the RSTP algorithm uses active handshaking between adjacent RSTP
devices to re-negotiate the network topology. This process takes only one to two
seconds.

Each RLX2-IHx series radio contains a switch table that tells the radio how to forward
Ethernet packets to get them to their correct destination. When the network topology
changes, the radio immediately flushes its Ethernet switch table. This allows the radio to
pass traffic immediately over the new network topology and learn the configuration in the
process. Until the radio completely learns the new topology, it broadcasts the packets to
their destination. As the radios see each packet and rebuilds the Ethernet switch table,
the radios return to directing packets to their destinations.
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Use the parameters in the SNMP AGENT group to specify the Simple Network
Management Protocol parameters of the RLX2-IHx series radio.

Radio Name:

Radiolinx’

RLX2Repeater

Signal Strength: - -46dBm, 58S/N
Radio MAC: 00.0D.8D.AA.22.63 Parent MAC:  00.0D.8D.AA09.92 [ Available Parents
Radio Type: RLX2-IHNF-A Branch Length: 2 | Address Table |
Update every: 300 |sec # Radios Linked: 1 | Port Status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min. 27 Sec Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent Advanced Network Sernial QoS VLAN NAT About
Settings Settings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter () Disabled ® Enabled (| Enable Spanning Tree [] Enable
Allow Any Manager
i i o O)Fi Ethemet Edge Port
Propagation Action Flood Filter g Mgr IPMName 0.0.0.0
R TR Bridge Times
IGMP Query Timed Interval v ICminty Stri bl
[% Priority 32770 w i e
IGMP Query Interval |60 |seconds Hello Time 2 R ReadlonlyLV
Services
Multicast Stale Count |3 | query frames Max Age 20 s =
Forward Delay 10 s | \AeroScout| Disabled v|
Other Network Protocols I -
Path Costs Syslog | Disabled v |Faciity|5 v
CIPTPFilter  ARP Proxy: | Disabled v | Wireless 200 [server  [0.0.0.0 Port| 514
: = = Ethernet | - —
& MFP On CJEIPObjOff  [IHTTP Off 200 [sNTP [Disabled v]ary[240 |m
CIFilter Beast [ Telnet Off CIFTP Off |severs [0.000 Jl0.000 |

SNMP is a network management protocol that is often used with TCP/IP and Ethernet. It
offers an alternative to using the radio web interface, and allows you to use an SNMP
manager application to change radio settings and view diagnostics.

Parameter

Description

Enable

Select this check box to enable the following SNMP agent.

Allow Any Manager

Specifies any user can change the radio configuration from a computer using SNMP.

Allow IP

Specifies only an SNMP manager with a particular IP address can change the radio
configuration. You must enter the IP address.

Community String

Specifies a community string (like a password) that an SNTP manager must use to

access the radiods SNMP agent .

Permission Specifies the permission level to assign to this radio.
ReEAD ONLY - The SNMP manager can view but cannot change the radio configuration.
ReEAD/WRITE - The SNMP manager can view and make changes to the radio
configuration.

I The RLX2-IHx radio's SNMP agent supports SNMP protocol version 1.4 and 2.

 MiBs:

o RFC12133-MIB (partial; internet.mgmt.MIB-2.system, .interfaces, .snmp)

(o]

ROMAP-MIB (internet.private.enterprises.romap)
It also supports a selection of standard SNMP traps, including Cold Start, which the

radio sends when it initializes.
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465 Ser vi

ces

This section contains configuration settings to allow the RLX2-IHx radio to communicate
with external Servers offering services for Location, Syslog logging and SNTP.

Radio Name:

RLX2Repeater

RadiolLinx”

signai strength: IR 60em sasiN
Radio MAC: 00.0D.8D.AA.22.63 ParentMAC:  00.0D.8D.AA 09.92 [ Available Parents
Radio Type: RLX2-HNF-A Branch Length: 2 [ Address Table |
Update every:  |300 |sec # Radios Linked: 1 | Port Status |
Up Time: 5 Day 21 Hr. 45 Min. 36 Sec Current Channel: 149
Link Time: 5 Day 21 Hr. 45 Min. 27 Sec Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent Advanced Network Sernial QoS VLAN NAT About
Settings Settings Link Settings Settings
IGMP Settings STP Settings SNMP Agent
IGMP Mcast Filter () Disabled (® Enabled (| Enable Spanning Tree _| Enable
ion Act - I Ethemet Edge Port i om
Propagation Action  Flood ()Filter 'é i 9 Mgr IPMName 0.0.0.0
ridge Times :
IGMP Que! Timed Interval v | I
Ty l , Priority s Cmnty ?mng public ‘
IGMP Query Interval (60 |seconds Hello Time 5 LR S Read only v
: Services
Multicast Stale Count |3 | query frames Max Age 20 s
Forward Delay 10 s AeroScout| Disabled v
Other Network Protocols -
Path Costs yslog | Disabled V |Faciity|5 v
[IPTP Filter  ARP Proxy: | Disabled v | Wireless 200 Eewer 0.0.0.0 | Port|514
& MFP On CIEIPObjOf  IHTTP OFf Ehertel ey NTP | Disabled v|Qry[240 |m
CIFiterBeast [ TelnetOff  (JFTP Off s 0000 Jo.0.00 |

The AeroScout service listens on Port 1144 for commands from the AeroScout engine.

Parameter Description

AeroScout Specifies the state of the AeroScout service.
DisaBLED - Disables the AeroScout service.
TAG ENABLED MODE - Forwards any Tag Reports received by the radio to the
AeroScout location engine.
TAG AND MU ENABLED - Forwards Tag Reports and any mobile unit packets
heard fromonthe RLX2-l Hx 6s channel

Syslog DisaBLED - When disabled the unit will not send syslog messages to the

Syslog Server but will continue to buffer them internally in the Event Log.
ENABLED - When enabled syslog messages will be sent as UDP packets to
the Syslog Server IP Address.

Syslog Server IP Address

This configures the IP Address of the external Syslog Server that the RLX2-
IHx will be sending its Syslog messages to.

Syslog Port Number

By default, the syslog RFC defines Port 514 to be used for syslog messages.
This field allows the setting of the Port Number that will be used to send
syslog messages. It should only be changed if the external Syslog Server
has been configured to use a different Port Number.
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SNTP Using SNTP, the RLX2-IHx can accurately set its system time so that
timestamps in Syslog message reflect 'real' time. On Startup the RLX2-IHx
initializes its system time to a built-in value representing when the firmware
image was compiled. Since each RLX2-IHx may start up at a different
instant, their system times relative to each other are uncorrelated. Note that
a time jump may occur after startup when the system time is updated after
receiving an SNTP response from a Time Server.

DisaBLED - When disabled, the RLX2-IHx will not send any SNTP queries.
ENABLED - When enabled SNTP queries will be sent to the SNTP Server IP
Address at startup and then again at every query interval.

SNTP Server IP Specifies the IP Address of the external SNTP Server that the RLX2-1Hx will
query.
Qry This parameter, in minutes, specifies the interval that the RLX2-IHx will

query the SNTP Server to update its system time. The default is 240 minutes
(4 hours). A random value of up to 4 minutes is added to each query
opportunity to help spread out the queries when there are many RLX2-1 H x «
in the network. The internal max clock drift in 4 hours should be less than a
quarter second.
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47 Configuring Serial Settings

Use the SERIAL SETTINGS tab to specify the serial communication parameters for a
RLX2-IHx series radio. Serial Settings includes four groups:

1 SERIAL ENCAPSULATION MODE

1 REMOTE IP SETTINGS
1 PACKET DELINEATION
1

PORT SETTINGS

RadiolLinx’
Radio Name: RLX2 SD CARD Signal Strength: | Master .

Radio MAC: 00.00.8D FD.D3.51 Parent MAC Tane AarsilabledBarents
Radio Type- RLXZ-IHNF-A Branch Length: 1 Address Table
Update every. 15  sec # Radios Linked: 0 Port Status
Up Time: 0 Day 2 Hr. 47 Min. 1 Sec Current Channel: 43
Link Time: nia Link hMaode: 302.11n 20MHz channe
Basic Advanced Parent Advanced Network Serial QoS WLAN MAT About
Settings Setlings Link Seftings Settings
Serial Encapsulation Mode MNone(default) ¥
Remote IP Settings Packet Delineation Port Settings
*! Single IP/URL (0.0.0.0 Delineation _ = Baud Rate 115,200(default) ¥
Method Mone
Range of IP Addresses: Data Bits B(default) ¥
From To EOL cR -
Range 1: [0.0.0.0 0.0.0.0 Delineator Parity None(default) ¥
Range 2: |0.0.0.0 0.0.0.0 EOL Time
10 Flow Cntl MNone(default) ¥
Range 3: [0.0.0.0 0.0.0.0 Gap (ms)
Range 4: |0.0.0.0 0.0.0.0 Packet 10 Stop Bits 1(default) ¥
Rate (ms)
Rmit FPort (4002 Loc Port (4002
[ Foctory Defauits | Help |

| Remote connection type for Serial App. to transport serial characters.
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471 Seri al Encapsul ation Mode Setting

Use the SERIAL ENCAPSULATION MODE parameter to specify the serial encapsulation
parameter of the RLX2-IHx series radio.

RadioLinx”

Radio Name:

Signal Strength: I Master :
Radio MAC: Parent MAC: none Available Parents
Radio Type: Branch Length: 1 Address Table
Update every: 15  sec #Radios Linked: 0 Port Status
Up Time: 0 Day 2 Hr. 49 Min. 32 Sec. Current Channel: 43
Link Time: n/a Link Mode: 802.11n 20MHz channe!
Basic Advanced Parent Advanced Network Serial QoS WLAN MAT About
Settings Settings Link Settings Settings
| Serial Encapsulation Mode | Mone{default) ¥ I
Remote IP Settings Packet Delineation Port Settings
®! Single IP/URL |0.0.0.0 Delineation ¥ v Baud Rate 115,200{default) ¥
Method None
Range of I[P Addresses: Data Bits s(default) ¥
From To EOL cR ¥
Range 1: [0.0.0.0 0.0.0.0 Delineator Parity None(default) ¥
Range 2: |0.0.0.0 0.0.0.0 ECL Time
Gap (ms) 10 Flow Cnil MNone(default) ¥
Range 3: |0.0.0.0 0.0.0.0
Range 4: |0.0.0.0 0.0.0.0 Packet 0 Stop Bits 1(default) ¥
Rate (ms)
Rmit Port (4002 Loc Port |[4002
[Foctory Defoutt= | el |

| Remote connection type for Serial App. o transport serial characters.

Parameter Description

Serial Encapsulation Mode  Specifies the serial encapsulation that the radio uses in serial
communication.
NONE - No serial data encapsulation.

UDP - You can use programs on networked computers to send short
messages or Datagrams. The radio uses the serial port to transmit and
receive packets. Note: In UDP mode if you enter a multicast group address
in the REmMOTE IP

SETTINGS group parameters, then packets are sent to that address or
addresses.

TCP SERVER - Only connections from this address will be accepted. Once the
session is established, the serial port is enabled to transmit and receive
packets. Note: To accept connections from any IP address the parameter
should be set to 0.0.0.0.

TCP CLIENT - In TCP Client mode, a TCP connection will be established with
this address.

When the session is established, the serial port is enabled to transmit and receive
packets.
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472 Remote |

P Sett

i ngs

Use the REMOTE IP SETTINGS parameters to specify the address and port information for
the remote radios for serial communication of the RLX2-IHx series radio.

RadioLinx’

Radio Mame: Signal Sirength: | Master :
Radio MAC: Parent MAG: none Awvailable Parents
Radio Type: Branch Length: 1 Address Table
Update every: 15 sec # Radios Linked: 0 Port Status
Up Time: 0 Day 2 Hr. 52 Min. 13 Se Current Channel: 43
Link Time: la Link Mode: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serial QoS WLAN NAT About
Settings Settings Link Settings Settings
Serial Encapsulation Mode | None(default) ¥
Remote IP Settings Y Packet Delineation Port Settings
®! Single IFR/URL |0.0.0.0 Delineation N v Baud Rate |115,200(default) ¥
Method one
Range of IP Addresses: Diata Bits S(default) ¥
From To EOL cR v
Range 1: |0.0.0.0 0.0.0.0 Delineator Parity None(default) ¥
Range 2: (0.0.0.0 0.0.0.0 EOL Time
10 Flow Cnil MNone(default) ¥
Range 3: [0.0.0.0 0.0.0.0 Sl s :
Range 4 |0.0.0.0 0.0.0.0 Packet 10 Siop Bits 1(default) ¥
Rate (ms)
Rmit Port | 4002 Lot Port (4002
>
[ Factory Defauts | Help |
| IP Setlings for remote radio.
Parameter Description

Single IP/URL Address
proto

col packets from this radio.

Specifies the IP address or URL of the radio to receive encapsulated serial

Range of IP Addresses

serial protocol packets from this radio.

Specifies up to 4 IP Address ranges for radios to receive encapsulated

Rmt Port Specifies the remote UDP port number to use for encapsulated serial data
transmission.

Loc Port Specifies the local UDP port number to use for encapsulated serial data
transmission.
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473 Packet Delineation Settings

Use the PACKET DELINEATION parameters to specify the way the radio separates serial
packets for serial communication of the RLX2-IHx series radio.

RadioLinx’

Radio Mame: Signal Sirength: | Master :
Radio MAC: Parent MAG: none Awvailable Parents
Radio Type: Branch Length: 1 Address Table
Update every: 15 sec # Radios Linked: 0 Port Status
Up Time: 0Day 2Hr. 5 n. 12 se Current Channel: 43
Link Time: nfa Link Mode: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serial QoS WLAN NAT About
Settings Settings Link Settings Settings
Serial Encapsulation Mode | None(default) ¥
Remote IP Settings 4 Packet Delineation N Port Settings
®! Single IFR/URL |0.0.0.0 Delineation N v Baud Rate |115,200(default) ¥
Method one
Range of IP Addresses: Data Bits S(default) ¥
From To EOL cR v
Range 1: |0.0.0.0 0.0.0.0 Delineator Parity None(default) ¥
Range 2: (0.0.0.0 0.0.0.0 EOL Time
10 Flow Cnil MNone(default) ¥
Range 3: [0.0.0.0 0.0.0.0 Sl s :
Range 4 |0.0.0.0 0.0.0.0 Packet 10 Siop Bits 1(default) ¥
Rate (ms)
Rmit Port | 4002 Lot Port (4002
B .
[ Factory Defauts | Help |

|Packet delingation: Area to specify the end of a packet.

Parameter

Description

Delineation Method

Specifies the packet separator.

TiME GAP - The radio uses a minimum time gap between characters that that the
radio interprets as a delineator for a packet. This uses the EOL TIME GAP parameter.
NONE - The radio sends all data received between packet delineation events to the
remote radio in a single network frame.

CHARACTER - The radio uses a character sequence in the stream of characters that
indicates the delineator for the packet. This uses the EOL DELINEATOR parameter.
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EOL Delineator Specifies the type of delineator the radio uses between packets when you select
CHARACTER for DELINEATION METHOD.

Type Decimal Hex Description

Use Text Any string of characters. Enter the
string of characters in the EOL
Delineator box.

CR 13 0D Carriage Return

ESC 27 1B Escape

LF 10 0A Line Feed (New Line / nl)

Null 00 00 Null

Spacebar 32 20 Space

Tab 09 09 Horizontal Tab
EOL Time Gap Specifies the time gap the radio uses between packets when you select TiME Gap for
(milliseconds) DELINEATION METHOD. This is the length of time that must elapse after a character is

received (from the local attached device) before the radio marks the end of a packet.
The smallest valid value for this parameter is limited by the device and is platform

dependent.
Packet Rate Specifies the minimum time gap that the radio interprets as an inter-packet space.
(milliseconds) When the radio detects this time gap, it defines the characters received up to that

point as a single packet and sends it to the remote radio.
Valid values are 1,000 to 500,000.
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474 Port Sett

i ngs

Use the PORT SETTINGS parameters to specify the serial port settings of the RLX2-1Hx

series radio.

Radiolinx’

Radio Name: RLX2

Signal Strength: I Master _
Radio MAC: oo Parent MAC: one Available Parents
Radio Type: RLXZHHNF-A Branch Length: 1 Address Table
Update every: 15 sec # Radios Linked: 0 Port Status
Up Time: 0 Day 2 Hr. 55 Min. 34 Se Current Channel: 48
Link Time: n/a Link Mode: 802.11n 20MHz channe
Basic Advanced Parent Advanced Network Serial QoS WLAN MAT About
Settings Settings Link Settings. Settings
Serial Encapsulation Mode Mone(default) ¥
Remote IP Settings Packet Delineation 4 Port Settings N
#/ Single IFfURL |0.0.0.0 Delingation None v Baud Rate 115,200{default) ¥
Method
Range of IP Addresses: Data Bits s(default) ¥
From To EQL R v
Range 1: |0.0.0.0 0.0.0.0 Delineator Parity Nona(default) ¥
Range 2. 0.0.0.0 0.0.0.0 ECL Time
10 Flow Cntl Mone(default) ¥
Range 3 [0.0.0.0 0.0.0.0 Gap (ms)
Range 4: 0.0.0.0 0.0.0.0 Packet 0 Stop Bits 1{default) ¥
Rate (ms)
Rmt Port | 4002 Loc Port |4002
L V.
[ Factory Defautts | Help |

| Port Settings: Configuration properiies

Parameter

Defini tion

Baud Rate

Specifies the baud rate for the serial port on the radio. This must match the baud rate

setting on the connected serial device.

Data Bits

Specifies the number of data bits for the serial port on the radio. This must match the

data bits setting on the connected serial device.
Values: 5, 6, 7 or 8

Parity

Specifies the parity for the serial port on the radio. This must match the parity setting on

the connected serial device.
Values: None, Even, Odd, 1 or 0

Flow Control

Specifies the flow control (handshaking) mode for the serial port on the radio. This must
match the handshaking mode setting on the connected serial device.

Values: None or Hardware

Stop Bits

Specifies the stop bits for the serial port on the radio. The stop bits on the radio must
match the stop bits setting on the connected serial device.

Values: 1 or 2
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4.8 Conf i

Radio Name:

RLX2 SD CARD

gur i

ng Quality

Use the QOS settings tab to specify the packet priority value parameters for the
RLX2-IHx series radio.

RadioLinx’

of

S

er vi

ce (QoS)

Signal Strength: I Master _
Radic MAC: 00.00.8D.F0.D3.51 Parent MAC: none Available Parents
Radio Type: RLXZ-IHMF-A Branch Length: 1 Address Table
Update every: 15 sec # Radios Linked: 0 Port Status
Up Time: 0 Day 2 Hr. 57 Min. 19 Sec. Current Channel: 43
Link Time: n/a Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Serial Qos WVLAM MAT About
Settings Settings Link Settings Settings
4 QoS Settings N

QoS Map Enable | Disabled ¥

Prionity Source IP Address |Destination IP Address|Source Port # Dest Port# | Protocol # Packet Length

Default Priority| 0 ¥

0 0.0.0.0 0.0.0.0 0 0 0 = =0
0 0.0.0.0 0.0.0.0 0 0 0 z =D
0 0.0.0.0 0.0.0.0 0 0 0 = =0
0 0.0.0.0 0.0.0.0 0 0 0 = =0
0 0.0.0.0 0.0.0.0 0 0 0 2 =D
0 0.0.0.0 0.0.0.0 0 0 0 = =0
0 0.0.0.0 0.0.0.0 0 0 0 = =0
b

Cancel Changes

[Factory Derauts | ritp |

|QoS Settings: Configure the QoS parameters.

RLX2-IHx series radios always prioritize frames using QoS for packets received already
marked with a priority value. The QOS tab allows you to set the default priority for frames
that the radio receives without any priority markings. In addition, you can map a priority
value to packets received without priority markings according to a set of matching

criteria.

Parameter

Description

QoS Map Enable

Specifies whether the RLX2-IHx series radio uses the priority mapping function.
ENABLED - The radio uses the priority mapping table to prioritize packets without a
priority value. You must select Enabled before you can edit the QoS Map table.
DisaBLED - The radio does not set priority values for packets without a priority value.

Default Priority

Specifies the default priority for packets received on the Ethernet interface without a

priority value (default is O - no priority).
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Parameter Description
QoS Map Table Specifies up to eight separate match criteria to identify and assign priority values to

received Ethernet packets. Each filter has several parameters that you can enable
by selecting the check box to the left of each parameter. When you enable multiple
parameters in a row, all enabled parameters in that row must match before the
radio assigns the specified PRIORITY value to a packet.

PRIORITY - The priority value the radio assigns to the received Ethernet frame if it
was not already marked with a priority value and if all enabled parameters in the
same row match.

SouRcE IP ADDRESS - A parameter match occurs for all packets received from the
device with this source IP address.

DESTINATION IP ADDRESS - A parameter match occurs for all packets received
addressed to the device with this destination IP address.

SouRcE PoRT No. - A parameter match occurs for all IP packets received with this
source port value.

DesT PoRrT No. - A parameter match occurs for all IP packets received with this
destination port value.

ProT1ocoL No. - A parameter match occurs for all IP packets received with this
protocol number.

PACKET LENGTH - A parameter match occurs for all iP packets received with the
correct packet length.

You must enter a packet length threshold

You must select the match criteria:

Select < to match if the length of the received packet is LESs THAN the threshold.
Select 2 to match if the length is GREATER THAN OR EQUAL TO the threshold.

Select both < and 2 to match ALL PACKET LENGTHS .
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49 Configuring VLAN Settings

Use the VLAN tab to specify the Virtual Local Area Network parameters of the RLX2-IHx
series radio. When the radio sends a packet, it includes the configured VLAN ID.

PI'OSOﬂ s RadioLinx®

RL*2 Master 1 Signal Strength: Master

Radio Mame:

Radio MAC: 00.00.80.F0.ES. 24 Parent MAC: nane Available Parents
Radio Type: RLHZ-IHNF-A Branch Length: 1 Address Table
Update every: i5 |sec # Radios Linked: 1 Port Status
Up Time: 0 Day O Hr. 44 Min. 5 Ssc Current Channel: 132
Link Time: n's Link Mode: 502 11n 20MHz channel
Basic Advanced Parent Advanced MNetwork Serial QoS VLAN A About
Settings Settings Link Settings Setlings
VLAN Settings
Ethernet Ethernet
S EETE Enzbled ¥ | |Main IP Address VLANID | Member| Egress Action
Main:  10.23.1.114
External Interface Ingress PVID Malsnk- 258 255,255, 0 1 o] Tag ¥
Ethernst Interface 1 T 50 v Tag ¥
S3I0 (WiFi BSS) i00 v Alternate IP Address 100 ’ Tag ¥
Alt: D.0.0.0 =
Internal Application VLAN 1D Mask: 0.0.0.0 Untag ¥
Mgmt Interface (Web, FTP) |1 ¥ o Untag ¥
EMIPModbus Access 50 ¥ Untes ¥
Telnet Logging Access 50 ¥ 2
SHMP Access 1w Untag ¥
Untzg ¥
o Untag ¥ -
N\, y
[ Factory Defauits | elp |
| R5EI(Received Signal Strength Indication): Strength of the signal FROM THE PARENT radio. |

RLX2-IHx series radios support port based VLANs. Each RLX2-IHx series radio can be
considered to have 3 different ports or interfaces; the Ethernet interface, the local
applications stack of the radio itself, and the 802.11 BSS created by each radio, allowing
client devices to associate.

You can configure the VLAN settings for the Ethernet interface on all RLX2-1Hx series
radios. You can only configure the VLAN for the Internal Application and SSID ports on
the Master radio. The Master radio pushes these settings to each connected Repeater
radio. This allows the VLAN settings for a bridged network rooted at a Master radio to
have common settings for these ports. For example, this ensures that if the Local
interface is set to a management VLAN, then all Repeater radios are accessible from a
Management PC.

To facilitate customer networks that use VLANS to separate management of network
components from operational functions, the RLX2-IHx can assign different VLAN IDs to
these functions. This allows the configuration and firmware upgrade functions to be
accessible only from a management VLAN, leaving the ENIP module on an operational
VLAN so it can be accessed by PLCs or Master Controllers.
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In the example configuration above, the RLX2-IHx is configured with three VLANs
forming a trunk link onthe RLX2-IHx6 s Et hernet i nterface. The

VLAN ID of 1, the operational VLAN has VLAN ID of 50 and a user wireless access
network has a VLAN ID of 100.

This configuration assumes the RLX2-IHx is connected to a managed switch that is
VLAN capable. Settings changes can only be done from VLAN 1 (the management
VLAN). Users connecting to the RLX2-IHx wirelessly can neither make settings changes
nor can they access the operational network.

For customer networks that assign a different subnet on each VLAN, the RLX2-I1Hx
supports the configuration of a 2" Alternate IP Address via the Basic Settings >
Access Setting section of the RLX2-IHx webpage. This allows the internal applications
to be accessed with either IP Address as long as the packet is tagged with the VLAN ID
assigned to that application.

For more information, see Appendix D - RLX2-IHx series Virtual LAN (VLAN)

Functionality (page 174).

Parameter

Description

VLAN Enable

Select this check box to enable the VLAN function of the radio.

When enabled, packets received by the radio on an interface that are not
VLAN tagged are assigned to the VLAN as set by the PVID parameter of the
respective interface.

When disabled, the radio still bridges received Ethernet packets that are
VLAN tagged but does not act on the VLAN ID of the frame or add or
remove any VLAN tags.

Ethernet (ingress) PVID
SSID (ingress) PVID

Specifies the PVID setting, representing the VLAN ID to assign to non-
tagged ingress frames from each interface (Ethernet, SSID).

Internal Application
VLAN ID

Specifies the VLAN ID to assign to applications on the RLX2-IHx.

The Mgmt Interface setting assigns a VLAN ID to the Web and FTP servers,
allowing configuration and firmware update access.

The ENIP/Modbus setting assigns a VLAN ID to the ENIP and Modbus
agents, allowing access to those modules from PLCs only from the assigned
VLAN.

The Telnet setting assigns a VLAN ID to the Telnet Server, allowing logging
access by a Telnet Client (Ex. IH Browser) only from the assigned VLAN.
The SNMP setting assigns a VLAN ID to the SNMP Agent, allowing access
by SNMP Managers from the assigned VLAN.

VLAN Settings

Specifies the details for each VLAN.

Use the VLAN Table to add a VLAN ID to the RLX2-IHx and specify whether
the Ethernet interface is a member of that VLAN and whether egress frames
should be tagged or untagged for a particular VLAN. You can configure up

to 15 different VLAN IDs.

VLAN ID - The ID of the VLAN to be included on this RLX2-IHx. Valid VLAN
ID's range from 1 to 4096. Note that VLAN ID's 1956 and 1957 are reserved
and cannot be used.

ETHERNET MEMBER - Specifies whether to make the Ethernet interface of the
radio a member of the VLAN indicatce
ETHERNET EGRESSACTION-Speci fi es whet her fr ami
VLAN ID are sent out the Ethernet port as TAGGED or UNTAGGED.
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410 Confi gNATS®Rg ti ngs

Use the NAT tab to specify the Network Address Translation parameters of the
RLX2-IHx radio. This feature maps a set of external IP Addresses to internal 'private' IP
Addresses in a 1:1 manner.

RadioLinx’

TE
Radio Name: Ref Master Signal Strength: I Master
Radio MAC: 00.0D.80.FO.E2DE Parent MAC: none Available Parents
Radio Type: RLX2-HNF-A Branch Length: 1 [ Address Table |
Update every:  [30  [sec #Radios Linked: 3 [ Port status |
Up Time: 6 Day 1 Hr. 0 Min. 50 Sec. Current Channel: 48
Link Time: nia Link Mode: 802.11n 20MHz channe
Basic Advanced Parent Advanced Metwork Serial Qo5 WVLAM NAT About
Seitings Settings Link Setfings Setfings
NAT Settings N
NAT Enable LAN IP Address LAN Subnet Mask
m Enable Profinet Bypass [ Match Name | |
Delete AutolP ne ——T Des —T
I I Mone W nfa nfa 0.0.0.0
b
[Foctory Detauts | el |
| Click Add button to add a new entry to the NAT table. Max of 16 table entries. I

When NAT is enabled, the RLX2-IHx Ethernet port becomes the default gateway for the
internal private network and the wireless interface provides access to the external
network. The IP Address configured for the RLX2-IHx via the Basic Settings Tab must
be valid on the external network. The IP Address used by the RLX2-IHx for the internal
network must be configured as the default gateway on all devices on that internal
network and is configured via the NAT tab in the LAN IP Address and LAN Subnet Mask
fields.

There are 2 types of NAT entries: 1:1 Src entries and 1:1 Dst entries. All devices on the
internal network that wish to access or wish to be accessed from the external network
must have a 1:1 Src entry in the NAT table to translate their internal IP Address to an
external IP Address. This means that the most devices that an RLX2-IHx can support on
the internal network is 16 (max NAT Table size), when NAT is enabled.
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The 1:1 Dst type entries allow a device on the internal network to address a device on
the external network using a local internal IP Address. This entry type is not often used,
but does allow configuration of devices on the internal network to be agnostic of any
external IP Address, relying on the NAT table to map a 'standard’ set of local external IP
Addresses to their actual external equivalents.

Parameter Description

NAT Enable This enables or disables the NAT function of the RLX2-IHx. NAT is only
available if the RLX2-IHx is in Repeater or Bridging Client mode. In Master
or Client modes the NAT Tab is disabled. If NAT is disabled, then no
Network Address Translation (NAT) occurs and the RLX2-IHx operates in
normal Repeater or Bridging Client mode. When NAT is Enabled the
source IP Address and optionally the destination IP Address of packets
going from the RLX2-IHx Ethernet to the wireless interface are translated
according to the NAT Table entries for those IP Addresses. The reverse
translations occur for packets going from the wireless interface to the
RLX2-IHx Ethernet.

LAN IP Address The LAN IP Address becomes the IP Address the RLX2-IHx uses for its
Ethernet interface. When NAT is enabled the RLX2-IHx operates like a
NAT router and this IP Address must also be the default gateway for the
internal private network. The default for this IP Address is 192.168.1.1 and
should be changed if a different subnet is desired for the internal network.

LAN Subnet Mask The LAN Subnet Mask defaults to 255.255.255.0 to match type C address
default for the LAN IP Address. It is important to set the subnet mask
correctly on the RLX2-IHx and that it matches the subnet mask configured
in each of the Ethernet devices on the internal network.

Enable PROFINET Bypass This function allows a single device's PROFINET layer 2, non-IP packets,
to bypass the NAT layer and transit the RLX2 from Ethernet-to-Radio or
Radio-to-Ethernet. The first PROFINET device detected on the RLX2
Ethernet whose PROFINET Name contains the Match Name value, will
have its PROFINET packets bypass the NAT layer. In order to enable a
PROFINET connection setup, a NAT entry must also be added for the
PROFINET device, to properly translate its TCP and UDP traffic between
the local and remote subnets.

Note: The PROFINET Bypass feature is only active if NAT is enabled.

Match Name This function configures a common part of a local device's PROFINET
Name that must match in order for its PROFINET packets to bypass the
NAT layer.

Example: In an automated guided vehicle application where the same
configuration is required on each AGV, if the PROFINET Names of the
PLCs on the AGVs are 'acme-agv-01', 'acme-agv-02' ... 'acme-agv-xx', then
the Match Name can be set to 'acme-agv-' to match the local PLC Name on
each AGV. Care must be taken when assigning PROFINET Names to local
devices to ensure that the Match Name will only result in a match to the
intended device and not to any other PROFINET device on the local
network.

The Match Name can be up to 31 characters and can only consist of valid
PROFINET Name characters: 0-9, a-z, ., and -.
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Parameter

Description

Add Entry

This button is used to add a new entry to the NAT table. When pressed a
new row appears at the end of the list in the table view. Up to 16 entries
can be present in the NAT table. Attempting to add more will pop up an
error message dialog. Once added the fields of the entry must be set
according to the type of translation and the IP Addresses to be translated.
Note that the entry is only saved once the Apply Changes button is
pressed.

Delete

This button is used to remove selected entries from the NAT table. When
pressed any entries that have the checkbox in the Delete column checked,
will be removed from the list. Once an Apply Changes is done the entry is
permanently removed. If the webpage is refreshed prior to clicking Apply
Changes, then the original NAT entries will repopulate the list.

NAT Table

The NAT Table contains entries that inform the NAT function on the type of
translation and on which IP Addresses the translation should occur. Each
field of an entry row is described below:

Delete - Rows that have this checkbox checked will be removed from the
NAT table if the Delete button is pressed.

AutolP - When checked this indicates that the External IP Address field will
be calculated based on the main IP Address of the RLX2-IHx using the
following formula:

Ext IP Addr = RLX2-IHx IP Address + offset,

where offset = 1 and is incremented for each row encountered that has the
AutolP checkbox selected, walking down the table.

The main benefit of this feature is to enable an IP Address assignment plan
that only requires one IP Address setting on the RLX2-IHx, allowing the
configuration to be cloned to multiple identical networks each with the same
internal IP Addresses but differing only in the one external IP Address that
is configured.

Type - The type of 1:1 NAT translation to be done. Either 1:1 Src or 1:1 Dst
must be selected. The appropriate IP Address fields in the entry will be
enabled depending on the setting.

Internal IP - The IP Address of a device on the internal network that will be
translated to the IP Address in the External IP field of this row of the table,
for packets going from Ethernet to wireless. The reverse translation occurs
on the destination IP Address of packets going from wireless to Ethernet
that match an External IP Address in the NAT Table. If the entry is a 1:1
Src type then the destination IP Address in the packet is translated to the
Src IP Address in the entry.

Dest IP - The internal IP Address representing an external device. When
this IP Address appears as the destination of a packet going from the
Ethernet to wireless it will be translated to the External IP Address of the
entry. The reverse translation occurs on the Source IP Address of packets
going from wireless to Ethernet that match an External IP Address in the
NAT Table. If the entry is a 1:1 Dst type then the source IP Address is
translated to the Dest IP Address in the entry.

External IP - An IP Address on the external network that is translated
to/from internal IP Addresses that are in the NAT Table.

ProSoft Technology, Inc.
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411 About

Thi

s Unit

This tab displays the version of various modules that have been loaded and are running

in the RLX2-IHXx.

Radio Name:

Radiolinx’
T Master

Signal Sirength:

Firmware Yersion:
‘Web Page Version:
Kernel Build:

RC Local:
Overrides Version:
Supplicant Version:

EIP_ModBus Version: EIF_1.5.1

Radio MAC: Parent MAC: none Available Parents
FENDTIE Branch Length: 1 Address Table
Update every: 100 sec # Radios Linked: 1 Port Status
Up Time: 0 Day 3 Hr. 50 Min. 52 Sec. Current Channel: 43
Link Time: nia Link Mode: 202.11n 20MHz channe
Basic Advanced Parent Advanced Network Senal QoS WLAM MAT About
Settings Settings Link Settings Settings
About This Unit
Image Version: Current Ethemnet Speed: 1Gbis

[Cancet chranges IR =ctory vefautes | reio |

|Up Time: How long the radio has been operating since power up or last reset

Parameter

Description

Image Version

This represents the software version that was last loaded into the unit.
Example: RLX2_v0036H_R. This Software Image is available for download
from the ProSoft website. This Software Image is a combo image that
contains many sub-components.

Firmware Version

This is the main radio driver version number and is one sub-component of a
Software Image. For firmware update information, please see the IH
Browser User Manual at www.prosoft-technology.com.

Webpage Version

This is the version of the webpages that are available for management of the
unit via its web interface.

Kernel Build

This date identifies when the OS kernel running in this unit was built.

Overrides Version

This is the version of the default override file that is also a sub-component of
the Software Image. The override file would only be different when custom
default overrides have been included in a special Software Image.

Supplicant Version

This is the version of the WPA Supplicant that is responsible for Enterprise
level Security and used for the Security exchange during FT Roaming.

EIP-Modbus Version

This is the version of the EIP/Modbus Agent that allows observation of radio
status and parameters using Ethernet I/P or Modbus queries.

ProSoft Technology, Inc.
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5 Diagnostics and Troubl eshoo

Use the RLX2-1 H xd@agnostic and signal strength settings at the top of the Radio
Settings window to make sure the network is working properly:

PI'OSOﬂ RadiolLinx®

Radio Name: Radio 1 Signal Strength: Master
T L SN RN AL Parent MAC: none Available Parents
Radio Type: RLX2-IHMF-A
X Branch Length: 1
F : RLX2_v032F_R
#Radios Linked: 0
Updat : 15
Dl s SEC Current Channel: -5
: Day 0 Hr. 2 Min. 20 Sec
Up Time: 0 Day 0 Hr. 2 Min. 20 Se Link Mode: 802.11n 40MHz channel
Link Time: nia
i SignalStrength :This shows the radiobds signal streng:

0 Master appears if this is a Master radio.

0 Scanning appears if the radio is scanning to connect to another radio.

o0 Not Connected appear If the radio is not connected to a network and not
currently scanning.

Update every: Specifies the interval (in seconds) between updates.
The other parameters on this display are Read-only.

= =

Tip:You can display the help topic for any parameter by clicking the parameter name.

You can perform the following troubleshooting routines:

Check the Ethernet cable

Check the LEDs on the radio

Retrieve the default password by resetting the radio
View error messages in the IH Browser

Find missing radios

= =4 =8 -8 =9

51 Checking the Ethernet Cabl e

I f the radiobs Ethernet port is connected to a
not light on the radio, there may be a problem with the Ethernet cable. Verify that the

cable is plugged into the radio at one end, and to an Ethernet hub, a PC, or a

10/100/1000 Base-T Ethernet switch at the other end.

If using the PoOE injector, verify that the M12 to RJ45 cable is connected between the
radio and the injector and also that the Ethernet patch cable is connected between the
injector and the switch.

Note:The RLXHx series radio ad&gects the Ethernet conndgpenandoes not require a
crossover cable for direct connection to a PC.
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52 LED Displ ay

The RLX2-l Hx series radio front panel includes a set
status.

LED Description

POWER * Booting up

® Fully operational

This two-color LED turns amber when power is first applied. After power is applied, this
LED goes out completely for about four seconds while the internal hardware is initialized.
After initialization the power LED turns green, indicating the radio is fully operational.

RF = Transmitting data over the wireless interface
TRANSMIT

RF RECEIVE = Receiving data over the wireless interface
SERIAL = Receiving serial data

ETHERNET = Transmitting Ethernet data over the wireless interface
Note that the state of the front-panel ETHERNET LED may not necessarily correspond to
the state of the DATA LED on the Ethernet connector. The DATA LED on the Ethernet
connector indicates traffic over the wired link, while the ETHERNET LED indicates network
data sent or received through the wireless link.
For example, if the radio is pinged over the wired link, the DATA LED on the Ethernet
connector blinks but the ETHERNET LED does not (because the ping packet was not
transmitted over the air).

NET » Blinks if SD card with new configuration inserted. Reserved for future additional use.
MOD » Blinks if SD card with new configuration inserted. Reserved for future additional use.
SIGNAL » » » Blinks if SD card inserted with new configuration. This is for all radio modes.
STRENGTH

Radios in Master mode:

& ® O No radios linked

2 ® ¥ One or more radios linked (right LED blinking).

¥ ¥ ¥ DFS Channel Availability Check in progress (all LEDs blinking Amber)

Radios in Repeater or Client mode:
O O O No Signal

#® O O Radio linked, Poor Signal
® ® O Radio linked, Fair Signal

#® @ #® Radio linked, Good Signal

The following LEDs should illuminate when you connect the power and Ethernet cables
to the radio.
1 The POWER LED should turn green.
1 The SPEED LED on the Ethernet connector should indicate a valid wired link. This
LED is located at the top of the Ethernet RJ-45 connector and is marked SPEED.
o OFF=10MB
o ON=100MB
o BLINK=1GB

1 The RF TRANSMIT and RF RECEIVE LEDs should start to blink occasionally.
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For radios in Repeater or Client mode, all three SIGNAL STRENGTH LEDs blink just
after the radio links to the Master radio but before fully authenticating the link. Normally
this lasts only a few seconds. If the SIGNAL STRENGTH LEDs blink for longer than a
few seconds, or do not stop blinking, it usually means the encryption keys are not
correct. The Wireless Security Settings on a Repeater radio must match those on the
Master radio. See Configuring a Radio - Getting Started (page 39).
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53 Resettingl @ e RLE2 Radi o

If you lose the password to a radio, you cannot change the radio settings. You can reset
the radio to restore the default password, but the radio loses all the configuration
settings and returns to the default settings.

531 Resetting-ItHh\eW RbX2 RIHNW®Ct o Def aul ts

These steps reset the radio to its default settings, including the default password.

1 Remove power from the radio.
2 Press the Reset button. The Reset button is located on the front of the unit just under
the ProSoft logo.

The Reset button is located

under thislogo. Press firmly

to reset the radio to its f © ®
default settings.

ProSoft

RadioLinx

HNF-W

3 While holding down the button, apply power to the radio and continue to hold the
button down for 30 seconds.

This resets the radio to its default settings. You can now log in to the radio using the
default password: password .
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532 Resetting All Other Radios

These steps reset the radio to its default settings, including the default password.

1 Remove power from the radio.
2 Locate the Reset button hole.

8WMAX DATA SPEED: OFF=10MB, ON=100MB, BLINK=1GB

e R | & -

T -
10-24 VDC  ETHERNET RS-232

3 Insert the end of a paperclip or similar device into the hole to press the reset button.
4 While pressing the reset button in with a paperclip, apply power to the radio, and
continue to hold down the reset button for 30 seconds.

This resets the radio to its default settings. You can now log in to the radio using the
default password: password .

54 Unable to scan for AP's error message

The Unable to scan for AP's error message may appear in the IH Browser when it
attempts to scan for radios and no valid network connection exists on the PC (wired or
wireless).

Access Point utility

L Unable to scan for AP's,
. This error has been recorded in your event log.

To correct this error

1 Confirm that the PC has at least one active network (LAN) connection. It could be a
wired Ethernet connection or a wireless 802.11 connection.

2 Confirm that the network connection has a valid IP address. The network connection
might need to have a static IP address assigned to it. Check the IP address of the
network connection to determine that one has been assigned.
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55 Finding Missing Radios
If the radios are not visible in the IH Browser, try the following:

1 Refresh the IH Browser display. The IH Browser sends scans as broadcast
messages, which can be dropped in RF connections, requiring that you repeat the
scan.

2 Disable any software firewall running on the PC (This is most common in Windows
XP and newer). Open the Network connections folder in the Windows Control Panel,
then open the Local Area Connection Properties window and verify that the check
box under INTERNET CONNECTION FIREWALL is not checked.

3 If these steps do not help, verify that the PC running the IH Browser and the radios
are connected to the same local network.

4 In the IH Browser, change to the Topology view. From the VIEw menu, click
TopPoLOGY VIEW. Any unlinked radios may appear at the bottom of the window. Scroll
down to see all the unlinked radios. If you still cannot see the radios in the IH
Browser, call ProSoft Technology Technical Support. See Contacting Technical
Support (page 216).
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6 Security

This chapter contains security recommendations for the RLX2-IHx. It covers the
following lifecycle phases:

Secure installation

Secure commissioning

Secure administration and operation
Secure maintenance

Secure decommissioning

= =4 =4 -4 =4

A secure device can help maintain the security and availability of the network.

6.1 Scope

This chapter covers the recommended device security measures throughout the lifecycle
of the device. These recommendations include:

1 How to achieve defense in depth for the device
9 How to harden the device

1 How a specifically configured device can help achieve defense in depth for the
system

1 How a specifically configured device can help harden the system

A network device is part of a superordinate system. Therefore, the device and the
system are interdependent. The system lifecycle and the requirements of the system for
defense in depth are outside the scope of this document. References to the system
lifecycle are made only if necessary, and only for informational purposes.

For the network, additional planning and implementation steps may be necessary. For
example, an L3 network plan may be needed in addition to the VLAN plan mentioned in
this document. The L3 network plan and the VLAN plan are both outside the scope of
this document.
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6.2 Defem#depth

Defense in depth is a strategy that employs various independent security measures to
guard an asset under consideration against specific attacks.

A system that employs defense in depth first confronts an attacker with a particular
barrier. If an attacker overcomes this barrier, the system presents another barrier of a
different type. A minimum of 2 barriers of different types shall guard any system asset
under consideration. This layered security approach is considered best practice. It
potentially demoralizes an attacker while taking the imperfection of real-world security
barriers into account.

6.21 DefemdeptwbHar dening

In comparison to hardening, defense in depth is a more selective and structured
approach. Defense in depth employs a specific subset of all conceivable security
measures.

Hardening can be characterized as defense in broad. It aims at closing as many
weaknesses in any barriers as reasonably possible. A strategy for hardening may
include the concepts "least necessary functions" for the device and "least necessary
privileges" for user accounts.

Develop a strategy for defense in depth first, then complement it by hardening.

For more information about secure installation recommendations, see section 6.4.1
Secure Installation Location.

6.22 Responsibilities
Defense in depth as well as hardening need planning, implementation and maintenance.
It is the responsibility of the system operator to perform these steps.

It is recommended to consider all security measures given in this document, and to
select those that are most relevant for the actual situation.
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6.23 Exampl e

ID Barrier Description
System Level
1 Internet Firewall An attacker must overcome the internet firewall to gain access to
the company Intranet.
2 Industrial Firewall An attacker must overcome the industrial firewall to gain access to

the industrial network. The industrial firewall separates the
industrial network from the company Intranet.
3  Dedicated device management An attacker must overcome VLAN restrictions to snoop packets like

VLAN unknown unicast frames of device management traffic.
Device Level

4  Secure management protocols An attacker must overcome encryption to snoop packet contents.

5  Non-default user account An attacker must guess or discover the actual user account names.
names’

6  Non-default passwords? An attacker must guess or discover the actual passwords.

7  Specific, restricted account An attacker must guess or discover the administrator account
privileges credentials to read privileged data or manipulate device settings.

! Dedicated user account names can be device-specific and can be deliberately chosen
to be non-descriptive.

2 Passwords can be specific to a certain access protocol (for example HTTPS or
SNMPV3) and can be device specific.
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6.3 | mpaocfith®y stleimf e ctyecch@e vilcief ecycl e

A network device is a component in a superordinate system. The system lifecycle
determines parts of the device lifecycle. A system lifecycle involves a planning phase.
The decisions taken in the planning phase affect the device lifecycle directly or indirectly.

Typical decisions during system planning include:

1 The physical position of the device, for example, its installation location and
environment

1 The logical position of the device, for example, the security zone
1 The requirements of the system for defense in depth

6.31 VLARI an

VLANSs are a software-configurable concept to segregate a LAN (layer 1) into separate
Virtual LANs (VLANS) on layer 2. Advantages include the separation of data packets
belonging to different VLANS. The separation also applies to flooded multicast,
broadcast, and unknown unicast frames. This helps confidentiality besides helping
reduce the network load on layer 1.

A VLAN plan is a prerequisite for a secure configuration of the device and in turn for the
security and availability of the system. Create a VLAN plan that segregates the network
on layer 2. A dedicated management VLAN can be a barrier component in the defense
in depth strategy.

For simple networks, a VLAN plan and the configuration of VLANs may be considered
unnecessary from a functional perspective. However, VLANs are recommended from a
security perspective.

Note:For the network, additional planning and implementation steps may be necessamlLBc example,
networklan(outsidéhescopefthisdocument) may be neddadditiotothe VLAN plan.
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64 | mpaocfDeviReequi remensg Ptleamni ng

Some requirements of the device have an impact on the system lifecycle phases and
system planning.

Topics of this interdependence include:

1 A secure installation location, including the following aspects:
o Device availability: Power supply, power budget, and data link redundancy
o Device and port LEDs

1 The detailed physical device security requirements

9 The user account policy parameters the device offers:
o For the login policy
o For the password policy

T VLAN I D restrictions arising from certain re
payload traffic and device management.

641 Seculrrest allloatit 0pon

Refer to the RLX2 Installation Guide (www.prosoft-technology.com) for a suitable
physical installation location.
Select a location that offers appropriate device security by restricting physical access:

1 Install the device in a facility where only authorized personnel have access.

6.4.1.1 Device Availability

Device availability can be an important base for the security of the superordinate system.
Check that the following device availability requirements are met as needed:

1 Provide redundant power supply
1 Provide an adequate power budget

1 Provide data link redundancy. For wireless Client devices ensure the wireless
infrastructure has enough redundancy such that the client is within range of at least
2 Access Points at all times.

6.4.1.2 Device and Port LEDs

The device and port LEDs show important information about the device state and the
port states.

To prevent information leakage, consider the following security aspects as needed in
addition to the secure installation location:

1 Install the device in a cabinet with an opaque door.
1 Cover or obstruct the LEDs with a removable cover.
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642 Dedicé@sedccoldoagiPol icy

Given its function is dedicated to bridging data packets to a peer device, the device has
a simple login policy. There is only one Login Role and Account, since there is no reason
to access its web interface other than to make configuration changes.

NoteSel ecti on of a &6strongb6 password is highly re
strategy. Use the following guidelines when selecting the password to use for the device.

643 Passw8tdength

The device provides feedback as the user enters a new password by changing the
background color of the edit box. The color changes from Red (weak), to Yellow, to light
Green, to dark Green (strong), using the following policy:

1  Minimum password length of 10

9 Must contain both uppercase and lowercase characters
9 Must contain one or more digits

9 Must contain one or more special characters

Note:The default password must be changed on the first login. It is recplanaededaiching
passworgdolicywhen selecting a passuaiod saved ceachdevice.

644 Dedi cabgdiPolgi cy

Configure device logging settings:
9 Assign the required logging destinations.
1 Assign the required syslog facility level.
1 Enable SNTP to provide real-time timestamps in syslog messages.

Notelt is recommendeglananoverarchindgvicéoggingolicyandapplyttoeachdevice.

ProSoft Technology, Inc. Pagel41of216



RLX2Hx SerieB802.114a, b, g, n Device Security
Industrial Hotspots User Manual

7 Device Security

This chapter covers the device security throughout the lifecycle phases of the RLX2-IHx.

71 Prerequisites

It is assumed that the following system planning steps have been addressed, including:
1 Suitable physical location for the devices
9 Creating a dedicated account password policy

7.2 Recommended alSequieon e

The device security lifecycle phases in a practical order are:
Choice of an installation location

Initial software update

Initial security configuration

Possible hardware modification for security

Initial device installation

Operation

Maintenance

Decommissioning

=A =4 =4 -4 -4 -4 A A

Note:Dependingnneeds of the system vioeksteps can be performeaddifferensequence.

721 Reas dnosr Rielceo mme nidnesd alSeguieoc e

Performing the initial configuration and the initial software update before the initial device
installation can have the following benefits:

1 The required resources, for example, prepared configuration files and device
labels, may be more conveniently available in an office location.

1 Time-consuming steps like software updates can be performed in parallel.

1 Associated devices, for example, devices participating in a ring redundancy, can
be configured contiguously.

1 The remaining work steps in the field require less time.
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722 RecommennPdreedp ar fadlinost al | ati on

The following recommendations can help reduce the initial effort and save time:
91 Decide which device software release to run on the devices.
9 Download the selected software files.
1 Prepare device configuration files based on the network plan.
1 Prepare device labels.

Note:lt is recommendedisethelatestvailablecleas®fthedevicesoftware.

7.3 ChoiocfaSeculrrest allUoactaitoino n

Refer to the RLX2 Installation Guide (www.prosoft-technology.com) for a suitable
physical installation location. The devi cebs function usually dicta
location, e.g. inside an AGV, or on a roof support if it is being used as an Access Paint.

Check that the following device security requirements are fulfilled if possible or
applicable:

1 Install the device in an area that only authorized personnel have access.
9 Install the device in a cabinet to which only authorized personnel have access.
1 Install the device in a cabinet with an opaque door.

731 DeviAveai | apbeiguiitrye ment s
Device availability can be an important base for the security of the superordinate system.
Also consider implementing measures that increase device availability.
Check that the following device availability requirements are fulfilled if needed:
9 Provide an adequate power budget.

1 Ifin a wireless client mode, provide adequate overlap of coverage by the wireless
infrastructure.

7.3.1.1 Power Supply Power Budget Requirements

Refer to Appendix J - Detailed Radio Specifications for the power requirements of the
device. Check that the power requirements are fulfilled if needed:

1 One single power supply can deliver power for all the connected devices.
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74 Soft Wwhprdeat e

The following description applies to:
1 The initial software update for a device out-of-the-box.
1 A software update as part of operation or maintenance.

Check if an updated release of the device software is available at:
www.prosoft-technology.com.

NoteTocheckherunningoftwareseleasenadevicéhatdoesotyethaveaniPconfiguration, it is
recommended to use the IH Browser Windows application. For more information, please s e:
RadioLinx IH BrowseroSoft Technology, Inc.

To update the software on the device, management access to the device is needed. At
the first login, the device requires the default password to be changed. Use a dedicated
password according to the password policy.

If the device software is to be updated:
1 Back up the device configuration.
2 Update the device software, using a secure mechanism.
3 The new software will take effect when the device automatically reboots.

Note:lt is recommended to regularly check for device software updates anchuadahledédase.
Anewreleasef thedevicesoftwareanprovideecurity improvements or benefits like newrséatad /
device functians
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75 SecurCiony i gurati on

The following description applies to:
1 The initial security configuration for a device out-of-the-box.
1 Changes in the security configuration as part of operation or maintenance.

To save time and effort with several such devices in the network, perform the following
security configuration steps by loading a prepared configuration into the device using the
IH Browser management tool.

At the first login with the default password, the device requires the password to be
changed. Use a dedicated password according to the password policy.

Perform the following steps as needed:

1 If using WPA2 or WPA3 Personal encryption, enter the Passphrase that was
selected for the wireless network. The Administrator should ensure the
Passphrase strength is observed. For more information, see section 6.4.3
Password Strength.

1 Preferably 802.11 Management Frame Protection should be enabled.
9 Disable insecure management protocols.

When the device configuration is complete:

9 If configuration was done manually it should be documented or backed up using
the IH Browser management tool.

9 Include other device-related data like private keys.

751 Di salbh®e dMarneage nPemtt ocol s

By default the following insecure management protocols are disabled and must be
manually enabled via configuration settings on the web interface. Private data in the
device consists of passwords and the WiFi Passphrase. Using this criteria the insecure
interfaces are subdivided into two groups:

1 Interfaces that expose private security data:
0 FTP (default: disabled)
0 HTTP (default: disabled)
1 Interfaces that do not expose private security data:
0 SNMPv2 (default: disabled)
0 Telnet (default: disabled)
0 EIP Agent (default: disabled)
o IH Browser interface (default: enabled)

It is highly recommended to only use the secure HTTPS interface for management of the
device. If any of the above interfaces need to be enabled, it should be ensured that the
device is installed in a network that is only accessible by authorized personnel.
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752 CreaBackofpevi-Spec Dat a
When the device configuration is complete:

1 Consider creating a backup copy of the configuration. For example, place the
backup file in a device-specific folder that is only accessible by authorized
personnel.

9 Include other device-specific data. For example, copy device-specific private keys
or certificates to the same device-specific folder.

1 Keep the backup files separate from the device in a secure location.
This minimizes effort to replace a device should the hardware become inoperable.

76 PossiHmlredwMo @i f i cfadSiecrmug i ty
The following descriptions apply to:
9 The possible hardware modifications for a device out-of-the-box.
1 Possible hardware modifications as part of operation or maintenance.

Perform the following hardware modification steps, like covering or obstructing a slot or a
port, as needed:

1 Restrict physical (visual) access to the device and port LEDs.

761 RestPhygsti(cvalsAat @stshPeoviacneBo rLtEDs
For high security requirements, perform the following steps as needed:

1 Install the device in a cabinet with an opaque door.

9 Cover or obstruct the LEDs with a removable cover.
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77 Devilcnest all ati on
The following description applies to:
1 The installation of a device in a new system.
1 Changes to the device as part of operation or maintenance.

For more information about device installation, please see chapter 3 RLX2-IHx Series

Quick Setup.

78 Operation

In the operation phase of the device, it is assumed the appropriate physical and logical
steps to set up the device and operate properly regarding the functional and security
aspects of the device are observed. This reduces the required security steps during the
operation phase to the considerations already described in this document.

781 Environm@emtdal i ons

Obey the environmental conditions given in Appendix J - Detailed Radio Specifications.
Do not open the device.

782 Connectivity

Obey instructions for connecting the Ethernet port.
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7.9 Mai ntenance

791 Soft whprdeat e

If necessary, perform a software update:
9 For the security aspects.

9 Forthe detailed steps, see the IH Browser User Manual at
www.prosoft-technology.com.

792 Har dwRe gl acement
Note:Do nobpen théelevice.

Perform the following steps:
1 Perform an initial software update.

1 Perform the software configuration, for example, by transferring the existing
configuration of the old device to the new device.

793 Har dwRegair

Should the device need repair, consider the following recommendations:
1 Do not open the device.
1 Send the device to the manufacturer for repair.
1 Keep a backup copy of the device configuration.

If necessary and possible, reset the device to factory defaults to erase the configuration
and other confidential data before returning to the manufacturer.
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710 Decommi ssi oni ng

For high security requirements, consider physical destruction. Secure physical
destruction addresses the possible reading-out of memory blocks from the flash memory
and makes deletion and wiping redundant.

Note:lf the devide to be used in the fytaomsider leaving the device and its software intact ai 1
deleting or wiping only the data on the device and on the external memory.

7101 DestruaecfCopohi d®&nt aal

Note:Resetting the device to the default state performs normal file deletion operatioaa@n t e device
theexternahemorywhichmayleavesomeofthefilecontentsrblocksntheflash memory intact.

If there are high security requirements, consider the physical destruction of the device
and the external memory if used.

7.10.1.1 Reset to the Delivery State
1 For the deletion of data, perform the following steps as needed:

1 Reset the device to the factory default state. This deletes the configuration in the
device.

9 If necessary, manually delete the configuration profiles on the external memory
and/or any other files on it.
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7.10.2 Sec uRhey siDeaslt r ucfDe v nhacne@o mponent s
For the secure physical destruction of physical components, perform the following steps
as needed:

91 Physically destroy any external memory SD Card that was used with the device.
This addresses:

o Any configuration file on the external memory.
1 Physically destroy the device, including the flash memory chips. This addresses:
0 The HTTPS certificate in the device.
0 The configuration in the device.
0 Any other files in the device.
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