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1. PREFACE

1.1. INTRODUCTION TO THE INTERBUS ROUTER

This manual describes the installation, operation, and diagnostics of the Aparian INTERBUS
Router module. The INTERBUS Router, (hereafter referred to as the module) provides
intelligent data routing between either EtherNet/IP or Modbus TCP and an INTERBUS master.

INTERBUS is a fast sensor—actuator bus for transmitting process data in industrial
environments. Due to its transmission procedure and ring topology, INTERBUS features a fast,
cyclic, and time-equidistant process data transmission.

Each slave device has an input and output bidirectional port allowing the ring structure with
only a single cable between each device.

Device Device Device
Master = Yz Sp »z 5 vz 5
- o or O
#1 #2 #3

Figure 1.1. — INTERBUS System

The INTERBUS Router module can emulate up to 15 INTERBUS slave devices, and map the
INTERBUS input and output data to EtherNet/IP or Modbus devices.

Each (virtual) INTERBUS device can be configured for a specific Device Class, Type, Data
Direction and Data Width.

Primary Interface:
The module can use one of four Primary Interface modes:

EtherNet/IP Target

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes a number of Class 1
connections to the module. INTERBUS data can be mapped into 4 separate input and output
class 1 cyclic connections to the Logix controller (allowing up to 2KB input and 2KB output to
be exchanged at the requested packet interval — RPI).

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of two methods to read and write data
to and from the INTERBUS master:
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EtherNet/IP Explicit Messaging

This allows an INTERBUS master to exchange data with up to 10 EtherNet/IP devices.
The module can use either Class 3 or Unconnected Messaging (UCMM) to Get and Set
data in the remote EtherNet/IP devices.

Direct-To-Tag technology

This allows the INTERBUS master to exchange data with a Logix controller without the
need to write any application code (e.g. ladder) in Studio 5000. The INTERBUS slave
data is directly read from, or written to, Logix tags.

EtherNet/IP Class 1 connection

INTERBUS data can be mapped to a maximum of 15 EtherNet/IP devices using input
and output class 1 cyclic connections. This will allow the INTERBUS Router to “own”
the EtherNet/IP target device and exchange INTERBUS slave data using the
EtherNet/IP device’s input and output assemblies.

Modbus Server

The diagnostics and INTERBUS data will be written to, or read from, the module’s internal
Modbus Registers (Holding or Input Registers). These registers can be accessed by a remote
Modbus Client using Modbus TCP.

Modbus Client

The diagnostics and INTERBUS data will be written to, or read from, the module’s internal
Modbus Registers (Holding or Input Registers). The Modbus Auxiliary Map can then be used
to configure the Modbus data exchange between multiple remote Modbus Server devices and
the module’s internal Modbus registers via Modbus TCP.

The INTERBUS Router is configured using the Aparian Slate application. This program can be
downloaded from www.aparian.com free of charge.
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EE INTERBUS
Master
(PLC)

T

INTERBUS

INTERBUS
Router
EtherNet/IP
,? o ||| B mteozs Soxe @ ows e
D EtherNet/IP

Flex-10® (1794) Overload

Figure 1.2. — Example of a configuration connecting INTERBUS master to EtherNet/IP I/O

The module also provides a range of statistics, Modbus packet capture functions, and internal
Modbus and Data table reads to simplify the diagnostic process for remote diagnosis.

The module has two Ethernet ports and supports Device-Level-Ring (DLR) architectures.
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1.2. FEATURES

Module can emulate up to 15 INTERBUS slaves.
Supports all INTERBUS Baud Rates (500 kb & 2 Mb).

Module has various Primary Interfaces:

EtherNet/IP Target (Class 1 connection)
Modbus Server (TCP)
Modbus Client (TCP)

EtherNet/IP Originator (Class 1 connection with up to 15 EtherNet/IP devices
and Explicit Messaging, including Direct-To-Tag Logix tag access, with up to 10
EtherNet/IP devices).

Slate software provides a Modbus packet capture utility for better diagnosis of issues.
Dual Ethernet ports which support Device-Level-Ring (DLR).

Small form factor — DIN rail mounted.
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1.3. ARCHITECTURE

The figures below provide an example of the typical network setup for connecting INTERBUS
devices to either EtherNet/IP or Modbus TCP.

EE INTERBUS
| Master
(PLC)

INTERBUS

INTERBUS
Router

EtherNet/IP

ControlLogix®

Figure 1.3. — Example of connecting to a Logix Controller
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INTERBUS
Master
(PLC)
INTERBUS
INTERBUS
Router
EtherNet/IP
[§°— Mm] @ mimos fec | @ ows  Heo

[

Flex-10® (1794)

EtherNet/IP
Overload

Figure 1.4. — Example of connecting EtherNet/IP I/O

INTERBUS
Master
(PLC)
INTERBUS
INTERBUS
Router
Modbus TCP

Remote Modbus Device
(Client / Server)

Figure 1.5. - Example of connecting to a Modbus TCP Client or Server
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I T INTERBUS
(PLC)

@ o © 0.0
O O o O
@ o © 0.0
INTERBUS 0.0 ©.0
OC ©0
INTERBUS
Router
INTERBUS INTERBUS
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EtherNet/IP
2 e || B mtemozs Foric

Flex-I0® (1794)

Figure 1.6. - Example of extending INTERBUS to additional INTERBUS slaves.

1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slate Installation http://www.aparian.com/software/slate

INTERBUS Router User Manual

INTERBUS Router Datasheet https://www.aparian.com/products/INTERBUSRouter

Example Code & UDTs

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/ins
tallation/guide/cde205 220 420 hig/Connectors.html

Ethernet wiring standard

Table 1.1. - Additional Information

1.5. SUPPORT

Technical support is provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.
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For additional support the user can use either of the following:

Resource Link
Contact Us web link https://www.prosoft-technology.com/Services-Support/Customer-Support
Support email support@prosoft-technology.com

Table 1.2. — Support Details
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2. INSTALLATION

2.1. MODULE LAYOUT

The module has two INTERBUS ports (IN and OUT) on the front of the enclosure, two Ethernet
ports on the angled front, and one power port at the bottom, as shown in the figure below.

The power port uses a three-way connector which is used for the DC power supply positive
and negative (ground) voltage as well as the earth connection.

The Ethernet cable used for the Ethernet ports must be wired according to industry standards
which can be found in the additional information section of this document.

1NdNI

1lnd1ino
=}

Ethernet A

Ethernet B

Power

Figure 2.1 — INTERBUS Router side and front view

The module also supports an SD Card for disaster recovery which can be used to automatically
update the configuration, network parameters, and/or firmware of a new module.
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The module provides six diagnostic LEDs as shown in the front view figure above. These LEDs
are used to provide information regarding the module system operation, the Ethernet
interface, INTERBUS and the auxiliary communication.

Switches

a
o

o N

Figure 2.2 — INTERBUS Router top view

The module provides four DIP switches at the top of the enclosure as shown in the top view

figure above.

DIP Switch Description

DIP Switch 1 Used to force the module into “Safe Mode”. When in “Safe Mode” the module will not
load the application firmware and will wait for new firmware to be downloaded. This
should only be used in the rare occasion when an earlier firmware update was
interrupted at a critical stage.

DIP Switch 2 This will force the module into DHCP mode which is useful when the user has forgotten
the IP address of the module.

DIP Switch 3 This DIP Switch is used to lock the configuration from being overwritten by the Slate.
When set Slate will not be able to download to the module.

DIP Switch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP address to

192.168.1.100 and network mask 255.255.255.0. The user can then switch the DIP
switch off and assign the module a static IP address if needed.

Table 2.1 - DIP Switch Settings

2.2. MODULE MOUNTING

é NOTE: This module is an open-type device and is meant to be installed in an
enclosure suitable for the environment such that the equipment is only accessible
with the use of a tool.
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The module provides a DIN rail clip to mount onto a 35mm DIN rail.

7.5%

— 35203 ROS

\ Sezione A / Section A
0.3 mox -—l—-—— —~
Sezione A / Section A

27x0.2

| 2,2 min. fino o/ To 2,5 max

24+0

Figure 2.3 - DIN rail specification

The DIN rail clip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flat screwdriver to pull the clip downward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.

Figure 2.4 - DIN rail mounting
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2.3. POWER

A three-way power connector is used to connect Power+, Power— (GND), and earth. The
module requires an input voltage of 10 — 30Vdc. Refer to the technical specifications section
in this document.

NOTE: The module allows the user to provide power on both bottom and front
power connectors and can be used for power supply redundancy.

Earth

Power

SO

Figure 2.5 - Power connector

2.4. INTERBUS PORTS

There are two five-way INTERBUS connectors for the INPUT and OUTPUT ports respectively.

/DO et [} ()

Z| Do

g /D e ] ()

3 DI .
GND

o| /PO — ] ()

C DO Q) .

- ID| et ] ()

C DI 1)

=] eND 0

Figure 2.6 — INTERBUS IN/OUT connector
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2.5. ETHERNET PORTS

The Ethernet connectors should be wired according to industry standards. Refer to the
additional information section in this document for further details. The module has an
embedded switch connecting the two Ethernet ports.
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian
Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate.

Aparian-Slate — O *

File Device Tools Window Help

oElE Xa A4S BRe

Figure 3.1. - Aparian Slate Environment

3.2. NETWORK PARAMETERS

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as factory default.
Thus, a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, etc.). There are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slate be used.

Within the Slate environment, the DHCP server can be found under the Tools menu.
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S Aparian-Slate

File Device | Tools | Window Help
el £ Target Browser

)
|48 DHCP Server

1 Event Viewer
£ DeviceFlash
we  Packet Capture Viewers C

G5D File Management

FF DD Management

CAMN EDS File Management
DeviceMNet EDS File Management

# Application Settings

Figure 3.2. - Selecting DHCP Server

Once opened, the DHCP server will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.

DHCP Server =0 EE X"
Port Info
MAC Address Vendor Requests  Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7:7D Aparian 2 5 Assian Discover

Running - Active Local IP addresses: 6 of 6

Figure 3.3. - DHCP Server

to the local PC’s firewall. During installation, the necessary firewall rules are
automatically created for the Windows firewall. Another possibility is that
another DHCP Server is operational on the network and it has assigned the IP
address.

@ NOTE: If the DHCP requests are not displayed in the DHCP Server it may be due

To assign an [P address, click on the corresponding “Assign” button. The IP Address
Assignment window will open.
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[=E@]=]
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7-7D Aparian 16 4 Discover
Assign IP Address for MAC : 00:60:35:36:B7:7D - O X
IP Address Recent
[ 192 . 88 . 1 130 | 192.168.1.170
192.168.1.130
192.168.1.143
Enable Static (Disable DHCP) 192.168.1.147
192.168.1.204
192.168.1.200
Ok Cancel
Running - Active Local IP

Figure 3.4. - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be
selected by clicking on an item in the Recent List.

If the “Enable Static” checkbox is checked, then the IP address will be set to static after the IP
assignment, thereby disabling future DHCP requests.

Once the IP address window has been accepted, the DHCP server will automatically assign the
IP address to the module and then read the Identity object Product name from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

DHCP Server =R E=R "}
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:36:87:7D Aparian 30 3 192.168.1.130  Assian Set Static INTERBUS Router

Running - Active Local IP addresses: 6 of 6

Figure 3.5. - Successful IP address assignment

It is possible to force the module back into DHCP mode by powering up the device with DIP
switch 2 set to the On position.
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A new IP address can then be assigned by repeating the previous steps.

NOTE: It is important to return DIP switch 2 back to Off position, to avoid the
/ : \ module returning to a DHCP mode after the power is cycled again.

If the module’s DIP switch 2 is in the On position during the address assignment, the user will
be warned by the following message.

DHCP Server P

I Cannot set IP address to static. Check module's hardware DIP-switch settings.
PN

Figure 3.6. - Force DHCP warning

In addition to the setting the IP address, a number of other network parameters can be set

during the DHCP process. These settings can be viewed and edited in Slate’s Application
Settings, in the DHCP Server tab.

Once the DHCP process has been completed, the network settings can be set using the
Ethernet Port Configuration via the Target Browser.

The Target Browser can be accessed under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
+a€| |p

Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

AR S

Packet Capture Viewers 3
GSD File Management

CAN EDS File Management
Build DeviceNet EDS Catalog

& Application Settings

Figure 3.7. - Selecting the Target Browser

The Target Browser automatically scans the Ethernet network for EtherNet/IP devices.
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Target Browser E\
0O Done

192.168.1.80: FF Link/B
192.168.1.105: PA Link/B
192.168.1.106 : Modbus IPBlock
192.168.1.146 : IP Point HART Out

192.168.1.162 : PLX51-HART-8I

192.168.1.170 : INTERBUS Router

192.168.1.171 : INTERBUS Router

192.168.1.184 : FF Link/B

Figure 3.8. - Target Browser

Right-clicking on a device, reveals the context menu, including the Port Configuration option.

Target Browser \E\
‘? C’) Done

192.168.1.146 : IP Point HART Out

192.168.1.162 : PLX51-HART-8I

192.168.1.170 : INTERBUS R
Select

192.168.1.171 : INTERBUS R

Scan
192.168.1.184 - FF Link/B » Add Child Node
192.168.1.221: DESKTOP-R, (= Properties

192.168.1.233 : DH485 Rout |n Port Configuration

CIP Sync Parameters

192.168.1.238 : DeviceNet Rqg 0 Reset Module 5

192.168.1.241 : Modbus Rout -+- Flash LED

I:l———I:l———.l—_-n

192.168.15.108 : DESKTOP-R kd  UDPA Set P Address

Figure 3.9. - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.
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I3 Ethernet Port Configuration — O X
g

Port Configuration  Interface Statistics Media Statistics

MAC Address 00:60:35:36:B7.7D
TCP Inactivity Timeout (s)

Network Configuration Type Port 1 Port 2
O Dynamic Method ~ DHCP Negotiation Negatiation
Static Configuration Part Speed Port Speed

IP Address [ 192 . 168 1 130 | 100 100
SubnetMask [ 255 = 255 _ 255 . 0 | Duplex Duplex
Default Gateway | " 0 0 0 | Full Duplex Full Duplex
Primary NS | 0 0 0 g | General
Secondary NS 0. D . 0 0 |

Domain Name |

Host Name

o cons

Figure 3.10. - Port Configuration

Alternatively, these parameters can be modified using Rockwell Automation’s RSLinx
software.

3.3. CREATING A NEW PROJECT

Before the user can configure the module, a new Slate project must be created. Under the
File menu, select New.

Aparian-Slate
File | Device Tools Window Help
O New | (8 L 4
@ Open

Close

Save
Save As
Recent 3

Exit

Figure 3.11. - Creating a new project

A Slate project will be created, showing the Project Explorer tree view. To save the project
use the Save option under the File menu.

A new device can now be added by selecting Add under the Device menu.

Document No. D169-010 Page 24 of 146
Revision 1.0



Setup

o8

Aparian-Slate - <New Project=*

Device

oud s

Toaols

Window Help
7 R, 4

Import

Export

Cut
Copy
Paste

Delete

Figure 3.12. - Adding a new device

In the Add New Device window select the INTERBUS Router and click the Ok button.

S Add New Device

£
£

IP Point Hart In
IP Point Hart Out
ﬂ J1939 Router

I J1939 Router/B

Select Device Type
Image Device Name - Description
ﬂ HTC Gateway EtherNet/IP Hitachi Remote |10 Master and Drive Gateway
I i90 Scanner i90 Scanner

- INTERBUS Router INTERBUS Router

HART Single Channel Input Communication Module

HART Single Channel Output Communication Module

SAE J1939 to Logix Communication Module

SAE J1939 Ethernet Communication Module - Series B

Cancel

Figure 3.13 — Selecting a new INTERBUS Router

The device will appear in the Project Explorer tree as shown below, and its configuration
window opened. The device configuration window can be reopened by either double clicking
the module in the Project Explorer tree or right-clicking the module and selecting

Configuration.
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IBRO1 - Configuration = ]
INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
Identity
Instance Name ||BRDT Ethernet Switch  Switch (Linear/DLR) .
Description |
Port 1 and 2
PAddress | 0 . 0 . 0 . 0 [0 |
[ 25 2 2 |
(I |
Operational Mode
Primary Interface EtherNet/IP Target ~ EtherNet/IP Connections 1 ~
Ok Apply Cancel Help

Figure 3.14. — INTERBUS Router configuration

Refer to the additional information section in this document for Slate’s installation and
operation documentation.

3.4. GENERAL PARAMETERS

The INTERBUS parameters will be configured by Slate. When downloading this configuration
into the module it will be saved in non-volatile memory that persists when the module is
powered down.

ﬁ NOTE: When a firmware upgrade is performed the module will clear all the
module configuration stored in non-volatile storage.

The general configuration is shown in the figure below. The INTERBUS Router general
configuration window is opened by either double clicking on the module in the tree or right-
clicking the module and selecting Configuration.
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IBRO1 - Configuration ==
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
Identity
Instance Name “BRW ‘ Ethernet Switch  Switch (Linear/DLR) ~
Description ‘INTEREUS Dema
Port 1 and 2
P Address | 192 _ 1 130 | 0 ‘
[ 2 255 2 |
Operational Mode
Primary Interface EtherMet/IP Target v EtherMet/IP Connections 1 ~
Ok Apply Cancel Help

Figure 3.15 - General Configuration

The general configuration consists of the following parameters:

Parameter

Description

Instance Name

This parameter is a user defined name to identify between various INTERBUS
Routers.

Description

This parameter is used to provide a more detailed description of the application
for the module.

Ethernet Switch

The operational mode of the embedded Ethernet switch.

Switch (Linear/DLR)
This is the default mode where the embedded switch is enabled.

The two Ethernet ports are identical in functionality and (foreign) traffic received
on one port is transmitted out the other.

Both ports use the IP address configured using DHCP or set the Target browser.

Split (Dual-IP)
In this mode the embedded switch is disabled.

Traffic received on one port is not transmitted to the other.

Port 1:
The IP address is the one configured using DHCP or via the Target
browser.
EtherNet/IP requests and connections will be processed.
Modbus TCP requests will be processed.
Port 2:

The IP address is the one contained within the configuration below (Port
2).
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EtherNet/IP requests and connections will not be processed.

Modbus TCP requests will be processed.

Port 1 The primary configured IP address of the module.

IP Address

Port 2 THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE
IP Address The IP address used on Port 2.

Port 2 THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE

Subnet Mask

The Subnet Mask used on Port 2.

Port 2

Gateway

THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE

The Default Gateway address used on Port 2.

NOTE: If the IP address ranges for Port 1 and Port 2 overlap,
then only one Port’s Gateway address can be non-zero.

Primary Interface

EtherNet/IP Target
A Logix controller can own the INTERBUS Router over EtherNet/IP using up to 4
class 1 connections.

Modbus Server

A Modbus Client can read and write data to the module which can then be
mapped to one or more INTERBUS slaves. The module can operate as a Modbus
Server on Ethernet TCP.

Modbus Client

A module can read and write data from various Modbus devices which can then
be mapped to one or more INTERBUS slaves. The module can operate as a
Modbus Client on Ethernet TCP.

EtherNet/IP Originator

As an EtherNet/IP originator, the module can use two methods to read and write
data to and from an EtherNet/IP device (10):

EtherNet/IP Class 1 Connection

The INTERBUS Router can own EtherNet/IP IO by using the Slate software to
configure the 10 connections.

EtherNet/IP Explicit Messaging

The INTERBUS Router can exchange data with up to 10 EtherNet/IP devices using
explicit messaging.

EtherNet/IP Connections

The number of connections the module will use when operating as an
EtherNet/IP target.

Table 3.1 - General configuration parameters
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3.5. INTERBUS CONFIGURATION

3.5.1. COMMUNICATION

The INTERBUS Communication configuration window is opened by either double clicking on
the module in the tree, or right-clicking the module and selecting Configuration and then
selecting the INTERBUS Communication tab.

IBRO1 - Configuration E@

General INTERBUS |NTERBUS Slaves EtherNetIP Devices EtherMetIP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

INTERBUS Communication

BAUD 500 kb w

Idle Timeout 300 (ms)
INTERBUS Action on Fail Continue ~
Start Position 1 ~

Last Physical Device

Ok Apply Cancel Help

Figure 3.16 — INTERBUS Communication Configuration

The INTERBUS Communication configuration consists of the following parameters:

Parameter Description
BAUD Rate The INTERBUS bus BAUD rate. The following options are available:
e 500 kbps
e 2 Mbps
. Should no master frames be received within this time (in milliseconds) the module
Idle Timeout

will deem the INTERBUS master to be offline.

Start Position

The physical position of the first virtual INTERBUS slave represented by the module.

This is the same as the number of other INTERBUS slave devices placed between
the master and the module.

INTERBUS Acton on
Fail

This describes the behavior of the INTERBUS communication following failure of
the primary interface, when configured for either Modbus (Client or Server) or
EtherNet/IP target.

The following options are available:
Continue

INTERBUS communication continues, and the INPUT data exchanged with the
INTERBUS Master remains unchanged (i.e. last value).
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Zero Data

INTERBUS communication continues, and the INPUT data exchanged with the
INTERBUS Master is set to zero.

Offline
INTERBUS communication stops, causing the INTERBUS master to fault.

Note: When the primary interface is set to EtherNet/IP Originator, then this
behavior is configured for each EtherNet/IP Originator connection.

Enable this option if the module is the last physical device in the INTERBUS ring.

Last Physical Device When this parameter is checked, there should not be any other device connected
on the module’s INTERBUS OUT port.

Table 3.2 - INTERBUS Communication configuration parameters

3.5.2. INTERBUS SLAavE CONFIGURATION

The INTERBUS Slave configuration window is opened by either double clicking on the module
in the tree, or right-clicking the module and selecting Configuration and then selecting the
INTERBUS Slaves tab.

IBRO1 - Configuration =X
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auwxiliary Map Internal Map Constants Advanced
INTERBUS Devices (max. of 15 items.) Add ALL from Lib
Description Device Class Device Type Data Direction Data Width Device Code
1 | I1SL 201 (8 DO) 0 - Digital Remote Bus Device 2 2 & QOutput A 2 bytes ~ 0x0109
2 |ISL 201 (8 DO) 0 - Digital Remote Bus Device ~ 2 e QOutput A 2 bytes A 0x0109
3 | 1SL 202 (8 DI) 0 - Digital Remote Bus Device ~ 2 v Input v 2 bytes v 0x010A
23 ~ ~ ~ ~
Ok Apply Cancel Help

Figure 3.17 — INTERBUS Slave Configuration

The INTERBUS Identity configuration consists of the following parameters:

Parameter Description
Description A user defined description for the slave device.
The slave device’s Device Class, select one of the following:
e 0-Digital Remote Bus Device
Device Class e 2 -Digital Remote Bus Device
e 3 -Analog Remote Bus Device
e 4 - Analog Local Bus Device
Document No. D169-010 Page 30 of 146
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e 5-Analog Local Bus Device
e 6-Analog Local Bus Device
e 7 -Analog Local Bus Device
e 8- Digital Local Bus Device
e 9 - Digital Local Bus Device
e 10- Digital Local Bus Device
e 11 - Digital Local Bus Device
Device Type The Device Type sets up the lower 2 bits of the Device Class, either 0, 1, 2 or 3.
The direction of the data, either:
e No Data - Placeholder / bus coupler
Data Direction e Input — Input Data Only
e  Output — Output Data Only
e Input Output — Input and Output Data
The (input/output) data width:
e None
e 2 bytes
e 4 bytes
e 6 bytes
e 8bytes
e 10 bytes
e 16 bytes
e 18 bytes
e 4 bits
e 1byte
Data Width * L2bis
e 3bytes
e 1hbit
e 2 bits
e 12 bytes
e 14 bytes
e 52 bytes
e 32 bytes
e 48 bytes
e 64 bytes
e 20 bytes
e 24 bytes
e 28 bytes
Device Code The Device Code is identifier for the device and is compiled using the Device’s Class,
Type, Data Direction and Data Width. This is a read-only field.
Table 3.3 — INTERBUS Slave parameters
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3.6. PRIMARY INTERFACE

The INTERBUS Router module supports four different modes for the Primary Interface.

3.6.1. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the INTERBUS Router over EtherNet/IP using up to
4 Class 1 EtherNet/IP connections when the Primary Interface is set to EtherNet/IP target.
This will allow the INTERBUS Router to exchange data with the controller using the input and
output assembly of the Class 1 EtherNet/IP connections. Data from the virtual INTERBUS
slaves can be mapped to the Logix controller over EtherNet/IP.

The user will need to add the INTERBUS Router to the Logix 10 tree under an EtherNet/IP
bridge (e.g. 1756-EN2TR) or Ethernet Logix controller (e.g. 1756-L85E).

3.6.1.1. STUDIO / LOGIX 5000 CONFIGURATION
A. ADD MODULE TO ETHERNET/IP |/O CONFIGURATION

The INTERBUS Router can be easily integrated with Allen-Bradley Logix family of controllers.
Integration with the Logix family in Studio5000 makes use of the EDS Add-On-Profile (AOP).

@ NOTE: Logix version 21 and newer supports EDS AOPs.
Before the module can be added to the tree the module’s EDS file must be registered.

Using RSLinx, the EDS file can be uploaded from the device after which the EDS Hardware
Installation tool will be invoked to complete the registration.
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'Q\ RSLinx Classic Lite - [RSWho - 1]

@z File View Communications Station DDE/OPC Security Window Help

%| 2|9

¥ Autobrowse Refiesh | ,*_\,,'n,@ Browsing - node 192.168.1.241 found

El
. 192.168.1.16, 1756-EN2TR, 1756-ENZTR/A

: i 192.168.1.162, PLX51-HART-8I, PLX51-HART-8I
I 192.168.1.170, INTERBUS Router, INTERBUS R
] 192.168.1.184, FF Link/B, FF Link/B

e 192.168.1.221, FactoryTalk Linx - Desktop, DES
- [ 192.162.1.233, DH485 Router/B, DH485 Router
: 192.168.1.238, DeviceMet Router/B, DeviceMel

-7
ﬂ 192.168.1.15, 1756-L85E LOGIX5585E, 1756-L85E/B

192.168.1,146, Unrecognized Device, IP Point HART Out

Remove

Driver Diagnostics

Configure Driver

192.168.1.241, Modbus Router/B, Modbus Ro

Upload EDS file from device

|

8- (] 192.168.1.38, ControlNet Router, ControlNet F
|
-3

E]- 192.168.1.39, ControlNet Router, ControlNet | Security...
192.168.1.40, 1756-EN2TR, 1756-ENZTR/B Device Properties
E] &p 192.168.1.58, FactoryTalk Linx - Desktop, MA1 Module Statistics

- u 192.168.1.70, CANbus Router/B, CANbus Rou
[ 192.168.1.80, FF Link/B, FF Link/B
-3 AB_VBP-1, 1789-A17/A Virtual Chassis

Module Configuration

Figure 3.18 — EDS file upload from INTERBUS Router

Alternatively, the EDS file can be downloaded from the product web page at
www.aparian.com and registered manually using the EDS Hardware Installation Tool
shortcut under the Tools menu in Studio 5000.

;-:f Logix Designer - IBS in INTERBUSDemo.ACD [1756-L72 24.11]

File Edit View Search Logic Communications Tools Window Help

Options... L

ged & & BB < o |RDLveCPUTemp Seecurity y | &

& Documentation Languages... I
Offline 1. @ RUN I_q} -
Mo Forces b, EOK Import 4 —
No Edits a Energy Storage Export D £

= o

Redund LK ]
— = &l EDS Hardware Installation Tool
Controller Organizer * B X

Motion 4
#-3 Controller IBS . .
Monitor Equipment Phases

i [ Tasks

E| BMotlon Groups s Taslee
LG Ungrouped Axes

(-3 Add-On Instructions Ed ControlFLASH

23 Data Tvoes

Figure 3.19 - EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix |0 tree in Studio
5000. Under a suitable Ethernet bridge module in the tree, select the Ethernet network, right-
click and select the New Module option.
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Controller Organizer * 1 X

(-3 Controller IBS

[0 Tasks

23 Motion Groups

53 Add-On Instructions

=3 Data Types

[E Trends

T, Logical Model

=-E31/0 Configuration

E|. 1756 Backplane, 1756-A4

82 [0] 1756-L72 18S
£ 8 [1] 1756-EN2TR EthMaster

[4 NewModule..

Discover Modules...

& Paste Cirl+V

Print 4
1w

Figure 3.20 — Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.

Select Module Type

Catalog Module Discovery Favorites

aparian Clear Filters Show Filters¥
Catalog Number Description Vendor Category
A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter
A-CNR ControlNet Router Aparian Inc. Communication
A-DNM DeviceNet Monitor Aparian Inc. Communications Adapter
A-DNR/B DeviceMet Router/B Aparian Inc. Communications Adapter
A-DVS DV Scanner Aparian Inc. Communications Adapter
A-FFL/B FF Link/B Aparian Inc. Communications Adapter
A-190S i90 Scanner Aparian Inc. Communications Adapter
INTERBUS Router Aparian Inc. Communications Adapter
A-P.HART-I IP Point HART In Aparian Inc. Communications Adapter
A-J1939R/B J193% Router/B Aparian Inc. Communications Adapter
A-MBR/B Modbus Router/B Aparian Inc. Communications Adapter
A-PAL/B PALink/B Aparian Inc. Communications Adapter
A-TSM Time Sync Aparian Inc. Communications Adapter
15 of 767 Module Types Found el LS
[[J Close on Create Create Close Help
. 7

Figure 3.21 — Selecting the module

Locate and select the INTERBUS Router module and select the Create option. The module
configuration dialog will open, where the user must specify the Name and IP address as a
minimum to complete the instantiation.
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[N New Module

-~ General” General
i Connection
Module Info
Intemet Protocal Type: AIBR INTERBUS Router
- Port Configuration
WVendor: Aparian Inc.
Parent EthMaster
Name: IBRO1 Ethernet Address
O Private Network: 1921681, 170 =
Description: | by
Ef)ﬂostName

Module Definition

Revision: 1.001
Electronic Keying: Compatible Module
Connections: IO Connection

Change ...

Status: Creating

Cancel Help

Figure 3.22 — Module instantiation

The INTERBUS Router supports up to 4 class 1 EtherNet/IP connections. The user will need to
ensure that the number of connections configured in the General tab of the module
configuration (Slate) matches the selected connection count in Logix (Studio 5000).

X New Module

- General” General
i--Connection
i--Module Info
~Intemet Protocol Type A-BR INTERBUS Router
i Port Configuration
Vendor: Aparian Inc
Parent EthMaster
Name: IBRO1 Ethernet Address
© Private Network:  192.168.1. 170 =
Description: |
() HostName:

Module Definition

Revision 1.001
Electronic Keying: Compatible Module
Connections: 1/O Connection

Status: Creating

Cancel Help

Figure 3.23 — Change number of 10 Connections

Next the user will need to select the number of connections required.
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[N Module Definition*

Revision: 1 v 001 -5
Electronic Keying: Compatible Module w
Connections:
Name Size Tag Suffix
. Input: | 500 IBRO1:1
oc t SINT 1
onnectian Output| 496 IBRO1:01
1O Connection 2 " Input: | 500 SINT 2 IBRO1:12
L] Output | 496 IBR01:02
IfO Connection 3
I/O Connection 4

Figure 3.24 — Selection of 10 Connections

Now the INTERBUS Router module will be in the Logix |0 tree.

Iél--SIfO Configuration
£ &9 1756 Backplane, 1756-A4

------ ffa [0] 1756-L72 IBS

& § [1] 1756-EN2TR EthMaster
Ba"'a Ethernet
@ 1756-EN2TR EthMaster

4 §/-IBR IBROT

Figure 3.25 — Logix 10 tree

The Module Defined Data Types will automatically be created during the instantiation
process. These module defined tags will need to be copied to and from meaningful structures.

B. LOGIX MAPPING

Slate will generate the required UDTs and Routines (based on the Internal Map) to map the
required INTERBUS slave data. The user will need to select the Recommend button in the
Internal Mapping to auto populate the Internal Mapping which can then be used to generate
the L5X file for Logix mapping, routines, and UDTs

IBRO1 - Configuration E

General INTERBUS INTERBUS Slaves EtherNeylP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map InternalMap Constants Advanced

Source Source  Source Bit Destination ~ Destination Destination

Source Type Source Instance SubTog oot Offagt | Destination Type  Destination Instance o) 7 ofet | B Ot

Count  CopyFunction  Reformat

- ~ ~ v

Figure 3.26 — Internal Mapping Recommend
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S Interbus Auto-Map Options

Auto-Map Options
B system Status
Input Modbus HR Start 1000

Output Modbus HR Start 5000

carel

Figure 3.27 — Auto-Map Options popup

Source Type Source Instance S“fﬁ:'{:} SS;";: Sna:'c:ef it Destination Type  Destination Instance PSuIrTag D Offset PBm Offset Count Copy Function Reformat
» 1 |System ~ Status ~ [t} EIP Target ~ | Connection 0 ~ 0 48 Byte to Byte * None v
2 |EIP Target ~ |Connection 0 @ a INTERBUS ~ |01-SL 201 (8DO) ~ |Data = a 4 Byte to Byte - |None i
3 |EIP Target ~ |Connection 0 ~ 4 INTERBUS ~ 102-SL 201 (8D0O) v |Data = o 4 Byte to Byte  |None =
4 |INTERBUS ~ |03-ISL 202 (8DI) - |Data = a EIP Target ~ | Connection 0 © 48 4 Byte to Byte - |None i
v v ~

Figure 3.28 — Internal Mapping Auto Populated

The user can then generate the required Logix and UDTs by right-clicking on the module in
Slate and selecting the Generate Logix L5X option.

S Aparian-Slate - INTERBUS Demo

File Device Tools Window Help

‘Owml WA O OR &

Project Explorer -
Bﬁu INTERBUS Demo

IBRO1 (INTERBUS Routerg

A Configuration & Configuration
Connection Path

Go Online
Download

Upload

Verify Configuration

=1

BE=>&51

! Copy
[+ Export
K Delete
Export Modbus Summary CSV
Export Modbus Expanded C5V
& Export Configuration File
Fd Generate Logix L5X ||

Figure 3.29 — Selecting Generate Logix L5X

The user will then be prompted to select a suitable file name and path for the L5X file.
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S Select a Logix XML Import/Export File

p.

Status

Date modified

__ » Documents > Aparian > Interbus

No items match your search.

Type

~

]

Search Interbus

I
4

Size

« > v A
Organize ~ New folder
~
Name
File name: | |50 RISYA

Save as type: Logix XML

~ Hide Folders

File (*L5X)

Cancel

Save

Figure 3.30 — Selecting the Logix L5X file name

This L5X file can now be imported into the Studio 5000 project by right-clicking on a suitable
Program and selecting Add, and then Import Routine.

Controller Organizer * 1 X
(-3 Controller IBS
- Tasks
=68 MainTask
L
Add New Routine..
~-EaMainRo ]
|8 Unscheduled P Cut Ctrl+X & New Local Tag.. Ctrl+W
(-3 Motion Groups Copy Ctrl+C New Parameter...
b.E _ io| B Paste Ctrl+V
[+ Add-On Instructio AT arl
-3 Data Types Delete Del
[-E2 Trends -
-, Logical Model Verify
[H-E31/0 Configuration Cross Reference  Ctrl+E

Figure 3.31 — Importing the L5X file into Studio 5000

In the file open dialog select the previously created L5X file and accept the import by pressing
Ok.

The import will create the following:

Mapping Routine

Multiple UDT (User-Defined Data Types)

Multiple Con

troller Tags

Since the imported mapping routine is not a Main Routine, it will need to be called from the
current Main Routine.
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Controller Organizer >

abed B oab. ow b

3 Controller IBS
- Tasks
8 MainTask
=N MainProgram

arameters and Local Tags

- BRO1Map
-1 Unscheduled Programs / Phases

JSR

Jump To Subroutine
Routine Name IBR0O1Map

Figure 3.32 — Calling the mapping routine

Controller Organizer * I

-3 Controller IBS
é---STasks
-8 MainTask
&-£8 MainProgram
| Parameters and Local Tags
-EhMainRoutine
Mmap ||
.3 Unscheduled Programs / Phases
(-3 Maotion Groups
(-3 Add-On Instructions
=& Data Types
(=~ User-Defined
[ 1BRO1INT997

IBRO10ut7997

..[H |BRSystemStatus
- Strings
-5 Add-On-Defined
(-0 Predefined
-8 Module-Defined
#-E3 Trends
----- . Logical Model
-E31/0 Configuration

Figure 3.33 — Imported Logix Objects

There are two INTERBUS Router specific (UDT) tags created. One for the Input data (“...In")

and one for the Output data (“...Out”). The structure of each tag’s underlying UDT depends
on the configured internal mapping.

If the System Status option was selected during the mapping, then the Module Status
structure will be included in the Input tag.

The System tag displays the status and diagnostics information of the INTERBUS Router.
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Name -g & |Value *| Style Data Type Description
='1BRO1In {...1 IBR01In7997
= IBROIn ModuleStatus {...1 IBRSystemStatus

[+ IBRO1In.ModuleStatus.ChcksmEnCount 0 |Decimal DINT Checksum Errar Count
—IBRO1In.ModuleStatus.ConfigValid 1|Decimal BOOL Configuration Valid
—IBRO1In.ModuleStatus.ControllerRun 1|Decimal BOOL Controller Mode: 0=Program, 1=Run
1+ |BRO1In.ModuleStatus.DataP cktCount 0|Decimal DINT Data Packet Count
—IBRO1In.ModuleS! EIPOrigi ommsOk 0 |Decimal BOOL EtherNet/IP Originator 0=Fail, 1=0k
—IBRO1In.ModuleStatus. EIPOwned 1|Decimal BOOL EtherNet/IP Target 0=Not-Owned, 1=0Owned
1+ [BRO1In.ModuleStatus.|dentP ckiCount 0 |Decimal DINT Ident Packet Count
'+ IBRO1In.ModuleStatus.|dleStateChgCount 0 |Decimal DINT Idle State Change Count
[+ IBRO1In.ModuleStatus.Idle TimeoutCount 0 |Decimal DINT Idle Timeout Count
~IBRO1In.ModuleStatus. INTERBUSActive o |Decimal BOOL INTERBUS Active: 0=0ff 1=Active
~IBRO1In.ModuleStatus. INTERBUSRun o |Decimal BOOL INTERBUS Run: 0=0ff 1=Run
~IBR01In.ModuleStatus.ModbusOnline 2 |Decimal BOOL 0=0ffline, 1=Online
~IBROTIn.ModuleStatus NTPOk 0 |Decimal BOOL NTP Status: 0=Fail, 1=0k
1+ 1BRO1In.ModuleStatus.RxPckiCount 0|Decimal DINT Rx Packet Count
1+ IBRO1In.ModuleStatus. TransactionRate 0 |Decimal DINT Transaction Rate
1+ IBRO1In.ModuleStatus. TxPckilUpdate Count 0 |Decimal DINT Tx Packet Update Count
[+/IBRO1In.ModuleStatus. UnknownCmdCount 0 |Decimal DINT Unknown Command Count

Figure 3.34 — System Status tag

Each configured and mapped INTERBUS Slave data will be included in these tags.

Name ZE ~ | Value €| Style Data Type Description
=IBRO1In {...1} IBRO1In7997
-IBRm InModuleStatus {---1 |IBRSystemStatus
=IBR01In.S03_ISL2028DI1 {---1|Hex SINT[4] ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI[0] 16§00 |Hex SINT ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI[1] 16§00 |Hex SINT ISL 202 (8DI) Output Data
+1BR01In.S03_ISL2028DI[2] 1600 |Hex SINT ISL 202 (8DI) Output Data
+1BRO1In.S03_ISL2028DI1[3] 16§00 |Hex SINT ISL 202 (8DI) Output Data
= IBRO10ut {...} IBRO10ut7997
~IBRO10utS01_ISL2018D0 {---}|Hex SINT[4] ISL 201 (8D0O) Input Data
+1BRO10utS01_ISL2018DO[0] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018DO[1] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018D0O[2] 16§00 |Hex SINT ISL 201 (8D0) Input Data
+1BRO10utS01_ISL2018D0O[3] 16§00 |Hex SINT ISL 201 (8D0) Input Data
=[BRO10ut S02_ISL2018D0 {---}|Hex SINT[4] ISL 201 (8D0O) Input Data
+IBRO10ut S02_ISL2018DO[0] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-IBRO10ut S02_ISL2018DO[1] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-1BR0O10ut S02_ISL2018D0O[2] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data
+-IBRO10ut S02_ISL2018D0O[3] 1e$00 |Hex SINT ISL 201 (8D0O) Input Data

Figure 3.35 — INTERBUS Device Data

3.6.1.2. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to the INTERBUS interface using the Internal Map. The
Internal Map configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Internal Map
tab.
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A. IDS COPY — ETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the INTERBUS interface, the source type needs to be EIP Target.

nation Destination Destination Destination ount Copy Function Reformat
Sub-Tag Offset Bit Offset Py

Figure 3.36 — IDS Copy — EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connection 0 to 3, based on
the number of connections configured. The Source Offset is the offset in the EtherNet/IP
output assembly from where the data must be copied. The Count is the number of bytes that
will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the INTERBUS interface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

ination Destination  Destination Destination

SubTag Offeat . BfOfiget  Count Copy Function Reformat

Figure 3.37 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 0 to 3,
based on the number of connections configured. The Destination Offset is the offset of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied.

3.6.2. MODBUS (SERVER AND CLIENT)
The INTERBUS Router can operate as a Modbus Server or Modbus Client for Modbus TCP.

When configured as a Modbus Server, a remote Modbus Client can read and write to the
Modbus Register range (0-4999) in the INTERBUS Router.
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When configured as a Modbus Client, the user will need to configure the Modbus Auxiliary
Map. This map will allow the user to configure various read and write functions to external
Modbus Registers, to and from the internal Modbus registers.

The Modbus Parameters will need to be configured for either Modbus modes.

The Modbus configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Modbus tab.

IBRO1 - Configuration

Modbus Settings

Local Node

TCP Port

Update Rate
Retry Limit
Response Timeout
Inactivity Timeout

Base Offset Type

General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/IP Map Modbus  Modbus Auxiliary Map Internal Map Constants Advanced

502 (0 implies default port 502)
1000 (ms)
3
1000 (ms)
1000 (ms)
Modbus (Base 0) w
Ok Apply Cancel Help

Figure 3.38 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description
Local Node The Modbus Node address assigned to the INTERBUS Router.
(Modbus Client mode only)
TCP Port The TCP port to be used for the Modbus communication. By default, the

module will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between Client requests to the target Modbus
device.

(Modbus Client mode only)

Retry Limit

The number of successive Modbus request retries before the request is set to
have failed.

(Modbus Client mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus response.
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(Modbus Client mode only)

Inactivity Timeout The amount of time during which no Modbus requests have been received
before the INTERBUS Router indicates that the connection to the Modbus
Client is no longer active.

(Modbus Server mode only)

Base Offset Type Modbus (Base 0)

Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

Table 3.3 — Modbus parameters

3.6.2.1. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Server or Client, the internal Modbus Registers
can be mapped to the INTERBUS data using the Internal Map. The Internal Map configuration
window is opened by either double clicking on the module in the tree or right-clicking the
module and selecting Configuration and selecting the Internal Map tab.

NOTE: The user can select the Recommend button in the Internal Map to auto
map the INTERBUS status and data to recommended Modbus Registers.
IBRO1 - Configuration = e
General INTERBUS INTERBUS Slaves EtherNelIP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Internal Map (max_ of 300 items )
Source Type Source Instance SSqulfrc:g Sg";s':f SD;::::" Destination Type ~ Destination Instance D;’ja’j?!;" Deg'f"”;:‘”” D;f“g:;g” Count  CopyFunction Reformat

b ~ v v

Figure 3.39 — Modbus — Internal Mapping Recommend

S Interbus Auto-Map Options

Auto-Map Options
System Status
Input Modbus HR Start 1000

Output Modbus HR Start 2000

Figure 3.40 — Modbus — Auto-Map Options
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Source Type Source Instance siz%?:g Sg;";:‘e s“’g;f‘;?" Destination Type ~ Destination Instance D;:ET?!:” Deg""”:;t"’” D;fg"f?:;” Count  CopyFunction  Reformat
» 1 |System - Status | v| 0 B Register | R < 1000 48 |BytetoByte - |None -
2 [INTERBUS  * 011SL201(8DO) |~ Data ~“ o MB Register | HR - 1024 2 |BytetoByte - |None -
3 |INTERBUS * 021SL201(8DO) ~ Data v o MB Register | HR - 1025 2 |BytetoByte - |None -
4 [MBRegster v |HR v 2000 INTERBUS v |03-ISL 202 (8D)) - |Data “| o 2 |BytetoByte - |None -
5 S =

Figure 3.41 — Modbus Server — Internal Mapping Updated

A. IDS COPY — MODBUS SOURCE

When copying Modbus data to the INTERBUS interface, the source type needs to be MB
Register.

Source Source  Source Bit Destination  Destination Destination

Source Type Source Instance Sub-Tag Offset Offset  Destination Type  Destination Instance g "o Offont Bt Offsct Count  Copy Function Reformat
Internal
EIP Target

P Originato
MB Register !
NTERBU
System

Figure 3.42 — IDS Copy - Modbus Source Type
The source instance will be the Modbus register type required.
Source Type Source Instance Ssui“j';;"g sgf‘f‘s':? S”O“:'C:EF" Destination Type ~ Destination Instance D;i:f?:;” Deg""”::t'n” D;f'gf?:;” Count  Copy Function Reformat

» 1 MBRegister *[CS ~ 0 v 0 1 Byte to Byte ' |None v
. ~[cs - -

IS

R

[ER ’

Figure 3.43 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS COPY — MODBUS DESTINATION

When copying data from the INTERBUS interface to a Modbus Register, the destination type
needs to be MB Register.

Source Source  Source Bit Destination ~ Destination Destination
Source Type Source Instance Sub-Teg Offeot Offset  Destination Type  Destination instnce g0 - Offent Bt Offest Count  Copy Function Reformat
» 1 |INTERBUS ~ |014SL.201 (8D0) | Data ~ 0 ~ 0 1 Byte to Byte  |None v
- Intemnal -
EIP Target
EIP Originator
MB Register

Figure 3.44 — IDS Copy - Modbus Destination Type

The destination instance will be the Modbus register type required.
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Source Type Source Instance Source Source Source Bit Destination Type  Destination Instance Destination Destination | Destination
P Sub-Tag Offset Offset P! Sub-Tag Offset Bit Offset

b 1 |INTERBUS ~ |07-1SL 201 (8D0O)  + |Data = 0 MB Register ~ |CS v 0 1 Byte to Byte ' |None =
.

~ ~|CS ~
1S
IR

[HR.

Count  Copy Function Reformat

Figure 3.45 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.2.2. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating interface.
Up to 100 mapping items can be configured. Within the 100 mapping items, a maximum of
20 Modbus TCP Server devices can be configured.

The Modbus Aux Map will be executed in a sequential manner, and a mapped item will be
executed at the Update Rate in the Modbus parameters. That is, the Update Rate is the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double clicking on the
module in the tree or by right-clicking the module and selecting Configuration.

IBROT - Configuration =N =l
General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map Constants Advanced
Modbus Auxiliary Map (max. of 100 items.)
Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat Trigger Trigger IDS
1 Write ~ HR ~ 1000 27 1000 192.168.1.23 7 BB AA ~ Change ~
2 Read ~ HR ~ 2000 4 2000 192.168.1.23 7 BB AA ~
3 Write ~ HR ~ 3500 12 12400 192.168.1.23 5 None ~ Trigger ~ 400
e ~ v -
Ok Apply Cancel Help

Figure 3.46 — Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Read — Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus Server.
Write — Write a Modbus Register (e.g. HR or CS) to a Modbus Server.
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Register Type Modbus Register Type:
CS — Coil Status

IS — Input Status

IR — Input Register

HR - Holding Register

Local Reg. The local (internal) INTERBUS Router Modbus register address (0-4999).
Count The number of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.

Reformat Used to specify how the data is formatted before writing to, or after reading

from, the Modbus Server.

None — No reformatting applied. (AA BB CC DD).
BB AA — 16bit Byte swap

BB AA DD CC — 32bit Byte Pair Swap

CC DD AA BB — Word Swap

DD CC BB AA — Word and Byte Pair Swap

Trigger For Modbus Write Functions, the user can select one of three triggers for the
write operation.

Cyclic
The specific mapped item will be executed at the update rate (similar to all
the read functions).

Change

When any of the data has been changed in the Modbus register range used
to write the mapping, then this mapped item will be executed.

Trigger

When Trigger is selected, then the user will need to provide an IDS register
which is used to trigger the specific Modbus Auxiliary option. When the
provided IDS register changes, then the mapped item transaction will
execute.

Trigger IDS The IDS Register Offset used to trigger the respective Mapped item.

Table 3.4 — Modbus Auxiliary Map parameters

3.6.3. ETHERNET/IP ORIGINATOR

The INTERBUS Router can operate as an EtherNet/IP connection originator for cyclic (Class 1)
or explicit (Class 3 or UCMM) data exchange. The explicit messaging can be configured in the
EtherNet/IP Devices and EtherNet/IP Map in the Master configuration while the cyclic class 1
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connections are added to the EtherNet/IP Connections node under the module in the Slate
project tree.

3.6.3.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The INTERBUS Router can establish up to 15 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devices. This can be done by either manually entering the connection data into
the Connection Parameter window, or by importing the configuration from one or more of
the following sources:

e Online Logix Controller
e Logix Controller L5X
e EDSFile

e Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to the EtherNet/IP Connections tree by right-clicking on the
tree in Slate and selecting Add EtherNet/IP Connection.

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help

EE YT+ T ER e

=& INTERBUS Demo
& 1 IBRO1 (INTERBUS Router)

.- Configuration

-l Security

S Y FtherNet/IP C ]
eriNet/IP Connec o= Add EtherNet/IP Connection

Figure 3.47 — Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.
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IBRO1 - Class 1 Connection - 0 =B
-+] Import [+ Export  Tools
Connection Name Communication Status Offset 0 Interface Fail Action Continue ~
Application Fail Action Continue ~
Connection Details
General Electronic Keying Advanced
Path Keying Disabled hd Tick Time 32ms ~
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 ~
Input (T=>0) 0 0 Product Code 0 Time-Out 4992 ms
Output (0=>T) 0 0 Major Revision 0 Transport Trigger Direction  Server ~
Configuration 0 0 Minor Revision 0 Transfer Format Run/ldle Header
Configuration
Ok Apply Cancel Help

Figure 3.48 — EtherNet/IP Class 1 Connection Parameters

NOTE: It is recommended that the user not change the values in the Advanced
frame of the connection parameters.

Parameter Description

Connection Name The instance name given to the Class 1 Connection.

When the INTERBUS communication has failed, the EtherNet/IP 10 can be
configured to either keep the connection running as is, change the connection
Interface Fail Action status to program mode, or force the connection offline. This will allow the
EtherNet/IP device to go into a pre-determined state when the INTERBUS
communication fails.

This field determines the behavior of the INTERBUS communication when this
EtherNet/IP communication fails.

Continue
INTERBUS communication continues using existing data.
Application Fail Action Zero Data

INTERBUS communication continues, but the mapped data for this
EtherNet/IP connection is set to zero.

Offline
The INTERBUS communication is stopped.

General
Path The path to the target device.
If the device is an Ethernet device, then this will just be the IP address of the
module.
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If the device is, for example, a module in a backplane or via an adapter, then
the user will need to enter the IP address of the bridge or adapter followed
by the backplane port (for example 1) and the slot number of the device. Each
item is separated by a comma.

As an example, to connect to an Allen-Bradley Flex module (via the Flex
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backplane,
the user will need to enter the following path: 192.168.1.100,1,2 (IP address,
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which the
data will be sent from the originator to the target and vice versa.

Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) — Size (bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size (bytes)

The size in bytes of the configuration assembly.

NOTE: This is a read-only value and will be equal to the number of bytes
entered into the configuration window below.

Electronic Keying

Keying Electronic Keying can be used to ensure that the target device is the correct
device type.
Disabled
Keying is not enabled, and no key information will be sent in the connection
establishment.
Compatible
Keying has been enabled with compatibility enabled. This will allow devices
with older firmware to also establish a connection.
Exact
Keying has been enabled and the exact device with specific firmware revision
will allow the establishment of the connection.

Vendor ID The Vendor ID of the target device.

Device Type The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate the
unconnected Time-Out time.

Time-Out Ticks

The number of ticks before the unconnected message is set for timeout.
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Time-Out Multiplier This is the multiplier of the RPI to define the connection timeout time.

Time-Out The unconnected message timeout time (read-only)

Transport Trigger Direction The Transport Trigger direction; Server or Client.

Transfer Format The Real Time Transfer Format for the O->T transfer.
Run/Idle Header

Includes a 16-bit sequence count, a 32-bit header with the Run/Idle
notification, and the application data.

Modeless

Includes a 16-bit sequence count and the application data.
Heartbeat

Includes a 16-bit sequence count.

Zero-Length Idle

Includes a 16-bit sequence count and the application data only when not not
in idle mode.

Configuration

Data The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one each time a byte is added to the
configuration.

Table 3.5 — EtherNet/IP Class 1 Connection Parameters

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix
controller.

PREPARATION

Before the connection information can be imported, some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Download the project to a Logix controller.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.
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configuration. Where possible use an earlier version (e.g. V24).

NOTE: It is possible that not all the connection information will be imported as

ﬁ NOTE: Some versions Logix (V32+) do not support the reading of the module’s
A it may not be available due to the type of device and Logix version.

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selecting the Import
from Online Controller option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools
Import from Online Controller I
Import Controller L5X

Import EDS File

Import Connection Library

915 &=

Figure 3.49 — Import from Online Controller

The Import Connection Parameters form will open.

Controller
| Controller Path ‘I I:l Refresh Controller
Select Configuration Tag Target Browser _ O %
Tag Name Tag Type +¥ 0 Do
=] ﬁ 192.168.1.6: 1756-EN2TR/B ~

E
00: 1756-L62/B LOGIX5562
01:1756-EN2TR/B

02:1756-CNB/E 11.003

Select Connection 04 : 1756-L75/B LOGIX5575|

- . : 05: 1756-L85E/B
Vendor Device Product RPI (ms) O->T O->T

Type Code Instance Size 2

192.168.1.7: 1756-EN2TR/C

| T (O - -

192.168.1.89: 1794-AENT/B

Figure 3.50 — Import Connection Parameters — Controller Path

Enter the path to the Logix controller. This can be either entered manually, or the Browse
button “...”, can be selected to launch the Target Browser, where the Logix controller can be
selected.
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Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and
Connection grid respectively.

Import Connection Parameters - O X
Controller
Controller Path 192.168.1.6,1.4 Refresh Controller
Select Configuration Tag
Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DO8:C:0 36
2 FlexACN:0:C AB:1794_IB16:C:0 34
» o3 FlexEth:0:C AB:1794_IB16:C:0
Select Connection
Device Product O->T 0->T T-=0 T-=0
Vendor Type Code RP1 (ms) Instance: Size Instance Size Path
1 1 7 37 50 1 2 2 6 1.7.23.1.1
2 1 12 38 100 1 16 2 20 1723
=y 7 % | 5060 2 | 8 |16215216311710
4 1 7 34 50 6 0 2 8 172,310
Ok Cancel

Figure 3.51 — Import Connection Parameters — Select Connection

In order to import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration Tag,
when the new connection’s parameters are derived from the selected Connection.

Once the appropriate selections have been made, press Ok. The imported data will be
populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

C. IMPORT FROM CONTROLLER L5X FILE
Here the EtherNet/IP connection parameters are imported from a Logix controller’s L5X file.
PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000:

Document No. D169-010 Page 52 of 146
Revision 1.0



Setup

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Save the Studio5000 project as an L5X file.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: It is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

IMPORT L5X FILE

The connection parameters can be imported from the L5X file by selecting the Import
Controller L5X option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools

0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library

Figure 3.52 — Import from Controller L5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ E Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure 3.53 — Import L5X Device Configuration — Select L5X

“ 4

Click on the Browse (“...”) button to select the previously generated L5X file.

The modules found in the selected L5X file will then be displayed in the Module List.
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S Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp'\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 | Local ethO 1756-EN2TR 1 12 200 0
3 eth0.Flex5000 5094-AENZ2TRXT/A 1 12 323 0
(VA Flex5000.1B16 5094-B16XT/A 1 7 412 64
5 |Flex5000.F8 5094-IF8XT/A 1 115 325 384
6 |Flex5000.0B16 5094-OB16XT/A 1 7 43 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure 3.54 — Import L5X Device Configuration

Select the required module and click Ok. The imported data will be populated into the
Connection form.

The user can then modify the Connection Name, Path and RPI as required.

D. IMPORT EDS FILE

The connection parameters can be imported from a suitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, select the Import EDS File option
located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export Tools
B  Import from Online Contraller
@ Import Controller L5X
5 Import EDS File |
IT  Import Connection Library

Figure 3.55 — Import EDS File

A File Open dialog will open allowing the user to select the EDS file.
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S Select an Electronic Data Sheet - EDS File

«~ v 4 > ThisPC > OS(C) » Temp v (@] O Search Temp
Organize ~ New folder = ~ [ 9
~
Name Date modified Type Size
3t Quick access
_] 055A000€006D0100.eds 2023/01/06 06:54 EDS File 35KB
& Aparian

@ OneDrive - Personal
= This PC

¥ Network

+| | Electronic Data Sheet - EDS File v

File name: |055A000C006D0100.eds

Figure 3.56 — Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.

The user will need to select one of the 10 connections.

S Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C006D0100.eds

Vendor:  Aparian
Product: Modbus Router/B (A-MBR/B)

Select Connection
Config

>
10 T->0 Size
Instance

o->T .
Name RPI (ms) O->T Size
Instance Instance

b1 /O Connection

cares

Figure 3.57 — Select Connection

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify the Connection Name, Path and RPI as required.
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E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported from a previously created Connection Library
(.EIPCNX) file.

NOTE: Please contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, select the Import Connection Library
File option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
Import from Online Controller
Import Controller L5X

Import EDS File

915 & ==

Import Connection Library |

Figure 3.58 — Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify the Connection Name, Path and RPI as required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select the Export Connection Library option
located under the Export menu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library
Connectrerrryerm

Figure 3.59 — Export Connection Library File

3.6.3.2. ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
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devices have been added the user can then configure the required mapping for the
EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

A. ETHERNET/IP DEVICES

This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Devices configuration is shown in the figure below. Up to 10 EtherNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 10 configured devices.
The data from each EtherNet/IP device is written to, or read from, an Internal Data Space with
a size of 5Kbytes. See the Explicit EtherNet/IP Messaging section for more details.

The EtherNet/IP Devices configuration window is opened by either double clicking on the
module in the tree, or by right-clicking the module and selecting Configuration.

IBRO1 - Configuration

Scan Class A

Device Name

General INTERBUS INTERBUS Slaves EtherNel/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

Explicit EtherNet/IP Device Settings

500

Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices (max. of 10 items.)

3 PowerfFlex700 UCMM ~1192.168.1.100 1000 3 2600
N

AR >

ms Scan Class C 2000 ms

Message Type CIP Path Browse Timeout Retry Count Status IDS

~

Figure 3.60 — EtherNet/IP Devices - Configuration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter

Description

Scan Class A, B, C, D

The configurable update rates (in milliseconds) for each scan class in the EtherNet/IP
Map.

Device List (per device)

Device Name

The user assigned instance name for the specific device.

The module can use either Class 3 or Unconnected Messaging when communicating

Message Type
ge vp to the target EtherNet/IP device.

The CIP Path to the target device. This can either be entered manually or the user can
browse to them by clicking the Browse button. The Target Browser will open and
automatically scan for all available EtherNet/IP devices.

CIP Path
If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on
the module and selecting the Scan option.
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The required EtherNet/IP device can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the target module.

The amount of time (in milliseconds) the module will wait for a response from the

Timeout
target EtherNet/IP device.

The number of message retries before the target EtherNet/IP device is considered

Retry Count
etry Loun offline.

This is the offset in the Internal Data Space (used to map EtherNet/IP device data)
which provides the communication status of each EtherNet/IP device. The
Comm Status Offset Communication Status is as shown below:

Bit O - (1:Device Online , 0:Device Offline)
Bit 1 to 7 — Reserved.

Table 3.6 — EtherNet/IP Devices configuration parameters

B. ETHERNET/IP MAP
This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 pre-configured devices can be configured. The data from each EtherNet/IP device is
written to or read from Internal Data Space with a size of 5Kbytes. See the Explicit EtherNet/IP
Messaging section for more details.

The EtherNet/IP Map configuration window is opened by either double clicking on the module
in the tree, or by right-clicking the module and selecting Configuration.

IBRO1 - Configuration E@

General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNetIPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Explicit EtherNet/IP Map (max. of 50 items )

Input Get Output Set
Offset  Length  Offset  Length

1 | PowerFlex700 Get ~| A ~ | 0x00 0x0001 1 1 4 2 0 o

b v ~ M v

Device Function Scan  Service  Class  Instance Attribute Data Type Tag / Static Value

Figure 3.61 — EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description

The device instance name configured in the previous EtherNet/IP Devices tab.
Device

The selected device will be used for executing the communication function.
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Function

The user can select one of four functions.
Get

The module will read data from the target EtherNet/IP device by using the Get Single
Attribute CIP function. The received data will be placed into the Internal Data Space at
the Input Offset location configured in this tab.

Set

The module will write data to the target EtherNet/IP device by using the Set Single
Attribute CIP function. The data to be written will be retrieved from the Internal Data
Space at the Output Offset location configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal to the
Static Value) parameter in this configuration window. This function will typically be
used with the single (S) Scan class which means the INTERBUS Router module can be
setup to write the fixed value only once when the target device communication has
been established.

Custom

This function allows the user to use a custom Service to write and read data in the
same transaction. The user will need to see which custom services that target device
supports in that device’s user manual.

Read Tag

When using a Logix controller as an EtherNet/IP Device, the INTERBUS Router module
can read a Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as an EtherNet/IP Device, the INTERBUS Router module
can write to Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be read from the configured Output Offset.

Scan

The user can select Scan Class A, B, C or D (which was configured in the EtherNet/IP
Devices tab). The specific mapped item will then be executed at that configured scan
class rate.

The user can also select the S class which means that the mapped item will only
execute once when communication to the target device is established. If the target
device goes offline, then the mapped items with this class will be re-armed, and
resent when communication is re-established.

Service

The custom CIP service/function which is only available when the Custom function
has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
Input Offset The location in the Internal Data Space where the received data will be written.
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This will only be available for Get and Custom functions.

Get Length

The length of the data to be received. If the number of bytes received is more than the
Get Length, then the data will not be written to the Internal Data Space.

NOTE: When the function is Logix Read, then the Get Length will be
the number of elements of the configured data type and not the byte
count.

This will only be available for Get and Custom functions.

Output Offset

The location in the Internal Data Space from where the data to be written to the target
device will be read.

This will only be available for Set and Custom functions.

Set Length

The length of the data to be written.

the number of elements of the configured data type and not the byte

f NOTE: When the function is Logix Write, then the Set Length will be
count.

This will only be available for Set and Custom functions.

Data Type

The data type of the Static Value.

This will only be available for Set Static function.

Tag / Static Value

The value to be written to the target device when the Set Static function has been
selected.

Note: When using the SINT Array data type, the values must be entered as space-
delimited hex values. For example: 05 34 2E Al

Table 3.7 — EtherNet/IP Map configuration parameters

3.6.3.3. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Originator, the data from the EtherNet/IP IO
devices can be mapped to the INTERBUS interface using the Internal Map. The Internal Map
configuration window is opened by either double clicking on the module in the tree or right-
clicking the module and selecting Configuration and selecting the Internal Map tab.

A. IDS COPY — ETHERNET/IP ORIGINATOR SOURCE

When copying data from an EtherNet/IP 10 to the INTERBUS interface, the source type needs
to be EIP Originator.
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IBRO1 - Configuration

(=T 5
General INTERBUS INTERBUS Slaves EtherNeylP Devices EtherNeyIP Map Modbus Modbus Awdliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items ) Recommend
s T s st Source Source  SourceBit - Destination Destination  Destination Destination . Copy Reformat
ource Type ource instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function elormal
v 1 [intemal ~ 0 v 0 1 Byteto.. * |None v
. Internal

ai0e
EIP Originator

Figure 3.62 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

5 Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help

el + .5 F R &
Project Explorer s . )
=-& INTERBUS Demo - -
: A IBRO1 - Configurat
£+ 1 IBRO1 (INTERBUS Router) H ontiguration
.. Configurati
,‘: S::uﬁ::a on General INTERBUS INTERBUS Slaves EtherNey/IP Devices EtherNetlPMap Modbus N
|E|--=§= EtherNetfIP Connections
I 217941816 (192.168.1.110,1.4) Internal Map (max. of 300 items.)
Lo 217940W8 (192.168.1.110,1.2)
5 T 3 Inst Source Source Source Bit
ource ype ource Instance Sub—Tag OﬂSE‘ Oﬂset
» 1 |EIP Originator | |al1794IB16 ~ Data ~ 0

. M 21794I616
al7940W8

Figure 3.63 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The

Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

The user can select either the Data, or Status, to copy from the EtherNet/IP connection.

S T S Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator ~ |a1794IB16 7 0

" S

Figure 3.64 — IDS Copy — EtherNet/IP Originator Status

When selecting the Status, the format of the Status information is shown below:

Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.8 — EtherNet/IP Originator Connection Status
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B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the INTERBUS interface to an EtherNet/IP |0 device Output
Assembly, the destination type needs to be EIP Originator.

Source Source Source Bit Destinat T Destination Destination Destination Destination c t c Functi Ref t
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset aun opy Function eformal

» 1 INTERBUS ~ |01-5L 201 (8DO) - Data = 0

v

Source Type Source Instance

0 1 BytetoByte - |None -

v

Figure 3.65 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
IO tree in Slate.

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help
naw +0E8e
Project Explorer s v ax
- & INTERBUS Demo IBRO1 - Configuration

& 1 IBROT(INTERBUS Router)
.} Configuration General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

-4 EtherNey/IP Connections Internal Map (max. of 300 items.)
i1 a17941B16(192168.1.110.1.4)
Lo a17940W8 (192.168.1.110.1.2)

Source Source Source Bit Destination Destination  Destination  Destination
Source Type Source Instance Destination Type Count

Sub-Tag Offset Offset Instance Sub-Tag Offset  Bit Offset
» 1 |INTERBUS ~|01-sL 201 (800) v |Data v 0 EIP Originator v|a17940wa VIDala ~ 0 1
. < ~ |ai734B16

a17940W8

Figure 3.66 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.7. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface to the INTERBUS
interface and vice versa. Up to 300 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the tree, or right-clicking the
module and selecting Configuration and then selecting the Internal Map tab.

The Count is the number of bytes that will be copied from the source to the destination.
There are four different Copy Functions that can be used.

Function Description
Byte to Byte Each byte from the source will be directly copied to each byte in the destination.
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Each byte from the source will be copied to each bit in the destination. If a value
greater than zero is read from the source byte then a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from the source byte then a 0 will be
written to the destination bit address. The destination offset will be the bit offset and
the destination address will be incremented by one bit each time.

Bit to Bit Each bit from the source will be directly copied to each bit in the destination.

Each bit from the source will be copied to each byte in the destination. If a value of one
is read from the source bit then a 1 will be written to the destination byte address. If
Bit to Byte a value of zero is read from the source bit then a 0 will be written to the destination
byte address. The source offset will be the bit offset and the source address will be
incremented by one bit each time.

Table 3.9 — Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option provides five
different reformat options.

NOTE: The reformat option is only available for Byte to Byte Copy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16-bit Byte swap

BB AA DD CC 32-bit Byte Pair Swap

CCDD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table 3.10 — Internal Map Reformat Options

3.7.1. Copy FROM

One of six sources can be selected to copy from:
Internal, EIP Target, EIP Originator, MB Register, INTERBUS Device, and System.

Internal Map (max. of 300 items.)

Source Source Source Bit

Source Type Source Instance Sub-Tag Offset Offset

Internal

EIP Target
EIP Originator
MB Register
INTERBUS
System

Figure 3.67 — Internal Map — Source Type
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3.7.1.1. INTERNAL

When copying data from the internal data space (IDS), the source type needs to be Internal.

Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset Py

r o 0 - 0 1 BytetoByte v |None ~
.

Source Type Source Instance

Figure 3.68 — IDS Copy — Internal Source Type

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in the Internal Data Space (IDS) which has a maximum of 5,000 bytes. The Count is the
number of bytes that will be copied.

3.7.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the INTERBUS interface, the source type needs to be EIP Target.

Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
Sub-Tag Offset Offset yp Instance Sub-Tag Offset Bit Offset Py

» 1 |EIP Target | Connection 0 v 0 v 0 1 BytetoByte - |None v
nternal _______|
.

Source Type Source Instance

Figure 3.69 — IDS Copy — EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connection 0 to 3, based on
the number of connections configured. The Source Offset is the offset in the EtherNet/IP

output assembly from where the data must be copied. The Count is the number of bytes that
will be copied.

3.7.1.3. EIP ORIGINATOR

When copying data from an EtherNet/IP 10 to the INTERBUS interface, the source type needs
to be EIP Originator.

Source Source  Source Bit Destination Destination  Destination Destination Copy

Source Type Source Instance Destination Type

Sub-Tag Offset Offset Instance Sub-Tag Offset Bit Offset Count Function Reformat

EIP Target

EIP Originator

MB Register

INTERBUS

System

Figure 3.70 — IDS Copy — EtherNet/IP Originator Source Type
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The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

S Aparian-Slate - INTERBUS Demo*

File Device Tools Window Help
ek + 5 AR 4
Project Explorer

Bﬁ INTERBUS Demao
=8 i IBRO1 (INTERBUS Router)
i Configuration

IBRO1 - Configuration

General INTERBUS INTERBUS Slaves EtherMNet/lP Devices EtherNet/IP Map Modbus N

- Security
- EtherMet/IP Connections .
H a1794IB16 (192.168.1.110.1.4) Internal Map (max. of 300 items.)
i | a17940WE (192.168.1.110,1.2)
5 T 5 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator ~ Jal7%4IB16 w | Data A4 0

N M a1794IB16
a17940W3

Figure 3.71 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied.

The user can select to copy the data from the EtherNet/IP connection or the status.

S T S Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Originator ~ |a1794IB16 7 0

" S

Figure 3.72 — IDS Copy — EtherNet/IP Originator Status

When selecting the status, the format of the Status information is shown below:

Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.11 — EtherNet/IP Originator Connection Status

3.7.1.4. MODBUS REGISTER

When copying Modbus data to the INTERBUS interface, the source type needs to be MB
Register.
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Source
Offset

Source

Source Instance Sub-Tag

Source Type

o v

Intemnal
EIP Target
P O

ginato
MBReqister
NTERBU

System

Source Bit
Offset

Destination Type ~ Destination Instance

Destination Destination Destination
Sub-Tag

Figure 3.73 — IDS Copy - Modbus Source Type

The source instance will be the Modbus register type required.

Source Source
Sub-Tag Offset

) o

~|CS
1S
IR
FHR ]

Source Type Souree Instance

» 1 MBRegister

Source Bit
Offset

Destination Type ~ Destination Instance

-

Sub-Tag

Offest | BiOffeet | COURt  Copy Function Reformat
Destination ~ Destination Destination
Offest | Biofiset  Count  CopyFunction Reformat
0 1 Byte to Byte - |None v

Figure 3.74 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied.

3.7.15.

INTERBUS

When copying data from an INTERBUS output, the source needs to be INTERBUS.

Source
Offset

Source

Source Instance Sub-Tag

Source Type

INTERBUS

stem

Source Bit
Offset

Destination

Destination Type Instance

v

Destination

Destination Destination
Offset Bit Offset

Copy

Function Reformat

Sub-Tag Count

~

Figure 3.75 —IDS Copy — INTERBUS Source Type

The source instance will be the name of the configured INTERBUS slave. The Source Sub-Tag

will be Data.

5 . s st Source Source
ource |ype ource Instance SUb'Tﬁg Offset
» 1 |INTERBUS v|None  v|Data v 0
 [None

01-1SL 201 (8DO)
02-1SL 201 (8D0)

03-1SL 202 (8D1)

Source Bit
Offset

Destination

Destination Type Instance

~

v

Destination ~ Destination Destination . oMY porormat
Sub-Tag Offset Bit Offset oun Function etormal
0 1 Bytet.. “ |None ~

v

Figure 3.76 — IDS Copy — INTERBUS Source Instance

3.7.1.6.

SYSTEM

When copying system information, the source type needs to be System.
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Source
Source Type Sourca Instance g e

Internal
EIP Target
EIP Originator

» 1 |System ~ Status
.

MB Register

Source  Source Bit

Offset Offset
~ 0

Destination Destination ~ Destination Destination
Instance Sub-Tag Offset Bit Offset

~ 0 48 |BytetoByte - None ~

Destination Type Count Copy Function Reformat

Figure 3.77 — IDS Copy — System Information

The module’s System information has the following format.

Parameter Data Type | Description
Module Status.
Bit 0 — Module Config Valid
Bit 1 — EtherNet/IP Originator Comms Ok
Bit 2 — Modbus Comms Ok
Status DINT Bit 3 — EtherNet/IP Target Comms Ok
Bit 4 — Controller in Run Mode.
Bit 5— NTP Ok
Bit 6 — INTERBUS Active
Bit 7 — INTERBUS Running
INTERBUS Cycle Time DINT The INTERBUS Cycle Time in microseconds.
Frame Rx Count DINT The number of INTERBUS Frames received.
Frame Update Count DINT The number of Frame Updates (Input (Send) data changed)
Checksum Errors DINT The number of detected Frame Checksum errors.
Ident Frame Count DINT The number of INTERBUS Ident frames received.
Data Frame Count DINT The number of INTERBUS Data frames received.
Unknown Command Count DINT The number of unknown INTERBUS commands received.
Idle Timeout Count DINT The number of INTERBUS timeout occurrences.
Idle State Change Count DINT The number of INETRBUS Idle State changes.

3.7.2.

Table 3.12 — System Information Format

CopyTO

One of five destinations can be selected to copy to:
Internal, EIP Target, EIP Originator, MB Register, and INTERBUS Device.

3.7.2.1.

INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.
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Source Source  Source Bit
Source Type Source Instance

Destinat T Destination
Sub-Tag Offset Offset estination Type
'

Destination ~ Destination Destination

Instance Sub-Tag Offset Bt Offset ~ COUMt  Copy Function Reformat
-

| Internal |
P Targe!

EIP Originator

MB Register

INTERBUS

Figure 3.78 — IDS Copy — Internal Source Type

The destination instance is Not Applicable for the internal data space. The Destination Offset

is the offset in the Internal Data Space (IDS) which has a maximum of 5,000 bytes. The Count
is the number of bytes that will be copied.

3.7.2.2. EIP TARGET

When copying data from the INTERBUS interface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

Source Source  Source Bit
Source Type Source Instance

Destination Type Destination
Sub-Tag Offset Offset P

Destination ~ Destination Destination
P ™

Instance Sub-Tag Offset Bt Offst oM Copy Function Reformat
a EIP Target + | Connection 0 v 0 1 BytetoByte  |None v
- ~
EIP Target i
P Onginator
MB Register

INTERBUS

Figure 3.79 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 0 to 3,

based on the number of connections configured. The Destination Offset is the offset of the

EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied.

3.7.2.3. EIP ORIGINATOR

When copying data from the INTERBUS interface to an EtherNet/IP 10 device Output
Assembly, the destination type needs to be EIP Originator.

5 T 5 Inst Source Source Source Bit Destination T Destination Destination Destination Destination c t c Functi
ource Type ourcenstance  gup-Tag Offset Offset sstination Type Instance Sub-Tag Offset  Bit Offset oun! Opy Function
L ~

0 EIP Qriginator ~|al794IB16
: v
EIP Target
EIP Originator

VB Register
INTERBUS

Reformat
~ |Data =2 a

1 Byte to Byte ™ |None -

Figure 3.80 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
10 tree in Slate.
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Sourca Saurce Bit -
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» 1 |INTERBUS 01-iSL 201 (8DQ) - |Data v 0 EIP Originator | a1734B1 - |pata [} 2 Byle toByte  ~ |None
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Figure 3.81 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied.

3.7.2.4. MODBUS REGISTER

When copying data from the INTERBUS interface to a Modbus Register, the destination type
needs to be MB Register.

SorceType  Sourcelnsience  SONCS SOUCS SOUGSBR ooy, Desimaion  Desmnaton  Dasinaton DsNSiCN oo GopyFuncion  Reformer
» 1 INTERBUS ~ |01-1SL 201 (8DO) ~ | Data s 0 MB Register ~|HR e 0 2 Byte to Byte  |None v
- w Internal ~
EIP Target
EIP Originator
MB Register ]
Figure 3.82 — IDS Copy - Modbus Destination Type
The destination instance will be the Modbus register type required.
SoaTyps  Sourcelsnce ot Sowee  SOWREL ooy, Dptivelon  Destnalon  Desinlon Deselol  Gouwt  GopyFundion  Reformet
» 1 INTERBUS ~ |01-SL 201 (8DQ) ~ |Data v 0 MB Register ~IHR ~ 0 2 Byte to Byte  None v
- w ~|Cs ~
IS
IR

Figure 3.83 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied.

3.7.2.5. INTERBUS

When copying data to a virtual INTERBUS slave, the destination type needs to be INTERBUS.

Source Source  Source Bit
Source Type Source Instance

Destination  Destination Destination

Sub-Tag Offsot Offset | Destination Type  Destination Instance ¢\ " - Offast BiOfiest  COUNt  CopyFunction  Reformat
» 1 Internal v 0 INTERBUS w |03-ISL 202 (8DI) v |Data v 0 2 Byteto B... ~ |None v
. v Internal v

EIP Target

EIP Originator

B Registe

INTERBUS

Figure 3.84 —IDS Copy — INTERBUS Destination Type
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The destination instance will be the configured name of the INTERBUS virtual slave. The
Destination Offset is the offset in the INTERBUS data to where the data must be copied. The
Count is the number of bytes that will be copied.

@ NOTE: For more information regarding the specific Internal Map operation for
specific interfaces, see the setup and configuration sections for the various
INTERBUS and Primary Interfaces.

3.8. CONSTANTS

The Internal Data Constant configuration provides a mechanism to load the Internal Data
Space (IDS) with constant data at module start-up. This is often useful for the pre-population
of configuration data for INTERBUS slaves, as well as Modbus and EtherNet/IP devices.

The Constants configuration window is opened by either double clicking on the module in the
tree, or by right-clicking the module and selecting Configuration.

IBROT - Configuration
General INTERBUS INTERBUS Slaves EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced

Internal Data Constant ltems (max. of 100 items.)

Data Type Value Offset Reformat
» DINT ~ 345 3000 BB AA DD CC
INT ~ 34 3050 None
REAL ~ 23.67 3052 None
v

Figure 3.85 — Constants configuration

The Constant configuration consists of the following parameters:

Parameter Description
The Data Type of the constant item, either:

e SINT
e INT
e DINT

Data Type e LINT
e REAL
e USINT
e UINT
e UDINT

Document No. D169-010 Page 70 of 146

Revision 1.0



Setup

Value The constant value.
Offset The offset in the Internal Data Space where the constant value will be copied.
Reformat Used to specify how the data is formatted before writing to Internal Data Space:

e None - No reformatting applied. (AA BB or AA BB CC DD).
e BB AA - 16bit Byte swap

e BB AA DD CC - 32bit Byte Pair Swap

e CCDD AABB-Word Swap

e DD CCBB AA - Word and Byte Pair Swap

Table 3.13 — Constants configuration parameters

3.9. ADVANCED

The Advanced configuration window is opened by either double clicking on the module in the
tree, or by right-clicking the module and selecting Configuration.

IBRO1 - Configuration

General INTERBUS INTERBUS Slaves FtherNet/IP Devices FEtherMet/lP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced
Device Level Ring

DLR Enable

Time Synchronization
NTP Enable

NTP - Network Time Protocol

Server IP Address 192 . 188 | LI 2

Update Interval 60 (s)

Ok Apply Cancel Help

Figure 3.86 — Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description
DLR Enable Enable the Ethernet Device Level Ring functionality.
The INTERBUS Router can synchronize its onboard clock to an NTP Server by
NTP Enable .
enabling NTP.
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This setting is the IP address of the NTP Server which will be used as a time
source.

NTP — Server IP Address

This setting is the updated interval (in seconds) that the INTERBUS Router will

NTP — Update Interval .
request time from the NTP Server.

Table 3.14 — Advanced configuration parameters

3.10. MODULE DOWNLOAD

Once the INTERBUS Router configuration has been completed, it must be downloaded to the
module. Before downloading the Connection Path of the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if the INTERBUS Router is not on a local network.

The connection path can be set by right-clicking on the module and selecting the Connection
Path option.

5 Aparian-Slate - INTERBUS Demo

File Device Tools Window Help
Dwl A ER S

Project Explorer

B-ﬁ INTERBUS Demo

=3l IBRO1 (INTERBUS Rout

- Configuration # Configuration
i Security Connection Path

=

dF Go Online

¥ Download

4 Upload

Verify Configuration
ol Copy

[+ Export

K Delete

Figure 3.87 - Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser.

IBRO1 - Connection Path F=REEE <"

Connection Path
192.168.1.170 Browse

Ok Cancel

Figure 3.88 - Connection Path
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To initiate the download, right-click on the module and select the Download option.

S Aparian-Slate - INTERBUS Demo

File Device Tools Window Help
‘el O T IR e

Project Explorer
=+ £ INTERBUS Demo

=8 JIBRO1 (INTERBUS Router}

- Configuration & Configuration
-l Security = Connection Path
dF Go Online

¥ Download

4 Upload

Verify Configuration

o Copy
[+ Export
X Delete

Figure 3.89 - Selecting Download

Once complete, the user will be notified that the download was successful.

@ Download Successful.

Figure 3.90 - Successful download

Within the Slate environment the module will be in the Online state, indicated by the green
circle around the module. The module is now configured and will start operating immediately.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
el A AL S

Project Explorer :
=& INTERBUS Demo2
-4 1BRO1 (INTERBUS Router)
- Configuration
-l Security
D Ethernet Port Config
- Status

Figure 3.91 - Module online

Document No. D169-010 Page 73 of 146
Revision 1.0



SD Card

4. SD CARD

The INTERBUS Router supports an SD Card (see below) which can be used for disaster
recovery. The SD Card can be pre-loaded with the required firmware, network configuration
and/or application configuration.

Figure 4.1 — Module Side View — SD Card Slot

NOTE: The user will need to ensure that the SD Card has been formatted for
FAT32.

NOTE: All needed files must be copied into the root directory of the SD Card.
The module will not use files which are located in folders.

> B

4.1. FIRMWARE

The user can copy the required firmware (which can be downloaded from the Aparian
website) onto the root directory of the SD Card.
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SD - O X
W SDHC (D:) X -
™ C > SDHC(Dy) Search SDHC (D)) Q
® New ~ % @ @ ) = W TN Sort ~ = View v (1 Details
Name Date modified Type Size
> [ Aparian ‘D IBG_IBR_1001002.afb 2026/04/14 12:09 AFE File 1170 KB
> 5k SDHC (D)
1item 1 item selected 1.14 MB E‘
L

Figure 4.2 — SD Card — Firmware file

module will use only the firmware that is valid (e.g. the INTERBUS Router will

é NOTE: The filename of the firmware file must not be changed. The specific

only use the “IBG_IBR_xxxxxxx.afb” firmware file).

ﬁ NOTE: If more than one firmware file, with different firmware revisions, of the

same product is on the SD Card it can cause the module to constantly firmware

upgrade the module.

If a faulty module is replaced the user can insert the SD Card with the firmware file on into
the new module. While the module is booting it will detect if the firmware on the new module
is different from that on the SD Card. If yes, the firmware will either be upgraded or
downgraded to the firmware revision on the SD Card.

4.2. NETWORK PARAMETERS

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the network parameters (e.g., IP
Address, Subnet Mask, etc.) on to the SD Card using the Save Network Parameters to SD Card

option. This will copy the module’s current network parameters to the SD Card.
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S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
Dal W ¥ TR e

Project Explore

=& INTERBUS Demo?2
=4 —

.. f Configuration | # Configuration

-l Security @ Connection Path

g gg;’zet PortComf 3 Ethernet Port Configuration

7 Event Viewer Verify Configuration
+0 |dentity
™ Status
# Go Offline
Generate Status Report
m  Internal Register Viewer
w~ Modbus Packet Capture
[z Save Configuration to SD Card
|E Save Network Parameters to SD Card ‘I
[+ Export Modbus Summary CSV
[+ Export Modbus Expanded CSV
= Export Configuration File

# Generate Logix L5X

Figure 4.3 —SD Card — Network Parameters

When the module powers up with an SD Card inserted and there exist network parameters
saved onto the SD Card, it will update the existing network parameters if they are different.

4.3. CONFIGURATION

If a module needs to be replaced, the user can insert the SD Card (with the configuration file)
into the new module. The new module will determine if the configuration on the SD Card is
different than the currently loaded configuration (even when there is no configuration on the
module). If different, the configuration on the SD Card will be downloaded into the module’s
NV memory before the module starts executing.

The user can add the Slate configuration file to the SD Card root directory in one of two ways.

= = O X
S SDHC (D) % +

T C J > SDHC(Dy Search SDHC (D) Q
® New - pa @ @D = ] N Sort » = View - e (B Details

. Name h Date modified Type Size
> L&l Aparian
> B SDHC (D) ‘ || [ ) INTERBUS Router-FaD9.cfg 2026/04/14 1520 CFG File 2 KB ||
1item  1item selected 1.91 KB E |
Figure 4.4 — SD Card — Configuration file
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4.3.1. MANUAL CopPy

Once the user has created the application configuration in the Slate, the configuration can be
exported to a file that can be used on the SD Card. Once the file has been created the user
can copy this file into the root directory of the SD Card.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

el YO0 ER e
Project Explorer = = :
Eﬁ INTERBUS Demo2

=R JIBRO1 (INTERBUS Baiam

Configuration Configuration
Security Connection Path
Ethemet Port Co Ethernet Port Configuration

Status
.. EventViewer Verify Configuration

(S

Identity

Status

Go Offline

Generate Status Report
Internal Register Viewer
Modbus Packet Capture

Save Configuration to SD Card

IEEREEEEE

Save Network Parameters to SD Card

[+ Export Modbus Summary CSV
[+ Export Modbus Expanded CSV
Export Configuration File

@

# Generate Logix L5SX
TH

Figure 4.5 — Configuration Export for SD Card

S Select a Slate Device Config Export File

&« =~ A 5 SDHC(D) ~ G Search SDHC (D?) »

Organize = New folder = - 9
Name Date modified

> [ Aparian |D INTERBUS Router-F9D9.cfg 2026/04/14 15:20

> 5% SDHC (D)

File name: | INTERBUS Router-F9DS.cfg v
Save as type: Slate Device Config Export (*.cfg) v
~ Hide Folders Cancel
~ 3/

Figure 4.6 — Configuration Export for SD Card
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NOTE: The filename of the configuration file must not be changed. The specific
module will use only the configuration that is valid (e.g. the INTERBUS Router
will only use the INTERBUS configuration file).

NOTE: If more than one configuration file, with different configuration
signatures, of the same product is on the SD Card then only the last
configuration will be used.

4.3.2. SLATE TRIGGERED UPLOAD

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the configuration on to the SD Card
using the Save Configuration to SD Card option. This will copy the configuration that has been
downloaded to the module directly to the SD Card without the need to remove it from the
module and inserted into a PC.

NOTE: All other configuration files in the SD Card root directory will be deleted
when the upload is done.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
el AL S
Project Explorer
= fh INTERBUS Demo2
=R B—
‘..¢ Configuration # Configuration
i Security w Connection Path

B EtheetPort Confl . Fthemet Port Configuration

LT Status R . .

.7 EventViewer Verify Configuration
=0 |dentity
& Status
4 Go Offline
Generate Status Report
& Internal Register Viewer
~+~ Modbus Packet Capture

I|E Save Configuration to 5D Card | |
& Save Network Parameters to 5D Card
[+ Export Modbus Summary CSV
[+ Export Modbus Expanded CSV
= Export Configuration File
# Generate Logix L5X
T

Figure 4.7 — Save Configuration to SD Card
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5. DEVICE FIRMWARE UPDATE

The INTERBUS Router module supports in-field firmware upgrading. The latest firmware for
the module can be downloaded from the Aparian website www.aparian.com. The firmware
is digitally signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

e From the Tools menu in Slate, select the DeviceFlash utility.

S Aparian-Slate

File Device | Tools | Window Help
- Target Browser

2
4 DHCP Server
G|
3
e

Event Viewer

DeviceFlash

Packet Capture Viewers 3

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

& Application Settings

Figure 5.1 — Select DeviceFlash utility from Slate

e  When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

S Select a Device Flash File

&« v N « QS (C) » Temp > Aparian v G Search Aparian P
Organize * New folder =~ [1 0
Name Date modified Type Size
| D IBG_IBR_1001002.afb 2026/04/14 12:09 AFB File 1170 KB ‘
File name: [IBG_IBR_1001002.atb V| Device Flash (*.afb) w

Figure 5.2 — Select the binary file
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e After selecting the file, the user will be prompted to select the device to firmware upgrade on
the local network.

S Target Browser

""r' C’) Daone

192.168.1.105: PA Link/B
192.168.1.146 : IP Point HART Out
192.168.1.171 . INTERBUS Router
192.168.1.183 . PLX51-DNPS

192.168.1.184 . FF Link/B

ful
=

192.168.1.221 : DESKTOP-RJTTETN
192.168.1.233 : DH485 Router/B
192.168.1.238 . DeviceNet Router/B

192.168.1.245 : Modbus Router/B

T
&

192.168.15.106 : DESKTOP-RJTTETN

o o o o e ] —— -

Ok Cancel

Figure 5.3 — Select the device to be updated

o After the device selection, the user will be prompted to start the device flash process. The
firmware update will take less than 2 minutes to complete.

Device Flash E=NEEE %"
File Tools
Parameter Source File Target Device
Path IBG_IBR_1001002 192.168.1.170
Product INTERBUS Router INTERBUS Router
Vendor 1370 1370
Device Type 12 12
Product Code 142 142
Revision 1.001 1.001.002
Flash Cancel
Sending Chunk 541 -

Figure 5.4 — Firmware update busy

e Once the firmware update has successfully completed, the Target Device textboxes will
display green.
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-

[= ] &= e1]

File  Tools

- f

Parameter Source File Target Device
Path IBG_IBR_1001002 192.168.1.170
Product INTERBUS Router INTERBUS Router
Vendor 1370 1370
Device Type 12 12
Product Code 142 142
Revision 1.001 1.001.002
Flash Cancel
Complete

Figure 5.5 — Firmware update successfully completed

NOTE: If for any reason the firmware update failed (e.g. power down during
the update), then the module will revert back to the bootloader. The user can
then simply reflash the module again to update it to the latest application
firmware.

A\
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6. SECURITY

The INTERBUS ROUTER supports security services allowing the user to configure various levels
of module security.

When security is enabled all EtherNet/IP communication between Slate and the module is
encrypted preventing information from being intercepted by a third party.

Security of the module is configured and downloaded separately to the module’s primary
(application) configuration and can thus be configured online without affecting the running
process.

The security services provide the following features:
e Configurable level of security
e  Encrypted EtherNet/IP communication
e  Fixed User Roles and Custom Users
e  Configurable Password rules
e Login Expiry
e Failed Login Cool-off and Account Disable options
e Configurable Global Services and Custom Ports
e  Optional IP Address Access Control List
e  Optional MAC Access Control List
e  Restrictions on Reset command
e  Restrictions on Device Flash options

e  Security Audit trail in Event Log

Optional user authentication can be enabled, requiring users to login to the module when
connecting. In addition to the fixed role users, (viz. Administrator, Engineer, Operator, Auditor
and Viewer) up to 5 custom users can be configured. Each custom user is assigned one of the
aforementioned fixed roles.

Once user authentication has been initialized, only users with Administrator privileges are
able to change the security configuration and reset passwords etc.
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Associated privileges for each user role, is tabulated below:

Privileges / Roles ‘ Administrator ‘ Engineer ‘ Operator ‘ Auditor ‘ Viewer | None

System

Identity Object v v v v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

Clear Statistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

Modbus Pass Through Functions

CKIK ISISIKIKISE KIS

Internal Register Viewer

Security

Download/Upload Security Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

CSIKIKISISIKT SISIKISIKIKISIKIKST ISIKIKK

LR
L] A

Change Another User's Password

Table 6.1 — User Role Privileges

6.1. SECURING PROCESS

The process to secure a module involves the following basic steps:
e Setup Security Configuration
e Download Security Configuration to the module

e Initialize User Authentication

6.1.1. CONFIGURATION

The Security Configuration is accessed by right-clicking on the Security item in the device tree
and selecting the Security Configuration option.
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S Aparian-Slate - Demo

File
0wl WX g

Device

Project Explorer -

=& Demo
= 1 MyMeodule (Generic Module)

Tools

Window Help

+o B2

../ Configuration

Eﬂl

s

Security Configuration

=

Security Status

Change My Password

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration

Import Security Configuration

Figure 6.1 — Selecting Security Configuration

The configuration form will open and display multiple configuration tabs.

6.1.1.1.

GENERAL CONFIGURATION

The General configuration tab is shown below.

MyModule - Security Configuration

Master Securnty Enable
Enable Fixed Users
[_] Operator
Auditor
Viewer

Engineer

Module Reset and Flash Rules

Allow Reset

[J Allow Reset when Connectad

Allow Reset to Factory Defaults

] Allow Device Flash when Connected

Ok

General Password Rules Custom Users Services IP Access ControlList MAC Access Control List

Login Rules

Login Expire

Timeout Period 30 {minutes)
Failed Login Coal-Off

Retry Count 3

Cool-Off Period 5 (minutes)
["] Failed Login Disables Account

Retry Count 3

Reset Time 60 (seconds)
Apply Cancel

=

Figure 6.2 — Security Configuration — General

The General configuration tab comprises the following parameters:
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Parameter

Description

Master Security Enable

Used to enable or disable the master security.

NOTE: If this option is disabled then all Security
measures are disabled.

Enable Fixed Users
Engineer
Operator
Auditor

Viewer

Allows each of the fixed users to be enabled or disabled.

NOTE: The fixed Administrator user cannot be
disabled.

Module Reset and Device Flash Rules

Allow Reset

Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults

Must be checked to allow Reset to Factory Defaults (including Reset
to Factory Defaults except Communication settings).

Allow Reset when Connected

Must be checked to allow any type of Reset when the module is
connected, where connected implies an EtherNet/IP Class 1
connection.

Allow Device Flash when Connected

Must be checked to allow Device Flash when the module is
connected, where connected implies an EtherNet/IP Class 1
connection.

Login Rules

Login Expire

Selecting this option causes all users to be automatically logged-out
after the Login Expire Timeout Period.

Login Expire Timeout Period

The duration, in minutes, after which all users will be automatically
logged-out.

Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Cool-Off

Selecting this option initiates a Cool-off period after a user has
entered an incorrect password the Retry Count times in succession.
During the cool off period the user will not be able to login.

NOTE: This option, and the Failed Login Disable
Account option, cannot be simultaneously selected.

Failed Login Cool-Off Retry Count

The number of retries before the Login Cool-Off period is applied.

Failed Login Cool-Off Period

The Cool-Off duration, in minutes.

Once a user has entered an incorrect password the Retry Count times
in succession, they would need to wait this period before they can
login again.

Min: 1 minute

Max: 1440 minutes (24 hours)
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Failed Login Disables Account

Selecting this option causes the user’s account to be disabled if they
enter an incorrect password the Retry Count times in succession
before the Reset Time has expired.

NOTE: Once the user’s account has been disabled, an
Administrator would need to reset their password.

NOTE: This option will not be applicable for the
Administrator user account.

Failed Login Disables Account Retry
Count

The number of retries while the Reset Time is active before the user’s
account is disabled.

Failed Login Disables Account Reset
Time

The Reset Time duration, in seconds.

Once a user has entered an incorrect password, the Disable Account
Reset Time will be applied and starts counting down to zero. If the
user enters the incorrect Password the Retry Count times before the
Reset Time has expired, the user’s account will be disabled. Once the
Reset Time has expired (gone back to zero), then the login process
can be restarted.

Min: 1 second.
Max: 65000 seconds (18 hours)

Table 6.2 — Security Configuration — General

6.1.1.2.

PASSWORD RULE CONFIGURATION

The Password Rules tab is shown below.

MyModule - Security Configuration

General

Password Rules

Minimum Length 8 o

Requires at least one Numeric character

Requires at least one non-Alphanumeric

Nl %™

Custom Users Services IP Access Control List MAC Access Control List

Requires at least one Lowercase character

Requires at least one Uppercase character

character

Reject Triples (3 identical consecutive characters)

[ Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure 6.3 — Security Configuration — Password Rules
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The Password Rules tab comprises the following parameters:

Parameter

Description

Minimum Length

The minimum number of characters the password must contain.
Min: 1
Max: 32

Requires at least one
Lowercase character

When selected, all passwords will require at least one lowercase character.

eg.abcd

Requires at least one
Uppercase character

When selected, all passwords will require at least one uppercase character.
e.g.ABCD

Requires at least one
Numeric character

When selected, all passwords will require at least one non-alphanumeric
character.

eg. 1234

Requires at least one Non-
Alphanumeric character

When selected, all passwords will require at least one non-alphanumeric
character.

eg. | @#S%

Reject Triples

When selected, all passwords may not contain 3 identical (case-insensitive)
consecutive characters.

e.g. MyDDDog, strangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative of the respective
username. A derivative is defined as any 4 consecutive characters of the
password case-insensitive-matching any 4 consecutive characters of the
username.

Table 6.3 — Security Configuration — Password Rules

6.1.1.3. CUSTOM USERS CONFIGURATION

The Custom Users configuration tab is shown below.
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MyModule - Security Configuration E\@
General Password Rules CustomUsers Services IP Access Control List MAC Access Control List
Enable Custom Users Custom Users (max. of 5 items.)
User Name Role
1 Rex Stardust Administrator ~
2 | Cynthia Smith Engineer 2
3 | Walter Sobchak Viewer ~

Ok Apply Cancel

Figure 6.4 — Security Configuration — Custom Users

The Custom Users configuration tab comprises the following parameters:

Parameter Description
Enable Custom Users Global Enable / Disable for all Custom Users
User Name User Name of the Custom User.

NOTE: The User Name cannot exceed 32 characters.

NOTE: The User Name cannot be the same as any of the fixed roles.
(Administrator, Engineer etc.)

®

Role The role allocated to this user. Select one of the following:
Administrator

Engineer

Operator

Auditor

Viewer

Table 6.4 — Security Configuration — Custom Users

6.1.1.4. SERVICES CONFIGURATION

The Services configuration tab is shown below.
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Services

MyMaodule - Security Configuration

General Password Rules Custom Users Semvices |P Access Control List MAC Access Control List

[ Allow Al
Global Security Services
HTTP
Modbus-TCP
DNP3-TCP
DNP3-UDP
PCCC

=

Global Custom Ports

Custom Port
509

(3]

Ok Apply Cancel

Figure 6.5 — Security Configuration — Services

The Services configuration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.
HTTP Allow HTTP web server connections to be accepted.
Modbus-TCP Allow Modbus-TCP connections to be accepted.
DNP3-TCP Allow DNP3 TCP connections to be accepted.
DNP3-UDP Allow DNP3 UDP connections to be accepted.

PCCC Allow PCCC connections to be accepted.

Custom Ports

Up to 4 custom (TCP / UDP) ports can be added to the allowed list.

NOTE: When the application is using non-standard ports for
communication services (e.g. Modus-TCP) then these ports will
need to be added to the Custom Ports list.

Table 6.5 — Security Configuration — Services

6.1.1.5. IP ACCESS CONTROL LIST CONFIGURATION

Enabling the IP Access Control List will block all communication from PCs (and other devices)
unless their IP addresses are explicitly included in the list with the allowed services.

The IP Access Control List configuration tab is shown below.
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MyModule - Security Configuration \E\@
General Password Rules CustomUsers Services MAC Access Control List
IP Access Control List Enable IP ACL Items (max. of 10 items_)
Range Start Range End Allowed Services Custom Ports
[ 192.168.1.20 192.168.1.145 All
2 182.168.1.231 182.168.1.235 Modbus-TCP + DTM
N
Ok Apply Cancel

Figure 6.6 — Security Configuration — IP Access Control List

The IP Access Control List configuration tab comprises the following parameters:

Parameter Description

IP Access Control List Enable Enable / Disable for all IP Access Control List

IP Access Control List

Range Start First IP address in the range.

Range End Last IP address in the range.

Allowed Services The services allowed for this IP range.

Custom Ports Additional custom ports allowed for this IP range.

Table 6.6 — Security Configuration — IP Access Control List.

To modify the Allowed Services the user can either click on the specific Allowed Service cell,
or right-click on the specific row and select the Edit Services option.

The Service Selection form will open allowing the user to select each service’s checkbox.
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5 Service Selection

[ Allow Al

Selected Services
[[] EtherNetIP

HTTP
B Modbus-TCP
DNP3-TCP
DNP3-UDP

PCCC

Figure 6.7 — Security Configuration — Service Selection

To modify the Custom Ports the user can either click on the specific Custom Ports cell, or right-
click on the specific row and select the Edit Custom Ports option.

NOTE: The Custom Ports option is not available if the Allow All option has been
selected in the Allowed Services.

The Custom Ports Selection form will open allowing the user to modify the Custom Ports.

S Custom Port Selection

Custom Ports
Custom Port
508

»

Figure 6.8 — Security Configuration — Custom Ports

6.1.1.6. MAC ACCESS CONTROL LIST CONFIGURATION

Enabling the MAC Access Control List will block all communication from PCs (and other
devices) unless their MAC addresses are explicitly added to the list

A\

NOTE: Incorrectly configuring the MAC Access Control List may result in the
module no longer being able to communicate with Slate.
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The MAC Access Control List configuration tab is shown below.

MyModule - Security Configuration E\@
General Password Rules Custom Users Services IP Access ControlList MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E:F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8D BADPC-5520-2
3 B4:45:06:0E:76:15 ENGPC
-
Ok Apply Cancel

Figure 6.9 — Security Configuration — MAC Access Control List

The MAC Access Control List configuration tab comprises the following parameters:

Parameter

Description

MAC Access Control List Enable

Enable / Disable for all MAC Access Control List

MAC Access Control List

MAC Address

The MAC address which will be allowed to communicate with the module.

Description

An optional description for the Device with the matching MAC address.

Table 6.7 — Security Configuration — MAC Access Control List

The MAC addresses can be entered manually, or the user can right-click and select the Browse

option.

This will open the Network Interface Browser displaying all the network interfaces and their
corresponding MAC addresses found on the local pc. The user can then select which MAC
addresses to be added to the MAC Access Control List.
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5 Network Interface Browser

Selected MAC Address Interface IP Addresses
I 5c79£488:CA47 | VPN Client Adapter - VPN 10.5.60.67 + 169.254.104. 1

C] B4:45:06:0E:FG.8E Realtek USB GbE Family Controller 192 168.1.65

O B4:45:06:0E:F6:8D Intel(R}) Ethernet Connection (13) 1219-V 169.254.240.189 + 192.168.1.77
O 28:11:A8:56:2F-07 Intel(R) Wi-Fi 6 AX201 160MHz 192.168.15.102

O 28:11:A8:56:2F-08 Microsoft Wi-Fi Direct Virtual Adapter #3 169.254.109.11

C] 2A:11:AB:56:2F:07 Microsoft Wi-Fi Direct Virtual Adapter #4 169.254.36.233

Ok Cancel

Figure 6.10 — Security Configuration — Network Interface Browser

6.1.2. DOWNLOAD SECURITY CONFIGURATION
Once the security configuration has been completed it must be downloaded to the module.

When online with the module, the current state of the security will be indicated by the icon
of the Security node in the project tree as follows:

Icon Description

Module Offline — Master Security Disabled

Module Offline — Master Security Enabled

Module Online — No Security Configuration Downloaded

Module Online — Master Security Disabled

Module Online — Master Security Enabled, User Authentication Uninitialized

Module Online - Secured

Dy by

Table 6.8 — Security Status Icons

To download the security configuration right-click on the Security item in the project tree and
select the Download Security Configuration item.
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S Aparian-Slate - Demo

File Device Tools Window Help

el dd O +A 8L e

- Demo
=4l MyModule (Generic Module)
- Configuration

Security Configuration
Security Status

R

Change My Password

Change Other Password

Verify Configuration
Initialize User Authentication
Clear All Security

|lﬂ Download Security Configuration

Export Security Configuration

—+] Import Security Configuration

Figure 6.11 — Download Security Configuration

@ Security Download Complete

Figure 6.12 — Download Security Configuration Complete

6.1.3. INITIALIZE USER AUTHENTICATION

The final step in securing the module is to initialize user authentication. This involves creating
an Administrator password as well as setting the Default password to be used by all other
users for their initial login.

To commence with this step, right-click on the Security node in the project tree and select the
Initialize User Authentication option.
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The user (now deemed to be the Administrator) will need to configure a password for the

S Aparian-Slate - Demo

LIRS

Project Explorer

=& Demo

i Configuration

File Device Tools Window Help

=4I MyModule (Generic Module)

-

2

@

[
)

Event Vi

Security Configuration
Security Status

Change My Password
Change Other Password

Verify Configuration

Initialize User Authentication

® ¥

Clear All Security
Download Security Configuration

Export Security Configuration
-+] Import Security Configuration

Figure 6.13 — Initialize User Authentication

fixed Administrator user.

S Set ADMINISTRATOR Password

User Details

Username

Old Password

New Password

Confirm Password

Action Notes: Set ADMINISTRATOR Password.

Administrator

("] Show Password

Cancel

Password Criteria

v

8444848 L

Minimum Length

Contains Lowercase character
Contains Uppercase character
Contains Numeric character

Contains Non-Alphanumeric character
No Triples

No Username Deriviatives

As the new password is entered, it will be checked against the configured password rules.
The icons adjacent to each password rule will indicate if the criteria are fulfilled or not, or

Figure 6.14 — Set Administrator Password.

not applicable, as shown below:
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Icon Description

Criteria Not Applicable

x Failed Criteria

Passed Criteria

Table 6.9 — Password Rule Status Icons.

A green tick icon will be displayed to the right of the New Password once it meets all the
password criteria. A green tick adjacent to the Confirm Password will indicate that it
matches the New Password.

The entered passwords can either be displayed or masked by clicking on the Show Password
check box.

Once the Administrator password has been set, then the Default password must be set.
The Default password is the password to be used by all other users for their initial login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

S Set DEFAULT Password

Action Notes: Set DEFAULT Password. Used by all other users for their first login.
User Details
Username Default Password Criteria
+~/  Minimum Length
] Show Password .
+~/  Contains Lowercase character
Old Password +/  Contains Uppercase character
+~/  Contains Numeric character
New Password seesssee v +~/  Contains Non-Alphanumeric character
+~/  No Triples
Confirm Password sscsseee v
#  No Username Deriviatives

Figure 6.15 — Set Default Password.

NOTE: If required, the Administrator can change the default password
individually for each user, by using the Change Other Password option.

Document No. D169-010 Page 96 of 146
Revision 1.0



Security

On completion of the User Authentication Initialization step, the module will be secured
indicated by the green Locked icon.

Project Explorer

=& Demo
o4
e Configuration
&4 Security
- Ethernet Port Config
i1 Status
------ £ EventViewer

Figure 6.16 — Secured Module

6.2. OPERATION

To interact with a secured, and user initialized module, each user will need to first login.

6.2.1. INITIAL USER LOGIN

Similar, to an unsecured module, a user would open the existing Slate project, right-click on
the module, and select Go Online.

S Aparian-Slate - Demo

File Device Tools Window Help

Dwl W XA+

AR«

=~ Demo
= i J# Configuration
- Configurati i
@ Security | = Connection Path
dF Go Online
& Download
4 Upload

Verify Configuration

Figure 6.17 — Go Online

Since the module has been secured, it will then prompt the user to login.
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Login Details

(O Fixed User Administrator

© Custom User Walter Sobchak

Password ssssssse

Figure 6.18 — Custom User Login

The user will need to select either one of the Fixed Users or select the Custom User option
and then enter the Custom Username.

The user will then need to enter their password.

Should this be the initial login with the Default password, or if the Administrator has reset
the password and selected the option for the user to change the password, then the Set
Password form will open. The user will then need to set an appropriate password before
continuing.

5 Set OWN Password

Action Notes: Set OWN Password.

User Details

Username Walter Sobchak Password Criteria
+  Minimum Length
[ Show Password
+/  Contains Lowercase character
Old Password - +/  Contains Uppercase character
+/  Contains Numeric character
New Password il +/  Contains Mon-Alphanumeric character
+/  No Triples
Confirm Password LTI v )
@  No Username Deriviatives

Figure 6.19 — Change Own Password

@ NOTE: The Old Password that needs to be entered on the Initial User Login, will
be the same password that was used to login.

All users are permitted to change their password at any time by right-clicking on the Security
node in the project tree and selecting the Change My Password option.
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S Aparian-Slate - Demo

File Device Tools Window Help
‘Dal Aél:'l'l +-'1 Oa

Project Explorer =

=& Demo
B i MyModule (Generic Module)

- M Configuration

aE

3 Etherne Security Configuration

i1 Status

E Event

Security Status

= (Change My Password |

= (Change Other Password

Figure 6.20 — Select Change My Password

6.2.2. ROLE SPECIFIC OPERATIONS

Users with Administrator, Engineer and Auditor roles are permitted to access additional
functions not available by other users.

6.2.2.1. SECURITY STATUS

The Security Status can be viewed by right-clicking on the Security node in the project tree
and selecting the Security Status option.

S Aparan-Slate - Demo

File Device Tools Window Help

nEE Xda+3ELe

Project Explorer :
=~ Demo

B- i MyModule (Generic Module)
= 4 Conﬁguratlon

-
5

= Emem Security Configuration

1 Status + Security Status
... Event

&}

=

Change My Password
Change Other Password

&1

=

Figure 6.21 — Select Security Status

The Security Status window will open displaying various status and statistics regarding the
security services.

The General tab displays an overview of the security status.
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General

Security State

Security Revision

Config Checksum

Current Session Role

Login Expiry

| MyModule - Security Status

General Statistics Custom Users User Counts

=B

Fixed Users
Active ‘ Administrator
1 ‘ Engineer Default Password
OXATE2 \ Operator Disabled
Administrator ‘ Auditor Default Password
1793 \ Viewer Default Password

Figure 6.22 — Security Status — General

The General status tab displays the following:

Parameter Description
General
Security State The current status of the security services:

No Config

No security configuration has been downloaded to the module.

Disabled

Security configuration has been downloaded to the module, but the master
Enable Security option in the configuration has been disabled.

Uninitialized
The security configuration has been downloaded and enabled, but the
Initialize User Authentication step has not yet been completed.

Active

The module has been successfully secured.

Security Revision

The revision of the security services currently running on the module. This
is a function of the module’s firmware revision.

Config Checksum

The checksum of the current security configuration.

Current Session Role

The role assigned to the user that is currently logged in.

Login Expiry

The time (seconds) until the user is automatically logged out.

Only applicable if the Login Expire option has been enabled in the security
configuration.
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Fixed Users

Fixed Users Status
Administrator
Engineer
Operator
Auditor

Viewer

The status of each fixed user:
Disabled

The user has not been enabled in the security configuration.

Default Password

The user has not changed from their Default assigned password, or from
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a fixed user
is enabled after the User Authentication Initialization step has taken place.

An Administrator would need to reset the password for this specific user.

Active

The user is enabled and has a valid password configured.

T

able 6.10 — Security Status — General

The Statistics tab displays a number of security service statistics.

_ | MyModule - Security Status

General

Counter
Session Keys Created
Session Keys Terminated
Security Login Success
Security Login Fail
Global Security Mask Violation
IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation
Status Access Violation
Firmware Update Access Violation
Reset Violations
MAC ACL Violations

: Custom Users  User Counts

SN ECH =X

Value Clear Counters

O o o\ |lo o o|lola o &

Figure 6.23 — Security Status — Statistics

@ NOTE: Only an Administrator is permitted to select the Clear Counters

option.
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Parameter

Description

Session Keys Created

The number of security session keys created between the configuration
software and the module. Each time a user connects to the module with
the configuration software, and the module has been secured, a new
session key will be created.

Session Keys Terminated

The number of times when either the connection from the configuration
software has been terminated or there was an error in the connection
decryption. In both these cases the session keys will be deleted.

Security Login Success

The number of successful logins.

Security Login Fail

The number of failed login attempts.

Global Security Mask
Violation

The number of times a connection request is received from another device
on the Ethernet network, which has not been enabled in the module’s global
security mask configuration.

IP ACL Range Violation Each time a request or packet is received from a device that has an IP
address outside the IP ACL range, this number will be incremented.
IP ACL Mask Violation Each time a request or packet is received from a device that has an IP

address outside the Subnet ACL range, this number will be incremented.

Config Access Violation

The number of times a connection with the incorrect role privileges tried to
access the module security configuration.

Status Access Violation

The number of times a connection with the incorrect role privileges tried to
access the module security status.

Firmware Update Access
Violation

The number of times an attempt to flash upgrade the module in an incorrect
state (e.g., while running a class 1 EtherNet/IP connection) was made.

Reset Violations

The number of times an attempt to reset the module in an incorrect state
(e.g., while running a class 1 EtherNet/IP connection) was made.

MAC ACL Violations

Each time a request or packet is received from a device that does not have
a matching MAC address to those in the MAC ACL list, this number will
increase.

Table 6.11 — Security Status — Statistics

The Custom Users status tab displays the following:

| MyModule - Security Status

= e

General Statistics CustomUsers  User Counts

User Name Role Status
Rex Stardust Administrator Default Password
Walter Sobchak Viewer Active

Figure 6.24 — Security Status — Custom Users
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Parameter Description

User Name The configured user name.

Role The configured role for this specific user.
Status The status of the specific user:

Default Password

The user has not changed from their Default assigned password, or from
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a user is
added after the User Authentication Initialization has taken place.

An Administrator would need to reset the password for this specific user.

Active

The user is enabled and has a valid password configured.

Table 6.12 — Security Status — Custom Users

The User Counts status tab displays the following:

| MyModule - Security Status
General Statistics Customn Users

User Name
Administrator
Engineer
Operator
Auditor
Viewer
Rex Stardust
Cynthia Smith
Walter Sobchak

Role DA Count DA Time Cool Count Cool Time
Administrator 0 0 0 0
Engineer 0 0 0 0]
Operator 0 0 0 0]
Auditor 1 41 1 0
Viewer 0 0 0 0
Administrator 0 0 0 0
Engineer 0 0 0 0
Viewer 1 14 0 254

ENEEE >

Figure 6.25 — Security Status — User Counts

The following statistics are displayed for each user:

Parameter Description

User Name The configured user name.

Role The configured role for this specific user.

DA Count The number of failed login occurrences with respect to Disabling the

account.
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DA Time The time (seconds) since the last failed login occurrence with respect to
Disabling the account.

Cool Count The number of failed login occurrences with respect to account Cool Down
period.
Cool Time The time (seconds) remaining for the account cool down period.

Table 6.13 — Security Status — User Count

6.2.3. CHANGE OTHER PASSWORD

An Administrator can change (or reset) any user’s password by right-clicking on the Security
node in the project tree and selecting the Change Other Password option.

S Aparian-Slate - Demo

File Device Tools Window Help
owl WA TR e
Project EXplOrer =i

=& Demo
=-# MyModule (Generic Module)
- Configuration
-a
. Ethernd #  Security Configuration
-0 Status | A~ Security Status
T Event

= (Change My Password
= (Change Other Password |]]

Verify Configuration
Initialize User Authentication
K Clear All Security
1@ Download Security Configuration

Figure 6.26 — Select Change Other Password.

The Set Password form will open, and the Administrator can then select the User’s password
to change. The Administrator will need to re-enter their password as well as the new
password for the user.

The Require User to Change Password option forces that user to change the password the
next time they login.
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5 Set Other Password

Action Notes: Set Other Password.
User Details

Username Cynthia Smith

Administrator Password sssssssss

[ Show Password

New Password LTTITITTT)

Confirm Password Y|

Require User to Change Password

v

AL LR NS

W

Password Criteria

Minimum Length

Contains Lowercase character
Contains Uppercase character
Contains Numeric character

Contains Non-Alphanumeric character
No Triples

No Username Deriviatives

Figure 6.27 — Set Other Password

6.2.4. CLEAR ALL SECURITY

An Administrator can remove all the security from a module and return it to an unsecured
state. This is done by right-clicking on the Security node in the project tree and selecting the

Clear All Security option.

S Aparian-Slate - Demo

Project Explorer -
=& Demo

File Device Tools

ol W Y d

+2 8R4

Window Help

=i MyModule (Generic Module)
.4 Configuration

- Etheme
=1 Status

O < =

=

Security Configuration
Security Status

Change My Password
Change Other Password

Verify Configuration

Initialize User Authentication

Clear All Security

[ %]

Download Security Configuration

Export Security Configuration
Import Security Configuration

Figure 6.28 — Select Clear All Security.

This action will require the Administrator to enter their password. The security configuration

and all passwords will be removed with this action.
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ﬁ NOTE: This process will remove all module security configuration including all
passwords.

6.3. EVENT LOG

All security related events are added to the module’s event log.

@ NOTE: Only an Administrator is permitted to select the Clear the event log.
MyModule - Event Viewer E\@
WX
Uploaded 8 records. Filter ‘(A”] V|
Index Time Up Time Event
7 2026/04/15 07:45:23.730 | 0d - 00:01:29 Admin Login:Success
6 2026/04/15 07:45:14.520 | 0d - 00:01:20 Walter Sobchak Login:Fail(Reset account)
5 2026/04/15 07:45:14.500 | 0d - 00:01:20 Walter Sobchak Login:Fail{Cooldown enable)
4 2026/04/15 07:45:14.500 | 0d - 00:01:20 Walter Sobchak Login:Fail(Password)
3 2026/04/15 07:45:02.840 | 0d - 00:01:08 Walter Sobchak Login:Fail(Password)
2 2026/04/15 07:44:53.080 |0d - 00:00:58 Viewer Login:Fail{Disable timer enable)
1 2026/04/15 07:44:53.080 |0d - 00:00:58 Walter Sobchak Login-Fail(Password)
I 2025/04/15 07:44:29.890 |0d - 00:00:35  Log reset

Figure 6.29 — Event Log

6.4. RESET SECURITY CONFIGURATION

The module’s security configuration can be reset (cleared) by powering-up the module with
DIP switches 2, 3, and 4 set to the ON position.

é NOTE: This process will remove all module application configuration and
security configuration including all passwords.

normal (all OFF). New security configuration cannot be downloaded with the Reset

@ NOTE: Once the module has booted-up, the DIP switches should be returned to
DIP switch combination active.
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7. OPERATION

7.1. INTERBUS

The INTERBUS Router operates as multiple (1..15) virtual INTERBUS slaves. These slaves can
be input, output or input and output devices. When a virtual INTERBUS slave is configured as
an Input device, it will be Sending data on the INTERBUS network.

Q INTERBUS
I £

§ Master
(PLC)
= —
E
7]
INTERBUS
L INTERBUS
Router
INTERBUS Devices (max. of 15 items.}
Description Device Class Device Type Data Direction Data Width Device Code
1 |ISL 202 (8DI) 0 - Digital Remote Bus Device hd 2 v Input hd 2 bytes ~ 0x010A

Figure 7.1 — INTERBUS Input — Send Data

When a virtual INTERBUS slave is configured as an Output device, it will be Receiving data on
the INTERBUS network.

gg INTERBUS
g I Master
(PLC)
= i
3]
3]
INTERBUS
L INTERBUS
Router
INTERBUS Devices {max. of 15 items.)
Description Device Class Device Type Data Direction Data Width Device Code
1 |ISL 202 (8D1) 0 - Digital Remote Bus Device hd 2 v Input hd 2 bytes v 0x010A
I 2 |ISL 201 (8DO) 0 - Digital Remote Bus Device v 2 A Output v 2 bytes A 0x0109 I

Figure 7.2 — INTERBUS Output — Receive Data
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7.2. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the INTERBUS Router over EtherNet/IP using up to
4 Class 1 EtherNet/IP connections when the INTERBUS Router is operating as an EtherNet/IP
target. This will allow the INTERBUS Router to exchange data with the controller using the
input and output assembly of the Class 1 EtherNet/IP connection.

BE INTERBUS
| Master
E (PLC)
= =
©
3]
BUS
\ INIERBUS INTERBUS
INTERBUS INPUTS Router
INTERBUS OUTPUTS

J

EtherNel/IP

ControlLogix®

Figure 7.3 — INTERBUS — EtherNet/IP Target

NOTE: When using EtherNet/IP Target, it is recommended to use the
Recommend button in the Internal Map configuration. This will automatically
map and reformat all the required data in the Internal Map.

7.2.1. CLASS 1 ASSEMBLY MAPPING

When the module operates in a Logix “owned” mode the Logix controller will establish a class
1 cyclic communication connection to the INTERBUS Router. Up to four input and output
assemblies are exchanged at a fixed interval (RPI).

NOTE: The module input and output assembly of each connection will be an
undecorated array of bytes. The imported Logix routine (generated by Slate)
will copy this data to the input and output assemblies.

Document No. D169-010 Page 108 of 146
Revision 1.0



Operation

Once the generate L5X file has been imported (which will match the Internal Mapping in the
configuration), the user will be able to use the tags generated for the specific INTERBUS

IBRO1 - Configuration E=NE=R "
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNet/|lP Map Modbus Modbus Auxiliary Map Intemal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination  Destination Destination
Source Type Source Instance o Teg et Offeet | Destination Type  Destination Instance g2 0 Oftant i Ofieet | Count  Copy Function Reformat
» 1 |System ~ Status ~ 0 EIP Target ~ | connection 0 - o 48 |BytetoByte ~ |None
2 |EIP Target *  Connection 0 e 0 INTERBUS ~ |01-ISL 202 (8DI) ~ |Data ~ 1} 2 Byte to Byte | None ~
3 |INTERBUS ~ 02-SL 201 (8DO)  ~ Data ~ 0 EIP Target ~ |Connection 0 ~ 48 2 Byte to Byte  None ~

Figure 7.4 — Internal Map — EtherNet/IP Target

The Output tag (example “IBRO10ut”) will typically include all the virtual Input INTERBUS
slaves’ data.

Name —E & [Value €| Style Data Type Description
—BRO10ut [...} IBRO10ut17E4
= IBRO10ut S01_ISL202801 [...}|Hex SINT[2] ISL 202 (8Dl) Input Data
+ IBRO10ut 301_1SL2028DI[0] 16§00 |Hex SINT ISL 202 (8Dl} Input Data
+ IBRO10ut 301_1SL2028DI[1] 16§00 |Hex SINT ISL 202 (8Dl} Input Data

Figure 7.5 — Logix — INTERBUS “Out” Tag

The Input tag (example “IBRO1In”) will typically include the Module (System) Status, and all
the virtual Output INTERBUS slaves’ data.
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Name =5 & |Value €| Style Data Type Description
= IBRO1In {---1 IBRO1In17E4
—IBRO1In.ModuleStatus {...} IBRSystemStatus
+IBRO1In.ModuleStatus.ChcksmErrCount 0 |Decimal DINT Checksum Error Count
IBRO1In.ModuleStatus.ConfigValid 1 |Decimal BOOL Configuration Valid
IBR0TIn.ModuleStatus.ControllerRun 1|Decimal BOOL Controller Mode: 0=Program, 1=Run
+|BROTIn.ModuleStatus. DataPcktCount 23459 |Decimal DINT Data Packet Count
IBRO1In.ModuleStatus EIPOriginatorComms Ok 0 |Decimal BOOL EtherNet/IP Originator 0=Fail. 1=0k
IER01In.ModuleStatus EIPOwned 1 |Decimal BOOL EtherMNet/IP Target 0=Not-Owned, 1=0wned
+|BROTIn.ModuleStatus.|dentPcktCount 4560 |Decimal DINT Ident Packet Count
+IBRO1In.ModuleStatus.IdleStateChgCount 1 |Decimal DINT Idle State Change Count
+|BROTIn.ModuleStatus.Idle TimeoutCount 0 |Decimal DINT Idle Timeout Count
IBR0TIn.ModuleStatus INTERBUSActive 1|Decimal BOOL INTERBUS Active: 0=0ff 1=Active
+IBRO1In.ModuleStatus INTEREUSCycle 1194 |Decimal DINT INTERBUS Cycle Time (us)
IBR0TIn.ModuleStatus. INTERBUSRun 1|Decimal BOOL INTERBUS Run: 0=0ff 1=Run
IBR0TIn.ModuleStatus.ModbusOnline 0 |Decimal BOOL 0=0ffline, 1=0nline
IBR0TIn.ModuleStatus. NTPOk 0 |Decimal BOOL NTP Status: 0=Fail, 1=0k
+/IBRO1In.ModuleStatus RxPcktCount 15443 |Decimal DINT Rx Packet Count
+|BROTIn.ModuleStatus. TxPcktUpdateCount €218 |Decimal DINT Tx Packet Update Count
+/|BROTIn.ModuleStatus. UnknownCmdCount 0 |Decimal DINT Unknown Command Count
—BRO1In.502_ISL2018D0 {---1|Hex SINT[2] ISL 201 (8D0) Output Data
+BRO1In.S02_ISL2018D0[0] 16$00|Hex SINT ISL 201 (8D0Q) Output Data
+BRO1In.S02_ISL2018DO[1] 16$00|Hex SINT ISL 201 (8D0Q) Output Data

Figure 7.6 — Logix — INTERBUS “In” Tag

7.3. ETHERNET/IP ORIGINATOR

The INTERBUS Router module can operate as an EtherNet/IP originator. In this mode the
module can exchange data from the INTERBUS network with EtherNet/IP devices using either
the input and output assemblies of the Class 1 EtherNet/IP connection to the device or using
explicit (Class 3 or UCMM) EtherNet/IP messages.

7.3.1. ETHERNET/IP CLASS 1 CONNECTIONS

In the example below, the INTERBUS Router is exchanging INTERBUS slave data with owned
EtherNet/IP 1/O devices.

Once the EtherNet/IP Class 1 connections are configured and established, then any Internal
Map copying to an EtherNet/IP device will be written to the output assembly of the selected
EtherNet/IP device (Originator to Target). In the Internal Map the user will specify which
device instance is the target and at what offset the data must be written in the output
assembly.

Document No. D169-010 Page 110 of 146
Revision 1.0



Operation

INTERBUS
Master
(PLC)

INTERBUS QOUTPUTS

|

RBUS
\, M INTERBUS

Router

INTERBUS INPUTS

EtherNel/IP

Flex-I0® (1794)

General INTERBUS INTERBUS Slaves FEtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced

INTERBUS Devices (max. of 15 items.)

Description Device Class Device Type Data Direction Data Width Device Code
1 | ISL 202 (8D1) 0 - Digital Remote Bus Device v 2 hd Input hd 2 bytes hd 0x010A
2 |ISL 201 (8DO) 0 - Digital Remote Bus Device v 2 v Output v 2 bytes v 0x0109

Project Explorer s

=& INTERBUS Demo
& 1 IBROT (INTERBUS Router)
# Configuration
T Security

=] N annection
i 217941816 (192.168.1.110.1.4)
E B2 1601110

IBRO1 - Configuration

General INTERBUS INTERBUS Slaves EtheNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.)

Source Source Source Bit - Destination  Destination Destination
Source Type Source Instance Sub-Teg Offset | Offaet | Destinstion Type  Destination Instance o r et BitOffest Count
1 |EIP Originator | a1794I816 - |Data v 0o INTERBUS - 01-SL 202 (8DI) - | Data 5 1 [ |
= — =
2 |INTERBUS ~ |02-1SL 201 (8DO) | v |Data v EIP Originator - |a17940W8 ~ | Data ~ 0 1 |

Figure 7.7 — Internal Mapping - EtherNet/IP Originator

7.4. MODBUS

When the INTERBUS Router has the Primary Interface set to either Modbus Client or Modbus
Server, then the INTERBUS slave data can be mapped to and from configurable internal
Modbus Registers using the Internal Map.
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INTERBUS
Master
(PLC)

INTERBUS

INTERBUS
INTERBUS INPUTS Router
INTERBUS OUTPUTS
Modbus TCP

Remote Modbus Device
(Client / Server)

General INTERBUS INTERBUS Slaves FEtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
INTERBUS Devices (max. of 15 items.)

Description Device Class Device Type Data Direction Data Width Device Code
1 | ISL 202 (8D1) 0 - Digital Remote Bus Device v 2 hd Input hd 2 bytes hd 0x010A
2 |ISL 201 (8DO) 0 - Digital Remote Bus Device v 2 v Output v 2 bytes v 0x0109
General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map InternalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
D D D
Source Type Source Instance Si?ﬁ'f; %’;;Zf 5°”'°;|B“ Destination Type  Destination Instance o7 2 et B Ot Count Copy Function Reformat
» 1 |System v Status v 0 MB Register  ~ |HR v 1000 48 Byte to Byte  ~ |None v
2_MBRegister - HR v 2000 INTERBUS. (01151 202 (8D)__ > |Data ~ 0 2 BytetoByte > |None v
3 INTERBUS - |02-ISL 201 (8DO) - |Data v 0 MB Register - HR ~ 1024 2 Byte to Byte _~ |None v

Figure 7.8 — Modbus Client / Server

In the case of a Modbus Client, the Modbus Auxiliary map will also need to be configured to
exchange this data with a remote Modbus Server.

IBRO1 - Configuration

NI =>4

General INTERBUS INTERBUS Slaves EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map  Internal Map Constants  Advanced
Modbus Auxiliary Map (max. of 100 items.)

Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 Write hd HR A 1000 26 1000 192.168.1.23 7 None e
2 Read ~ HT? v 2000 4 2000 192.168.1.23 7 None ~
b ~ ~ =

Document No. D169-010
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7.5. INTERNAL MAP DATA FORMATS

The following tables describe the raw format of the data structures that can be mapped in
the Internal Map table configuration.

NOTE: When using EtherNet/IP Target, Modbus Server, or Modbus Client, it is
Y. j \ recommended to use the Recommended Mapping feature in the internal
mapping. This will automatically map all the required data in the Internal Map.

7.5.1. SYSTEM STATUS

When copying system information, the source type needs to be System.

J1939RB - Configuration == ="
General J1939 Communication J1939 Identty PGNMap EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map IntemalMap  Advanced

Internal Map (max. of 300 items ) Recommend

Source Source Source Bit Destinat T Destination Destination Destination Destination
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset

b ~ ~ v

Source Type  Source Instance Count  Copy Function Reformat

Intemal
EIP Target
EIP Originator
MB Register
PGN

1939 Device
System

Figure 7.10 — IDS Copy — System Information

The module’s system information has the following format.

Parameter Data Type | Description

Module Status.

Bit 0 — Module Config Valid

Bit 1 — EtherNet/IP Originator Comms Ok
Bit 2 — Modbus Comms Ok

Status DINT Bit 3 — EtherNet/IP Target Comms Ok

Bit 4 — Controller in Run Mode.

Bit 5— NTP Ok

Bit 6 — INTERBUS Active

Bit 7 — INTERBUS Running

INTERBUS Cycle Time DINT The INTERBUS Cycle Time in microseconds.

Frame Rx Count DINT The number of INTERBUS Frames received.

Frame Update Count DINT The number of Frame Updates (Input (Send) data changed)

Checksum Errors DINT The number of detected Frame Checksum errors.

Ident Frame Count DINT The number of INTERBUS Ident frames received.
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Data Frame Count DINT The number of INTERBUS Data frames received.
Unknown Command Count DINT The number of unknown INTERBUS commands received.
Idle Timeout Count DINT The number of INTERBUS timeout occurrences.

Idle State Change Count DINT The number of INETRBUS Idle State changes.

Table 7.1 — System Information Format
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8. DIAGNOSTICS

8.1. LEDS

The module provides six LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LED is provided in the table below.

Figure 8.1 — INTERBUS Router front view

LED Description
Ok The module LED will provide information regarding the system-level operation of the
module.

If the LED is red, then the module is not operating correctly. For example, if the module
application firmware has been corrupted or there is a hardware fault the module will
have a red Module LED.

If the LED is briefly flashing red, and then returning to either flashing green or solid
green, then there is a duplicate IP address on the Ethernet network similar to that of
the local module.

If the LED is green (flashing), then the module has booted and is running correctly
without any application configuration loaded.
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If the LED is green (solid), then the module has booted and is running correctly with
application configuration loaded.

A/B The Ethernet LED will light up when an Ethernet link has been detected (by plugging in
a connected Ethernet cable). The LED will flash every time traffic is detected.

This module has two Ethernet ports A and B. Each LEDs represents each specific port.

Sts The Status LED indicates if the module is currently in an active state where the primary
interface is operational and the INTERBUS communication is active.

Solid Green — Both the INTERBUS communication and the Primary Interface
communication is active and running.

Flashing Green — Either the INTERBUS communication or the Primary Interface
communication is active and running (not both).

Off - Both the INTERBUS communication and the Primary Interface communication is
not running.

IB The INTERBUS LED indicates the activity on the INTERBUS network.
Flashing Red — A corrupted or incorrect INTERBUS packet was received.
Flashing Green — A valid INTERBUS packet was received.

Off — No INTERBUS packets are being received or sent.

Aux The Aux LED will flash each time there is activity on any of the primary interfaces.

Flashing Red — A corrupted or incorrect packet was received on one of the Primary
Interfaces (EtherNet/IP, Modbus TCP).

Flashing Green — A valid packet was received on one of the Primary Interfaces
(EtherNet/IP, Modbus TCP).

Off — No activity.

Table 8.1 - Module LED operation

8.2. MODULE STATUS MONITORING IN SLATE

The INTERBUS Router provides various statistics which can assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full by Slate or using the web
server in the module.

To view the module’s status in the Aparian-Slate environment, the module must be online. If
the module is not already Online (following a recent configuration download), then right-click
on the module and select the Go Online option.
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S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

el bd A dAEHL e

Project Explorer

= INTERBUS Demo2

=3 i IBRO1 (INTERBUS Router)

i Configuration # Configuration

~im Securty = Connection Path

dF Go Online

¥ Download

4 Upload

Verify Configuration

@ Copy
[+ Export
X Delete

Figure 8.2 - Selecting to Go Online

The Online mode is indicated by the green circle behind the module in the Project Explorer
tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
R MR G G
Project Explorer
Bﬁ INTERBUS Demo2
[=E JIBRO1 (INTERBUS Routerl
# Configuration # Configuration
g E;CUHWP Cont = Connection Path
emet Port Config " -
./ Status B Ethernet Port Configuration
LT EventViewer Verify Configuration
<0 |dentity
= Status
4+ Go Offline
Generate Status Report
/1 Internal Register Viewer
w= Modbus Packet Capture
[ Save Configuration to SD Card
[E Save Network Parameters to SD Card

Figure 8.3 - Selecting online Status

The Status monitoring window can be opened by either double-clicking on the Status item in
the Project Explorer tree, or by right-clicking on the module and selecting Status. The status
window contains multiple tabs to display the current status of the module.

8.2.1. GENERAL

The General tab displays the general status for the local INTERBUS Router module.
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12 18RO1 - Status r=liEr s
EQEnEjal' INTERBUS Statistics INTERBUS Slaves IBSend IBReceive CIP Statistics Modbus EthemetClients TCP[ARP

Configuration MAC Address DIP Switches
EtherNetP Owned n/a Firmware \ 1.001.002 | SW1 - Safe Mode [[of ]
EtherNet Originatar Up Time SW2 - Force DHCP off
Modbus Status Temperature SW3 - Lock Config ‘I
Transaction Rate Processor Scan SW4 - Fixed IP Address Off
INTERBUS Cycle Ethernet Port 1 (Updated only on boot up.)
INTERBUS Status Ethernet Port 2
INTERBUS BAUD Ethernet DLR
Module Time (Local) NTP Status

Set to PC Time SD Card

Figure 8.4 - Status monitoring — General

The General tab displays the following general parameters:

Parameter

Description

Configuration

Indicates whether the current configuration is valid or not, as well
as the configuration checksum.

EtherNet/IP Owned

When the module is configured as an EtherNet/IP Target, this will
indicate if the module is owned by an EtherNet/IP connection
originator, as well as the Run/Program state of the controller.

EtherNet/IP Originator

When the module is configured as an EtherNet/IP Originator, this
will show if all the Class 1 and Explicit Message connections to
EtherNet/IP target devices are established and returning valid
data.

Modbus Status

When the module is operating as a Modbus Server, this
parameter will indicate that the module has received a valid
Modbus request within the Modbus inactivity time.

When the module is operating as a Modbus Client, this parameter
will indicate that all the mapping items in the Modbus Auxiliary
Map are executing correctly.

Transaction Rate

Number of INTERBUS transactions executed per second.

INTERBUS Cycle

The current INTERBUS Cycle period, in milliseconds.

INTERBUS Status

The status of the INTERBUS communication.

INTERBUS BAUD

The BAUD rate of the configured INTERBUS communication,
either 500 kb or 2Mb.

Module Time

The current module time.

MAC Address

Displays the module’s unique Ethernet MAC address.

Firmware

The version of the module’s firmware.
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Up Time

Indicates the elapsed time since the module was powered-up.

Temperature

The internal temperature of the module’s CPU.

Processor Scan

The amount of time (microseconds) taken by the module’s
processor in the last scan.

Ethernet Port 1/2

This is the status of each Ethernet port.
Down

The Ethernet connector has not been successfully connected to
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethernet
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Ethernet
port.

Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.
Disabled

Device Level Ring functionality has been disabled.

Linear

The DLR functionality has been enabled and the Ethernet network
architecture is linear.

Ring — Fault

The DLR functionality has been enabled and the Ethernet network
architecture is ring, but there is a fault with the network.

Ring — Ok

The DLR functionality has been enabled and the Ethernet network
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.
Disabled

The NTP time synchronization has been disabled.

Locked

NTP time synchronization has been enabled and the module has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled and the module has
not locked onto the target time server.

SD Card

Indicates if a SD Card is present or not.
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DIP Switch Position

The status of the DIP switches when the module booted.

NOTE: This status will not change if the DIP switches are altered
when the module is running.

Table 8.2 - Parameters displayed in the Status Monitoring — General Tab

8.2.2. INTERBUS STATISTICS

The INTERBUS Statistics tab displays the statistics associated with the INTERBUS

communication network.

L] 1BRO1 - Status = =S
General {INTERBUS Stalistics | INTERBUS Slaves B Send IB Receive CIP Statistics Modbus Ethemet Clients TGP | ARP
INTERBUS Statistics Clear Counters
Counter Value

Frame Rx Count 781954

Frame Update Count 6555

Checksum Errors 22

Ident Frame Count 0

Data Frame Count 781910

Unknown Cmd Count 0

Idle Timeout Count 0

Idle State Change Count 0

Figure 8.5 - Status monitoring — INTERBUS Statistics

Statistic Description
Frame Rx Count The number of INTERBUS Frames received.
Frame Update Count The number of Frame Updates (Input (Send) data changed)
Checksum Errors The number of detected Frame Checksum errors.
Ident Frame Count The number of INTERBUS Ident frames received.
Data Frame Count The number of INTERBUS Data frames received.
Unknown Cmd Count The number of unknown INTERBUS commands received.
Idle Timeout Count The number of INTERBUS timeout occurrences.
Idle State Change Count The number of INTERBUS Idle State changes.

Table 8.3 — INTERBUS statistics

Document No. D169-010
Revision 1.0

Page 120 of 146



Diagnostics

8.2.3. INTERBUS SLAVE

The INTERBUS Slaves tab displays the configured slaves and their current Send and Receive
data.

12 1BRO1 - Status (=B
General INTERBUS Statistics | INTERBUS Slaves | B Send IB Receive CIP Statistics Modbus EthemetClients TCP | ARP
Position Description Send Receive

1 ISL 202 (8 DIy 03 04 00 00

2 AOB4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 0000 . 76 75 00 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 .
3 ISL 201 (8DO) 00 00 0022

4 AIBACS 00 00 F6 AD 13 14 15 16 00 00 00 00 00 00 00 55

5 ISL 202 (8DI) 1718 00 00

6 AOB 00 00 00 00 00 00 00 00 68 00 00 00 64 63 62 &1

7 AIBACB 05 06 00 00 21 22 23 24 00 00 00 00 00 00 00 88

8 AIBACS 25 26 26 28 31 32 33 34 00 00 1A 00 00 00 00 GO

9 AIBACB 35 36 37 38 41 42 F6 AD 49 00 00 00 00 00 45 44

10 ISL 202 (8 DO} 00 00 0033

11 ISL 202 (8 DI) 45 46 00 00

12 ISL 202 (3 DIy 47438 00 00

13 ISL 201 (8DO) 00 00 0035

14 ISL 201 (8DO) 00 00 00F8

15 A3 1E 1C 00 00 1A 1B 00 GO 00 00 00 00 00 00 00 00

Figure 8.6 - Status monitoring — INTERBUS Slaves

Parameter Description

Position The slave position (starting at 1) within the INTERBUS Router.

Description The configured description of the virtual slave.

Send The Send data (inputs) associated with the virtual slave, displayed in Hex
format.

Note: A gray background indicates that the data is not relevant.

Receive The Receive data (outputs) associated with the virtual slave, displayed in
Hex format.

Note: A gray background indicates that the data is not relevant.

Table 8.4 — INTERBUS Slaves

8.2.4. INTERBUS SEND DATA

The IB Send Data tab displays all the data the INTERBUS Router will send in the INTERBUS
summation frame.
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] IBRO1 - Status E\@

General INTERBUS Statistics INTERBUS Slaves ;1B Send} B Receive CIP Statistics Modbus EthernetClients TCP /ARP

INTERBUS Send Data

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 03 04 00 00 00 00 00 00 00 0o 0o 0o ao oo 0o 0o
16 00 00 00 0o 0o 00 00 00 00 0o 0o oo ao ao 0o 00
32 00 00 00 0o 0o 00 00 00 00 0o 0o oo ao ao 0o 00
48 00 00 00 0o 00 00 00 00 00 oo 0o oo oo oo oo 0o
64 00 00 00 00 00 00 0A EA 13 14 15 16 17 18 00 00
80 00 00 0o 00 00 00 05 06 00 00 21 22 23 24 25 26
96 26 28 31 32 33 34 35 36 37 38 41 42 0A EA 00 00

112 | 45 46 47 48 00 00 00 00

Figure 8.7 - Status monitoring — INTERBUS Send Data

The data is displayed in Hex format, and a gray background indicates that the data is not
relevant to any specific virtual slave.
The background color alternates between shades of blue for each configured virtual slave.

8.2.1. INTERBUS RECEIVE DATA

The IB Receive Data tab displays all the data received by the INTERBUS Router from the
INTERBUS summation frame.

| IBRO1 - Status E@

General INTERBUS Statistics INTERBUS Slaves |IB Send CIP Statistics Modbus FEthernet Clients TCP jARP

INTERBUS Receive Data

0 1 2 3 4 5 6 7 8 ] 10 11 12 13 14 15
0o 00 00 0o 0o 1D C5 0o 0o 0o 00 0o B5 00 35 00 0o
16 00 00 00 33 49 00 00 00 00 00 45 44 00 00 1A 00
32 00 00 00 00 00 00 00 00 00 00 00 a8 68 00 00 0o
48 64 63 62 61 00 00 00 00 00 00 00 00 00 55 00 22
64 76 75 00 00 00 00 00 0o 00 00 00 00 00 00 00 00
80 00 00 00 00 00 00 00 0o 00 00 00 00 00 00 00 00
9% | 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
112 00 00 0o 0o 00 00 0o 0o 00 00 0o 0o 00 73 72 71
128 00 00 D8 E9 FF 00

Figure 8.8 - Status monitoring — INTERBUS Receive Data
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The data is displayed in Hex format, and a gray background indicates that the data is not
relevant to any specific virtual slave. An orange background indicates summation frame

control data.

The background color alternates between shades of blue for each configured virtual slave.

8.2.2. ETHERNET/IP ExpLICIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP

Device explicit mapping.

@ NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.

_ | 1BRO1 - Status

Explicit EtherNet/IP Statistics

Counter
Read Successes
Write Successes
Transaction Failures
Transaction Timeouts
Callback Id Mismatches
Range Overruns
Length Overruns
Incorrect CIP Data Type
Incorrect CIP Tagld
CIP Tag Read Successes
CIP Tag Write Successes

(= ETR o
General INTERBUS Statistics INTERBUS Slaves 1B Send 1B Receive EtherNet/IP Explicit EtherMet/IP Map EtherNet/IP Originator Logix CIP Statistics EthemetClients TCP [ ARP
Clear Counters Explicit EtherNet/IP Devices
Value Device Path Status
61 MyCLX 192.168.1.9,1.0 Online
0 MBRO1 192.168.1.245 Online
0
0
0
0
0
0
0
61
0

Figure 8.9 - Status monitoring — EtherNet/IP Explicit

Statistic

Description

Read Successes

The number of successful reads from the target EtherNet/IP device.

Write Successes

The number of successful write to the target EtherNet/IP device.

Transaction Failures

The number of failed reads/writes to the target EtherNet/IP device (e.g. error
response).

Transaction Timeouts

The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches

The EtherNet/IP UCMM or Class 3 response does not match the request.

Range Overruns

The number of times the returned data amount runs over the maximum
Internal Data Space.

Length Overruns

The number of times the returned data is greater than the configured get
length.
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When the Explicit Message Function is a Tag Read/Write, this statistic will

Incorrect CIP Data Type . . .
P increase when the incorrect CIP data type was returned in the response.

When the Explicit Message Function is a Tag Read/Write, this statistic will

Incorrect CIP Tag Id . . .
& increase when the incorrect CIP UDT tag ID was returned in the response.

When the Explicit Message Function is a Tag Read, this statistic will increase

CIP Tag Read Successes when there was a successful Logix Tag Read.

When the Explicit Message Function is a Tag Write, this statistic will increase

CIP Tag Write Successes . .
g when there was a successful Logix Tag Write.

Table 8.5 — EtherNet/IP Explicit Statistics

8.2.3. ETHERNET/IP MaP

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.

1 18RO - Status =n =l %"

General INTERBUS Statistics INTERBUS Slaves |B Send IB Receive EtherNet/IP Explicit EtherNeyIP Map EtherNeIP Originator Logix CIP Statistics Ethernet Clients TCP / ARP

Map Succes Counts Clear Counters

Device Function Scan Object Details Successes
MyCLX ReadTag A Tag101 237
MBRO1 Get A 0x0001 - 01 : 0001 1184

Figure 8.10 - Status monitoring — EtherNet/IP Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.

8.2.4. ETHERNET/IP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and
statistics for each configured EtherNet/IP device.

@ NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.
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8 01 st = <
General INTERBUS Statistics INTERBUS Slaves 1B Send IBReceive EtherNetIP Explicit EtherNetlP Map EtherNeyIP Originator Logix CIP Statistics Ethernet Clients TCP / ARP
EtherNet/IP Originator Clear Counters
Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
ElOBlock1 (192.168.1.11) 8 0 4 850 307 850320 Connected

Figure 8.11 - Status monitoring — EtherNet/IP Originator

Statistic Description
Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic communication.
Offline

The device is offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection rejection, for example:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.
Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.

Table 8.6 — EtherNet/IP Class 1 status and statistics

8.2.5. LoGIx

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write message
instructions.

®
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NOTE: This tab is only relevant when the module has the Primary Interface set
to EtherNet/IP Originator and Logix Tag Read/Write functions are being used
in the EtherNet/IP Explicit Message Map.

10801 - St =R
General INTERBUS Statistics INTERBUS Slaves |IB Send |BReceive EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Legix  CIP Statistics Ethernet Clients TCP | ARP
Logix Statistics Clear Counters I
Counter Value
Current Connections 1
Connection Failures 0
Tag Not Exist Errors 0
Privilege Violations 0
Tag Reads 16
Tag Writes 0
ENIP Retries 0
ENIP Failures 0
General Access Errors 0
Figure 8.12 - Status monitoring — Logix Statistics
Parameter Description

Current Connections

The number of current open class 3 connections.

Connection Failures

The number of failed attempts at establishing a class 3 connection
with a Logix controller.

Tag Not Exist Errors

The number of tag read and tag write transactions that failed due
to the destination tag not existing.

Privilege Violations

The number of tag read and tag write transactions that failed due
to a privilege violation error.

Note: This may be caused by the External Access property of the
Logix tag being set to either None or Read Only.

Tag Reads The number of tag read transactions executed by the INTERBUS
Router module.

Tag Writes The number of tag write transactions executed by the INTERBUS
Router module.

ENIP Retries This count increases when no response is received from the Logix
Controller within the ENIP timeout.

ENIP Failures This count increases when the ENIP Retry Limit is reached and no

response has been received from the Logix Controller.

Access General Error

This count increases when a tag cannot be accessed for any other
reason not reported above.

Table 8.7 — Logix Statistics Tab
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8.2.6. MoDBUS

The Modbus tab displays the Modbus statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus TCP Server or Modbus TCP Client.

NOTE: The Modbus statistics tab is only displayed if the module has the
primary interface set to Modbus TCP Client or Modbus TCP Server.
0 - S ==
General INTERBUS Statistics INTERBUS Slaves 1B Send IBReceive CIP Statistics Modbus EthemetClients TCP /ARP
Modbus Statistics Clear Counters
Counter Value Counter Value
Tx Packet Count 281 lllegal Function 0
Rx Packet Count 281 lllegal Data Address 0
Checksum Errors 0 llegal Data Value 0
Parity Errors 0 Slave Device Failure 0
Timeout Errors 0 Acknowledge - Response Delay 0
Data Too Large 0 Slave Device Busy 0
Map ltem Not Found 0 Negative Acknowledge 0
MNode Mismatch 0 Memary Parity Error 0
Data Alignment Errors 0

Figure 8.13. - Status monitoring — Modbus Statistics

The Modbus tab displays the following parameters:

Statistic Description

Tx Packet Count The number of Modbus packets sent by the module.

Rx Packet Count The number of Modbus packets received by the module.

Checksum errors The number of corrupted Modbus packets received by the module.

Parity errors The number of bytes with parity errors received by the module.

Timeout Errors The number of message response timeouts the module has encountered.

Data Too Large The number of Modbus requests or responses where the data was too large to
process.

Map Item Not Found The number of Modbus requests did not match any mapped items.

Node Mismatch The received Modbus request did not match the module’s Modbus node address.

Data Alignment Errors The Modbus request and associated mapped item is not byte aligned with the
destination Logix tag.

Illegal Function The number of times the Modbus device responded with an lllegal Function
exception.

Document No. D169-010 Page 127 of 146

Revision 1.0



Diagnostics

Illegal Data Address

The number of times the Modbus device responded with an Illegal Data Address
exception.

Illegal Data Value

The number of times the Modbus device responded with an lllegal Data Value
exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Failure
exception.

Acknowledge —Response
Delay

The number of times the Modbus device responded with an Acknowledge
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy exception.

Negative Acknowledge

The number of times the Modbus device responded with a Negative
Acknowledge exception.

Memory Parity Error

The number of times the Modbus device responded with a Memory Parity
exception.

Table 8.8 - Modbus Statistics Tab

8.2.7. CIP STATISTICS

The CIP tab displays the Ethernet CIP statistics.

_ | I1BRO1 - Status

CIP Statistics

Counter
Class 1 Timeout Count
Class 3 Timeout Count
Class 1 Fwd Open Count
Class 3 Fwd Open Count
Class 1 Fwd Close Count
Class 3 Fwd Clase Count
Class 1 Connection Count

Class 3 Connection Count

General INTERBUS Statistics INTERBUS Slaves IB Send |B Receivi

e Sl

Modbus FEthemet Clients TCP | ARP

Clear Counters

Value

o o o o olololo

Figure 8.14 - Status monitoring — CIP Statistics

Statistic

Description

Class 1 Timeout Count

The number of Class 1 connections closed due to Timeouts.

Class 3 Timeout Count

The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open Count

The number of Class 1 Forward Open (connection establishment) messages
sent.
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Class 3 Forward Open Count | The number of Class 3 Forward Open (connection establishment) messages
sent.

Class 1 Forward Close Count | The number of Class 1 Forward Close (connection termination) messages
sent.

Class 3 Forward Close Count | The number of Class 3 Forward Close (connection termination) messages

sent.
Class 1 Connection Count The current number of active Class 1 connections.
Class 3 Connection Count The current number of active Class 3 connections.

Table 8.9 — Mapped ltem statistics

8.2.8. ETHERNET CLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the INTERBUS Router.

S — Bix
General INTERBUS Statistics INTERBUS Slaves |B Send |B Receive EtherMet/IP Explicit EtherNetIP Map EtherNeyIP Originator Logix CIP Statistics EthernetClients TCP jARP
Ethernet Client Counts EtherNetIP Table
Type Count IP Address Session Handle
ARP Clients 5 192.168.1.245 B6284A34A
TCP Clients 16 192.168.1.9 D0o07B01
EtherNet/IP Clients 2

Figure 8.15 —Status monitoring — Ethernet Client Statistics

8.2.9. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the INTERBUS
Router.
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_|1BRO1 - Status

ARP Table

MAC Address
00:60:35:2D:FD:60
B4:45:06:0E:F9:5F
B4-45:06-0E-F&6-8E

TCP Table

IP Address
192.168.1.245
192.168.1.221
192.166.1.65

General INTERBUS Statistics INTERBUS Slaves IBSend IB Receive CIP Statistics Modbus EthemetClients TCP/ARP

MAC Address Remote Port Local Port
00:60:35:2D:FD:60 39442 502
00:60:35:2D:FD:60 36572 502
00:60:35:2D:FD:60 14915 502
00:60:35:2D:FD:60 56426 502
00:60:35:2D:FD:60 15714 502
00:60:35:2D:FD:60 41070 502
00:60:35:2D:FD:60 33304 502
B4:45:06:0E:F6:8E 52758 44818

e o

Figure 8.16 — Status monitoring — Ethernet TCP / ARP Statistics

8.3. TARGET DEVICE STATUS MONITORING IN

SLATE

The INTERBUS Router can also provide individual statistics and status for each for each of the
EtherNet/IP Class 1 or INTERBUS Cyclic 10 devices when the Primary Interface is EtherNet/IP

Originator.

8.3.1. ETHERNET/IP

When online with the module in Slate, right-click on the desired EtherNet/IP device under the
EtherNet/IP Connections tree in Slate and select Status.

S Aparian-Slate - INTERBUS Demo2

File Device Tools
el XA

Project Explorer -

=& INTERBUS Demo2

-# Configuration
‘i Security

i Status
I EventViewer

=-{} 1BRO1 (INTERBUS Router)
2 Ethemet Port Config

E& EtherMNet/IP Connections

8 W EIOBIocki (192.168
i ockl ( »

Window Help
+ .5 AL ¢

Configuration
|m Status

= Rename

Duplicate

Delete

Figure 8.17 — EtherNet/IP Device Status — Status selection
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8.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters
associated with the EtherNet/IP Class 1 connection.

12 1BRO - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status F=RE=E %"

General |nputData Output Data

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number 0x0000580B

Forward Open Count 8
Forward Clase Count 0 0 =>T Connection Id
Connection Timeouts 4
Tx Count 1105217 T => O Connection Id
Rx Count 1105239

Figure 8.18 — EtherNet/IP Device Status — General Status

Statistic Description
Connection Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic communication.
Offline

The device is offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection rejection, for example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.
Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.

Connection Details
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Serial Number The active connection’s serial number.
O -> T Connection Id The active connection Originator to Target Connection Id.
T ->0 Connection Id The active connection Target to Originator Connection Id.

Table 8.10 — EtherNet/IP Class 1 Device status and statistics

8.3.1.2. INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

L1 1BRO1 - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status =N e ™

General InputData Qutput Data

Register Value (Dec) Value (Hex)

0 0x08
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

[So 3 == T o B T S P B G I
o oo olo|lolo|lo oo

Figure 8.19 — EtherNet/IP Device Status — Input Data

8.3.1.3. OUTPUT DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.
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12 1BRO1 - Class 1 EtherNet/IP Connection - EIOBlock1 (192.168.1.11) Status = B[]
General InputData Output Data

Register Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
000
0x00
0x00
0x00
0x00
000

Wl |~ |m | W k|
olojlojlo|lo|jo|o|o|o|O

Figure 8.20 — EtherNet/IP Device Status — Output Data

8.4. MODULE EVENT LOG

The INTERBUS Router module logs various diagnostic records to an internal event log. These
logs are stored in non-volatile memory and can be displayed using Slate or via the web
interface. To view them in Slate, select the Event Viewer option in the Project Explorer tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
owl W X0 4E AR e

Project Explorer

& INTERBUS Demo2
=-{I IBRO1 (INTERBUS Router)
. Configuration
T Security
- Ethernet Port Config
-+l Status

-E Event Viewer

Figure 8.21 - Selecting the module Event Log

The Event Log window will open and automatically read all the events from the module. The
log entries are sorted so as to have the latest record at the top. Custom sorting is achieved by
double-clicking on the column headings.
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IBRO1 - Event Viewer \E\@

WZX
Uploaded 11 records. Filter  |(All) “|
Index Time Up Time Event

10 2026/04/14 10:15:34 440 |0d - 00:04:13 Modbus Comms Ok

9 2026/04/14 10:15:30.890 |0d - 00:04:09 Modbus Comms Failed
8 2026/04/14 10:15:12.840 |0d - 00:03:51 Modbus Comms Ok
7 2026/04/14 10:15:12.340 |0d - 00:03:51 Modbus Comms Failed
6 2026/04/14 10:14:40.040 |0d - 00:03:18 Modbus Comms Ok
5 2026/04/14 10:14:39.490 |0d - 00:03:18 Modbus Comms Failed
4 2026/04/14 10:14:20.940 |0d - 00:02:59 Modbus Comms Ok
3 2026/04/14 10:14:18.440 |0d - 00:02:57 Modbus Comms Failed
2 2026/04/14 10:13:45.640 |0d - 00:02:24 Modbus Comms Ok
1 2026/04/14 10:13:43.590 |0d - 00:02:22 Modbus Comms Failed

I 2026/04/14 10:12:34.150 | 0d - 00:01:12 | Log reset

Figure 8.22 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To view previously saved files, use the Event Log Viewer option under the Tools menu.

8.5. MODBUS PACKET CAPTURE

The module provides the capability to capture the Modbus traffic for analysis. This will allow
the user and a remote support team to resolve any possible issues on site. To invoke the
capture of the module, double-click on the Modbus Packet Capture item in the Project
Explorer tree.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

el Xd O +0 88

Project Explorer ::

B,ﬁ INTERBUS Demo2
=83 IBR0 RE Roui

-~ Configuration # Configuration

-l Security = (Connection Path

-5 Ethernet Port Confi . 3

= Status B Ethemnet Port Configuration

—F EventViewer Verify Configuration
0 |dentity
= Status
+ Go Offline
Generate Status Report
=1 Internal Register Viewer
|-.L-.. Modbus Packet Capture
[ Save Configuration to SD Card
[ Save Network Parameters to 5D Card

Figure 8.23 - Selecting Modbus Packet Capture
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The Modbus Packet Capture window will open and automatically start capturing all Modbus
packets.

IBRO1 - Modbus Packet Capture

xeor

Index

=N HE ==

Time Status Port Dirn Node Description Data

Press STOP to view results.

Capturing Packets: 46

Figure 8.24 — Modbus packet capture

To display the captured Modbus packets, the capture process must first be stopped, by

pressing the Stop button.

IBRO1 - Modbus Packet Capture
WX ®0Y
Index Time Status Port Dirn
2674 Od - 00:08:28.840 Ok TCP Rx
2675 Od - 00:08:28.840 Ok TCP Tx
2676 0d - 00:08:29.090 Ok TCP Rx
2677 Od - 00:08:29.090 Ok TCP Tx
2678 Od - 00:08:29.340 Ok TCP Rx
2679 Od - 00:08:29.340 Ok TCP Tx
2680 Od - 00:08:29.590 Ok TCP Rx
2681 Od - 00-08:29.590 Ok TCP Tx
2682 Od - 00:08:29.840 Ok TCP Rx
2683 Od - 00:08:29.840 Ok TCP Tx
26684 Od - 00:08:30.090 Ok TCP Rx
2685 Od - 00:08:30.090 Ok TCP Tx
2686 Od - 00:08:30.340 Ok TCP Rx
Stopped Displaying Packets: 90 of 90

Node

~

YRR RNRPUR PR PR VR PR PR VR PR |

Description
Write Mult. Reg - Address 2000, ...
Write Mult. Reg - Address 2000, ...

Read HoldingReg - Address 1000...

Read HoldingReg - DataSize 160
Write Mult. Reg - Address 2000, ...
Write Mult. Reg - Address 2000, ...

Read HoldingReg - Address 1000...

Read HoldingReg - DataSize 160
Write Mult. Reg - Address 2000, ...
Write Mult. Reg - Address 2000, ...

Read HoldingReg - Address 1000...

Read HoldingReg - DataSize 160
Write Mult. Reg - Address 2000, ...

SN e %

Data
071007D000 1330040300 ..
071007D000 18
07 03 03 E8 00 50
0703 A000C50000 102400 ...
071007D000 1830040300 .
071007 D000 18
0703 03 EB 0050
0703 A000C50000103500 .
071007D000 1830040300 ..
071007D000 18
07 03 03 E8 00 50
0703 A000C50000103500 ...
071007D000 1830040300 .

Figure 8.25 — Modbus Packet Capture complete

The captured Modbus packets are tabulated as follows:

Statistic Description

Index

The packet index, incremented for each packet sent or received.
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Time The elapsed time since the module powered up.

Status The status of the.packet. Received packets are checked for valid Modbus
constructs and valid checksums.

Port Port on where the data was sent or received (TCP)

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Node The Source Node address for the packet

Description Description of the packet that was received.

Data The raw packet data.

Table 8.11 — Modbus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved Modbus Packet Capture files can be viewed by selecting the
Modbus Packet Capture Viewer option in the Tools menu.

S Aparian-Slate

File  Device | Tools I Window Help
el Target Browser
DHCP Server

Event Viewer

DeviceFlash

£l » B & 5o

Packet Capture Viewers ’ DF1 Packet Capture Viewer

DH485 Packet Capture Viewer
Modbus Packet Capture Viewer |I
DMNP3 Packet Capture Viewer

ControlMNet Packet Capture Viewer

GSD File Management
FF DD Management |
CAN EDS File Management

DeviceNet EDS File Management

S S S 3 I 311 3

DeviceMNet Packet Capture Viewer
HDLC Packet Capture Viewer

& Application Settings

Figure 8.26 - Selecting the Modbus Packet Capture Viewer

8.6. MODULE STATUS REPORT

For assisting with support Slate can generate a status report for the module which is a
Microsoft Word compatible document that can be emailed to support. To generate this report
the user can right-click on the module (when online in Slate) and select Generate Status
Report.
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S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
el AR IR e
Project Explorer g
Bﬁ INTERBUS Dema2
=4 —
F Configuration & Configuration
-l Security @ (Connection Path
g gg?urge‘ PotConfid .3 Ethernet Port Configuration
7 Event Viewer Verify Configuration
0 |dentity
/= Status
4 Go Offline
|| Generate Status Report
= Internal Register Viewer
= Modbus Packet Capture
[ Save Configuration to SD Card
[ Save Network Parameters to SD Card

Figure 8.27 — Module Status Report

8.7. MODBUS SUMMARY CSV

Slate can provide a summary of the Modbus registers being used in the form of a CSV file. This
will assist the user to better understand where what data is being mapped (based on the
INTERBUS Router module configuration). To generate the Modbus Summary CSV, right-click
on the module (when online in Slate), and select Export Modbus Summary CSV.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help
‘el W XGOS ER S

Project Explorer

& INTERBUS Demo2
SR §IoR0 s FoutP Configuration
A Configuration
a Security = (Connection Path
Ed EthemetPort Config & Ethemet Port Configuration
g Ef;:fwewer Verify Configuration
0 |dentity
& Status
+ Go Offline
Generate Status Report
= Internal Register Viewer
+~ Modbus Packet Capture
&1 Save Configuration to SD Card
& Save Metwork Parameters to SD Card
Export Modbus Summary CSV
Export Modbus Expanded CSV
Properties Export Configuration File
=4l | B § Generate Logix L5X

Figure 8.28 — Modbus Summary Report Generation
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. Reg Type
HR

1
3 IGE
4 [T
5 R
¢ GH
7 G
AR
s GH
10 [
11 [
12 R
13 IR

8.8. MODBUS EXPANDED CSV

Slate can provide a detailed version of the Modbus registers being used in the form of a CSV
file. This will assist the user to better understand where what data is being mapped (based on
the INTERBUS Router module configuration). To generate the Modbus Expanded CSV, right-
click on the module (when online in Slate), and select Export Modbus Expanded CSV.

Modbus Function

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Write
Write
Write
Write
Write
Write
Write
Write

StartAddress EndAddress
1000 1023
1024 1055
1056 1056
1057 1060
1061 1064
1065 1068
1069 1072
1073 1076
1077 1077
1078 1078
1079 1079
2000 2000
2001 2004
2005 2005
2006 2009
2010 2013
2014 2017
2018 2018
2019 2019

24

(23]
S

[l R - R - e = i S o = S N S SN S

Element Count Description

System.Status
INTERBUS.S02_A064.Data
INTERBUS.803_1SL2018D0.Data
INTERBUS.S04_AIBAOS8.Data
INTERBUS.506_AO8.Data
INTERBUS.S507_AISBAOS8.Data
INTERBUS.S08 AIBAOS8.Data
INTERBUS.S09_AIBAOS.Data
INTERBUS.S10_1SL2028D0.Data
INTERBUS.513_1SL.2018D0.Data
INTERBUS.514_ISL2018D0.Data
INTERBUS.501_ISL2028DI.Data
INTERBUS.S04 AISAOS8.Data
INTERBUS.S05_ISL2028DI1.Data
INTERBUS.S07_AIBAO8.Data
INTERBUS.S08_AIBAOS8.Data
INTERBUS.S09_AIBAOS8.Data
INTERBUS.511_ISL2028DI.Data
INTERBUS.S512 ISL2028DI1.Data

Figure 8.29 — Modbus Summary CSV

S Aparian-Slate - INTERBUS Demo2

File

=R

Device

DwlE o

Project Explorer
2 INTERBUS Demo2

T Security

Tools

Window Help

+5 02

# Configuration

il Ethemnet Port Config
i1 Status

Configuration

Connection Path
Ethernet Port Configuration

Verify Configuration

Identity
Status
Go Offline

Generate Status Report

Internal Register Viewer

Modbus Packet Capture

Save Configuration to 5D Card

Save Network Parameters to SD Card

Export Modbus Summary CSV

AT 77+ 2@ 42 5 @O0 e:

Export Modbus Expanded CSV

Export Configuration File

Generate Logix L5X

Figure 8.30 — Modbus Expanded Report Generation
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(B Reg Type Modbus Function StartAddress End Address Element Count Description

2 HR Read 1000 1001 2 ModuleStatus. GeneralStatus

3 HR Read 1002 1003 2 ModuleStatus.InterbusCycleTime

4 HR Read 1004 1005 2 ModuleStatus.RxPcktCount

5 HR Read 1006 1007 2 ModuleStatus.TxPcktUpdateCount

6 HR Read 1008 1008 2 ModuleStatus.ChcksmErrCount

7 HR Read 1010 1011 2 ModuleStatus.ldentPcktCount

8 HR Read 1012 1013 2 ModuleStatus. DataPcktCount

9 HR Read 1014 1015 2 ModuleStatus.UnknownCmdCount

10 HR Read 1016 1017 2 ModuleStatus.|dleTimeoutCount

11 HR Read 1018 1018 2 ModuleStatus. |dleState ChgCount

12 HR Read 1024 1055 32 INTERBUS.S02_A0O64.Data

13 HR Read 1056 1056 1 INTERBUS.S03_1SL2018D0O.Data

14 HR Read 1057 1060 4 INTERBUS.S04_AISAOQ8.Data

15 HR Read 1061 1084 4 INTERBUS.S06_AO8.Data

16 HR Read 1065 1068 4 INTERBUS.S07_AISAO8.Data

17 HR Read 1069 1072 4 INTERBUS.S08_AISAO8.Data

8 HR Read 1073 1076 4 INTERBUS.S09_AISAO8.Data

19 HR Read 1077 1077 1 INTERBUS.S10_1SL2028D0.Data

20 HR Read 1078 1078 1 INTERBUS.S13 1SL2018D0.Data
HR Read 1079 1079 1 INTERBUS.S14 _1SL2018D0.Data
HR Write 2000 2000 1 INTERBUS.S01 _ISL2028DI.Data
HR Write 2001 2004 4 INTERBUS.S04_AISBAO8.Data
HR Write 2005 2005 1 INTERBUS.S05_1SL2028DI.Data

25 HR Write 2006 2008 4 INTERBUS.507_AISAO8.Data

Figure 8.31 — Modbus Expanded CSV

8.9. INTERNAL REGISTER VIEWER

The module provides an Internal Register Viewer that allows the user to view the data
registers in the Internal Data Space (IDS) and Modbus Registers.

S Aparian-Slate - INTERBUS Demo2

File Device Tools Window Help

LI R

-6 INTERBUS Demo2

=R J1BRO1 (INTERBUS Rojgims

i Configuration Configuration

T Security

EJ Ethernet Port Config
1 Status

I EventViewer

Connection Path
Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report

Internal Register Viewer
Modbus Packet Capture
Save Configuration to SD Card

g ialm 42 =0 e

Save Network Parameters to SD Card

Figure 8.32 — Internal Register Viewer - Select

Once opened, the register type can be selected. Note that the Modbus Registers will only be
available if the Primary Interface configured is for Modbus Server or Modbus Client.
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L1 1BRO1 - Register View =Nl %"

Reqgister Selection

Register Type Modbus HR ~
Modbus HR

Start Index

Intemnal Data Table

Figure 8.33 — Internal Register Viewer — Register Type

The Start and Stop Index can then be selected to determine how much data to display and
refresh.

L1 18RO1 - Register View E=SEol <"
Register Selection
Register Type Modbus HR v
Start Index Length
Start Stop

Figure 8.34 — Internal Register Viewer — Indexes

The data will appear and start refreshing by pressing the Start button.

L1 1BRO1 - Register View [E=nEol %"
Register Selection
Register Type Modbus HR
Start Index 1000 Length
Start Stop
Register Value (Dec) Value (Hex)
1000 197 0x00C5
1001 0 0x0000
1002 4149 0x1035
1003 0 0x0000
1004 -22066 OxA9CE
1005 4 0x0004
1006 1963 0x07AB
1007 0 0x0000
1008 25 0x0019
1009 0 0x0000
| Running ‘ 4

Figure 8.35 — Internal Register Viewer — Running
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9. TECHNICAL SPECIFICATIONS

9.1. DIMENSIONS

Below are the enclosure dimensions as well as the required DIN rail dimensions. All
dimensions are in millimeters.

116

34

JIunL

43

149

| LT

JTUemnmrorTm
Il

0

10000010
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Figure 9.1 — INTERBUS Router enclosure dimensions

} 2,2 min. fino 0/ To 2,5 max
.

ezione A / Section A

Figure 9.2 - Required DIN dimensions
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9.2. ELECTRICAL

Specification

Rating

Power requirements

Input: 10 — 32 VDC (Class 2)

Power consumption

3.0 W (Max.)
Current: 260 mA @ 10V
Current: 120 mA @ 24V

Connector

3-way terminal

Conductors

24 -18 AWG

Enclosure rating

IP20, NEMA/UL Open Type

Temperature

-20—70°C

Earth connection

Yes, terminal based

Emissions IEC61000-6-4
ESD Immunity EN 61000-4-2
Radiated RF Immunity IEC 61000-4-3

EFT/B Immunity

EFT: IEC 61000-4-4

Surge Immunity

Surge: IEC 61000-4-5

Conducted RF Immunity

IEC 61000-4-6

Table 9.1 - Electrical specification

9.3. ETHERNET

Specification Rating
Connector RJ45
Conductors CAT5 STP/UTP
ARP connections Max 20

TCP connections Max 20

CIP connections Max 15
Communication rate 10/100Mbps
Duplex mode Full/Half
Auto-MDIX support Yes
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Embedded switch Yes, 2 x Ethernet ports

Device Level Ring (DLR) Supported

Network Time Protocol (NTP) | Supported

Table 9.2 - Ethernet specification

9.4. INTERBUS PORTS

Specification Rating

Connector 5-way terminal
Conductor 24 - 18 AWG

Electrical Isolation 1000 Vrms for 1 minute.

Table 9.3 — INTERBUS Port specification

9.5. INTERBUS

Specification Rating
Type Slave
Max. Device Count 15

Max. Total INTERBUS Data 128 bytes

Max. Summation Frame 128 bytes
Parameter Channel (PCP) Not Supported
Supported BAUD Rates 500kbps, 2Mpbs

Table 9.4 — INTERBUS specification

9.6. ETHERNET/IP TARGET

Specification Rating
Class 1 Cyclic connection count 4
Logix Direct-to-Tag Supported Yes

Table 9.5 — EtherNet/IP Target specification
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9.7. ETHERNET/IP ORIGINATOR

Specification Rating

Class 1 Cyclic Connections Supported Yes

Class 3 / UCMM Connections Supported | Yes

Class 1 Connection Count 15
Class 3 / UCMM Target Device Count 10
Class 3 / UCMM Mapping Count 50

Table 9.6 — EtherNet/IP Originator specification

9.8. MODBUS CLIENT

Specification Rating

Modes Supported Modbus TCP

Max. Modbus Server Devices 20

Max. Modbus Mapping 100

Mapping Ranges Holding Register 0 — 4999

Input Register 0 — 4999
Input Status 0 — 4999
Coil Status 0 — 4999

Base Offset Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port Yes

Data Reformatting Supported BB AA
BB AA DD CC
CCDD AA BB
DD CCBB AA

Table 9.7 — Modbus Client specification

9.9. MODBUS SERVER

Specification Rating

Modes Supported Modbus TCP
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Mapping Ranges Holding Register 0 — 4999
Input Register 0 — 4999
Input Status 0 — 4999

Coil Status 0 — 4999

Base Offset Modbus (Base 0)
PLC (Base 1)
Configurable Modbus TCP Port Yes

Table 9.8 — Modbus Server specification

9.10. CERTIFICATIONS

Certification Mark

CE Mark c €

RoHS2 Compliant RO H SZ

UL Mark
File: E494895 H us
LISTED
CLASS 1, DIV 2, GROUPS A, B,C,D  T4A

UK
CA

ATEX

I3 GExecllICT4A
-20°C<Ta<70°C  PENDING

ODVA Conformance

EtherNet/IP

PENDING

Table 9.9 — Certifications
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