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1 Pref ace

1.1 l ntroduct iPt X 58HIAOR-B&Ih e

The PLX51-HART-8I supports the interfacing of HART devices on each of the 8
analog HART channels with either EtherNet/IPE (Target or Originator) or Modbus®
Client/Server (TCP/IP, RTU232, RTU485) protocols. Each channel supports both
voltage and current input options (e.g., 4-20mA, Voltage, etc.), with or without HART
communication enabled.

The PLX51-HART-8I supports up to 8 HART devices per channel (multidrop).

PLC

o

EtherNet/IP
Modbus TCP
Modbus RTU (RS485 / R5232)

nnnnnnnn

PLX51-HART-8I
Prselt

7 e

HART® Devices {

Figure 1.117 PLX51-HART-8I multidrop typical architecture
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1.2 Featur es

1 The PLX51-HART-8I can interface analog / HART devices to either
EtherNet/IP or Modbus Client or Server (TCP/IP, RTU485, RTU232).

1 When operating as an EtherNet/IP target, the module will enable the HART
devices to be accessed from the Logix controller using auto generated UDTs
(which is created in a .L5X file from the PLX50CU software). The module can
exchange up to 4KB input and 4KB output data with a Logix controller.

1 When operating as an EtherNet/IP Originator, the module supports up to 10
Class 1 cyclic connections to EtherNet/IP 10 as well as Explicit Messaging,
including Direct-To-Tag Logix tag access, with up to 10 EtherNet/IP devices.

1  When configured for Modbus Communication, the PLX51-HART-8I can be
configured as either a Mobus Client or Modbus Server over TCP/IP, RS232,
or RS485. The module supports the simultaneous operation of all Modbus
ports.

9 Each HART channel is electrically and logically isolated from the other HART
channels.

9 HART devices can be detected by scanning each HART channel and added
to the HART channel in the PLX50 Configuration Utility software.

9 Configurable HART commands can be sent and processed from the module
to allow background updates of various variables and parameters.

1 HART Burst mode is supported with configurable HART commands.

1 Configurable HART device process variable (PV) update rates with up to 16
acyclic HART messages supported (per device) allowing for background
status monitoring.

1 Each channel can be configured as the following input:

07 20mA
47 20mA
071 10vdc

01 20mA (with external resistor)
47 20mA (with external resistor)

9 SD Card backup is supported for disaster recovery (firmware, application
configuration, and network parameters).

9 Each channel supports dual HART masters allowing handheld programmers
to operate with the existing HART communication.

9 Dual Ethernet ports that support Device-Level-Ring (DLR) and port mirroring
for diagnostics.

9 Time Synchronization using either Simple Network Time Protocol (SNTP) or
1588 Precision Time Protocol (PTP).

1 HART and Modbus packet captures and diagnostics allow for more efficient
fault finding.

1 A DTM (Device Type Manager) is available for simplifying device
configuration and management using an FDT frame.

9 The PLX51-HART-8] module is configured using the PLX50 Configuration
Utility. This software can be downloaded from www.prosoft-technology.com
free of charge.

O O O O o
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1.3 Architecture

The following figure shows an example of the typical architecture for a PLX51-HART-
8l interfacing to an EtherNet/IP device (e.g. Allen-Bradley Logix Controller).

ControlLogix®

EtherNet/IP

PLX51-HART-8I

elll

D4 G
-

G

HART® Devices

Figure 1.2 7 PLX51-HART-8I EtherNet/IP typical architecture
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The following figure shows an example of the typical architecture for a PLX51-HART-
8l interfacing to a Modbus TCP/IP Client.

Soooes

Modbus Client

Modbus TCP

PLX51-HART-8I

L7

Proseft

7 e
v C

Figure 1.3 1 PLX51-HART-8I Modbus TCP/IP typical architecture
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The following figure shows an example of the typical architecture for a
PLX51-HART-8I with Modbus RTU (RS232) communication.

000000

Modbus Server

Modbus RTU - RS232

& ©
& @ -

N PLX51-HART-8I

Proseft

HART® Devices (9

Figure 1.41 PLX51-HART-8I Modbus RTU (RS232) architecture

14 Additional l nf or mati on

The following documents contain additional information that can assist the user with
the module installation and operation.

Resource Link

PLX50 Configuration Utility www.prosoft-technology.com
Installation

User Manual www.prosoft-technology.com
Datasheet

Example Code & UDTs

Table 1.1 - Additional Information

1.5 Ref erences

Resource Link

FieldComm Group https://www.fieldcommgroup.org/

CIP Routing The CIP Networks Library, Volume 1, Appendix C: Data
Management

Modbus http://www.modbus.org

Table 1.2 7 References
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16 Support

Technical support is provided via the web (in the form of user manuals, FAQ,
datasheets etc.) to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:

Resource Link
Contact Us link www.prosoft-technology.com
Support email ps.support@belden.com

Table 1.37 Support Details
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2 I nstall ati on

21 Modul &yout

RS485 & RS232 & CAN
Analog Input6 & 7
Analog Input 4 & 5

DIP Switches

Analog Input 2 & 3
Ethernet A

Ethernet B

Analog Input 0 & 1

Power Input

Figure 2.17 Module top/front view

The module has three layers of connectors at the bottom.

Ethernet A

RS485 & RS232

EEERRERRR] +
Ethernet B

Analog Input 2 & 3 Analog Input4 & 5

Power Input —> -

Figure 2.2 1 Module bottom view

The bottom layer contains a 4-way power connector that supports redundant DC
power inputs to the module.

The middle layer contains four 4-way connectors, each providing inputs for two
analog inputs (mA or voltage).
The top layer contains two RJ45 connectors for Ethernet and one 9-way connector

for RS232 and RS485 communications. The Ethernet cable must be wired according
to industry standards, for more information see section 1.4 Additional Information.
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The module provides four DIP switches on the left-hand side of the enclosure.

_

Figure 2.3 1 Module side view

DIP Switch Description

DIP Switch 1 Used to force the module into Safe Mode. When in Safe Mode the module will
not load the application firmware and will wait for new firmware to be
downloaded. This should only be used when a firmware update is interrupted at
a critical stage.

DIP Switch 2 Used to force the module into DHCP mode which is useful when the user has
forgotten the IP address of the module.
DIP Switch 3 Used to lock the configuration from being overwritten by the PLX50

Configuration Utility. When set the PLX50 Configuration Utility will not be able
to download to the module.

DIP Switch 4 When set at bootup it will force the module Ethernet IP address to
192.168.1.100 and network mask 255.255.255.0. The user can then switch the
DIP switch off and assign the module a static IP address if needed.

Table 2.1 - DIP Switch Settings
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The module provides eight communication and diagnostic LEDs as well as eight
Analog Input / HART channel diagnostics and status LEDs. These LEDs are used to
provide status of the module system operation, the Ethernet interface, and the status
of each of the eight analog HART channels.

Figure 2.41 PLX51-HART-8I front view
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22 ModuMe@eunting

The module provides a DIN rail clip to mount onto a 35mm DIN rail.

7.5

<—o] o
- 15T

ROB R1.2

——J—.— 1+0.04
Sezione A / Section A R1.2
| 2,2 min. fino o/ To 2,5 max
e l—

Sezione A / Section A

27+0.2

2402

Figure 2.5 - DIN rail specification

The DIN rail clip is mounted on the bottom of the module. Use a flat screwdriver to
pull the clip downward. This will enable the user to mount the module onto the DIN
rail. Once the module is mounted onto the DIN rail the clip must be pushed upwards
to lock the module onto the DIN rail.

oooooooaQg

ISOLATED HART INPUT

PLEAH AT

ooog
ooog

&

Rroseft

EEEE —

T

Figure 2.6 - DIN rail mouting
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2.3 Power

A 4-way power connector is used to connect Power 1 +, Power 2 +, Power 1
(ground), and Earth. The module requires an input voltage of 10 7 32Vdc. Refer to
the technical specifications in chapter 10 Technical Specifications.

Power 1 + 1z =
Power 2 + Iz =
Power - 1| =]
Earth 1| =

Figure 2.7 - Power connector

Note:The DC power supply or DC power gseeddeyhe PLX5HARTImusbe classified as
Limitee€Energy Circuits and Safety Extra Low Voltage (SELV).

2.4 Et her n est Port

The Ethernet connector should be wired according to industry standards. Refer to
section 1.4 Additional Information for more details.

25 Anal og (HART)
The Analog HART channels are connected using a 4-way connector for two analog

inputs.
Analog Ch o | * — L4
Analog Ch 1 | N
AnalogCh2 | *
Analog Ch 3 | N
Analog Ch4 | * _%
Analog Ch5 | * _%
Analog Ch 6 | * _%
Analog Ch7 | * _%

Figure 2.8 1 Analog Input connectors
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Each analog input channel can be represented by the following equivalent circuit:

HART

MODEM

ADC

VOLTAGE

ESD

PROTECTION

< CURRENT

DIGITAL ISOLATOR

SELECTION
I

ADC

CURRENT

CPU

Figure 2.97 Analog Input equivalent circuit

NoteeAl I anal og

i nput channel s

ar

e galvan cal

Each channel can be configured for either voltage, current, or current with an

external resistor.

251 Vol t age
When configured for a Voltage input (0-10V), the wiring to the terminal must be like

the examples shown below.

nput

Power
Source
AC/DC

S

Power

Note:Voltagemore thahlV should not be applied to the inputs.

1S

+ (&
- (S

Signal

Voltage Output Device

Figure 2.10 7 Typical Volatge input

" Analog Ch 0
-t

PLX51-HART-8I
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252 Current | nput

When configured for current input types (0-20mA or 4-20mA), the wiring of 2-wire
devices should be such that it is loop-powered with the device (as shown below).

24V &Y
Power * Analog Ch 0
Supply B @ +

2-wire Device

PLX51-HART-8I

Figure 2.117 Current Inputi Loop-Powered (2-wire) device

Non-loop powered (4-wire) devices should be wired as follows:

Power '@' + @ .
Source Power Signal _AnalogCh0
AC /DG @ |-® :

4-wire Device

PLX51-HART-8I

Figure 2.12 7 Current Input i Non-Loop-Powered (4-wire) device

Note:Currentsore thaB2 mA should not be applied to the inputs.
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253 Current I nput with external resistor

When configured for current input type (0-20mA or 4-20mA) with an external resistor,
the wiring of a loop-powered device should be as follows:

W -
[e]
24V @ o z .
Power — g 2 _AnalogCh 0
Supply - [& < +
wl

2-wire Device

PLX51-HART-8I

Figure 2.13 7 Current Inputi Loop-Powered (2-wire) device with External Resistor

The exact resistance of the external resistor
configuration.

This mode can also be used when adding the PLX51-HART-8I module to an existing

analog device and PLC application.

Here,theexact i nput i mpedance of the PLCO0s anal og
channel 6s configuration.

+ )
24V [ .
Power | < " Analog Ch 0
Supply ) @ +

[P
. . ]
2-wire Device

PLX51-HART-8I

Figure 2.13 7 Current Inputi Loop-Powered (2-wire) device with PLC analog card

Note: Themaximurourrenof thedeviceandselected external resistor combination must be < ich to
not result ioltagesore thahl1V being applied to the inputs.

V=1xR
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26 Analog (MART) dr op

The PLX51-HART-81 module supports multiple HART devices being connected to a
single channel 1 this is typically referred to as multidrop.

In a multidrop setup the field devices can be connected in either a series or parallel
configuration. A maximum of 8 devices can be connected per channel.

261 Seri es Configuration

The series connection method has the advantage of the (4-20 mA) current still being
controlled by one of the devices, which may be required in some applications. The
disadvantage is that the supply voltage is divided by the devices, so the maximum
device count would typically be 2. (Assuming a typical minimum of 10V, and a supply
of 24V).

The following example shows 2 loop-powered (2-wire) devices connected in series.

+
24V [ .
Power | S — " Analog Ch 0
Supply | 7] - [S +

2-wire Device 2-wire Device

PLX51-HART-8I

J

Figure 2.14 7 PLX51-HART-8I - Multidrop Wiring i Series

Note It is not recommended to multigvisp devices unless all devices make use of isolate 1 power
supplies

26.2 Par al |l el Configuration

Connecting the field devices in parallel is more common although it has the
disadvantage that the 4-20 mA cannot be controlled by any device. Here all the field
devices should be set to 4 mA (current modulation disabled) and all share a common

supply.

The PLX51-HART-8I can support 8 parallel devices per channel.

+
20v | 1 Q) ‘Q ;
Power — _Analog Ch 0
Supply | 7] - [ S +

—

2-wire Device 2-wire Device

PLX51-HART-8I

Figure 2.15 7 PLX51-HART-8I - Multidrop Wiring i Parallel
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27 No#dAsol aAral @gnf i gur ati on
Although each analog channel is isolated, in some instances this isolation is not
required, and the use of a single 24V power supply is preferred.
The unit can then be configured as follows:
[ 2-wire Device -
e (@ E: % * Analog Ch 0
+@] @ 2-wire Device E;j % "_'Analog Ch1
T 1= =1 ]| 2-wire Device .
@ (@ 29— " Analog Ch 2
[ =
|—|+@ @‘ 2-wire Device E“g % 'fAnang Ch3
[ = (= |2-Wire Device .
- @ (@ 2] * Analog Ch 4
"‘ &r 2-wire Device %g % 'fAnang Chs
[ = (= 1|2-wire Device ;
e @ 2of—=) * Analog ch 6
% % * Analog Ch 7
i) =] Power 1+
1= Power 2 +
Ka :I Power -
00)[ =) Earth
J__ Earth PLX51-HART-8I
Figure 2.16 7 PLX51-HART-8I11 Non-Isolated Wiring
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3 Setup
31 I nstall Configuration Software

The PLX51-HART-8I network setup and configuration is achieved by means of the
PLX50 Configuration Utility (PLX50CU). This software can be downloaded from:
www.prosoft-technology.com.

i ProSoft PLXS0 Configuration Utility

File Device Tools Window Help

‘oEE Xd A+ EL e

Figure 3.1 - PLX50 Configuration Utility

3.2 Net wd’rak amet er s

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as
factory default. Thus, a DHCP server must be used to provide the module with the
required network parameters (IP address, subnet mask, etc.). There are several
DHCP utilities available, however it is recommended that the DHCP server in the
PLX50 Configuration Utility be used.

Note When DIP Switéls set at bootLipwill force the modul address 92.168.1.1@Md
network magb5.255.255.0he user can then switch the DIPGR®#ahd assign the module ¢
static IP address.
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Within the PLX50 Configuration Utility, the DHCP SERVER can be found under the
Tools menu.

+%% ProSoft PLX50 Configuration Utility

File Device | Tools | Window Help
el £ Target Browser

DHCP Server

Event Viewer

DeviceFlash

£ w

Packet Capture Viewers »

Add GSD File
Rebuild G5D Catalog

# Application Settings

Figure 3.2 - Selecting DHCP Server

Once opened, the DHCP server will listen to all available network adapters for DHCP
requests and display their corresponding MAC addresses.

% DHCP Server =Nl <"
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
2C:69:1D:C0:00:12 Aparian 2 2 Assian Discover

Running - Active Local IP addresses: 5 of 5

Figure 3.3 - DHCP Server

Note If the DHCP requests are not displayed in the DHCPtServeay be due o the |

firewall. During installati@necessary firewall rules are automatically created for the Wit dJows
firewallAnother possibility is that another DHCP Server is operatistalavkatitbit has

assigned the IP address.
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To assign an IP address, click on the corresponding ASSIGN button to open the
Assign IP Address for MAC window.

% Assign IP Address for MAC : 2C:69:1D:C0:00:12 — O X

IP Address Recent

| 192 . 168 . 1 . 181 | 192.168.1.191
192.168.1.10

192.168.1.171
Enable Static (Disable DHCP) 192.168.1.250
192.168.1.161
192.168.1.144

Ok Cancel

Figure 3.4 - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address
can be selected by clicking on an item in the Recent list. If the ENABLE STATIC

checkbox is checked, then the IP address will be set to static after the IP assignment,
thereby disabling future DHCP requests.

Once the IP address window has been accepted, the DHCP server will automatically

assign the IP address to the module and then read the Identity Object Product name
from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

% DHCP Server =R =R %"
Port Info
MAC Address Vendor Requests Elapsed  Assigned IP Assign Status Identity
2C:69:1D:C0:00:12 Prosoft Technology 35 3 192.168.1.161  Assian Complete (Auto-Set-Static) PLX51-HART-8I

Running - Active Local IP addresses: 5 of 5

Figure 3.5 - Successful IP address assignment

It is possible to force the module back into DHCP mode by powering up the device
with DIP switch 2 set to the ON position.

A new IP address can then be assigned by repeating the previous steps.

Importantlt is important to return @NFch2 back t@FFposition, to avoid the module returni g to
a DHCP mode after the power is cycled again.
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In addition to setting the IP address, several other network parameters can be set
during the DHCP process. These settings can be viewed and edited in the PLX50
Configuration Utilitydb s Appl i cati on Settings, in the DHCP

Once the DHCP process has been completed, the network settings can be set using
the Ethernet Port Configuration via the Target Browser. The TARGET BROWSER can
be accessed under the Tools menu.

< ProSoft PLX50 Configuration Utility

File Device | Tools | Window Help
0 E

Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

$oow

Packet Capture Viewers »

Add GSD File
Rebuild G5D Catalog

M Application Settings

Figure 3.6 - Selecting the Target Browser

The Target Browser automatically scans the Ethernet network for EtherNet/IP
devices.

+4 Target Browser E@

"? G) Done

-------- 192168.1.112 : 1783-ETAP/A

-------- 192.168.1.113: 1794-AENT/B

192.168.1.146 : IP Point HART Qut

-------- 192.168.1.161 : PLX51-HART-8I

-------- 192.168.1.164 : PLX51-HART-8I

T == |

192.168.1.171 : PLX51-PBM

192.168.1.172 : PLX51-PBS

192.168.1.184 : FF Link/B

192.168.1.185 : J1939 Router/B

192.168.1.192 : PLX51-HART-40

192.168.1.221 : DESKTOP-RJTTETN

192.168.15.105  DESKTOP-RJTTETN

-------- I 192.168.1.191 : Modbus Router/B

Figure 3.7 - Target Browser
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Right-clicking on a device, reveals the context menu, including the PORT
CONFIGURATION option.

192.168.1.161 :

Select
--------- D 192.168.1.164 : PLX51-
Scan
--------- I 192.168.1.171 : PLX51- Add Child Node
--------- I 192.168.1.172: PLX51-| := Properties
......... I 192.168.1.184 - FF Link|n Port Configuration
_________ ﬂ 192 168.1.185 193 (D  CIP Sync Parameters
™ Reset Module s
--------- 192.168.1.197 : Modb :
I OPU 5¢  Flash LED
=

--------- ﬂ 192.168.1.192 . PLX51- UDPA Set IP Address
S

Figure 3.8 - Selecting Port Configuration

The relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.

<%+ Ethernet Port Configuration X
Port Configuration Interface Statistics Media Statistics
Document was last saved: Just now

Network Configuration Type Part 1 Port 2

© Dynamic Method  DHCP Negotiation Negotiation

o Static _ Auto w

Static Configuration Port Speed Port Speed
IP Address [ 192 .~ 88 . 1 161 | 100
SubnetMask | 255 . 255 _ 255 _ 0 | Duplex Duplex
Default Gateway | 192 168 1 ] 1 | Half Duplex Full Duplex
Primary NS | 192 . 168 1 . 2 | General
SecondaryNs | 192 . 168 . 1 . 3 | MAC Address | 2C631D:C0.0012 |
Domain Name | TestDomain |
Host Name | | TCP Inactivity Timeout (s)
Ok Refresh Cancel

Figure 3.9 - Port Configuration

Alternatively, these parameters can be modified usingRoc k wel | A WRSWnmat i onods
software.
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33 Creating a New Project

Before the user can configure the module, a new PLX50 Configuration Utility project
must be created. Under the File menu, select NEw.

%+ ProSoft PLX50 Configuration Utility
File | Device Tools Window Help
O New |63 4213 8 ¢
W Open
Ed Close
Ll Save

Save As

Recent »

Exit

Figure 3.10 - Creating a new project

A PLX50 Configuration Utility project will be created, showing the Project Explorer
tree view. To save the project use the SAVE option under the File menu. A new
device can now be added by selecting ADD under the Device menu.

%% ProSoft PLX50 Configuration Utility - <New Project>*

File | Device | Tools Window Help
pad A RO ERL e

Import

Export
Cut

Copy
Paste

Delete

Figure 3.11 - Adding a new device
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In the Add New Device window select the PLX51-HART-8I and click the Ok button.

<% Add New Device x
Select Device Type
Image Device Name - Description

I PLX51-DNPM DNP Master / Concentrator Module

I PLX51-DNPS DNP Qutstation Module

ﬂ PLX51-HART-4l HART 4-Channel Input Communication Module

ﬂ PLX51-HART-40 HART 4-Channel Output Communication Module
- PLX51-HART-8I HART 8 - Channel Input Communication Module

I PLX51-PBM Profibus Gateway Master/Slave Module

I PLX51-PBS Profibus Gateway Slave Module

cares

Figure 3.12 7 Selecting a new module

The device will appear in the Project Explorer tree, and its configuration window
opens. The device configuration window can be reopened by either double-clicking
the module in the Project Explorer tree or right-clicking the module and selecting
CONFIGURATION.

<5 HART8! - Configuration =N O "%~

Instance

Instance Name ‘HARTN Ethernet Switch Switch (Linear/DLR) ~

Description ‘ ‘
Port 1and 2

IP Address [0 .0 . ¢ . 0 B P Address [ o 0 0 o]

o [ 25 255 255 0|

[0 0 0 [

Operational Mode

Primary Interface EtherNet/IP Target v EtherNet/IP Connections 1 ~
Logix Profile Standard EDS AOP v
Ok Apply Cancel

Figure 3.13 7 Module configuration
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3.4 Gener al Par ameters

The PLX51-HART-8I parameters are configured by the PLX50 Configuration Utility
software. When downloading this configuration into the module it will be saved in
non-volatile memory that persists when the module is powered down.

ImportantWhen a firmware upgrade is performed the module will clear all configuration

The general configuration is shown in the figure below. The general configuration
window is opened by either double-clicking on the module in the tree, or right-clicking
the module and selecting CONFIGURATION.

“# HARTSI - Configuration =8 E=E %™

General EtherNet/IP Devices EtherNel/IP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced

Instance

Instance Name ~ [HARTEI Ethernet Switch ~ Switch (Linear/DLR) ~

Description | |

Port 1and 2

IP Address [192 w8 . 1 6 [ o 0 0 0]

Operational Mode

Primary Interface EtherNet/IP Target ~ EtherNet/IP Connections 1 ~
Logix Profile Standard EDS AOP ~
Ok Apply Cancel

Figure 3.14 7 General configuration

The general configuration consists of the following parameters:

Parameter Description

Instance

Instance Name This parameter is a user-defined name to identify between various modules.

Description This parameter is used to provide a more detailed description of the application
for the module.

Ethernet Switch The operational mode of the embedded Ethernet switch.

Switch (Linear/DLR)

This is the default mode where the embedded switch is enabled.

The two Ethernet ports are identical in functionality and (external) traffic
received on one port is transmitted out the other.

Both ports use the IP address configured using DHCP or set the Target
browser.

Split (Dual-IP)
In this mode the embedded switch is disabled. Traffic received at one port is
not transmitted to the other.

Port 1: The IP address is the one configured using DHCP or via the Target
browser. EtherNet/IP requests and connections will be processed.
Modbus TCP requests will be processed.
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Port 2:  The IP address is the one contained within the configuration below
(Port 2). EtherNet/IP requests and connections will not be processed.
Modbus TCP requests will be processed.

Port 1 The IP address of the local module when the embedded switch is set to LINEAR
IP Address or Ethernet Port 1 when the switch is set to SPLIT.

Port 2 The IP address used on Port 2 when the embedded switch is set to SpLIT.

IP Address

Port 2 The Subnet Mask used on Port 2 when the embedded switch is set to SPLIT.
Subnet Mask

Port 2 The Default Gateway used on Port 2 when the embedded switch is set to
Gateway SPLIT.

Operational Mode
Primary Interface EtherNet/IP Target : A Logix controller can own the PLX51-HART-8I over
EtherNet/IP using up to 8 class 1 connections.

Modbus Server : An external Modbus Client can read and write data to the
module which can then be mapped to one or more Analog/HART devices. The
module can operate as a Modbus Server on Ethernet TCP, RTU232, and
RTU485.

Modbus Client : The module can read and write data from various external
Modbus devices which can then be mapped to one or more Analog/HART
devices. The module can operate as a Modbus Client on Ethernet TCP,
RTU232, and RTU485

EtherNet/IP Originator : As an EtherNet/IP originator, the module can use two
methods to read and write data to and from an EtherNet/IP device (10):

EtherNet/IP Class 1 Connection : The PLX51-HART-8I can own EtherNet/IP
10 by using the PLX50CU software to configure the IO connections.

EtherNet/IP Explicit Messaging : The PLX51-HART-8I can exchange data
with up to 10 EtherNet/IP devices using explicit messaging.

EtherNet/IP The number of class 1 CIP connection established between the ControlLogix
Connections CPU and the module. (1 to 8).

Note: This value must match that configured in the Logix IO tree.
Logix Profile The Studio 5000 profile used to instantiate the PLX51-HART-8I.

Standard AOP : This is the preferred profile which allows the user to configure
between 1 and 8 connections.

Generic Profile : This option provides only a single connection and is required
for older versions of Logix.

Table 3.1 - General configuration parameters
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35 Channel Configuration

The analog channel specific configuration is shown below. Each of the 8 channels
has the same configuration options. The channel configuration window is opened by
either double-clicking on the specific channel of the module in the tree, or
right-clicking on the specific channel and selecting CONFIGURATION.

¥ HARTSI - Channel 0 Configuration o o B

Analog Scaling

Input Type Current4-20 mA ~ External Resistor 250 (ohms)

Raw Max 20.000 (mA) EU Max 100

Raw Min 4.000 (mA) EU Min 1]

Enable Filter Filter Time 100 {ms)

HART

Enable HART [] Allow Dual Masters

HART Bandwidth Utilization (%) (7] Relay Message Priority

Ok Apply Cancel

Figure 3.157 Channel configuration

The Channel configuration consists of the following parameters:

Parameter Description

Analog Scaling

Input Type Current or Voltage

Raw Max The upper analog value to be used for the scaling to engineering units.

The scaling to engineering units (EU) is calculated as follows:
EU = EUMin + (RawValue i RawMin) * (EUMax i EUMin) / (RawMax 1

RawMin))
Raw Min The lower analog value to be used for the scaling to engineering units.
External Resistor Used to specify the exact value of the external resistor when using one of
the Current - Ext. Resistor input types.
EU Max The upper engineering value used for the scaling to engineering units.

The scaled engineering value will equal this value when the analog value
is equal to the Raw Max value.

EU Min The lower engineering value used for the scaling to engineering units.
The scaled engineering value will equal this value when the analog value
is equal to the Raw Min value.

Enable Filter Enable or Disable Analog Filtering.

Filter Time The time constant, in milliseconds, of the first order filter applied to the
analog signal. A value of zero implies no filtering.

HART

Enable HART Used to Enable or Disable the HART Communication.
This should be disabled when using standard (non-HART) analog field
devices.
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Allow Dual Masters When set, the PLX51-HART-81 module (as the primary HART Master) will
allow communication to be shared with a secondary HART Master (e.g., a
handheld programmer or calibrator).

Relay Message Priority ~ This option will allow relay messages (e.g., from Asset Managers like
FDT/DTMs) that are sent to the HART device to be prioritized, resulting in
a faster response time.

HART Bandwidth An indication of the approximate bandwidth utilization of all the devices on

Utilization this HART channel.

This value considers the PV Updates and the configured Advanced
Messages for each device.

An indicted value near or above 100% indicates that the channel is
oversubscribed and that the configured device update rates will not be
able to be achieved. In this case, the configured update rates of the
underlying devices will need to be adjusted accordingly.

Table 3.2 - Channel configuration parameters

351 Adding HART Device

HART devices can either be added manually or directly from the device scan list.

3.5.1.1 Manually

When right-clicking on a specific channel, the user can select ADD DEVICE to add a
HART device at a specific HART node address. Each channel can have a maximum
of eight HART devices.

Project Explorer :::

E|,|,5; PLX5THARTEI_Example
= | HARTSI (PLX51-HART-8I)
----- # Configuration

----- i Security

.. Channe # Configuration

----- P Channe Status

----- P> Chann :

_____ P> Chann |-I- Add Device

----- P> Channe Paste Device

""" P> Channe Explicit Message Utility
----- P> Channe. o

Figure 3.16 1 Manually adding HART device

«* HARTSI - 00 - Configuration EI@

Device Instance

Node Address

o
<

Enable Device

Name

HART Communication

PV Update Rate s) Allow Explcit Messages
HART Timeout 300 (ms) ] Zero Values on Comms Fail
HART Retry Limit [ PV Priority

() Enable Burst Mode

Burst Command Burst Response Internal Offset

Ok Apply Cancel

Figure 3.17 7 HART Device General Configuration
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Once the OK button is pressed, then the HART device will be added to the Channel.

Project Explorer s w & X
=- & PLX5THARTSI_Example
& 1 HARTSI (PLX51-HART-8I)
----- # Configuration
----- T Security

----- = Channel 2
----- = Channel 3
----- = Channel 4
----- = Channel &
----- = Channel 6
----- = Channel 7

Figure 3.18 7 HART Device added to Channel

3.5.1.2 Device List Scanning

When online with the module, the Device List can be accessed by right-clicking on
the channel, selecting STATUS, and clicking the DEVICE LIST tab.

Project Explorer

= & PLXSTHARTSI_Example
2| HARTSI (PLX51-HART-81)
----- # Configuration
----- "la Security
----- ~1 Status
----- ] EventViewer

----- @gchare i

..... P> Channel | # Configuration

----- P Channel |4 status |
..... P Channel

..... b- Channel + Add Device
----- P Channel Paste Device

: g:::::: ¥  Explicit Message Utility
[1

Figure 3.19 7 Channel Status selection

| HARTSI - Channel 0 Status \E|
Genera\HAFiT Statistics Calibration

Device Scan

Start Address End Address Scan

Addr Manufacturer Device Device ID HART Tag Long Tag Ct?ri;t SI;:;TS

Type Rev Descriptor

Figure 3.20 1 Channel Device List

ProSoft Technology, Inc. Page340f205



PLX5HARBIDksolated-€hannel HART Input Setup
Multidrop HART Field Devices for EtheridetdBdbus® User Manual
Once the ScAN button is pressed, the module will scan the specific channel from the
selected Start Address to the End Address. If a device is found, it will be listed in the
table.
Il HARTSI - Channel 0 Status EI@
General Devicelist HART Statistics Calibration
Device Scan
Start Address End Address |7 ~] [ s
Addr Manufacturer D.I‘_a; ;e Device ID Hé\g’T Tag Long Tag Ct?r(:;t SI;:::S Descriptor
0 |Smar ‘ 0x0D ‘ 0xBO1FO0 5 TT421Z nia [:] ? HART SLAVE 24
Scanning HART nodes on channel 0 from 0 to 7
Polling HART address 2
Figure 3.21 7 Channel Device List Scanning
When right-clicking on a HART device that was found on the channel, the user can
select ADD to add the HART device to the module configuration.
L] HARTSI - Channel 0 Status =N =R
General Devicelist HART Statistics Calibration
Device Scan
Start Address End Address Scan
Addr Manufacturer D.%‘: ;;e Device ID HQ;T Tag Long Tag Ct?r?r’\t S';::TS Descriptor
0 |Smar 0x0D | 0xBOIFOD | 5 TT421Z nfa | |- HART SLAVE 24
Add Device
Refresh
Squawk
Unlock
Lock - Permanent
Lock - Temporary
Write Tag, Descriptor
Write Long Tag
Write Address
Disable Burst
Figure 3.22 1 Add HART device from Device List
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352 HARDevice Configuration

Once a HART device has been added to the module configuration, the HART device
configuration can be opened by either double-clicking on the device, or right-clicking
on the device and selecting CONFIGURATION.

3.5.2.1 General
The HART device general configuration is shown in the figure below.

4 HART8I - 00 - Configuration =l
General Advanced Messages

Device Instance
Node Address 0 ~ Enable Device
Name

HART Communication
PV Update Rate (s) Allow Explcit Messages
HART Timeout (ms) (] Zero Values on Comms Fail
HART Retry Limit ) PV Priority
C] Enable Burst Mode
Burst Command Burst Response Internal Offset
HART Bandwidth Utiization (%)

Ok Apply Cancel

Figure 3.23 7 HART Device General configuration

The HART Device general configuration consists of the following parameters:

Parameter Description

Device Instance

Node Address The short address of the HART device.

Name User configurable name given to the HART device in the

configuration software (which will also be used when generating the
Logix L5X UDTSs).
Note: This name is not linked to the HART tag name of the device.

Enable Device Enable or Disable HART communication to the device.
HART Communication
PV Update Rate The update rate of the HART process Variable (HART Command 3)

in seconds. A value of zero would indicate as fast as possible.
Note: When the PV update rate is low (i.e., fast) on a high traffic
channel (e.g., multiple HART devices), it will cause the other HART
communication on the channel to update at a slower rate.
Note: When multiple devices are connected on the same channel it
is not recommended to use a PV Update Rate of zero.

HART Timeout The time in milliseconds that the module will wait for a HART
device to respond. A No Response will be declared after the
timeout has expired.

HART Retry Limit The number of consecutive no responses from the specific HART
device, before the status of HART device is set to offline.

Allow Explicit Messages Allow or block explicit HART messages (e.g., FDT/DTM asset
management) being requested via the Ethernet interface of the
module.

Zero Values on Comms Fall When selected, if the specific HART device goes offline, then all the

PV values will be forced to zero.
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PV Priority When this option is set, the updating of Process Variables for the
specific HART device will be prioritized over any other explicit or
advanced HART messages that need to execute.

Enable Burst Mode Burst HART communication will be enabled on the specific device.
Burst communication will send the response for a configured HART
command continuously without the need for the module to send the
request for the HART command.

Note: When HART Burst mode is enabled, then only one HART
device can communicate on the specific analog channel and
Multidrop architectures are invalid for the specific analog channel.

Burst Command Generally, HART command 3 responses will be continuously sent
by the device when Burst is enabled, but certain devices allow
different HART commands to be returned in Burst mode.

If supported by the HART device, this will provide the option to
enter the specific HART command.

Burst Response Internal Offset The data received from the HART Burst Response will be placed in
the Internal Data Space (IDS) Offset configured here. This can then
be mapped to any Primary Communication interface using the
internal mapping.

Note: When HART command 3 is set to Burst, then all the normal
PV values will also be automatically updated in addition to writing
the values to the IDS offset configured.

HART Bandwidth Utilization An indication of the approximate bandwidth utilization of this device
on the HART channel.

This value considers the PV Updates and the configured Advanced
Messages.

Table 3.317 HART Device General configuration parameters
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3.5.2.2 Advanced Messages

The PLX51-HART-81 module supports configurable HART commands that can be

sent and processed in the background. These HART commands are configured in

the Advanced Messages tab. Up to 16 Advanced Messages can be configured per
HART device with configurable update rates.

To configure each Advanced Message, click on the BuILD button as shown below:

':5:’ HARTSI - 00 - Device Configuration EI@

Advanced Messages

HART Update Request  Request DS
Command Rate Dynamic Offset

. O O

Response

Description Build DS Offset

Request Data Response

Figure 3.24 7 HART Device Advanced Message Configuration

Once the BUILD button is pressed, then the Advanced Message Builder is opened as
shown below.

%+ Advanced Message Builder X
Command
Description | TotalCycles |
Command 123 Update Rate (s) Auto Trigger
Data IDS Offset Request Size (] Dynamic Data
Reformat None e Process Response
Static Data ‘
Response
Data IDS Offset Message Offset lIl (bytes)
Reformat None hd Max Copy Size (bytes)
T] Cancel

Figure 3.25 7 HART Device Advanced Message Builder

The HART Device Advanced Message configuration consists of the following

parameters:

Parameter Description

Command

Description The user description of the specific Advanced Message

Command The HART command to be sent

Data IDS Offset If the Dynamic Data option has been selected, then the data to be sent with
the HART command (with the Request Size number of bytes) will be read
from this Internal Data Space Offset.

Reformat Used to specify how the data is formatted before sending with the HART

command.

None: No reformatting applied. (AA BB CC DD)
BB AA : 16bit Byte swap

BB AA DD CC : 32bit Byte Pair Swap

CC DD AA BB : Word Swap

DD CC BB AA : Word and Byte Pair Swap
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Update Rate

The period (in seconds) between the specific HART message being sent.

Request Size

The number of data bytes to follow the HART command.

Static Data

If the Dynamic Data option has not been selected, then the user can enter
fixed data to be sent with the HART command.

The data will need to be entered as a space-delimited, hexadecimal string.
For example: OA 0D 12 EE

Auto Trigger

When this option has been selected, then the HART message will be sent at
the update rate. If Auto Trigger has not been selected, then the specific HART
message will only be sent once, when the HART device starts-up.

Dynamic Data

Data will be read from the Data IDS Offset to be sent with the HART
command when Request Size is greater than 0.

Process Response

The response received from the HART device for the command sent will be

processed if this option is selected. Otherwise, the response will be discarded.

Response Note: This section is relevant only if Process Response has been selected.
Data IDS Offset Where the response HART data will be stored.
Reformat Used to specify how the HART response data is formatted before writing it to

the Internal Data Space.

None: No reformatting applied. (AA BB CC DD).
BB AA: 16bit Byte swap

BB AA DD CC : 32bit Byte Pair Swap

CC DD AA BB : Word Swap

DD CC BB AA : Word and Byte Pair Swap

Message Offset

Specifies the byte offset of the response, that will be copied.

Max. Copy Size

The maximum number of bytes to copy.

Table 3.47 HART Device Advanced Message parameters

Once the configuration is done and the OK button is pressed, the Advanced
Messages will appear in the list.

i+ HARTSI - 00 - Device Configuration

=] O el

General Advanced Messages

Advanced Messages

Description Build

[ | TotalCycles

HART Update Request  Request IDS Response
Command Rate Dynamic Offset IDS Offset

[ ] 128 10 O 0 2010
@] 0

Request Data Response

Figure 3.26 T HART Device Advanced Message List
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353 HART Device Parameterizati on

There are certain standard HART parameters that can be updated and read from the
HART device (e.g., Tag, Units, Damping, Node Address, etc.) by the PLX50CU
software. Some parameters can be accessed in the Device List of the Channel
Status and others by the Device Configuration tab in the Status window (once the
HART device has been added).

3.5.3.1 Device List

It is important to note that the HART device node address can be changed from this
list via the WRITE ADDRESS option.

General DE HART Statistics  Calibration

Device Scan

Start Address |0 ~ End Address
Addr Manufacturer Device Device ID HART
Type Rev

nm Add Device .I

Refresh

Squawk

Unlock

Lock - Permanent
Lock - Temporary
Write Tag, Descriptor
Write Long Tag
Write Address

Disable Burst

Figure 3.27 1 HART Device Parameterization i Device List

Option Command  Description
Refresh - Update the displayed parameters
Request the HART device to visually identify itself, typically by
Squawk 72 flashing its display or LEDs.
Usually used to locate the device in a field installation.
Unlock 71 Unlocks the device allowing configuration changes to be made.
Locks the devicebds configuratio
Lock - Permanent 71 configuration. The Lock will remain in place following a device reset

or power cycle.
Locks the deviceds configuratio

Lock - Temporary 71 configuration. The Lock will be removed following a device reset or
power cycle.

Write Tag, Descriptor 18 Updates (writes) the Tag and Descriptor of the device.

Write Long Tag 22 Updates (writes) the Long Tag of the device.

Updates (writes) a new Polling Address (short address) of the
device and specifies the Current Signaling Mode.

Write Address 6 When using multidrop, the Current Signaling Mode should be
disabled.
Used to disable Burst mode.

Disable Burst 109 When a device has Burst mode enabled, it will continuously and

autonomously transmit data with a master requesting it.
Burst mode must disabled on all devices on a multidrop channel.

Table 3.57 HART Device Commands
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3.5.3.2 Status Window

When a HART device has been added, certain device parameters can be updated
from the Status window. It is also important to note that the HART device can be
reset from this window by pressing the MASTER RESET button.

General Device Info Device Status

Advanced Status HART Statistics Advanced Messages

Identity
Tag

Range

Units

Damping

Message

Descriptor

LRV (4mA)

Miscellaneous

TT421Z Date 20220531
HART SLAVE 24 Write
0 URV (20mA) 200
Degrees Celsius ~ Write
Advanced
1 Write Self Test
TEST Write: Master Reset

Figure 3.28 T HART Device Parameterization i Status Window - Device Configuration

The HART Device Configuration consists of the following parameters:

Parameter Description

Identity

Tag The user tag name configured in the field device. (8 characters).
Note: The Tag, Descriptor and Date are updated together.

Descriptor The user descriptor configured in the field device. (16 characters).
Note: The Tag, Descriptor and Date are updated together.

Date The date when the tag and descriptor configuration was last modified.
Note: The Tag, Descriptor and Date are updated together.

Range

LRV The Lower Range Value in engineering units represented by the 4-mA analog signal.
Note: The LRV, URV and Range Units are updated together.

URV The Upper Range Value in engineering units represented by the 20-mA analog
signal.
Note: The LRV, URV and Range Units are updated together.

Units The engineering units in which the LRV and URV values are specified.

Note: The LRV, URV and Range Units are updated together.

Miscellaneous

Damping The damping value is specified in seconds. Damping refers to the digital filtering of
process variables to remove transient and potentially erroneous deviations from the
actual measure variable.

Message A user defined 32-character message stored in the field device.

Table 3.6 1 HART Device Advanced Message parameters
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3.6 Channel Calibration

ImportantBefore commencing with calibration ensure that it is safe to do so. The simuli ted current
values could translate to extreme process variables in the connected control system wl ich may cause
unexpected results. Failure to do so could result in sgxers dgoiage and personal injury

361 Curr€@afti brati on

To re-calibrate a PLX51-HART-8I module to current:

1 Using an external milliamp source, adjust the current to 4 mA, or as close as
possible to 4 mA.

2 Enter the exact milliamp value, read from an external meter, into the Low
Value Actual numeric inputs.

3 Pressthe Low VALUE (4 mA) CAPTURE button, to capture the current
(un-calibrated value) into the Capture field.

4 Using the external milliamp source, adjust the current to 20 mA, or as close
as possible to 20 mA.

5 Enter the exact milliamp value, read from an external meter, into the High
Value Actual numeric inputs.

6 Press the HIGH VALUE (20 mA) CAPTURE button, to capture the current
(un-calibrated value) into the Capture field.

7 The new Span and Offset calibration settings will be automatically calculated.
(See figure below).

8 Press ACCEPT to write these new calibration figures to the module.

9 The Calibration Type will then change to User Calibration , to reflect the
changes.

2] PLX51HARTSI - Channel 0 Status —min(=]
General Device List HART Statistics Calibration

Active Calibration - Current Active Calibration - Voltage

Span 1.0000 Span 1.0000
Offset 0.0000 Offset 0.0000
Date Time ‘ 2025/03/05 02:00 Date Time 2025/03/05 02:00
Type ‘ Factary Calibration Type Factory Calibration
Uncalibrated 3.964 mA Uncalibrated 0.923 A
New Calibration - Current New Calibration - Voltage
Actual (mA) Capture (mA) Actual (V) Capture (V)

High Value 20.000 7 Capture 19.999 High Value 10.000 Capture
Low Value 40005 Capture 4.005 Low Value 00005 Capture

Span Offset Span Offset
New Cal. 1.0004 0.0065 Accept New Cal Accept

Figure 3.29 7 User Calibration i Current
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362 Vol t@gli bration
To re-calibrate a PLX51-HART-81 module for voltage, the steps below must be
followed:

1 Using an external voltage source, adjust the voltage to 0 Vdc, or as close as
possible to 0 Vdc.

2 Enter the exact voltage value, read from an external meter, into the Low
Value Actual numeric inputs.

3 Press the Low VALUE (0 Vdc) CAPTURE button, to capture the voltage
(un-calibrated value) into the Capture field.

4 Using the external voltage source, adjust the voltage to 10 Vdc, or as close as
possible to 10 Vdc.

5 Enter the exact voltage value, read from an external meter, into the High
Value Actual numeric inputs.

6 Press the HIGH VALUE (10 Vdc) CAPTURE button, to capture the voltage
(un-calibrated value) into the Capture field.

7 The new Span and Offset calibration settings will be automatically calculated.
(See figure below).

8 Press ACCEPT to write these new calibration figures to the module.

9 The Calibration Type will then change to User Calibration , to reflect the
changes.

[l PLXSTHARTSI - Channel 0 Status e ]

General Devicelist HART Statistics Calibration

Active Calibration - Current Active Calibration - Voltage

Span 1.0000 Span 1.0000
Offset 0.0000 Offset 0.0000
Date Time | 2025/03/05 02:00 Date Time 2025/03/05 02:00
Type | Factory Calibration Type Factory Calibration
Uncalibrated 4.044 mA Uncalibrated 0.931 v
New Calibration - Current New Calibration - Voltage
Actual (mA) Capture (mA) Actual (V) Capture (V)
High Value 20.000 5 Capture 19939 High Value 10.000 5 Capture 10.002
Low Value 4000 3 Caplure 4.005 Low Value 0.000 5 Capture -0.001
Span Offset Span Offset
New Cal 1.0004 0.0065 Accept New Cal 09997 -0.0010 Accept

Figure 3.30 7 User Calibration i Voltage

ProSoft Technology, Inc. Page430f205



PLX5HARTIDisolated-€hannel HART Input Setup
Multidrop HART Field Devices for EtheridetdBdbus® User Manual

37 Primary I nterface
The PLX51-HART-81 module supports four Primary Interface options.

371 Et her Net/ I P Target

A controller (e.g. Logix controller) can own the PLX51-HART-8I over EtherNet/IP
using up to 8 Class 1 EtherNet/IP connections when the Primary Interface is set to
EtherNet/IP target. This will allow the PLX51-HART-8I to exchange data with the
controller using the input and output assembly of the Class 1 EtherNet/IP
connections. Analog Input Channel Data as well as data from HART devices can be
mapped to the Logix controller over EtherNet/IP.

The user will need to add the PLX51-HART-8I to the Logix IO tree under an
EtherNet/IP bridge (e.g. 1756-EN2TR) or Ethernet Logix controller (e.g. 1756-L85E).

3.7.1.1 Studio / Logix 5000 Configuration

3.7.1.1.1 Add Module to EtherNet/IP 1/0O Configuration

The PLX51-HART-8I can be easily integrated with Allen-Bradley Logix family of
controllers. Integration with the Logix family in Studio5000 makes use of the EDS
Add-On-Profile (AOP) or a Generic Module Profile.

3.7.1.1.1.1 EDS AOP (Logire1+)

Before the module can be added to thetree,t he modul edbs EDS file must
registered.

Using RSLinx, the EDS file can be uploaded from the device after which the EDS
Hardware Installation tool will be invoked to complete the registration.

@< RSWho -1
v Autobrowse I -y L r===| Browsing - node 192.168.1.167 found

B Q Workstation,
m-g5 Linx Gateways, Ethernet
#-=5 AB_ETH-1, Ethernet
&-&5 AB_ETH-2, Ethernet
=-&& {AB_ETH-3, Ethernet:

[ % AB_ETHIP- Remove

Driver Diagnostics
Configure Driver
Upload EDS file from device

Security...
Device Properties
Module Statistics

Module Configuration

Figure 3.31 7 EDS file upload from PLX51-HART-8I
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Alternatively, the EDS file can be downloaded from the product webpage at
www.prosoft-technology.com and registered manually using the EDS HARDWARE
INSTALLATION TooL shortcut under the Tools menu in Studio 5000.

ﬁ Logix Designer - HARTEI_Example [1756-L85E 35.11]

File Edit View Search Logic Communications | Tools | Window Help

B W = ¥4 9 Options...

= RN X Security 4
= oK I Path: <none= € Documentation Languages... &
5 = Energy Storage
i myo Offline fl. Mo Forces Import
Export »

EDS Hardware Installation Tool

4 . Controller HART8I_Example
<! Controller Tags Motion »
Controller Fault Handler Monitor Equipment Phases
Power-Up Handler
4 | Tasks Plug-In Manager...
4 ©¥MainTask Custom Toals...
P L MainProgram
Unscheduled IS ControlFLASH
NS

Figure 3.32 7 EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix 10 tree
in Studio 5000. Under a suitable Ethernet bridge module in the tree, select the
Ethernet network, right-click and select the NEw MODULE option.

Controller Organizer v I X

a °F

4 Controller HART8I_Example
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 =l Tasks
4 £} MainTask
> L MainProgram
Unscheduled
b 7 Motion Groups
b 7 Alarm Manager
P Assets
e Logical Model
4 1/O Configuration
4 B9 1756 Backplane, 1756-A7
3 [0] 1756-L85E HARTSI_Example
4 f] [1] 1756-EN2TR eth0

.. Ethernet
4 & Ethernet B NewModule..

[ 1756-L85E HA Import Module...

Discover Modules...
Paste Ctrl+V

Print

Figure 3.33 17 Adding a module
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The module selection dialog will open. To find the module, use the Vendor filter to

select only the Prosoft Technology modules, or t he searcés criteria A
shown in the figure below.
Select Module Type
Catalog Module Discovery Favorites
pix51 Clear Filters Show Filtersy
Catalog Number Description Vendor Category
PLX51-DF1-MSG DF1 Messenger ProSoft Tech... Communications Adapter
PLX51-DL-232 PLX51-DL-232 ProSoft Tech.. Communications Adapter
PLX51-DLplus-232 PLX51-DLplus-232 ProSoft Tech.. Communications Adapter
PLX51-DNPS PLX51-DNPS ProSoft Tech.. Communications Adapter
PLX5T-HART-4I PLX5T-HART-4| ProSoft Tech.. Communications Adapter
PLX51-HART-8I PLX51-HART-8I ProSoft Tech.. Communications Adapter
PLX51-PEM PLX51-PBEM ProSoft Tech.. Communications Adapter
PLX51-PBS PLX51-PBS ProSoft Tech.. Communications Adapter
8 of 876 Module Types Found Add to Favorites
[[J Close on Create Create Close Help

Figure 3.34 7 Selecting the module

Locate and select the PLX51-HART-8] module and select the CREATE option. The
module configuration dialog will open, where the user must specify the Name and IP
Address as a minimum to complete the instantiation.

57 New Module X

- General* General
- Connection
~Module Info Type PLX51-HART-8I PLX51-HART-8l
- Internet Protocol
- Port Configuration Vendor. ProSoft Technology

Parent: ethl

Mame: HARTSI Ethemet Address

© Private Network: 1921681, 161
Description: -

Revision:

Status: Creating

Electronic Keying:

Connections:

Module Definition

(O)IP Address |
(O HostName:
1.001
Compatible Module
1/0 Connection 1
Change ...
OK Cancel

Figure 3.35 17 Module instantiation

Help

ProSoft Technology, Inc.
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The PLX51-HART-8I supports up to 8 class 1 EtherNet/IP connections.

ImportantThe user will need to ensure that the number of connections conGgumedtabthe
of the module configuraRxX50 Configuration Ytitigtches the selected connection count 1

Logix (Studio 5000).
B | New Module X
General* General
Connection
Madule Info Type: PLX51-HART-8] PLX51-HART-8l
Internet Protocol )
Port Configuration Vendor. ProSoft Technology
Parent ethl
Name: HARTSI Ethemet Address
. © Private Network: 1921681 161 =
Description: —
(OIP Address
() HostName
Module Definition
Revision 1.001
Electronic Keying: Compatible Module
Connections: I/O Connection 1
Status: Creating [ 0K Cancel Help

Figure 3.36 i Change number of IO Connections

Select the number of required connections.

8 | Module Definition X
Revision: 1 e 001 5
Electronic Keying: Compatible Module ~
Connections:

Name Size Tag Suffix

. Input: |500 HARTSI01:1
Vo tion 1 SINT 1
ennection Output|496 HART8I01:01
s

1/0 Connection 2
I/0 Connection 3
I/0 Connection 4
I/0 Connection 5
I/0 Connection 6
I/O Connection 7
I/0 Connection 8

Figure 3.37 1 Selection of IO Connections
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The PLX51-HART-81 module will be in the Logix 10 tree.

4 =.|/O Configuration
4 B9 1756 Backplane, 1756-A7
[ [0] 1756-L85E HARTSI_Example
4 f [1] 1756-EN2TR eth0
4 g5 Ethernet
 1756-EN2TR eth0

Figure 3.38 1 Logix IO tree

The Module Defined Data Types will automatically be created during the instantiation
process. These defined tags will need to be copied to and from meaningful
structures.

3.7.1.1.1.2 GeneridModule Profile (Logix Pv@1)

ImportantWhen using a Generic Module Profileiogife@onnection is supported limiting th  total
HARTdata that can be exchanged.

ImportantWhen using the Generic Profile, ensure Phat5i¢ART8 | LOgix Profildhas been
set to th&eneric Profileption, otherwise the generated L5X Logix code will import with € rors.

When using Logix versions prior to version 21, then the PLX51-HART-8I module must
be added to the RSLogix 5000 I/O tree as a generic Ethernet module. This is achieved
by right clicking on the Ethernet Bridge in the RSLogix 5000 and selecting New Module
after which the ETHERNET-MODULE is selected to be added as shown in the figure

below.
# ! Select Module X
| DetaMan 500 Seriez 1D Reader Cognex Corporati A
1 /0 Configuration DataMan 2000 Series 1D Reader Cognex Corporati
&5 1756 Backplane, 1756-A4 Drivelogac$730 Etherne... 10/100 Mbps Ethemet Port on DrivelogacS730 Alten-Bradley
£ (0) 1756-L62 E1 Plus Electronic Overload Relay Communications Inteface  Alien-Bradley
9 11 1756-EN2TR Eth ETHERNET-BRIDGE  Generic EtherNet/IP CIP Bridge Allen-Bradiey
N hermet] ETHERNET-MODULE  Generic Ethernet Module Allen-Bradley
(5 NewModue... ] |:> EtherNet/1P SoftLogan5600 EtherNet/IP Allen-Bradley
ILX34-AENWG 1734 Wireless Ethernet Adapter, Twisted-Pair Media ProSoft Technolo
In-Seght 1700 Series Vision System Cognex Corporati
In-Sight 3400 Sesies  Vision System Cognex Corporati
Pk Y In-Sight 5000 Sesies  Vision System Cognex Corporati

Find Add Favorke

8y Category By Venda Favoete:

Figure 3.39 - Add a Generic Ethernet Module in RSLogix 5000

The user must enter the IP Address of the PLX51-HART-8I module that will be used.
The assembly instance and size must also be added for the input, output, and
configuration in the connection parameters section.
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The required connection parameters for the PLX51-HART-81 module are shown below:

Connection Parameter Assembly Instance Size

Input 110 500 (8-bit)
Output 111 496 (8-bit)
Configuration 102 0 (8-bit)

Table 3.7 - RSLogix class 1 connection parameters for the PLX51-HART-8] module

New Module X
Type: ETHERNET-MODULE Generic Ethernet Module
Vendor. Rockwell Automation/Allen-Bradley
Parent eth0
) Connection Parameters
Name: HARTSI
Assembly )
Description: Instance: Size:
Input: 110 500 2| (8-bit)
Output 111 4% 2 (@bt
C F t Data-SINT e =
omm o Configuration: 102 o - | (8-bit)
Address [ Host Name
QP Address: 192 . 168 . 1 . 100
() HostName:
Open Module Properties Cancel Help

Figure 3.40 - RSLogix 5000 General module properties for PLX51-HART-8I module

ImportantThe user will need to enter the exact connection parameters before the modt 2 will establish
a class 1 connection with the Logix controller.

Next the user needs to add the connection requested packet interval (RPI). This is
the rate at which the input and output assemblies are exchanged. Refer to the
technical specification section in this document for further details on the limits of the
RPI.
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3.7.1.1.2 Logix Mapping

PLX50 Configuration Utility (PLX50CU) will generate the required UDTs and
Routines (based on the Internal Map) to map the required analog and HART data.
The user will need to select the RECOMMEND button in the Internal Map tab to
automatically populate the Internal Mapping and generate the .L5X file for Logix
mapping, routines, and UDTSs.

+ HART8I - Configuration =l
General EtherNey/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Mapf :\mema\Map: onstants Advanced

Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g LI Al Oftast | Destination Type tance Sub-Tag Offeot | BiOffesr  Count  Copy Function Reformat
» 1 |System v Staus  v| 0 EIP Target + |Connection 0~ 0 56  [BytetoByte  ~|None v

Figure 3.41 1 Internal Mapping Recommend

% Auto-Map Options X

Auto-Map Options
Modbus HR Start 1000
System Status
Channels

[_] Channel HART Statistics

I Ok I Cancel

Figure 3.42 1 Auto-Map Options popup

‘é;‘ HARTSI - Configuration E@I

General EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map | Intemai Map | Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Type  Source Instance Siif:g SO";;;E S"O“"'Cs:?" Destination Type D‘jss"‘g:gg” D;:g??:;" Deg""”:;‘(‘"” D;f‘g;;;” Count  Copy Function Reformst
» 1 |system ~ Status v 0 EIP Target ~ |connectiono |~ 0 56  |BytetoByte - |None v
2 |Channel 0 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 56 16 |BytetoByte - |None ~
3 |Channel 0 ~ | Device v |Data v 0 EIP Target + |connection 0~ 72 36 |BytetoByte  “|None v
4 |channel 1 ~ |Main v |Analog v 0 EIP Target ~ |connection0 ~ 108 16 |ByletoByte v |None ~
5 |Channel 2 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 124 16 |BytetoByte - |None ~
6 |Channel 3 ~ | Main v |Analog v 0 EIP Target + |connection 0~ 140 16 |BytetoByte - |None v
7 |Channel 4 ~ | Main v |Anslog v 0 EIP Terget ~ |connection 0+ 156 16 |ByietoByte v |None v
8 |Channel 5 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 172 16 |BytetoByte - |None ~
9 |Channel 6 ~ | Main v |Analog v 0 EIP Target + |connection 0~ 188 16 |BytetoByte - |None v
10 |Channel 7 ~ | Main v Anslog v 0 EIP Terget ~ |connection 0~ 204 16 |ByietoByte v |None v

Figure 3.43 1 Internal Mapping Auto Populated

Note If the Auto Mapping for EtherNet/IP Target has been selécteanicetid of the
PLX50CU configuration, theRetbeMMENDuUtton will be greyed out and the auto mapping ' il
automatically be generatadAuto Mapping for EtherNet/IP Target will be enabled by defi ult.

5 HART8I - Configuration
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants

Mapping Options

Auto Mapping for EtherNetIP Target [ Include HART Statistics

Ethernet Network

[ = T T = T =

Figure 3.441 Auto Mapping for EtherNet/IP Target
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The user can then generate the required Logix and UDTs by right-clicking on the
module in PLX50CU and selecting the GENERATE LOGIX L5X option.

°:§Z° ProSoft PLX50 Configuration Utility - PLXSTHARTSI_Example*

File  Device

oal W X g

Tools

=& PLXSTHARTSI_Example

Window Help

= HARTSI (PL
- Configurati

"l Security
- Channel 0

.= Channel 1
-k Channel 2

&= Channel 3
ol Channel 4
&= Channel 5
-l Channel 6
-l Channel 7

Configuration
Connection Path

Go Online
Download

Upload

Verify Configuration

Copy

Export
Delete
Status

Generate Logix L5X

=

Export Modbus Summary CSV
Export Modbus Expanded CSV
Export Configuration File

Figure 3.45 7 Selecting Generate Logix L5X

The user will then be prompted to select a suitable file name and path for the .L5X

file.

% Select a Logix XML Import/Export File

- v

Organize ~ New folder

v [l Desktop
> £% Home
a Gallery
[} Aparian
@l Desktop

> Documents > ProSoft Technology

Name

— Documents

i Downloads

O Music

P Pictures

vov v v v

Date modified

v

&]

Type

Search ProSoft Technology

File name:

HART8LLSX

Save as type: Logix XML File (*L5X)

~ Hide Folders

Figure 3.46 1 Selecting the Logix .L5X file name

Save
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This .L5X file can now be imported into the Studio 5000 project by right-clicking on a
suitable PROGRAM > ADD > IMPORT ROUTINE.

Controller Organizer v I x

a s

4 ! Controller HART8I_Example
<? Controller Tags
Controller Fault Handler
Power-Up Handler

4 =l Tasks
4 3 MainTask
< Pal Add > 3 Mew Routine...
Mz
Unscheal *® Cut Ctri+X | {7 New Local Tag.. Ctrl+W
b 1 Motion Grou 01 Copy Ctrl+C New Parameter...
P i Alarm Mana( (1] Paste Ctrl+V Import Routine..
P i Assets Delete Delete
e Logical Mod
4 =11/0 Configur Verify
4 B3 1756 Bac Cross Reference Ctrl+E
Do) 17 ]
4 g7 Browse Logic... Ctrl+L
4 & Ett Find in Logical Organizer
g Online Edits
B
4 g% Ethernet Print
1756~

Export Program...

Properties Alt+Enter

Figure 3.47 i Importing the .L5X file into Studio 5000
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Select the previously created .L5X file and accept the import by pressing OK.

The import will create the following:
1 Mapping Routine
1 Multiple UDT (User-Defined Data Types)
1 Multiple Controller Tags

Since the imported mapping routine is not a Main Routine, it will need to be called
from the current Main Routine.

JSR
Routine Name HART8IMap

Figure 3.48 1 Calling the mapping routine

4 | Tasks
4 £} MainTask
4 L MainProgram
<! Parameters and Local Tags
& MainRoutine
Unscheduled
Motion Groups
P 0 Alarm Manager
4 o Assets
Add-On Instructions
4 =l Data Types
4 4 User-Defined
i HART8IChOx9AA3
i HART8IINXESD1
i PSH8ChannelAnalog
it PSH8ChGeneric
it PSHSHARTDevice
i PSH8HARTStatistics
i PSH8SystemStatus
i PSHExplicitHARTRequest
i PSHExplicitHARTResponse
= Strings
= Add-On-Defined
P I Predefined
P Im Module-Defined

-

Figure 3.49 7 Imported Logix Objects
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Several PLX51-HART-8I specific (UDT) tags are created that reside under the main
PLX51-HART-8I UDT.
Name =z|~ Value + Style Data Type
4 HARTSIlIn {.} HART8IlInxES01
b HART8IlIn.Status {.} PSH8SystemStatus
» HART&IIn.ChO .} HARTBIChOx9AA3
# HART8IIn.Ch1 .} PSH8ChGeneric
# HART8IIn.Ch2 {.} PSH8ChGeneric
» HART&IIn.Ch3 .} PSH&ChGeneric
» HARTSIIn.Ch4 .} PSH&ChGeneric
+ HART8IIn.Ch5 {.} PSH8ChGeneric
» HART8IIn.Ché {.} PSH8ChGeneric
b HART8IIn.Ch7 .} PSH&ChGeneric
Figure 3.50 i PLX51-HART-8I tag overview
The Status tag displays the status and diagnostics information of the
PLX51-HART-8I.
Name =z|« Value * Style Data Type Description
4 HART8IIn.Status [ PSH8SystemStatus
HARTS8IIn.Status.ConfigValid 0 Decimal BOOL Configuration Valid (0=Invalid, 1=Valid)
HARTS8IIn.Status.EIPOriginatorCommsOk 0 Decimal BOOL EtherNet/IP Originator (0=Fail,1=0k)
HART8IIn.5tatus.ModbusOnline 0 Decimal BOOL Modbus Status (0=0ffline,1=0nline)
HARTS8IIn.Status.EIPOwned 0 Deamal BOOL EtherNet/IP Target: (0=Not-Owned, 1=0wned)
HARTB8IIn.Status.Power 10k 0 Decmal BOOL Power Input 1 (0=0ff, 1=0n)
HARTSIIn.Status.Power20k 0 Decimal BOOL Power Input 2 (0=0ff, 1=0n)
HARTS8IIn.Status.ControllerRunMode 0 Decimal BOOL Controller Mode (0=Program, 1=Run)
HART8IIn.5tatus.NTPOK 0 Decimal BOOL NTP Status ( 0=Fail, 1=0k)
HART8IIn.Status. CANBusOk 0 Decimal BOOL CAN Bus Status (0=Fail, 1=0k)
HART8IIn.Status.RTCValid 0 Decmal BOOL Real-Time Clock Status (O=Fail, 1=0k)
» HART8lIn.Status.ConfigCRC 16+#0000 Hex INT Configuration Checksum
» HARTS8IIn.Status.CurrentCANBaud 0 Decimal INT Current CAN bus BAUD (0=10k,1=20k2=50k,3=125.}
» HARTS8IIn.Status.Uptime 0 Decimal DINT Uptime
» HARTS8IIn.Status.FreeRunCounter 0 Decimal DINT Free Running Counter
» HART8IIn.Status.DateYear 0 Decimal INT Date Year
» HART8lIn.Status.DateMonth 0 Decimal INT Date Month
» HARTS8IIn.Status.DateDay 0 Decimal INT Date Day
» HART8IIn.Status.TimeHour 0 Decimal INT Time Hour
» HARTS8IIn.Status.TimeMinute 0 Decimal INT Time Minute
» HART8IIn.Status.TimeSecond 0 Decimal INT Time Second
HARTS8IIn.Status.DeviceTemperature 0.0 Float REAL Device Temperature (Degrees Celsius)
» HARTS8IIn.Status.DIPSwitchesAtStartup 0 Decimal INT DIP Switches at startup
» HARTS8IIn.Status.DIPSwitchesCurrent 0 Decimal INT DIP Switches current
» HART8IIn.5tatus.EthPort15tatus 0 Decimal INT Ethernet Port 1 Status (BitD: O=LinkDown, 1=LinkUp..|
» HARTS8IIn.Status.EthPort2Status 0 Decimal INT Ethernet Port 2 Status (Bit0: 0=LinkDown, 1=LinkUp..|
b HARTS8IIn.Status.EthSwitchMode 0 Decimal INT Ethernet Switch Mode (0=Switch, 1=Split)
¥ HARTS8IIn.Status.DLRStatus 0 Decimal INT Device Level Ring Status (Bit0: 0=Disable,1=Enabl...
» HARTS8IIn.Status.NTPStatus 0 Decimal INT NTP Status (Bit0: 0=Disabled,1=Enabled; Bit1: 0=N...
» HART8IIn.Status.PTPStatus 0 Decimal INT PTP Status (Bit: 0=Disabled,1=Enabled; Bit1: 0=N...
Figure 3.51 71 Status tag
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The Channel tag will provide the analog input data as well as any HART device
connected to that specific analog input channel.
Name =2/~ Value + Style Data Type Description
4 HARTEIIn {3 HARTS8IInxE801
b HARTSIIn.Status {] PSH8SystemStatus
4 HART8IIN.ChO {3 HART8ICh0x9AA3
4 HART8IIn.Ch0.Analog L. PSH8ChannelAna...
HART8IIn.Ch0.Analog.HARTEnabled 0 Decimal BOOL HART Communication (0=Disabled, 1=Enabled)
HART8IIn.Ch0.Analog.AnalogFilter 0 Decimal BOOL Analog Filter (0=Disabled, 1=Enabled)
HARTS8IIn.Ch0.Analog.EnableDUALMasters 0 Decimal BOOL Dual Master Support (0=Disabled, 1=Enabled)
HART8IIn.Ch0.Analog.UnderRange 0 Decimal BOOL Channel UnderRange (0=0k, 1=UnderRange)
HARTSIIn.Ch0.Analog.OverRange 0 Decimal BOOL Channel OverRange (0=0k, 1=0OverRange)
HART8IIn.Ch0.Analog.LoopOpen 0 Decimal BOOL Loop Open (0=0k, 1=0Open Circuit)
HART8IIn.Ch0.Analog.LoopShorted 0 Decimal BOOL Loop Shorted (0=0k, 1=Short Circuit)
HART8IIn.Ch0.Analog.BurstModeActive 0 Decimal BOOL Burst Mode (0=Disabled, 1=Enabled)
HARTS8IIn.Ch0.Analog.RelayMsgPriority 0 Decimal BOOL Relay Message (0=Normal, 1=Priority)
HART8IIn.Ch0.Analog.CalibrationFactoryCurrentOk 0 Decimal BOOL Factory Current Calibration (0=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CalibrationFactoryVoltageOk 0 Decimal BOOL Factory Voltage Calibration (0=Invalid, 1=0k)
HARTS8IIn.Ch0.Analog.CalibrationUserCurrentOk 0 Decimal BOOL User Current Calibration (0=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CalibrationUserVoltageOk 0 Decimal BOOL User Voltage Calibration (O=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CurrentValue 0.0 Float REAL Raw Current Value (mA)
HART8IIn.Ch0.Analog.ScaledValue 0.0 Float REAL Scaled Value
HART8IIn.Ch0.Analog.VoltageValue 0.0 Float REAL Raw Voltage Value (V)
Figure 3.52 7 Analog Input Channel Specific tags
Name zz|~ Value + Style Data Type Description
4 HART8IIn -} HART8IInxE801
b HARTS8IIn.Status {.} PSH8SystemStatus.
4 HART8IIN.ChO -} HART8IChOx9AA3
b HART8IIn.Ch0.Analog {.} PSH8ChannelAna...
4 HART8IIn.Ch0.Device {.} PSH8HARTDevice
» HART8IIn.Ch0.Device NodeAddress 0 Decimal INT Node Address
» HART8IIn.Ch0.Device HARTStatus 16#0000 Hex INT HART Status
HART8IIN.Ch0.Device.DeviceOnline 0 Decimal BOOL Device Online (0=0ffline, 1=0nline)
HARTB8IIn.Ch0.Device.RelayMessagelnhibited 0 Decimal BOOL Relay Message Control (0=Normal,1=Inhibited)
HART8IIn.Ch0.Device.PV 0.0 Float REAL Primary Variable
HART8IIn.Ch0.Device.SV 0.0 Float REAL Secondary Variable
HART8IIn.Ch0.Device.TV 0.0 Float REAL Tertiary Variable
HART8IIn.Ch0.Device.FV 0.0 Float REAL Fourth Variable
» HARTS8IIn.Ch0.Device PVUnitsCode 0 Decimal INT Primary Variable Units Code
b HARTS8IIn.Ch0.Device.SVUnitsCode 0 Decimal INT Secondary Variable Units Code
» HART8IIN.Ch0.Device. TVUnitsCode 0 Decimal INT Tertiary Variable Units Code
» HART8IIn.Ch0.Device FVUnitsCode 0 Decimal INT Fourth Variable Units Code
» HART8IIn.Ch0.Device AdvMsgSuccess 2#0000_0000_0000_0000 Binary INT Advanced Message Success (1 bit per Adv Msg lte...
» HARTS8IIn.Ch0.Device AdvMsgActivity 2#0000_0000_0000_0000 Binary INT Advanced Message Activity {1 bit per Adv Msg lte..
Figure 3.53 7 Analog Input Channel i HART Device Specific tags
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3.7.1.2 Internal Data Space Mapping

When the module is operating as an EtherNet/IP Target, the data from the originator
device (e.g. Logix Controller) can be mapped to the PLX51-HART-8I using the
Internal Map. The Internal Map configuration window is opened by either
double-clicking on the module in the tree or right-clicking the module and selecting
CONFIGURATION and selecting the Internal Map tab.

3.7.1.2.1 IDS Copy EtherNet/IP Target Source

When copying data from a connection originator (e.g. the output assembly from the
Logix Controller) to the module, the Source Type must be set to EIP TARGET.

< HARTSI - Configuration =

General EtherNeylP Devices EtherNeylPMap Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination ~ Destination Destination Copy
Source Type  Source Instance e,

Sub-Tag Offset  Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset S Finction

Figure 3.54 7 IDS Copy i EtherNet/IP Target Source Type

The Source Instance will be the connection number, which can be connection 0 to 7,
based on the number of connections configured.

The Source Offset is the offset in the EtherNet/IP output assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.7.1.2.2 IDS Copy EtherNet/IP Target Destination

When copying data from the module to the EtherNet/IP Target input assembly, the
Destination Type must be set to EIP TARGET.

‘15;‘ HART8I - Configuration E@

General EtherNetIP Devices EtherNet/P Map Modbus Modbus Auxiliary Map Intemal Map  Constants  Advanced
Internal Map (max. of 300 items.) Recommend

ination Destination ~ Destination Destination . Copy
Sub-Tag Offset  Bit Offset Function

2000 10 |Bytet. ~|None
o 16 |Bytet. v |Nome

Source Type Source Instance Reformat

1 EP Target ~ | Connection 0 v 0
» 2 |Channel0 ~ |Main ~ | Analog ~ 0

Figure 3.557 IDS Copy i EtherNet/IP Target Destination Type

The Destination Instance will be the connection number, which can be connection 0
to 7, based on the number of connections configured.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

Note If theAuto Mappirigr EtherNet/IP Target has been selectefdvaiheethb of the
PLX50CU configuration, then the auto mapping will autogeniesdteded nanapping setug
is required from the user. This is recommended.
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3.72 Modbus

The PLX51-HART-8I can operate as a Modbus Server for Modbus TCP, RTU232,
and RTUA485. An external Modbus Client can read and write to the full Modbus
Register range in the PLX51-HART-8I. The PLX51-HART-8I can operate as a
Modbus Server for Modbus TCP, Modbus RTU232, and Modbus RTU485
simultaneously. The user will need to configure the relevant Modbus Parameters as

shown below.

Server

The Modbus configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting

the Modbus tab.

¥ HARTSI - Configuration

General EtherNet/IP Devices EtherNet/IP Map M

Modbus Settings

Local Node

TCP Port

Update Rate

Retry Limit

Response Timeout

Inactivity Timeout

Base Offset Type

(%}

1000
000

1000

=

S Modbus Auxiliary Map Intemal Map Constants Advanced

R5232 Port

= BAUD Rate 19200 ~  (kbit/s)
(0 implies default port 502) Parity MNone ~
(ms)

R5485 Port

BAUD Rate 19200 v (kbit's)
(ms)

(ms) Parity Mone ~

Modbus (Base 0) ~ [[] Terminate RS485

Ok Apply Cancel

Figure 3.56 1 Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description
Local Node The Modbus Node address assigned to the module.
TCP Port The TCP port to be used for the Modbus TCP communication.

By default, the module will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between Client requests to the target
Modbus device.
(Modbus Client mode only)

Retry Limit

The number of successive Modbus request retries before the request is
set to have failed.
(Modbus Client mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus
response.
(Modbus Client mode only)

Inactivity Timeout

The amount of time during which no Modbus requests have been
received before the module indicates that the connection to the Modbus
Client is no longer active.

(Modbus Server mode only)

Base Offset Type

Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.

ProSoft Technology, Inc.
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PLC (Base 1)
PLC addressing, where the first address is 1.

RS232 Port

BAUD Rate The RS232 serial portds BAUD rate
Parity The RS232 serial portdéds Parity co
RS485 Port

BAUD Rate The RS485 seri al portds BAUD rate
Parity The RS485 serial portds Parity co
Terminate RS485 Enables the on-board 125Y RS485 terminating resistor.

Table 3.81 Modbus parameters

The Modbus Node Number will need to be configured in the parameters above to
allow a Modbus Client to access the module as a Modbus Server device.

3.7.2.1 Internal Data Space Mapping

When the module is operating as a Modbus Server, the data from the Modbus
Registers (used to exchange data with the Modbus Client) can be mapped to the
module using the Internal Map. The Internal Map configuration window is opened by
either double-clicking on the module in the tree or right-clicking the module and
selecting CONFIGURATION and selecting the Internal Map tab.

Note The user can select REeOMMENDUtton in the Internal Map to auto nmapdblestatus
andanalog input chandataas well as each HART déketesonnected to the chatmile
recommended Modbus Registers.

4% HART8I - Configuration E=EER %"
General EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced
Internal Map (max. of 300 tems.) Recommend
Source Source  Sowrce Bit Destination Destination  Destination Destination -
Source Type SourceInstance g ES P s Destination Type i s e et Gount Copy Function Reformat
" v ~ S

Figure 3.57 7 Modbus Server i Internal Mapping Recommend

+5* HARTSI - Configuration E=RECR |
General | EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advance: d
Internal Map (max. of 300 items.) | Recommend |
Source Type  Source Instance SSUE[')“_'T“:Q Sg""s’;f S”g;fje‘a“ Destination Type D;SS“Z:SS” D;EL‘T?:;” DE;‘:,”:Q‘;”” DEB“S“O”;S“;" Count Copy Function Reformat
b 1 System M Status M 0 MB Register |HR v 1000 56 Byte to Byte ~ |None M
2 | Channel 0 ~ | Main vlAnalog - 0 MBRegister  ~ HR ~ 1028 16 [BytetoByte - None ~
3 | Channel 0 | Device ~ |Data v 0 MB Register ~ HR v 1036 36 Byte to Byte ~ |None v
4 |Channel 1 v |Main | Analog w 0 MB Register v |HR v 1054 16 Byte to Byte ~ |None v
5 |Channel2 ~ | Main vlAnglog  ~| 0 MB Register ' |HR v 1062 16 [BytetoByte  “ None v
6 | Channel3 ~ | Main vlAnalog - 0 MB Register  ~ HR ~ 1070 16 [BytetoByte - None ~
7 |Channel 4 | Main | Analog v 0 MB Register v HR ~ 1078 16 Byte to Byte ~ |None ~
8 |Channel 5 v |Main v | Analog M 0 MB Register |HR v 1086 16 Byte to Byte ~ |None M
9 | Channel § ~ Main vlAnalog  ~| 0 MBRegister  ~ |HR ~ 1094 16 [BytetoByte  ~ None ~
10 |Channel 7 ~ |Main ~ | Analog v 0 MB Register |HR ~ 1102 16 Byte to Byte ~ |None ~

Figure 3.58 1 Modbus Server i Internal Mapping Updated
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3.7.2.1.1 IDS Copy Modbus Source

When copying Modbus data to the module, the Source Type must be set to MB
REGISTER.

«%- HARTSI - Configuration E@

General EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
yp Sub-Tag Offset Offset yp Instance Sub-Tag Offset Bit Offset Py

b ~ v v

Internal
EIP Target
EIP Originator
System
Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7

Figure 3.59 7 IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

% HARTSI - Configuration = EER~%"
General EtherNeylP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced
Internal Map (max. of 300 items ) Recommend

Source Source Source Bit Destination T Destination Destination Destination Destination c t c Functi Ref N
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bt Offset oun opy Function eforma

» 1 |MBRegister - |[cs ~ 0 v 0 1 BytetoByte  ~ |None ~

v |CS w ~
IS
IR

HR

Source Type  Source Instance

Figure 3.60 1 IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be
copied.
The Count is the number of bytes that will be copied.
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3.7.2.1.2 IDS Copy Modbus Destination

When copying data from the module to a Modbus Register, the Destination Type
must be set to MB REGISTER.

i HARTSI - Configuration E@

General EtherNeylP Devices EtherNeylP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g7 Dtfsot Offapt | Destination Type atance, Sub-Tag Offet | Bt Offsst | COUNt Copy Function Reformat
» 1 |System v Status v 0 & 0 56 |BytetoByte - |None ~
» < Internal <
EIP Target
EIP Originator
MBRedister_____

Figure 3.61 1 IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

5 HARTS! - Configuration =N o
General EtherNeyIP Devices EtherNet/IPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Internal Map (max. of 300 items.) Recommend

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
P Sub-Tag Offset Offset ype Instance Sub-Tag Offset Bit Offset el

b 1 |System v Staus | 0 MBRegister - [cs ~ 0 56 |BytetoByte  “|None v

Figure 3.62 7 IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.
The Count is the number of bytes that will be copied.
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373 Modbus Client
The PLX51-HART-8I can operate as a Modbus Client for Modbus TCP, RTU232, and
RTU485. The user will need to configure the relevant Modbus Parameters as shown
below followed by the configuration of the Modbus Auxiliary Map. This map will allow
the user to configure various read and write functions to external Modbus Registers,
to and from the internal Modbus registers.
The Modbus configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting
the Modbus tab.
% HART8I - Configuration =2 ]
General EtherNet/IP Devices FEtherNet/IP Map : Modbus | Modbus Auxiliary Map  Intemal Map Constants Advanced
Modbus Settings RS232 Port
Local Node v BAUD Rate 19200 ~ | (kbit/s)
TCP Port 502 (0 implies default port 502) Parity None v
Update Rate 1000 (ms)
Retry Limit 3 RS485 Port
Response Timeout 1000 (ms) EAUDIERICH) 19200~ [f(khais)
Inactivity Timeout 1000 (ms) Parity None ~
Base Offset Type Modbus (Base 0) ~ [:] Terminate RS485
Ok Apply Cancel
Figure 3.63 7 Modbus Configuration
The Modbus Communication configuration consists of the following parameters:
Parameter Description
Local Node The Modbus Node address assigned to the module.
TCP Port The TCP port to be used for the Modbus TCP communication.
By default, the module will use the standard TCP port 502.
Update Rate The period (in milliseconds) between Client requests to the target
Modbus device. (Modbus Client mode only)
Retry Limit The number of successive Modbus request retries before the request is
set to have failed. (Modbus Client mode only)
Response Timeout The time (in milliseconds) the module will wait for a valid Modbus
response. (Modbus Client mode only)
Inactivity Timeout The amount of time during which no Modbus requests have been
received before the PLX51-HART-8I indicates that the connection to the
Modbus Client is no longer active. (Modbus Server mode only)
Base Offset Type Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.
PLC (Base 1)
PLC addressing, where the first address is 1.
RS232 Port
BAUD Rate The RS232 serial portds BAUD rate
Parity The RS232 serial portdéds Parity co
RS485 Port
BAUD Rate The RS485 seri al portdéds BAUD rate
Parity The RS485 seri al portds Parity co
Terminate RS485 Enables the on-board 125Y RS485 terminating resistor.
Table 3.91 Modbus parameters
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3.7.3.1 Modbus Auxiliary Map

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating
interface. Up to 100 mapping items can be configured. Within the 100 mapping items,
a maximum of 20 Modbus TCP Server devices can be configured.

The Modbus Aux Map will be executed in a sequential manner, and a mapped item
will be executed at the Update Rate in the Modbus parameters. That is, the Update
Rate is the time between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double-clicking
on the module in the tree or by right-clicking the module and selecting

CONFIGURATION.
“ HART8I - Configuration =N E=h <"
General EtherNet/IP Devices EtherNey/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Modbus Auxiliary Map (max. of 100 items_)
Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat

1 R5232 v Read ™ HR v 1000 10 1000 5 None ~
2 TCP @ Write < HR = 2000 5 2000 192.168.1.200 6 None <

3 v ~ ~ w

Figure 3.64 i Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Port The external port to be used:
TCP: Modbus TCP (Ethernet)
RS232: Modbus RTU232
RS485: Modbus RTU485

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Read: Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus
Server.
Write : Write a Modbus Register (e.g. HR or CS) to a Modbus Server.
Register Type Modbus Register Type:

CS: Coil Status

IS: Input Status

IR: Input Register
HR: Holding Register

Local Reg. The local (internal) module Modbus register address.

Count The number of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.
Reformat Used to specify how the data is formatted before writing to, or after

reading from, the Modbus Server.

None: No reformatting applied. (AA BB CC DD).
BB AA : 16bit Byte swap

BB AA DD CC : 32bit Byte Pair Swap

CC DD AA BB : Word Swap

DD CC BB AA : Word and Byte Pair Swap

Table 3.10 1 Modbus Auxiliary Map parameters
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3.7.3.2 Internal Data Space Mapping

When the module is operating as a Modbus Client, the data from the Modbus
Registers (used to exchange data with the Modbus Servers) can be mapped to the
module using the Internal Map. The Internal Map configuration window is opened by
either double-clicking on the module in the tree or right-clicking the module and
selecting CONFIGURATION and selecting the Internal Map tab.

Note The user can select REEOMMENDuUtton in the Internal Map to auto nmapdblestatus
and analog input channel data as well as each HARatdginaected to the channglgo

recommended Modbus Registers.

‘é:‘ HARTS8I - Configuration
General EtherNet/lP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Intemal Map  Constants  Advanced

Internal Map (max. of 300 items.)

Source Source  Source Bit Destination

Source Type  Source Instance Destination Type

Sub-Tag Offset Offset

" ~ ©

Instance

Offset

Destination ~ Destination Destination

Bit Offsst  CoUMt

Figure 3.65 7 Modbus Client i Internal Mapping Recommend

« HARTS| - Configuration
General EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

Internal Map (max. of 300 items.)

Source Type ~ Source Instance :““ﬂ"e Souree  SourceBE by ination Type Destination

ub-Tag Offset Offset Instance
» 1 |System v Status v 0 MB Register HR
2 |Channel 0 v | Main v |Analog v 0 MB Register v |HR
3 |Channel 0 | Device - | Data - 0 MB Register  ~ |HR
4 |Channel 1 ~ | Main v |Analog v 0 MB Register  ~ |HR
5 |Channel 2 v | Main v |Analog v 0 MB Register v |HR
6 |Channel 3 ~ | Main v |Analog v 0 MB Register  ~ |HR
7 |Channel4 ~ | Main |Analog v 0 MB Register  ~ |HR
8 |Channel 5 v | Main v |Analog v 0 MB Register v |HR
9 |Channel 8 ~ | Main v |Analog v 0 MB Register  ~ |HR
10 | Channel 7 ~ | Main |Analog v 0 MB Register  ~ |HR

<< << <l

Offset
1000
1028
1036
1054
1062
1070
1078
1086
1094
1102

Destination ~ Destination Destination

Bit Offset  COUMt

Figure 3.66 1 Modbus Client i Internal Mapping Updated

Copy Function

Copy Function

Byte to Byte
Byte to Byte.
Byte to Byte
Byte to Byte
Byte to Byte
Byte to Byte:
Byte to Byte
Byte to Byte
Byte to Byte
Byte to Byte

= el

Recommend

Reformat

ESHECE O

[ Recommend

~ |None
~ |None
~ None
~ |None
~ |None
~ None
~ |None
~ |None
~ |None
~ None

Reformat

gl <)< <]<]<
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3.7.3.2.1 IDS Copy Modbus Source

When copying Modbus data to the PLX51-HART-8I, the Source Type must be set to
MB REGISTER.

+* HARTSI - Configuration [E=REER %"
General EtheiNet/IP Devices EtherNetlP Map Modbus Modbus Ausliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items ) Recommend
Source Source Source Bit Destination Destination  Destination Destination

Sub-Tag Offset Offset ~ Destination Type Instance Sub-Tag Offset  Bit Offset

Source Type  Source Instance Count Copy Function Reformat

Figure 3.67 i IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

+% HARTSI - Configuration =0 e <"
General EtheiNel/IP Devices EtherNellPMap Modbus Madbus Auiliary Map Intemal Map Constanis Advanced

Internal Map (max. of 300 items.) Recommend

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
yp Sub-Tag Offset Offset yp Instance Sub-Tag Offset Bit Offset il

» 1 |MB Register v |cs v 0 ~ 0 1 Byte to Byte ~ |None ~
IR
HR
Figure 3.68 7 IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be
copied.
The Count is the number of bytes that will be copied.
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3.7.3.2.2 IDS Copy Modbus Destination

When copying data from the module to a Modbus Register, the Destination Type
must be set to MB REGISTER.

¥ HARTSI - Configuration r=E- s

General EtherNey/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  IntemalMap  Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type  Sourcelnstance g Offeet Offeet | Destination Type otance Sub-Tag Offeet | Biomset  Count Copy Function Reformat
» 1 |System v Status v 0 ~ 0 56 |BytetoByte  “|None v
. v Internal ~
EIP Target
EIP Originator
MB Register

Figure 3.69 1 IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

5 HARTS! - Configuration =N o
General EtherNeyIP Devices EtherNet/IPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Internal Map (max. of 300 items.) Recommend

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
P Sub-Tag Offset Offset ype Instance Sub-Tag Offset Bit Offset el

» 1 |System ~ Status v 0 MB Register v |cs ~ 0 56 Byte to Byte ~ |None v
IR
HR
Figure 3.70 7 IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.

The Count is the number of bytes that will be copied.
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374 Et her Net/ I P Originator

The PLX51-HART-8I can operate as an EtherNet/IP connection originator for cyclic
(Class 1) or explicit (Class 3 or UCMM) data exchange. The explicit messaging can
be configured in the EtherNet/IP Devices and EtherNet/IP Map in the Master
configuration while the cyclic class 1 connections are added to the EtherNet/IP
Connections node under the module in the PLX50CU project tree.

Note:Themodulesupports only-B& header real time format as the EtherNet/IP originator, vhich is
compatible with specific Rockwell Automation deviceks/dcRlASX 0756 ControlLogix 10

1734 Point IO

3.7.4.1 EtherNet/IP Class 1 Device Connections

The module can establish up to 10 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devices. This can be done by either manually entering the connection
data into the Connection Parameter window, or by importing the configuration from

one or more of the following sources:
1 Online Logix Controller
1 Logix Controller L5X
1 EDS File
1 Connection Library

3.7.4.1.1 Manual Configuration

A class 1 connection can be added to the EtherNet/IP Connections tree by
right-clicking on the tree in PLX50CU and selecting ADD ETHERNET/IP CONNECTION.

'252* ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help
el Xg A 0T e

Project Explorer

= &4 PLX5THARTBI_Example
= 1 HARTSI (PLX51-HART-8I)

------ # Configuration

-l Security

el Eﬂ'uerNethP Connectio
-« Channel 0 FI' Add Eth

erNet/IP Connection

----- = Channel 1
i.cla Channel 2

Figure 3.71 1 Adding EtherNet/IP Class 1 Connection
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Next the user will need to enter the connection parameters for the Class 1
connection.
% HARTSI - Class 1 Connection - E=HEEE

-] Import [~ Export  Tools

Connection Name Communication Status Offset 0

Connection Details

General Electronic Keying Advanced

Path Keying Disabled ~ Tick Time 32ms v
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156

Instance Size (bytes) Device Type 0 Time-Qut Multiplier x4 ~
Input (T=>Q) 0 0 Product Code 0 Time-Out 4992 ms
Qutput (0=>T) 0 0 Major Revision 0 Transport Trigger Direction  Server v
Configuration 0 0 Minor Revision 0

Configuration
Ok Apply Cancel Help

Figure 3.72 7 EtherNet/IP Class 1 Connection Parameters

Importantlt is recommended that the user not change the vaArbgincitfitame of the

connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Interface Fail Action

When communications to any of the HART devices have failed, the
EtherNet/IP 10 can be configured to either keep the connection running
as is, change the connection status to program mode, or force the
connection offline. This will allow the EtherNet/IP device to go into a
pre-determined state when the HART device communication fails.

General

Path

The path to the target device.

If the device is an Ethernet device, then this will be the IP address of
the module.

If the device is a module on a backplane or via an adapter, enter the IP
address of the bridge or adapter followed by the backplane port (for
example d§ and the slot number of the device. Each item is separated
by a comma.

As an example, to connect to an Allen-Bradley Flex module (via the
Flex Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex
backplane, the user will need to enter the following path:
192.168.1.100,1,2 (IP address, port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which
the data will be sent from the originator to the target and vice versa.

Input (T=>0) i Instance

The instance of the input assembly.

Input (T=>0) i Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) i Instance

The instance of the output assembly.

Output (O=>T) i Size
(bytes)

The size in bytes of the output assembly.

Configuration i Instance

The instance of the configuration assembly.

Configuration i Size
(bytes)

The size in bytes of the configuration assembly.
Note: This is a read-only value and will be equal to the number of
bytes entered into the configuration window below.
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Electronic Keying
Keying Electronic Keying can be used to ensure that the target device is the
correct device type.

Disabled : Keying is not enabled, and no key information will be sent in
the connection establishment.

Compatible : Keying has been enabled with compatibility enabled. This
will allow devices with older firmware to also establish a connection.
Exact: Keying has been enabled and the exact device with specific
firmware revision will allow the establishment of the connection.

Vendor ID The Vendor ID of the target device.

Device Type The Device Type of the target device.

Product Code The Product Code of the target device.

Major Revision The Major Revision of the target device.

Minor Revision The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time For unconnected messages, this is the time for each tick to calculate
the unconnected Time-Out time.

Time-Out Ticks The number of ticks before the unconnected message is set for
timeout.

Time-Out Multiplier This is the multiplier of the RPI to define the connection timeout time.

Time-Out The unconnected message timeout time (read-only)

Transport Trigger Direction  The Transport Trigger direction: Server or Client.

Configuration

Data The configuration data that is sent with the forward open connection

establishment. The data will need to be entered as a space-delimited,
hexadecimal string.

For example: 0A OD 12 EE

The configuration size will increase by one each time a byte is added to
the configuration.

Table 3.11 7 EtherNet/IP Class 1 Connection Parameters

3.7.4.1.2 Import From Online Controller

The EtherNet/IP connection parameters are imported directly from an online Logix
controller.

3.7.4.1.2.1 Preparation

Before the connection information can be imported, some preparation is required
using Studio5000 and a Logix controller:

1 In Studio5000 create a new project and add the required EtherNet/IP device
in the | O tree. I f the devicebds profile sup
device as required.

2 Download the project to a Logix controller.

ImportantWhen instantiating modules in Studio5@@dok e use of t he iRack Op
communication format.

ImportantSome versions Logix (V32+) do not upport
Where possible use an earlier version (e.g. V24).

Importantlt is possible that not all the connection information will be imported as it may 10t be
available due to the type of device and Logix version.
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3.7.4.1.2.2 ImportConnection Parameters

The connection parameters can be imported from the Logix controller by selecting

the IMPORT FROM ONLINE CONTROLLER option located under the Import menu of the
Class 1 Connection form.

+%* HARTSI - Class 1 Connection - ()
—*] Import | [+ Export Tools

L Import from Online Cantroller I
@ Import Controller L5X

Eos  |mport EDS File

IT  Import Connection Library

Figure 3.73 7 Import from Online Controller
The Import Connection Parameters dialog will open.

Import Connection Parameters

Controller

Controller Path | | C]

Select Configuration Tag Target Browser

Tag Name TagType | *%§ (&

D 192.168.1.7 1 1756-EN2TR/C

E] D 192.168.1.9: 1756-EN2TR/B
-

01: ‘I?SB—ENZTRIB

Select Connection . ---- D 02:1756-CNBR/E 11.005

o D 03:1756-A-PMIO
Device Product O->T O-=7

Type Code RPI (ms) Instance Size|

Vendor D 04 1756-A-PMIO

[E5E D 192.168.1.14 : 1756-EN2T/A
Figure 3.74 7 Import Connection Parameters i Controller Path

Enter the path to the Logix controller. This can be either entered manually, or the

BROWSEb ut téadn ftan be s el e dargetBrowser, wheraitieddgixt h e
controller can be selected.
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Once the Logix controller path has been selected, all the device configuration tags
and device connections will be read from the controller and displayed in the
Configuration Tag grid and Connection grid respectively.

Import Connection Parameters

Controller

Controller Path ~ [192.168.1.9.1.0 [ Refresh Controller

Select Configuration Tag

Tag Name Tag Type Length Tag Database Count 8
-0 ~ o Config Tag Count 2
1 EthFlex0-C AB:1794_DOB-C:0 36 Reading Tag Erfars: 0
» 2 EthFlex:1:C AB:1794_IB16:C:0
Select Connection
Device Product O->T o->T T-=0 T->0
Vendor Type Code RPI (ms) Instance Size Instance Size Path

500 6 1.1.2,192.168.1.113,1,1

1 1 7 34 0 2
- | N T NS N S NS XX S T S
3 1 12 20 1 16 2

200 20 1.1.2,192.168.1.113

Ok Cancel

Figure 3.75 7 Import Connection Parameters i Select Connection

To import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connectionds configur atQCoofiguratoat a i s der
Tagy, when the new connectionbs parameters are di
Connection.

Once the appropriate selections have been made, press OK. The imported data will
be populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

3.7.4.1.3 Import From Controlldt5XFile

Here the EtherNet/ | P connection parameters are
.L5X file.

3.7.4.1.3.1 Preparation

Before the connection information can be imported some preparation is required
using Studio5000:
1 In Studio5000 create a new project and add the required EtherNet/IP device
in the | O tree. I f the devicebds profile sup
device as required.

2 Save the Studio5000 project as an .L5X file.

ImportantWh en i nstantiating modules in Stud 05000 d
communication format.

Importantlt is possible that not all the connection information will be imported as it may 1ot be
available in thiesXfile due to the type of device and Logix version.
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3.7.4.1.3.2 Import.L5XFile

The connection parameters can be imported from the .L5X file by selecting the
IMPORT CONTROLLER L5X option located under the Import menu of the Class 1
Connection form.

43 HART8I - Class 1 Connection - ()

-+] Import | [+ Export  Tools
B Import from Online Controller
Tﬂ Import Controller L5X
s Import EDS File
IT  Import Connection Library

Figure 3.76 7 Import from Controller L5X

The Import L5X Device Configuration form will open.

Import L5X Device Configuration

Logix Designer L5X File

L5X File Refresh Configuration

L]

Select Module

Name Vendor

Catalog Device Type Product Code ConfigSize

Figure 3.77 7 Import L5X Device Configuration i Select L5X

2N

Clickonthe BROWSE(&0) button to sel ect .LbXfie. Ther evi ousl y
modules found in the selected .L5X file will then be displayed in the Module List.

Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Vendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 |Local.ethO 1756-EN2TR 1 12 200 0
3 |eth0.Flex5000 5094-AEN2TRXT/A 1 12 323 0
(IR Flex5000.1B16 5094-IB16XT/A 1 7 412 64
5 |Flex5000.IF8 5094-IF8XT/A 1 115 325 384
6 Flex5000.0B16 5094-0OB16XT/A 1 7 413 64
7 |Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure 3.78 1 Import L5X Device Configuration

Select the required module and click Ok. The imported data will be populated into the
Connection form. The user can then modify the Connection Name, Path and RPI as
required.
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3.7.4.1.4 Import EDS File
The connection parameters can be imported from a suitable EDS file. Typically, this
approach is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, select the IMPORT EDS
FILE option located under the Import menu of the Class 1 Connection form.

¥ HARTSI - Class 1 Connection - ()

-] Import |[* Export Tools

B Import from Online Controller
g Import Controller L5X

E0s  |mport EDS File I

IT Import Connection Library

Figure 3.79 7 Import EDS File

A Select an Electronic Data Sheet dialog will open allowing the user to select the

EDS file.
+4 Select an Electronic Data Sheet - EDS File X
&« v > ThisPC » OS(C) » Temp v C Search Temp »
Organize ~ New folder =- 1 @
~
ﬂ Aparian Name Date modified Type Size
8 Desktop \ 1/ 055A000C006D0100.eds 2023/04/14 09:47 EDS File 50 KB |
= Documents
' Downloads
O Music
P4 pictures
i3 videos
File name: | 055A000C006D0100.eds \/| Electronic Data Sheet - EDS File

Figure 3.80 7 Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.
The user will need to select one of the IO connections.

Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C00780100.eds
Vendor:  Aparian

Product:  FF Link/B (A-FFL/B)

Select Connection

Name RPI (ms) ImSl:nTce O->T Size \n;;?ce 120 Size \n(;?gr:‘ge
B ocoweion 0w | o
2 1/O Connection 2 100 143 496 142 500 102
3 1/O Connection 3 100 145 496 144 500 102
4 1/O Connection 4 100 147 496 146 500 102
Cancel

Figure 3.81 7 Select Connection
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The selected connection within the EDS file will be used to populate the Connection
parameters. The user can then modify the Connection Name, Path and RPI as
required.

3.7.4.1.5 Import Connection Library

The connection parameters can be imported from a previously created Connection
Library (.EIPCNX) file.

Note Please contact support to recbuedif the latest Connection Library files, for comn only
used devices.

To import the connection parameters from a Library file, select the IMPORT
CONNECTION LIBRARY FILE option located under the Import menu of the Class 1
Connection form.

3% HART8I - Class 1 Connection - ()

+] Import | [+ Export  Tools

Import from Online Controller
g’ Import Controller L5X i

ens  |mport EDS File

IT  Import Connection Library

Figure 3.82 7 Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters. The
user can then modify the Connection Name, Path and RPI as required.

3.7.4.1.6 Export Library File

To create a Library file for future use, select the EXPORT CONNECTION LIBRARY option
located under the Export menu.

%+ HARTSI - Class 1 Connection - ()

-+] Import |[+ Export | Tools

IT  Export Connection Library ||
Conneckerrarm

Figure 3.83 1 Export Connection Library File
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3.7.4.2 EtherNet/IP Explicit Message Device Connections

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will
need to add each device as explained in the EtherNet/IP Devices section below.
Once the EtherNet/IP devices have been added the user can then configure the
required mapping for the EtherNet/IP Explicit messaging as shown in EtherNet/IP
Map section below.

3.7.4.2.1 EtherNet/IP Devices
This tab is enabled when the Primary Interface is set to ETHERNET/IP ORIGINATOR.

Up to 10 EtherNet/IP devices can be configured with up to 50 EtherNet/IP mapped
items allowing for either explicit EtherNet/IP Class 3 or Unconnected Messaging
(UCMM) to any of the 10 configured devices. The data from each EtherNet/IP device
is written to, or read from, an Internal Data Space with a size of 100Kbytes. See
section 8.3.2 Explicit EtherNet/IP Messaging for more details.

The EtherNet/IP Devices configuration tab is opened by either double-clicking on the
module in the tree, or by right-clicking the module and selecting CONFIGURATION.

% HARTSI - Configuration =l ]

General EtherNet/IP Devices EtherNey/IP Map Modbus Modbus Awiliary Map Internal Map Constants Advanced

Explicit EtherNet/IP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices (max. of 10 items.)

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 ucMmMm ~1192.168.1.100 1000 3 2000

Ok Apply Cancel
Figure 3.84 1 EtherNet/IP Devices - Configuration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description
Scan Class A, B, C, D  The configurable update rate (in milliseconds) for each scan class in the
EtherNet/IP Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.

Message Type The module can use either Class 3 or Unconnected Messaging when
communicating to the target EtherNet/IP device.

CIP Path The CIP Path to the target device. This can either be entered manually, or

the user can browse them by clicking the BRowsE button. The Target
Browser will open and automatically scan all available EtherNet/IP devices.

If the Ethernet/IP module is a bridge module, it can be expanded by right-
clicking on the module and selecting the Scan option.

The required EtherNet/IP device can then be chosen by selecting it and
clicking the Ok button, or by double-clicking on the target module.
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Timeout

The time (in milliseconds) the module will wait for a response from the target
EtherNet/IP device.

Retry Count

The number of message retries before the target EtherNet/IP device is
considered offline.

Comm Status Offset This is the offset in the Internal Data Space (used to map EtherNet/IP device

data) which provides the communication status of each EtherNet/IP device.
The Communication Status is as shown below:

Bit 0: (1: Device Online, 0: Device Offline)

Bit 1 to 7: Reserved.

Table 3.127 EtherNet/IP Devices configuration parameters

3.7.4.2.2 EtherNet/IP Map

This tab is enabled when the Primary Interface is set to ETHERNET/IP ORIGINATOR.
Up to 50 EtherNet/IP mapped items, either explicit EtherNet/IP Class 3 or
Unconnected Messaging (UCMM) to any of the 10 pre-configured devices can be
configured. The data from each EtherNet/IP device is written to or read from Internal
Data Space with a size of 100Kbytes. See section 8.3.2 Explicit EtherNet/IP
Messaging for more details.

The EtherNet/IP Map configuration tab is opened by either double-clicking on the
module in the tree, or by right-clicking the module and selecting CONFIGURATION.

¥ HARTS - Configuration

E=REEN 55

General EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced

Explicit EtherNetIP Map (max. of 50 items.)

Device

» 1 |PowerFlex700

~

Input Get Output Set
Offset  Length  Offset  Length

Get [ A v 1 1 1 4 : e

v w w

Function Scan  Service  Class  Instance Atiribute Dats Type Tag / Static Value

Ok Apply Cancel

Figure 3.85 7 EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description

Device The device instance name configured in the previous EtherNet/IP Devices tab.
The selected device will be used for executing the communication function.

Function The user can select one of four functions.

Get: The module will read data from the target EtherNet/IP device by using the
Get Single Attribute CIP function. The received data will be placed into the
Internal Data Space at the Input Offset location configured in this tab.

Set: The module will write data to the target EtherNet/IP device by using the
Set Single Attribute CIP function. The data to be written will be retrieved from
the Internal Data Space at the Output Offset location configured in this tab.
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Set Static : Like the Set function above, but the data to be written will be fixed
(equal to the Static Value) parameter in this configuration window. This function
will typically be used with the single (S) Scan class which means the
PLX51-HART-8I can be set up to write the fixed value only once when the
target device communication has been established.

Custom : This function allows the user to use a custom Service to write and
read data in the same transaction. The user will need to see which custom
services that target device supports

Read Tag: When using a Logix controller as an EtherNet/IP Device, the
PLX51-HART-8I can read a Logix tag from the target Logix controller using
Class 3 or UCMM messaging. The value from the tag will be saved at the
configured Input Offset.

Write Tag : When using a Logix controller as an EtherNet/IP Device, the
PLX51-HART-8I can write to Logix tag from the target Logix controller using
Class 3 or UCMM messaging. The value from the tag will be read from the
configured Output Offset.

Scan

The user can select Scan Class A, B, C or D (which was configured in the
EtherNet/IP Devices tab). The specific mapped item will then be executed at
that configured scan class rate.

The user can also select the S class which means that the mapped item will
only be executed once, when communication to the target device is
established. If the target device goes offline, then the mapped items with this
class will be re-armed and resent when communication is re-established.

Service

The custom CIP service/function which is only available when the Custom
function has been selected.

Class, Instance,
Attribute

The CIP class, instance, and attribute of the request message to be sent.

Input Offset

The location in the Internal Data Space where the received data will be written.
This will only be available for Get and Custom functions.

Get Length

The length of the data to be received. If the number of bytes received is more
than the Get Length, then the data will not be written to the Internal Data
Space.

Note: When the function is Logix Read, then the Get Length will be the number
of elements of the configured data type and not the byte count.

This will only be available for Get and Custom functions.

Output Offset

The location in the Internal Data Space from where the data to be written to the
target device will be read.
This will only be available for Set and Custom functions.

Set Length

The length of the data to be written.

Note: When the function is Logix Write, then the Set Length will be the number
of elements of the configured data type and not the byte count.

This will only be available for Set and Custom functions.

Data Type

The data type of the Static Value.
This will only be available for Set Static function.

Tag / Static Value

The value to be written to the target device when the Set Static function has
been selected.

Note: When using the SINT Array data type, the values must be entered as
space-delimited hex values. For example: 05 34 2E Al

Table 3.13 7 EtherNet/IP Map configuration parameters
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3.7.4.3 Internal Data Space Mapping

When the PLX51-HART-8I is operating as an EtherNet/IP Originator, the data from
the EtherNet/IP IO devices can be mapped to module using the Internal Map. The
Internal Map configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting
the Internal Map tab.

3.7.4.3.1 IDS Copy EtherNet/IP Originator Source

When copying data from an EtherNet/IP 10 device to the module, the Source Type
must be set to EIP ORIGINATOR.

% HARTS! - Configuration (=T
General EtherNetlP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Interal Map Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source  Source  Source Bit Destination ~ Destination  Destination  Destination Copy

Sub-Tag Offset Offset  Destination Type Instance Sub-Tag Offset  BitOfiset %Y Function

Source Type Source Instance Reformat

Figure 3.86 1 IDS Copy i EtherNet/IP Originator Source Type

The Source Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 10 tree in PLX50CU.

i HARTSI - Configuration =]

General EtherNelIP Devices EtherNellP Map Modbus Modbus Auiiary Map IntemalMap Constants  Advanced

Intemal Map (max. of 300 items.) Recommend

ciions
1.100)
65111310) Source  Source Bit Desingion ~ Destination  Destination  Destination
Oftaet | Destination Type »

Figure 3.87 1 IDS Copy i EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input
Assembly.

The Count is the number of bytes that will be copied.

The user can choose to copy either the DATA, or STATUS, from the EtherNet/IP
connection.

4 HARTSI - Configuration
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary

Internal Map (max. of 300 items.)

Source Soul

Source Type Source Instance Sub-Tag Offe

» 1 |EIP Originator ~ PF700 ~ |Data w 0
. - T —————

Figure 3.88 1 IDS Copy i EtherNet/IP Originator Status
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When selecting the Status, the format is shown below:

Data Type Description

Parameter
DINT Bit 0 i Connection Ok

EtherNet/IP Originator Connection
Status

Table 3.14 i EtherNet/IP Originator Connection Status

3.7.4.3.2 IDS Copy EtherNet/IP Target Destination
When copying data from the PLX51-HART-8I to an EtherNet/IP |0 deviced utput
Assembly, the Destination Type must be set to EIP ORIGINATOR.

+4 HARTBI - Configuration =N e "%
General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination  Destination Destination
Source Type Source Instance g P Offeet  Destination Type netance Sub-Tag Ofteat Bt Offest | Count  Copy Function Reformat
» 1 |Internal ~ 5000 o 0 1 Byteto Byte - |None -
v Internal v

EIP Target
EIP Originator

Figure 3.89 7 IDS Copy i EtherNet/IP Originator Destination Type

The Destination Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 1O tree in PLX50CU.

v
i+ HARTBI - Configuration =]
General EthurNeylP Devices EthurNeylPMap Modbus Modbus Auiliary Map intemaiMap Constanis  Advanced
Intemal Map (macx of 300 items )
SeuceType  Sewsslnsance  ge one o Desinsien Tips Desnelon | Destoaton DSSelol  Cow  ComyFuncion  Refomet
b 1 Intemal 5000 EIP Originator PF700 < | Data [ 1 Byte ta Byte None
- - « R

Figure 3.90 7 IDS Copy i EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly.

The Count is the number of bytes that will be copied.

See section 3.8 Internal Data Space Map for more information regarding the
operation.
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38 I nternal Data Space Map

The internal data map is used to exchange data from/to the one interface (Ethernet,
RS232, RS485, etc.) to the Analog Input Channels and HART devices. Up to 300
items can be mapped. The Internal Map configuration window is opened by either
double-clicking on the module in the tree, or right-clicking the module and selecting
CONFIGURATION and then selecting the Internal Map tab.

The Count is the number of bytes that will be copied from the source to the
destination. There are four different Copy Functions that can be used.

Function Description

Byte to Byte Each byte from the source will be directly copied to each byte in the
destination.

Byte to Bit Each byte from the source will be copied to each bit in the destination. If a

value greater than zero is read from the source byte then a 1 will be written to
the destination bit address. If a value of zero is read from the source byte then
a 0 will be written to the destination bit address. The destination offset will be
the bit offset, and the destination address will be increased by one bit each

time.
Bit to Bit Each bit from the source will be directly copied to each bit in the destination.
Bit to Byte Each bit from the source will be copied to each byte in the destination. If a

value of one is read from the source bit then a 1 will be written to the
destination byte address. If a value of zero is read from the source bit thena 0
will be written to the destination byte address. The source offset will be the bit
offset, and the source address will be increased by one bit each time.

Table 3.15 71 Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option
provides five different reformat options.

Note The reformat option is only availaBiggdo Bympyfunctions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16-bit Byte swap

BB AADD CC 32-bit Byte Pair Swap

CC DD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table 3.16 T Internal Map Reformat Options
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381 Copy From

One of thirteen sources can be selected to copy from:
INTERNAL, EIP TARGET, EIP ORIGINATOR, MB REGISTER, SYSTEM, CHANNEL O to 7.

<% HARTS| - Configuration E@

General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g} P Oftant  Destination Type etonce Sub-Tag Offst . BrOfies  Count  Copy Function Reformat

» ~ ~ v

Intemal
EIP Target
EIP Originator
MB Register
System
Channel 0
Channel 1
Channel2
Channel 3
Channel4
Channel 5
Channel 6
Channel 7

Figure 3.917 Internal Map i Source Type

3.8.1.1 Internal

When copying data from the internal data space (IDS), the Source Type must be set
to INTERNAL.

+ HART8I - Configuration E=nECH =%~
General EtherNetP Devices EtherNetlP Map Modbus Madbus AusliaryMap Itemal Map Canstants Advanced

Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source nstance g R Offect Offaet | Destination Type Iatonce Sub-Tag Offeet | BitOffsst  Count  Copy Function Reformat

Channel 7

Figure 3.927 IDS Copy i Internal Source Type

The Source Instance is Not Applicable for the internal data space.

The Source Offset is the offset in the Internal Data Space (IDS) which has a
maximum of 100,000 bytes.

The Count is the number of bytes that will be copied.
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3.8.1.2 EIP Target

When copying data from a connection originator (e.g. the output assembly from the
Logix Controller) to the module, the Source Type must be set to EIP TARGET.

‘15;‘ HARTSI - Configuration E@
General EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items._) Recommend
Source Source  Source Bit Destination Destination  Destination ~Destination
Source Type Source Instance Sub-Tog Oftect . Destination Type Iotance SubTag et B Ofset | COUNt Copy Function Reformat

Channel 7

Figure 3.93 7 IDS Copy i EtherNet/IP Target Source Type

The Source Instance will be the connection number, which can be connection 0 to 7,
based on the number of connections configured.

The Source Offset is the offset in the EtherNet/IP output assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.8.1.3 EIP Originator

When copying data from an EtherNet/IP 1O device to the module, the Source Type
must be set to EIP ORIGINATOR.

ii;‘ HARTSI - Configuration E@
General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source Instance Sub-Ten Oftest Offant | Destination Type otance Sub-Tog et Bt Offset | COUNt Copy Function Reformat

Figure 3.94 7 IDS Copy i EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP IO devices added to the
EtherNet/IP IO tree in the PLX50CU.

Project Explorer

I—
£ PUGIHARTEL Bxamplo 3 HARTSI - Configuration ==

& 1 HARTEI (PLX51-HART-81)
» bon

General EtherNoUIP Dovices EMerNetPMap Modbus Modbus Audiary Map IntemalMap Constants Advanced

Intermal Map {max. of 300 items.)

(192.166.1.100)
B8 (192 168 1113.1.0)

Source  Source Bt oL ination
Oftaet . Dustination Typa iy

ou
ata
P00
2179488

Figure 3.957 IDS Copy i EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input
Assembly.
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The Count is the number of bytes that will be copied.

The user can select to copy the data from the EtherNet/IP connection or status.

3 HARTSI - Configuration
General EtherMNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliar

Internal Map (max. of 300 items._)

Source Soul
Source Type Source Instance Sub-Tag Offe
¥ 1 |EIP Originator ~ |PF700 ~ |Data w 0
. T
Status

Figure 3.96 7 IDS Copy i EtherNet/IP Originator Status

When selecting the status, the format of the Status information is shown below:

Parameter Data Type Description
EtherNet/IP Originator Connection Status  DINT Bit 07 Connection Ok

Table 3.17 i EtherNet/IP Originator Connection Status

3.8.1.4 Modbus Register

When copying Modbus data to the module, the Source Type must be set to MB
REGISTER.

‘1{:‘ HARTSI - Configuration

General EtherNetIP Devices EtherNetIP Map Modbus Modbus AuwiaryMap IntemalMap  Gonstants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Sub-Tag Offset Offset  Destination Type Instance Sub-Tag Offset  Bit Offset

b v v -

Source Type  Source Instance Count Copy Function Reformat

Internal
EIP Target
EIP Originator
System
Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel5
Channel 6
Channel 7

Figure 3.97 7 IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

+ HARTSI - Configuration = N <™

General EtherNetlP Devices EtherNetIP Map Modbus Modbus Ausiliary Map  Internal Map  Constants  Advanced
Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination

Source Type Source Instance g Ul Offoct Offet  Destination Type Inotance Sub-Tag Offeet Bt Offsst | Count Copy Function Reformat

» 1 |MBRegister - [cs ~ 0 ~ 0 1 BytetoByte - |None ~

~ [cs - -
IS
IR

Figure 3.98 1 IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data will be copied.

The Count is the number of bytes that will be copied.
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3.8.1.5 System

When copying system information, the Source Type must be set to SYSTEM.

< HARTSI - Configuration

[ |

General EtherNetIP Devices EtherNetIP Map Modbus Modbus AuxliaryMap IntemalMap Constants Advanced

Internal Map (max. of 300 ftems )

ource

Source Type  Source Instance ;u oTo0

The modul eds

Source  Source Bit
Offset Offset

Recommend

Destination Destination ~ Destination  Destination

Destination Type Count  Copy Function Reformat

Instance Sub-Tag Offset Bt Offset

Figure 3.99 7 IDS Copy i System Information

System information has the fol

Parameter Data Type Description
General Status DINT Module Status.
Bit 0: Module Config Valid
Bit 1: EtherNet/IP Originator Comms Ok
Bit 2: Modbus Comms Ok
Bit 3: EtherNet/IP Target Comms Ok
Bit 4: Power 1 Ok
Bit 5: Power 2 Ok
Bit 6: Controller in Run Mode
Bit 7: NTP Ok
Bit 8: Reserved
Bit 9: Real Time Clock (RTC) Ok
Config CRC INT The checksum associated with the current configuration.
Reserved INT -
Uptime DINT The number of seconds elapsed since the module was
powered up.
Date Year INT Current year for the local module.
Date Month INT Current month for the local module.
Date Day INT Current day for the local module.
Time Hour INT Current hour for the local module.
Time Minutes INT Current minute for the local module.
Time Seconds INT Current second for the local module.
Temperature REAL The internal temperature of the module.
Startup DIP Switches INT The DIP Switch positions at module power up.
Current DIP Switches INT The current DIP Switch positions.
Ethernet Port 1 Status INT Bit 0: Link Up (1) / Link Down (0)
Bit 1: Port Mirror Enabled (1) / Port Mirror Disabled (0)
Ethernet Port 2 Status INT Bit 0: Link Up (1) / Link Down (0)
Bit 1: Port Mirror Enabled (1) / Port Mirror Disabled (0)
Ethernet Switch Mode INT Current mode of the embedded Ethernet switch.
0: Normal Switching.
Single IP address with packet routing between ports.
1: Split Port.
No packet routing between the Ethernet ports with dual
IP addresses.
Device Level Ring (DLR) INT Bit 0: Enabled (1) / Disabled (0)
Status Bit 1: Ring network (1) / Linear network (0)
Bit 2: Ring Fault (1) / Ring Ok (0)
NTP Status INT Bit 0: Enabled (1) / Disabled (0)
Bit 1: Synchronized (1) / Not Synchronized (0)
PTP Status INT Bit 0: Enabled (1) / Disabled (0)
Bit 1: Synchronized (1) / Not Synchronized (0)
Reserved INT[4] -

Table 3.18 1 System Information Format
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3.8.1.6 Channel

When copying data from an Analog Input Channel or HART device, the Source Type
must be set to CHANNEL 0 to CHANNEL 7.

+% HART8I - Configuration == o
General EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auwiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination
Source Type Source Instance. g MR Offsot Offat | Destination Type otance SubTag Offest . BitOfiset | Count  Copy Function Reformat

» 1 [channeio | Main ~|Analog v 0 v 0 16 |BytetoByte - |None v

Interal v -
EIP Target

EIP Originator

Figure 3.1007 IDS Copy i Channel Source Type

The Source Instance will be MAIN or the name of the configured HART devices for
that specific Analog Input Channel.

+4% HARTSI - Configuration =R %"
General EtherNet/IP Devices EtherNelP Map Modbus Modbus Awiliary Map Intemal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
SourceType  Sourcelnstance P ME oot Oftewt | Destination Type oetonce SubTag Ofteot . BiOffest  Count  CopyFuncon  Reformat

» 1 [Channel0 ~ [Main ~|Analog v 0 v 0 16 |BytetoByte v |Nonme v

Figure 3.101 7 IDS Copy i Channel Source Instance and Sub-Tag

When Source Instance MAIN is selected, the Source Sub-Tag can set to ANALOG or
STATISTICS (which will be the HART communication statistics on that channel).

4 HARTSI - Configuration =N <"
General EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auiliary Map  IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Source Type Sourcelnstance g i Oftoet | Destination Type: atonce Sob-Tog Offst B Offesr Count  CopyFunction  Reformat
» 1 |Channel0 ~ |Main  |Analog v 0 v 0 16 Byte 10 Byte “ |None ~
. 5 Analog S =

Statistics

Figure 3.102 7 IDS Copy i Channel Source Instance and Sub-Tag

Source Sub-Tag: Analog

Parameter Data Type Description

Channel Status DINT Bits to follow.

HART Comms Bit 0 Enabled (1) / Disabled (0)
Analog Filter Bit 1 Enabled (1) / Disabled (0)
Allow Dual HART Masters Bit 2 Enabled (1) / Disabled (0)
Channel Analog Value Under Range Bit 3 Under Range (1) / Ok (0)
Channel Analog Value Over Range Bit 4 Over Range (1) / Ok (0)
Current Loop Open Bit 5 Open Circuit (1) / Ok (0)
Current Loop Shorted Bit 6 Short Circuit (1) / Ok (0)
HART Burst Mode Bit 7 Enabled (1) / Disabled (0)
Relay Message Priority Bit 8 Priority (1) / Normal (0)
Factory Calibration for Current Bit 9 Ok (1) / Invalid (0)
Factory Calibration for Voltage Bit 10 Ok (1) / Invalid (0)

User Calibration for Current Bit 11 Ok (1) / Invalid (0)

User Calibration for Voltage Bit 12 Ok (1) / Invalid (0)
Current Value REAL Raw Current Value (mA)
Scaled Value REAL Scaled Value

Voltage Value REAL Raw Voltage Value (V)

Table 3.41 IDS Copy - Channel Main Analog

ProSoft Technology, Inc. Page840f205



PLX5HARTIDisolated-€hannel HART Input Setup
Multidrop HART Field Devices for EtheridetdBdbus® User Manual

Source Sub-Tag: Statistics

Parameter Data Type Description

HART Tx Count DINT The number of HART packets sent.

HART Rx Count DINT The number of HART packets received.

Communication Errors DINT The number of communication error occurrences.

Command Errors DINT The number of command error occurrences.

Timeout Errors DINT The number of HART timeout error occurrences.

Device Offline Count DINT Number of times a HART device has gone offline.

Relay Message Rx Count DINT The number of HART packets received for relay
(Class 2) messages (DTMs etc.)

Relay Message Tx Count DINT The number of HART packets sent via relay
(Class 2) messages (DTMs etc.)

Advanced Message Rx Count DINT The number of Advanced Message HART
responses that have been received.

Advanced Message Tx Count DINT The number of Advanced Message HART

packets that have been sent.

Table 3.471 IDS Copy - Channel Main Statistics

When a HART device is selected as the Source Instance, the Source Sub-Tag will be

+4 HARTEI - Configuration =N e <"
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auiliary Map  InternalMap  Constants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination ~ Destination Destination
Source Type Source Instance g0 i Oftowt | Destination Type: otonce Sub-Tag Offeot . BnOfmet | Count  CopyFunchion  Reformat

» 1 |Channel 0 ~ |PT101  |Data v 0 ~ 0 36 Byte to Byte ' |None .

Figure 3.103 7 IDS Copy i Channel Source Instance and Sub-Tag

Source Sub-Tag: Data

Parameter Data Type Description

Node Address INT The Short Address of the HART device

HART Status INT HART Status information as reported by field
device.

See the appendix for information regarding the
HART status.

Device Status DINT Bits to follow.

HART Device Online Bit 0 Online (1) / Offline (0)

Relay Messages Inhibited Bit 1 Inhibited (1) / Normal (0)

PV REAL Primary Variable

Y REAL Secondary Variable

TV REAL Tertiary Variable

FV REAL Fourth Variable

PV Units Code INT Primary Variable Units Code
SV Units Code INT Secondary Variable Units Code
TV Units Code INT Tertiary Variable Units Code
FV Units Code INT Fourth Variable Units Code
Advanced Message Success INT One bit for each of the advanced messages

configured for the specific HART device. For
example, the status of bit 4 will match the status
of the 5" Advanced HART message configured
for the HART device.

Succes (1) / Failed (0)

ProSoft Technology, Inc. Page850f205



PLX5HARTIDisolated-€hannel HART Input Setup
Multidrop HART Field Devices for EtheridetdBdbus® User Manual

Advanced Message Activity INT One bit for each of the advanced messages
configured for the specific HART device. Each
time there is an Advanced Message being sent for
the specific HART device, it will toggle the
relevant bit in this activity.

For example, bit 4 will change state (i.e. toggle)
each time the 5" Advanced HART message
configured for the HART device is executed.

Table 3.4 1 IDS Copy - Channel HART Device Data

The Source Offset is the offset of the Channel data from where the data must be
copied.

The Count is the number of bytes that will be copied.

382 Copy To

One of four destinations can be selected to copy to:
INTERNAL, EIP TARGET, EIP ORIGINATOR, and MB REGISTER.

# HART8I - Configuration =@
General EtherNef/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
Internal Map (max. of 300 items ) Recommend

Source Source  Source Bit Destination Destination ~ Destination  Destination
Source Type Source nstance g Bt Offct Offeey | Destination Type Intonce. Sub-Tag Offeet Bt Offeet  Count Copy Function Reformat

- ~ v ~

internal
EIP Target
EIP Originator
MB Register

Figure 3.104 i Internal Map 7 Destination Type

3.8.2.1 Internal

When copying data to the internal data space (IDS), the Destination Type must be
set to INTERNAL.

# HARTSI - Configuration =N ECH =%
General EtherNet/PP Devices EtherNel/P Map Modbus Modbus Auliary Map IntemalMap Constants Advanced
Internal Map (mex.of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Sub-Tag Offset Offset  Destination Type Instance Sub-Tag Offset  Bit Offset

- < ¢ g

Source Type  Source Instance Count  Copy Function Reformat

Intemal
EIP Target
EIP Originator
MB Register

Figure 3.105 71 IDS Copy i Internal Source Type

The Destination Instance is not applicable for the internal data space.

The Destination Offset is the offset in the Internal Data Space (IDS) which has a
maximum of 100,000 bytes.

The Count is the number of bytes that will be copied.
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3.8.2.2 EIP Target

When copying data from the PLX51-HART-8I to the EtherNet/IP Target input
assembly, the Destination Type must be set to EIP TARGET.

+&» HART8I - Configuration = E ]

General EtherNet/lP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type  Source nstonce o0 i fteor | Destination Type e ub-Tag Offeot Bt Offer Count  Copy Function Reformat
» 1 |System ~ Status | 0 ~ 0 56  |BytetoBytle  |None ~
. v ~

EIP Target

Figure 3.106 i IDS Copy i EtherNet/IP Target Destination Type

The Destination Instance will be the connection number, which can be connection 0
to 7, based on the number of connections configured.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.8.2.3 EIP Originator

When copying data from the PLX51-HART-8I to an EtherNet/IP 10 deviced ©utput
Assembly, the Destination Type must be set to EIP ORIGINATOR.

+4 HART8I - Configuration E@

General EtherNeylP Devices EtherNstIP Map Modbus Modbus Auiliary Map InternalMap  Constants  Advanced

Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit ..o Destination Destintion  Destination Destination (. ¢ o Reformat
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset ourt opy Function eformal

» 1 Internal ~ 0 EIP Originator Data v 0 56 |BytetoByte - |None ~
N - Internal -
EIP Target

EIP Originator

Source Type  Source Instance

Figure 3.107 7 IDS Copy i EtherNet/IP Originator Destination Type

The Destination Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 10 tree in the PLX50CU.

Project Explorer ™

24 J1939R8_Dema [ 11939R201 - Configuration (=N x|
| J1939RB01 (J1939 Router/B)
¥

General J1939 Communication 11939 Idenity PGNMap EtherNetlP Devices EtherNetiP Map Modbus Modbus Audliary Map Intemal Map  Advanced

Internal Map (max. of 300 items.) Racommend

Sourcs  Source BA Destinstion  Dest

Sou . Destination estination  Destination G .
SourcaType  Sourcelnstonce  gu'tl Ofiet Dfteet | Destination Type Pl SubTag et B Ofie | Count i Raformat

1 |EIP Onginator _ ~ |PF700 v |Date > 0 PGN ~ |PBC:64664 ~ |Deta ¥ 0 1 Bytato. . |~ |None

» 2 |PGN  CNOOG:64466  ~ |Data - 0 EIP Originator  ~ [PF0______~|Data v ] 1 Byteto... |~ |Nane
. - | or00 | ~

Figure 3.108 1 IDS Copy i EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly.

The Count is the number of bytes that will be copied.
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3.8.2.4 Modbus Register

When copying data from the PLX51-HART-8I to a Modbus Register, the Destination
Type must be set to MB REGISTER.

<% HARTS! - Configuration E=REEE X"

General EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Awiliary Map IntemalMap Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination

SouceTyps  Sourcslnstance  guro ey Spger’ Destination Type P oebTagoffeat BnOffee  Count  CopyFunction Reformat
» 1 |Internal ~ | o | VB Regisier __~|CS ~ [ o | Il i 08yt - [None ~
» < ntemal <

EIP Target

EIP Originator

VB Reaister

Figure 3.109 7 IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

3% HARTSI - Configuration [E=REEE %"

General EtherNeyIP Devices EtherNeyIP Map Modbus Modbus Awiliary Map InternalMap  Constants  Advanced

Internal Map (max. of 300 items.) Recommend

Source Source  SourceBit .o Destination Destination  Destination Desfinafion o\ (o Reformat
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Opy Function eformal

» 1 |Internal v 0 MB Register - [CS ) 0 56  |BytetoByte - |None v

v ~|cs v
IS
IR

HR

Source Type Source Instance

Figure 3.110 7 IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.

The Count is the number of bytes that will be copied.

383 Constant s

The Internal Data Constant configuration provides a mechanism to load the Internal
Data Space (IDS) with constant data at module start-up. This is often useful for the
pre-population of configuration data for HART devices, as well as Modbus and
EtherNet/IP devices.

The Constants configuration tab is opened by either double-clicking on the module in
the tree, or by right-clicking the module and selecting CONFIGURATION.

+%» HARTSI - Configuration

General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map

Internal Data Constant ltems (max. of 100 items.)

Data Type Value Offset Reformat
DINT &2 345 5000 BB AADD CC e
INT v 34 5200 None v
REAL v 23.67 5300 None v
(2] e

Figure 3.111 7 Constants configuration
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The Constant configuration consists of the following parameters:

Parameter Description
The Data Type of the constant item, either:
SINT
INT
DINT
Data Type LINT
REAL
USINT
UINT
UDINT
Value The constant value.
The offset in the Internal Data Space where the constant value will be
copied.
Reformat Used to specify how the data is formatted before writing to Internal Data
Space:
None: No reformatting applied. (AA BB or AA BB CC DD).
BB AA : 16bit Byte swap
BB AA DD CC: 32bit Byte Pair Swap
CC DD AA BB : Word Swap
DD CC BB AA: Word and Byte Pair Swap

Offset

Table 3.19 1 Constants configuration parameters

ProSoft Technology, Inc. Page890f205



PLX5HARTIDisolated-€hannel HART Input Setup
Multidrop HART Field Devices for EtheridetdBdbus® User Manual

39 Advanced

The Advanced configuration tab is opened by either double-clicking on the module in
the tree, or by right-clicking the module and selecting CONFIGURATION.

<+ HART8I - Configuration
General EtherNet/IP Devices EtherMeyIP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Mapping Options

éAutD Mapping for EtherNet/|P Target C] Include HART Statistics

Ethernet Network

) Disable DLR

Time Synchronization

Time Sync Source Disabled ~

=]
=
=
o

Figure 3.112 i Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description

Mapping Options

Auto Mapping for When selected, the RECOMMENDED button in the Internal Mapping will be
EtherNet/IP Target disabled and the recommended mapping will automatically be applied.

(On by default)
Include HART Statistics When Auto MAPPING FOR ETHERNET/IP TARGET is enabled, this will force
the recommended mapping to include the HART statistics.

Ethernet Network

Disable DLR Disable the Device Level Ring (DLR) operation.

Time Synchronization

Time Sync Source Disabled : The module will not be synchronized by an external time
source.
NTP: The PLX51-HART-8I can synchronize its onboard clock to an NTP
Server.
PTP: The PLX51-HART-8I can synchronize its onboard clock to a PTP
Master.

NTP When the Time Sync Source is set to NTP, this setting is the IP address of

Server IP Address the NTP Server which will be used as a time source.

NTP When the Time Sync Source is set to NTP, this setting is the updated

Update Interval interval (in seconds) that the PLX51-HART-8I will request time from the
NTP Server.

Table 3.20 i Advanced configuration parameters
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310 ModubDewnl!l oad

Once the PLX51-HART-8I configuration is complete, it must be downloaded to the
module. Before downloading, the Connection Path of the module should be set. This
path will automatically default to the IP address of the module, as set in the module
configuration. It can be modified if the module is not on a local network.

The Connection Path can be set by right-clicking on the module and selecting the
CONNECTION PATH option.

'252' ProSoft PLX50 Configuration Utility - PLX51HARTS8I_Example

File Device Tools Window Help
LI e
Project Explorer : :
Bﬁ, PLX51HARTSI_Example

=8 B HARTSI (PLX51-HAD T an

..... # Configuration & Configuration

""" E Security |==' Connection Path
=@ Channel 0 -
@ 00-Tr421z |1F G Online

oo X

..... P Channel 1 ¥ Download
----- P> Channel 2 4 Upload
: g::::::i Verify Configuration
----- P> Channel 5 gl Copy
----- - Channel 6 > Export
----- P> Channel 7 .
K Delete
= Status
@ Generate Logix L5X

Export Modbus Summary CSV
Export Modbus Expanded CSV

= Export Configuration File
T

Figure 3.113 - Selecting Connection Path

The new connection path can be entered manually or selected by means of the
Target Browser.

+4» HART8I - Connection Path e S

Connection Path

192.168.1.161 Browse

Ok Cancel

Figure 3.114 - Connection Path
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To initiate the download, right-click on the module and select the DOWNLOAD option.

'153' ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example

File Device Tools Window Help

ek YO +EBRe

Project Explorer :
=~ & PLX51HARTBI_Example

= § HART8I (PLX51-HART-8
- Configuration # Configuration
i Securiy = Connection Path
= Channel 0 )
W 00-TT421Z 4 Go Online
[ Channel 1 |} Download
[ Channel 2 4 Upload
¢ Channel 3 ) i i
. Channel 4 Verify Configuration
.- Channel 5 a1 Co
= Channel 6 u Py
- Channel 7 b Export
¥ Delete
/i Status
@ Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV
= Export Configuration File

Figure 3.115 - Selecting Download
Once complete, the user will be notified that the download was successful.

% ProSoft PLX50 Configuration Utility X

@ Download Successful.

Figure 3.116 - Successful download

Within the PLX50 Configuration Utility environment the module will be in the Online
state, indicated by the green circle around the module. The module is how configured
and will immmediately start operating.

“% ProSoft PLX50 Configuration Utility - P

File Device Tools Window Hel

ek +.7/[ 8

Project Explorer

By PLX51HARTSI Example]
&l HARTS8I (PLX51-HART-8I)
: Configuration
‘la Security
=1 Status
F] EventViewer
p» Channel 0

P Channel 1
P Channel 2
P> Channel 3
P> Channel4

Figure 3.117 - Module online
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4 Fi r mw@prdeat e

The PLX51-HART-8I supports in-field firmware upgrading. The latest firmware for the
module can be downloaded from www.prosoft-technology.com. The firmware is
digitally signed, so only approved firmware can be used.

To firmware upgrade the module:
1 From the Tools menu in the PLX50CU, select the DEVICEFLASH utility.
%% ProSoft PLX50 Configuration Utility

File Device | Tools | Window Help
awl

Target Browser
DHCP Server

Event Viewer

DeviceFlash

§i w | (5 4 g0

Packet Capture Viewers »

GSD File Management
GSDML File Management
# Application Settings

Figure 4.11 Select DeviceFlash utility from the PLX50CU

2 When the utility opens, the user will be prompted to select the binary file to be
used to firmware upgrade the module.

% Select a Device Flash File X
™ » ThisPC > OS(C) > Temp v O Search Temp =l
Organize ~ New folder =~ [1 o
@l Desktop Name Date modified Type Size
= Documents |D PLX51_HART_81_1001002.afb 2025/04/01 1525 AFB File 588 KB|
i Downloads
2 Music
PN Pictures
i Videos
File name: |PLX51_HART_8I_1001002.afb v Device Flash (*.afb) w

Open Cancel

Figure 4.2 1 Select the binary file
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3 After selecting the file, the user will be prompted to select the device to
firmware upgrade on the local network.

Target Browser — m]

ET7) Done

e 192.168.1.28 : ControlNet Router

& 192.168.1.29 : ControlNet Router
[E 192.168.1.60: 1756-EN2TR/B
192.168.1.104 : 190 Scanner
192.168.1.111 : Modbus Router/B
192.168.1.172: PLX51-PBS
192.168.1.184 . FF Link/B

192.168.1.187 : PA Link/B

192.168.1.188 : PLX51-DNPS

1
]ﬂ-El-:l-:l-:l-:l['j]-:lI-:D-El-El

192.168.1.238 : DeviceNet Router/B

Ok Cancel

Figure 4.31 Select the device to be updated

4 The firmware update will take less than 2 minutes to complete.

'332' Device Flash E@
File Tools
Parameter Source File Target Device
Path PLX51_HART_8I_1001002 192.188.1.161
Product PLX51-HART-8I PLX51-HART-8I
Vendor 309 309
Device Type 12 12
Product Code 5216 5216
Revision 1.001 1.001

Sending Chunk 132

5 After successful firmware update, the Target Device values will display green.

Figure 4.41 Firmware Update Busy

==

File Tools

o

Parameter Source File Target Device
Path PLX51_HART_8I_1001002 192.168.1.161
Product PLX51-HART-8I PLX51-HART-8I
Vendor 309 309
Device Type 12 12
Product Code 5216 5216
Revision 1.001 1.001
Flash Cancel
Complete

Figure 4.51 Firmware update successfully completed.

ImportantIf for any reason the firmware update failed (e.g. power down during the upde e), then the
module wilkverto the bootloader. The user can then simply reflash the module again to ipdate it to
the latest application firmware.
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5 SD Card Recovery

The PLX51-HART-8I supports an SD Card (see below) which can be used for
disaster recovery. The SD Card can be pre-loaded with the required firmware,
application configuration, and/or network parameters.

DO0OO0OO0O0O0O00 <4

@ SD Cﬂrd I m
ISOLATED HART INPUT /V
PLX51-HART-8 \/

SD Card Slot

0O0DO0O
0Oo0DOd

2
o,
<
TECHNOLD G Y

i
I

Figure 5.1 7 Module Side View i SD Card Slot

ImportantThe user will need to ensure that the SD Card has been formatted for FAT32

ImportantAll neessaryiles must be copied into the root directory of the SD Card. The m dule will not
use filethatare irfolders.

51 Fir mwar e

The user can copy the required firmware (which can be downloaded from the ProSoft
website) onto the root directory of the SD Card.

@ s
% SDHC (D:) X +
ap (@] J > SDHC(D) Search SDHC (D:) Q

@ New ~ pd 18] ()] ® W T Sort ~ = View - e (B Details

I This PC Name Date modified Type Size

— Libraries [ net.bin 2021/01/01 00:00 BIN File 1KB

50 %

i SDHC (D7) [™) PLX31-HART-8I-15E7.cfg 2021/01/01 00:00 CFG File 2KB

#m Network ‘ D PLX51_HART_81_1001002.afb 2025/04/01 15:25 AFB File 588 KB|

[«4] Control Panel I

& Recycle Bin
3items 1 item selected 587 KB E O

Figure 5.21 SD Card i Firmware file

ImportantThe filename of the firmware file must not be changed. The specific module v Il use only the
firmware that is valid (e. PIMSIHARBIwiIll only use tREX51 HART 81 XXXfmfbware
file).
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Importantlf more than one firmware file, with different firmware revisions, of the same ¢ oduct is on
the SD Card it can cause the module to constantly firmware upgrade the module.

If a faulty module is replaced, the user can insert the SD Card (loaded with the
firmware file) into the new module. While the module is booting it will detect if the
firmware on the new module is different from that on the SD Card. If different, the
firmware will either be upgraded or downgraded to the firmware revision on the SD
Card.

52 Configuration

If a PLX51-HART-8I is replaced, the user can insert the SD Card (loaded with the

configuration file) into the new module. The new module will determine if the

configuration on the SD Card is different than the currently loaded configuration

(even when there is no configuration on the module). If different, the configuration on

the SD Card wildl be downl oaded into the modul e
starts executing. The module OK LED will turn blue when the application

configuration is being updated from the SD Card.

The user can add the PLX50CU configuration file to the SD Card root directory in one

of two ways.
S0 - o X
% SDHC (D2) x +
™ C J > SDHC(D) Search SDHC (D:) Q
@ New ~ &% (8] () ® 0] T Sort ~ = View - .. (B Details
8 This PC Name Date modified Type Size
_ Libraries [ netbin 2021/01/01 0000 BIN File 1KB
50 5
i SDHC (D) \D PLX51-HART-81-15E7.cfg 2021/01/01 00:00 CFG File 2KB
8 Network D PLX51_HART_8I_1001002.afb 2025/04/01 15:25 AFB File 588 KB
[&4] Contral Panel I
& Recycle Bin
3items  1item selected 1.58 KB E ]

Figure 5.317 SD Card i Configuration file
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52.1 Manual Copy

Once the user has created the application configuration needed in the PLX50CU, the
configuration can be exported to a file that can be used on the SD Card. Once the file
has been created the user can copy this file into the root directory of the SD Card.

=5 PLX51HARTSI_Example

=] —
.. Configuration # Configuration
i Security = Connection Path
[—]bgh annnﬂ-eﬁxmz g GoOnline
P Channel 1 & Download
- Channel 2 4 Upload
: E::::z:i Verify Configuration
: Channel & ol Copy
- Channel 6
-.» Channel 7 L Export
K Delete
m Status
& Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV
= Export Configuration File

I
Figure 5.4 1 Configuration Export for SD Card

% Select a PLX50 Device Config Export File X
& v A S SDHC (D) ~ (| Search SDHC (D) o
Organize ~ New folder = - @

~
> [ This PC Name Date modified Type Size
> — Libraries [ PLX51-HART-8I-15E7.cfg 2021/01/01 00:00 CFG File
> 5 SDHC (D) |
> 8 Network
> THHP I
File name: | PLX51-HART-8I-15E7.cfg ~
Save as type: PLX50 Device Config Export (*.cfg) ~
A Hide Folders Cancel

Figure 5.51 Configuration Export for SD Card

ImportantThe filename of the configuration fileatinesthanged. The specific module will u e
only the configuration that is valid (€gXt#1ARTIwill only use tReX5HARTSI
configuration file).

Impotant If more than one configuration file, with different configuration signatures, of t e same
product is on the SD Card then only the last configuration will be used.

ProSoft Technology, Inc. Page970f205



PLX5HARTIDisolated-€hannel HART Input SD Card Recovery
Multidrop HART Field Devices for EtheridetdBdbus® User Manual

522 PLX50TrUi ggered Upl oad

When the SD Card has been inserted into the PLX51-HART-8I and the user is online
with the module in PLX50CU, then the user has the option to directly upload the
configuration on to the SD Card using the SAVE CONFIGURATION TO SD CARD option.
This will copy the configuration that has been downloaded to the module directly to
the SD Card without the need to remove it from the module and inserted into a PC.

ImportantAll other configuration files in the SD Card root directory will be deleted when he upload is
done.

ImportantThePLX5HART®Imust boot up with the SD Card inserted, b&eove the
CONFIGURATION S®CARDoption witlorrectly save the configuration to the SD Card.

°2§2° ProSoft PLX50 Configuration Utility - PLX5THART8I_Example

File Device Tools Window Help
DEE YDA +AERE
Project Explorer

Bﬁ PLX5THARTEI_Example
= L Com;guratlon # Configuration
Security @ Connection Path
%‘ Et\::?\fiewer Verify Configuration
=P Channel 0 = Status
.0 00-TT421Z #  Go Offline
. Channel 1
- Channel 2 Generate Status Report
- Channel3 o HART Packet Capture
: E::::z:: F~  Modbus Packet Capture 3
. Channel 6 1 Internal Register Viewer
- Channel7 Explicit Tracking
%  Explicit Message Utility
=0 |dentity
B2 Ethernet Port Configuration
& Port Mirror
#  Flash LED
)  Reset Module »
|E Save Configuration to 5D Card
[ Save Network Parameters to SD Card
@ Generate Logix L5X
: Export Modbus Summary CSV
ol ‘ : Export Modbus Expanded CSV
g:;‘;imim HARTE = Export Clonfiguration File

Figure 5.6 1 Save Configuration to SD Card
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53 Net wor k

Par

ameters

If a faulty PLX51-HART-8I is replaced, the user can insert the SD Card (loaded with
the network file) into the new module. The new module will determine if the network
parameter file on the SD Card is different than the current network parameters in the
module. If different, the network parameters on the module will be updated with the
network parameters on the SD Card.

The user can add the current module network parameters to the SD Card from the
PLX50CU, when using the module. This is done by right-clicking on the module, and
selecting SAVE NETWORK PARAMETERS TO SD CARD.

(=3 fh PLX5THARTEI_Example

==

- Configuratig
Security
%1 Status
f] EventView

-~ Channel1
-~ Channel 2
-~ Channel 3
-~ Channel 4

P Channels
-~ Channel 6
-~ Channel 7

51-HART-8I

& Configuration
Connection Path

=8

Verify Configuration

Status
Go Offline

Generate Status Report
HART Packet Capture
Modbus Packet Capture
Internal Register Viewer
Explicit Tracking

Explicit Message Utility
Identity

Ethernet Port Configuration
Port Mirror

Flash LED

Reset Module

Save Configuration to SD Card

HEHOo*©0 & ~23 8 %3

Save Network Parameters to SD Card

FREEEANES e
=4l | E
Name HAR

Description
Connection Pat 192.168.1.16 |

Figure 5.7 1 Save Network Parameters to SD Card

Generate Logix L5X

Export Modbus Summary CSV
Export Modbus Expanded CSV
= Export Configuration File
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6 SecurSietrywi ces

The PLX51-HART-8I supports security services allowing the user to configure
various levels of module security.

When security is enabled all EtherNet/IP communication between the PLX50CU and

the module is encrypted preventing information from being intercepted by a third

party.

Security of the module is configured and downl
primary (application) configuration and can thus be configured online without

affecting the running process.

The security services provide the following features:
Configurable level of security

Encrypted EtherNet/IP communication

Fixed User Roles and Custom Users
Configurable Password rules

Login Expiry

Failed Login Cool-off and Account Disable options
Configurable Global Services and Custom Ports
Optional IP Address Access Control List
Optional MAC Access Control List

Restrictions on Reset command

Restrictions on Device Flash options

Security Audit trail in Event Log

= =4 =4 =4 =4 -4 A4 4 4 4 -4 -4

Optional user authentication can be enabled, requiring users to login to the module
when connecting. In addition to the fixed role users, (viz. Administrator, Engineer,
Operator, Auditor and Viewer) up to 5 custom users can be configured. Each custom
user is assigned one of the fixed roles.

Once user authentication has been initialized, only users with Administrator privileges
are able to change the security configuration and reset passwords etc.
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The allowed privileges for each role are tabulated below:

Privileges / Roles

| Engineer |

Operator |

Auditor

Viewer | None

System

Identity Object

v

v

v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

Clear Statistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

Modbus Pass Through Functions

HENANENININININE

EEANENININEN N

Internal Register Viewer

A SE AN EASANANANIN NN S

Security

Download/Upload Security
Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

Change Another User's Password

NNANANANAN RN ANENENENINANANEN AN AN ENANER ’g’

v
v

INBRE

Table 6.1 7 User Role Privileges.
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61 Securing Process

The process to secure a module involves the following basic steps:
1 Set up Security configuration
1 Download Security Configuration to the module
T Initialize User Authentication

6.1.1 Configuration

The Security Configuration is accessed by right-clicking on the SECURITY item in the
device tree and selecting the SECURITY CONFIGURATION option.

'153' ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example

File Device Tools Window Help
el X0 TR e

Project Explorer -

E-& PLXSTHARTBI_Example

= 1 HARTSI (PLX51-HART-8I)
- Configuration
i
[=}-<#= Chann

- 00
-.<la Chann
- Chann
-k Chann
-cis Chann
-.<la Chann
- Chann
-l Chann

Security Configuration
Security Status

N

Change My Password

Change Other Password

=

Verify Configuration
Initialize User Authentication

Clear All Security
Download Security Configuration

[+ Export Security Configuration

+] Import Security Configuration
|l

Figure 6.11 Selecting Security Configuration.

The configuration form will open and display multiple configuration tabs.
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6.1.1.1 General Configuration

The General configuration tab is shown below.

‘15:' HARTSI - Security Configuration

BN EER >

General Password Rules Custom Users Services |P Access Control List MAC Access Control List

Master Security Enable
Enable Fixed Users

[:] Engineer

] operator
[ Auditor
Viewer

Module Reset and Flash Rules
Allow Reset
[_] Allow Reset to Factory Defaults
[ Allow Reset when Connected
[:] Allow Device Flash when Connected

Login Rules

C] Login Expire

(%}
=1

Timeout Period (minutes)

["] Failed Login Cool-Off

Cool-Off Period 5 (minutes)

C] Failed Login Disables Account

Ok Apply Cancel

Figure 6.27 Security Configuration i General.

The General configuration tab comprises the following parameters:

Parameter

Description

Master Security Enable

Used to enable or disable the master security.
Note: If this option is disabled then all Security measures are
disabled.

Enable Fixed Users
Engineer

Operator

Auditor

Viewer

Allows each of the fixed users to be enabled or disabled.
Note: The fixed Administrator user cannot be disabled.

Module Reset and Device Flash Rules

Allow Reset

Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults

Must be checked to allow Reset to Factory Defaults (including
Reset to Factory Defaults except Communication settings).

Allow Reset when Connected

Must be checked to allow any type of Reset when the module
is connected, where connected implies an EtherNet/IP Class 1
connection.

Allow Device Flash when

Must be checked to allow Device Flash when the module is

Connected connected, where connected implies an EtherNet/IP Class 1
connection.

Login Rules

Login Expire Selecting this option causes all users to be automatically

logged-out after the Login Expire Timeout Period.

Login Expire Timeout Period

The duration, in minutes, after which all users will be
automatically logged-out.

Min: 1 minute

Max: 1440 minutes (24 hours)

Failed Login Cool-Off

Selecting this option initiates a Cool-off period after a user has
entered an incorrect password 3 times in succession. During
the cool off period the user will not be able to login.

ProSoft Technology, Inc.
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Note: This option, and the Failed Login Disable Account option,
cannot be simultaneously selected.

Failed Login Cool-Off Period The Cool-Off duration, in minutes.
Once a user has entered an incorrect password 3 times in
succession, they would need to wait for this period before they
can login again.
Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Disables Account Selecting this option causes
they enter an incorrect password 3 times in succession.
Note: Once the userodéds account h
Administrator would need to reset their password.
Note: This option, and the Failed Login Cool-Off option, cannot
be simultaneously selected.
Note: This option will not be applicable for the Administrator
user account.

Table 6.2'1 Security Configuration i General.
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6.1.1.2 Password Rule Configuration
The Password Rules tab is shown below.
<% HARTSI - Security Configuration \EI@

General | Password Rules | Custom Users Services IP Access Control List MAC Access Control List

Password Rules

Minimum Length g ~

Requires at least one Lowercase character
Requires at least one Uppercase character
Requires at least one Numeric character

Requires at least one non-Alphanumeric character
Reject Triples (3 identical consecutive characters)

C] Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure 6.3 1 Security Configuration 1 Password Rules.

The Password Rules tab comprises the following parameters:

Parameter

Description

Minimum Length

The minimum number of characters the password must contain.
Min: 1
Max: 32

Requires at least one
Lowercase character

When selected, all passwords will require at least one lowercase
character.e.g.abcd

Requires at least one
Uppercase character

When selected, all passwords will require at least one uppercase
character.e.g. ABCD

Requires at least one
Numeric character

When selected, all passwords will require at least one non-alphanumeric
character.e.g. 1234

Requires at least one
Non-Alphanumeric
character

When selected, all passwords will require at least one non-alphanumeric
character.e.g. ' @ #$ %

Reject Triples

When selected, all passwords may not contain 3 identical (case-
insensitive) consecutive characters. e.g. MyDDDog, strangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative of the
respective username. A derivative is defined as any 4 consecutive
characters of the password case-insensitive-matching any 4 consecutive
characters of the username.

Table 6.3 1 Security Configuration i Password Rules
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6.1.1.3 Custom Users Configuration
The Custom Users configuration tab is shown below.

’15:‘ HARTSI - Security Configuration EIIEI
General Password Rules CustomUsers Services IP Access Control List MAC Access Control List
Enable Custom Users Custom Users (max. of 5 items.)
User Name Role
1 Rex Stardust Administrator ~
2 | Cynthia Smith Engineer v
3 | Walter Sobchak Viewer ~
e ] v

Ok Apply Cancel

Figure 6.4 1 Security Configuration i Custom Users.

The Custom Users configuration tab comprises the following parameters:

Parameter Description
Enable Custom Users Global Enable / Disable for all Custom Users
User Name User Name of the Custom User.

Note: The User Name cannot exceed 32 characters.
Note: The User Name cannot be the same as any of the fixed roles.
(Administrator, Engineer etc.)
Role The role allocated to this user. Select one of the following:
Administrator
Engineer
Operator
Auditor
Viewer

Table 6.4 1 Security Configuration i Custom Users.
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6.1.1.4 Services Configuration
The Services configuration tab is shown below.

¥+ HARTSI - Security Canfiguration ENACE X

General Password Rules Custom Users Services [P Access Control List MAC Access Control List

Services

[ Allow Al
Global Security Services Global Custom Ports
HTTP Custom Port
Modbus-TCP 509
DNP3-TCP ad
DNP3-UDP

PCCC

Ok Apply Cancel

Figure 6.57 Security Configuration | Services.

The Services configuration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.

Modbus-TCP Allow Modbus-TCP connections to be accepted.

Custom Ports Up to 4 custom (TCP / UDP) ports can be added to the allowed list.

Note: When the application is using non-standard ports for communication
services (e.g. Modbus TCP) then these ports will need to be added to the
Custom Ports list.

Table 6.51 Security Configuration i Services
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6.1.1.5 [P Access Control List Configuration

Enabling the IP Access Control List will block all communication from PCs (and other
devices) unless their IP addresses are explicitly included in the list with the allowed

services.

The IP Access Control List configuration tab is shown below.

'153’ HARTSI - Security Configuration IEI@
General Password Rules Custom Users Services | IP Access Control List} MAC Access Control List
IP Access Control List Enable IP ACL ltems (max. of 10 items.)
Range Start Range End Allowed Services Custom Ports
ro1 192.168.1.20 192.168.1.145 All
2 192.168.1.231 192.168.1.235 EtherNetlP + Modbus-TCP 509
.
Ok Apply Cancel

Figure 6.6 1 Security Configuration i IP Access Control List.

The IP Access Control List configuration tab comprises the following parameters:

Parameter Description
IP Access Control List Enable / Disable for all IP Access Control List
Enable

IP Access Control List

Range Start

First IP address in the range.

Range End

Last IP address in the range.

Allowed Services

The services allowed for this IP range.

Custom Ports

Additional custom ports allowed for this IP range.

Table 6.6 1 Security Configuration i IP Access Control List.
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To modify the Allowed Services the user can either click on the specific ALLOWED
SERVICE cell, or right-click on the specific row and select the EDIT SERVICES option.

The Service Selectionf or m wi | | open all owing the wuser
checkbox.

Service Selection

[ Allow Al

Selected Services

EtherNetIP
HTTP

@ Modbus-TCP
DNP3-TCP
DNP3-UDP
PCCC

Figure 6.7 1 Security Configuration i Service Selection.

To modify the Custom Ports the user can either click on the specific CUSTOM PORTS
cell, or right-click on the specific row and select the EDIT CusTOM PORTS option.

Note TheCustom Portgtion is not available iRAllev Athption has been selected iAltbered
Services

The Custom Ports Selection form will open allowing the user to modify the Custom
Ports.

Custom Port Selection

Custom Ports

Custom Port

A —

Figure 6.8 1 Security Configuration i Custom Ports.
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6.1.1.6 MAC Access Control List Configuration

Enabling the MAC Access Control List will block all communication from PCs (and
other devices) unless their MAC addresses are explicitly added to the list.

Importantincorrectly configuring the MAC Access Control List may result in the module 10 longer
being able to communicatehatRLX50CU

The MAC Access Control List configuration tab is shown below.

':5:' HARTSI - Security Configuration EI@
General Password Rules Custom Users Services IP Access Control List MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E.F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8E BADPC-5520-2
3 B4:45:06:09:76:15 ENGPC

Ok Apply Cancel

Figure 6.9 1 Security Configuration i MAC Access Control List.

The MAC Access Control List configuration tab comprises the following parameters:

Parameter Description

MAC Access Control List Enable / Disable for all MAC Access Control List

Enable

MAC Access Control List

MAC Address The MAC address which will be allowed to communicate with the
module.

Description An optional description for the Device with the matching MAC
address.

Table 6.7 7 Security Configuration i MAC Access Control List.

The MAC addresses can be entered manually, or the user can right-click and select
the BROWSE option.
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This will open the Network Interface Browser displaying all the network interfaces
and their corresponding MAC addresses found on the local PC. The user can then
select which MAC addresses to be added to the MAC Access Control List.

& Network Interface Browser X
Selected MAC Address Interface IP Addresses

I s5445060EF95F | Intel(R) Ethernet Connection (13) 1218-V 192 168.1.221
E] 28:11:A8:59:EE:FE Microsoft Wi-Fi Direct Virtual Adapter #3 169.254.157.240
D 2A:11:A8:59.EE:FD Microsoft Wi-Fi Direct Virtual Adapter #4 169.254 23 5
C] 00:50:56:C0:00:01 WMware Virtual Ethernet Adapter for VMnet1 192.168.171.1
[:] 00:50:56:C0:00:08 WMware Virtual Ethernet Adapter for VMnet8 192.168.160.1
D 28:11:A8:59:EE:FD Intel{R) Wi-Fi 6 AX201 160MHz 192.168.15.105
)] 28:11:A8:59:EF:01 Bluetooth Device (Personal Area Network) 169.254.64.223

Ok Cancel

Figure 6.10 7 Security Configuration i Network Interface Browser.

6.1.2 Downl oad Security Configuration

Once the security configuration has been completed it must be downloaded to the
module.

When online with the module, the current state of the security will be indicated by the
icon of the Security node in the project tree as follows:

Icon Description
Module Offline i Master Security Disabled

Module Offline i Master Security Enabled

Module Online i No Security Configuration Downloaded

Module Online i Master Security Disabled

Module Online i Master Security Enabled, User Authentication Uninitialized

Module Online - Secured

Dy by

Table 6.8 1 Security Status Icons.
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To download the security configuration right-click on the Security item in the project

tree and select the DOWNLOAD SECURITY CONFIGURATION item.

'252- ProSoft PLX50 Configuration Utility - PLX5THART8I_Example

File Device Tools Window Help
DEE XT S +0 TR e

v X

=& PLXSTHARTBI_Example
=4l HARTSI (PLX51-HART-8I)
- & Configuration

Security Configuration
4~ Security Status

=P Chan
..f 00| = Change My Password
: g::: = Change Other Password
- Chan Verify Configuration
: g::: Initialize User Authentication
P> Chant & Clear All Security

[ Chan |l“ Download Security Configuration

Export Security Configuration

Impaort Security Configuration
T

Figure 6.11 7 Download Security Configuration

< Security X

@ Security Download Complete

Figure 6.12 1 Download Security Configuration Complete

ProSoft Technology, Inc.
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6.1.3 I nitialize User Aut henticati on

The final step in securing the module is to initialize user authentication. This involves
creating an Administrator password as well as setting the Default password to be
used by all other users for their initial login.

Right-click on the SECURITY node in the project tree and select the INITIALIZE USER
AUTHENTICATION option.

°:§:° ProSoft PLX50 Configuration Utility - PLXSTHART8I_Example*
File Device Tools Window Help
LR Fa e R

Project Explorer =

Bﬁ PLX5THARTEI_Example

=i HARTSI (PLX51-HART-81)
# Configuration
S Secuitd
i1 Status | & Security Configuration
.. Event\| A S -
ecurity Status
- Channe v
.- 00-|= Change My Password
P Channe Change Other Password
.. Channg
_.p Channg Verify Configuration
- Channel ™ itialize User Authentication
’ Channg -
P> Channd % Clear All Security
_.p Channg |® Download Security Configuration
Export Security Configuration
Import Security Configuration

Figure 6.13 7 Initialize User Authentication.

The user (now deemed to be the Administrator) will need to configure a password for
the fixed Administrator user.

% Set ADMINISTRATOR Password x

Action Notes: Set ADMINISTRATOR Password.
User Details
Username Administrator Password Criteria

«/  Minimum Length
] Show Password

+~/  Contains Lowercase character
Old Password +~'  Contains Uppercase character
+/  Contains Numeric character
New Password b v +/  Contains Non-Alphanumeric character
+/  No Triples
Confirm Password veseseenee v
Mo Username Deriviatives

Figure 6.14 7 Set Administrator Password.
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As the new password is entered, it will be checked against the configured password
rules. The icons adjacent to each password rule will indicate if the criteria are fulfilled
or not, or not applicable, as shown below:

Icon Description
Criteria Not Applicable

x Failed Criteria
’ Passed Criteria

Table 6.9 7 Password Rule Status Icons.

A green tick icon will be displayed to the right of the New Password once it meets all
the password criteria. A green tick adjacent to the Confirm Password will indicate that
it matches the New Password.

The entered passwords can either be displayed or masked by clicking on the SHow
PASSWORD check box.

Once the Administrator password has been set, then the Default password must be
set.

The Default password is the password to be used by all other users for their initial
login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

% Set DEFAULT Password X

Action Notes: Set DEFAULT Password. Used by all other users for their first login.
User Details
Username Default Password Criteria

+/  Minimum Length
(] Show Password

+/  Contains Lowercase character
Old Password +/  Contains Uppercase character

+/  Contains Numeric character
New Password bbbl v +/  Contains Non-Alphanumeric character

+~'  No Triples
Confirm Password LTI v

No Username Deriviatives
I Ok l Cancel

Figure 6.157 Set Default Password.

Note If required, the Administrator can change the default password individually for eac 1 user, by using
the CHANGEOTHERPASSWORDption.
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On completion of the User Authentication Initialization step, the module will be
secured indicated by the green locked icon.

Project Explorer =

SFeY PL X5 1HARTS|_Example]
= HARTSI (PLX51-HART-8I1)
----- # Configuration
----- & Security
----- 1 Status
----- 71 EventViewer
=-» Channel 0

----- P Channel 1
----- P Channel 2
----- P Channel 3
----- P Channel 4
----- P Channel &
----- P Channel 6
----- P Channel 7

Figure 6.16 1 Secured Module.
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6.2 Operation

To interact with a secure and user initialized module, each user will need to log in.

6.21 I ni ti al User Login

Similar, to an unsecured module, a user would open the existing PLX50CU project,
right-click on the module, and select GO ONLINE.

°:§2° ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help

DEl X da 40 L e
Projec't E)(plorer 23808 i M
=& PLXSTHARTS|_Example

e e

.. Configuration |/# Configuration
E Security = (Connection Path
=+ Channel 0 .

@ 00- TTez1z[3F GO Online
. Channel 1 & Download

> Channel 2 4 Upload
-~ Channel 3

b Channel 4 Verify Configuration
—.p Channel 5 o Copy

—.r Channel 6
- Channel 7

Export
Delete
Status

a7

# Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded C5V

= Export Configuration File
TT

Figure 6.17 7 Go Online.

Since the module has been secured, it will then prompt the user to login.

< Login X
Login Details

() Fixed User Administrator

o Custom User Walter Sobchak

Password seessnsne

Figure 6.18 1 Custom User Login.

The user will need to select either one of the FIXED USERS or select the CUSTOM
USER option and then enter the Custom Username.

The user will then need to enter their password.
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Should this be the initial login with the Default password, or if the Administrator has
reset the password and selected the option for the user to change the password,
then the Set Password form will open. The user will then need to set an appropriate
password before continuing.

% Set OWN Password x

Action Notes: Set OWN Password.

User Details

Username Walter Sobchak Password Criteria

X Minimum Length
Show Password .
Contains Lowercase character

COld Password Contains Uppercase character

New Password Contains Non-Alphanumeric character

X
X
X Contains Numeric character
X
v

Mo Triples
Confirm Password

No Username Deriviatives

o

Figure 6.19 7 Change Own Password

Note TheOld Passwothat needs to be entered on the Initial User Login, will be the sam¢ password
that was used to login.

All users are permitted to change their password at any time by right-clicking on the
SECURITY node in the project tree and selecting the CHANGE MY PASSWORD option.

':E:' ProSoft PLX50 Configuration Utility - PLX5THART8I_Example*

File Device Tools Window Help
Vel o0 d AR e

Project Explorer

= PLX51 HARTSI_Example
-l HARTSI (PLX51-HART-8I1)
-/ Configuration

i Statug] Security Configuration
C T .)‘r C
& Event Security Status
=-» Chan
..m o0o|= Change My Password
P Channl= Change Other Password
-~ Chann : :
» Chann Verify Configuration
- Chann nitialize User Authentication
P Chanrl C A .
ear All Security
> Chann o s

. Chann Download Security Configuration

Export Security Configuration

mport Security Configuration

[
Figure 6.20 7 Select Change My Password
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6.22 Rol e Specific Operations

Users with Administrator, Engineer and Auditor roles are permitted to access
additional functions not available by other users.

6.2.2.1 Security Status

The Security Status can be viewed by right-clicking on the SECURITY node in the
project tree and selecting the SECURITY STATUS option.

°1f?° ProSoft PLX50 Configuration Utility - PLX5THART8I_Examg

File Device Tools Window Help

el X

=& PLXSTHARTSI_Example
=l HART8I (PLX51-HART-8I)
- Configuration
-a
%1 St &
AE
=P Ch
P Ch
. Ch
..Jp» Ch
- Ch
- Ch
. ch % Clear All Security
&

- Ch Download Security Configuration

Security Configuration
Security Status

]

&1
H

Change My Password

ol
:

Change Other Password

=

Verify Configuration
Initialize User Authentication

[+ Export Security Configuration

+] Import Security Configuration
11

Figure 6.21 7 Select Security Status.

The Security Status window will open displaying various statistics regarding the
security services.

The General tab displays an overview of the security status.

| HARTSI - Security Status E@

:_g_‘?_"_'_?_[?_!__; Statistics Custom Users

General Fixed Users
Security State ‘ Active | Administrator
Security Revision ‘ 1 | Engineer
Config Checksum ‘ 0xD184 | Operator
Current Session Role ‘ Administrator | Auditor
Login Expiry ‘ 4] | Viewer

Figure 6.22 1 Security Status | General.
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The General status tab displays the following:

Parameter Description
General
Security State The status of the security services.

No Config : No security configuration has been downloaded to the
module.

Disabled : Security configuration has been downloaded to the
module, but the master Enable Security option in the configuration
has been disabled.

Uninitialized : The security configuration has been downloaded and
enabled, but the Initialize User Authentication step has not yet been
completed.

Active : The module has been successfully secured.

Security Revision The revision of the security services currently running on the module.
This is a function of the modul e

Config Checksum The checksum of the current security configuration.

Current Session Role The role assigned to the user that is currently logged in.

Login Expiry The time (seconds) until the user is automatically logged out.

Only applicable if the LoGIN ExPIRE option has been enabled in the
security configuration.

Fixed Users

Fixed Users Status The status of each fixed user.

Administrator

Engineer Disabled : The user has not been enabled in the security

Operator configuration.

Auditor

Viewer Default Password : The user has not changed from their Default
assigned password, or from when an Administrator reset their
password.

No Password : No password exists for the user. This would typically
occur when a fixed user is enabled after the User Authentication
Initialization step has taken place. An Administrator would need to
reset the password for this specific user.

Active : The user is enabled and has a valid password configured.

Table 6.10 1 Security Status i General
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The Statistics tab displays several security service statistics.

_| HART8I - Security Status E@

Custom Users

Counter Value Clear Counters
Session Keys Created
Session Keys Terminated
Security Login Success
Security Login Fail
Global Security Mask Violation
IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation
Status Access Violation
Firmware Update Access Violation
Reset Violations
MAC ACL Violations

ool O 000 Oo|lw| ;| O

Figure 6.23 7 Security Status i Statistics.

Note Only an Administrator is permitted to SElEEARBDUNTERSptiON.

Parameter Description

Session Keys Created The number of security session keys created between the
configuration software and the module. Each time a user connects to
the module with the configuration software, and the module has been
secured, a new session key will be created.

Session Keys Terminated The number of times when either the connection from the
configuration software has been terminated or there was an error in
the connection decryption. In both these cases the session keys will

be deleted.

Security Login Success The number of successful logins.

Security Login Fail The number of failed login attempts.

Global Security Mask The number of times a connection request is received from another

Violation device on the Ethernet network, which has not been enabled in the
modul eés gl obal security mask <co

IP ACL Range Violation Each time a request or packet is received from a device that has an
IP address outside the IP ACL range, this number will be
incremented.

IP ACL Mask Violation Each time a request or packet is received from a device that has an
IP address outside the Subnet ACL range, this number will be
incremented.

Config Access Violation The number of times a connection with the incorrect role privileges
tried to access the module security configuration.

Status Access Violation The number of times a connection with the incorrect role privileges
tried to access the module security status.

Firmware Update Access The number of times an attempt to flash upgrade the module in an

Violation incorrect state (e.g., while running a class 1 EtherNet/IP connection).

Reset Violations The number of times an attempt to reset the module in an incorrect
state (e.g., while running a class 1 EtherNet/IP connection).

MAC ACL Violations Each time a request or packet is received from a device that does not

have a matching MAC address to those in the MAC ACL list, this
number will increase.

Table 6.11 1 Security Status 1 Statistics
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The Custom Users status tab displays the following:

__| HARTS8I - Security Status E@

General Statistics Custom Users

User Name Role Status
No Passwore
Rex Stardust Administrator No Password
Walter Sobchak Viewer Active

Figure 6.24 7 Security Status I Custom Users

Parameter Description

User Name The configured user name.

Role The configured role for this specific user.
Status The status of the specific user:

Default Password : The user has not changed from their Default
assigned password, or from when an Administrator reset their
password.

No Password : No password exists for the user. This would typically
occur when a user is added after the User Authentication Initialization
has taken place. An Administrator would need to reset the password
for this specific user.

Active : The user is enabled and has a valid password configured.

Table 6.12 1 Security Status i General
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6.23 Change

An Admi

option.

The Set Passwordf or m wi

ni

Ot her

strator
SECURITY node in the project tree and selecting the CHANGE OTHER PASSWORD

':§:° ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device
LIRS
Project Explorer

451 Statu
..If] Even
=-p» Chan

- O
-.J» Chan
. Chan
. Chan
. Chan
-.J» Chan
. Chan
. Chan

Figure 6.25 7 Select Change Other Password.

WY s.c..pr

Tools

i

=3 fh PLX5THARTEI_Example
=i HARTSI (PLX51-HART-8I)
- Configuration

Passwor d

can change

Window Help

5

Security Configuration
Security Status

Change My Password

Change Other Password

Verify Configuration

nitialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration

Import Security Configuration

|l open, and

( o kclicking snehte )

t he Admini

password to change. The Administrator will need to re-enter their password as well
as the new password for the user.

The REQUIRE USER TO CHANGE PASSWORD option requires that user to change the
password the next time they login.

Figure 6.26 1 Set Other Password.

any us

strator
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