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1 Preface

11 Introduction to the PLX51-HART-8I

The PLX51-HART-8I supports the interfacing of HART devices on each of the 8
analog HART channels with either EtherNet/IP™ (Target or Originator) or Modbus®
Client/Server (TCP/IP, RTU232, RTU485) protocols. Each channel supports both
voltage and current input options (e.g., 4-20mA, Voltage, etc.), with or without HART
communication enabled.

The PLX51-HART-8I supports up to 8 HART devices per channel (multidrop).

PLC

o

EtherNet/IP
Modbus TCP
Modbus RTU (RS485 / R5232)

nnnnnnnn

PLX51-HART-8I

7 e

HART® Devices {

Figure 1.1 — PLX51-HART-8I multidrop typical architecture
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1.2 Features

o The PLX51-HART-8I can interface analog / HART devices to either
EtherNet/IP or Modbus Client or Server (TCP/IP, RTU485, RTU232).

e When operating as an EtherNet/IP target, the module will enable the HART
devices to be accessed from the Logix controller using auto generated UDTs
(which is created in a .L5X file from the PLX50CU software). The module can
exchange up to 4KB input and 4KB output data with a Logix controller.

o When operating as an EtherNet/IP Originator, the module supports up to 10
Class 1 cyclic connections to EtherNet/IP 10 as well as Explicit Messaging,
including Direct-To-Tag Logix tag access, with up to 10 EtherNet/IP devices.

e When configured for Modbus Communication, the PLX51-HART-8I can be
configured as either a Mobus Client or Modbus Server over TCP/IP, RS232,
or RS485. The module supports the simultaneous operation of all Modbus
ports.

e Each HART channel is electrically and logically isolated from the other HART
channels.

o HART devices can be detected by scanning each HART channel and added
to the HART channel in the PLX50 Configuration Utility software.

¢ Configurable HART commands can be sent and processed from the module
to allow background updates of various variables and parameters.

¢ HART Burst mode is supported with configurable HART commands.

¢ Configurable HART device process variable (PV) update rates with up to 16
acyclic HART messages supported (per device) allowing for background
status monitoring.

e Each channel can be configured as the following input:
o 0-20mA
o 4-20mA
o 0-10VvVdc
o 0-20mA (with external resistor)
o 4 -20mA (with external resistor)

e SD Card backup is supported for disaster recovery (firmware, application
configuration, and network parameters).

o Each channel supports dual HART masters allowing handheld programmers
to operate with the existing HART communication.

e Dual Ethernet ports that support Device-Level-Ring (DLR) and port mirroring
for diagnostics.

e Time Synchronization using either Simple Network Time Protocol (SNTP) or
1588 Precision Time Protocol (PTP).

¢ HART and Modbus packet captures and diagnostics allow for more efficient
fault finding.

e ADTM (Device Type Manager) is available for simplifying device
configuration and management using an FDT frame.

e The PLX51-HART-8] module is configured using the PLX50 Configuration
Utility. This software can be downloaded from www.prosoft-technology.com
free of charge.
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1.3 Architecture

The following figure shows an example of the typical architecture for a PLX51-HART-
8l interfacing to an EtherNet/IP device (e.g. Allen-Bradley Logix Controller).

ControlLogix®

EtherNet/IP

PLX51-HART-8I

D4 G
g- ¢

T

HART® Devices

Figure 1.2 — PLX51-HART-8I EtherNet/IP typical architecture
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The following figure shows an example of the typical architecture for a PLX51-HART-
8l interfacing to a Modbus TCP/IP Client.

Soooes

Modbus Client

Modbus TCP

. PLX51-HART-8I

Proseft

J- e

Figure 1.3 — PLX51-HART-8I Modbus TCP/IP typical architecture
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The following figure shows an example of the typical architecture for a
PLX51-HART-8I with Modbus RTU (RS232) communication.

000000

Modbus Server

Modbus RTU - RS232

& ©
& @ -

PLX51-HART-8I

L7

Proseft

HART® Devices (9

Figure 1.4 — PLX51-HART-8I Modbus RTU (RS232) architecture

1.4 Additional Information

The following documents contain additional information that can assist the user with
the module installation and operation.

Resource Link

PLX50 Configuration Utility www.prosoft-technology.com
Installation

User Manual www.prosoft-technology.com
Datasheet

Example Code & UDTs

Table 1.1 - Additional Information

1.5 References

Resource Link

FieldComm Group https://www.fieldcommgroup.org/

CIP Routing The CIP Networks Library, Volume 1, Appendix C: Data
Management

Modbus http://www.modbus.org

Table 1.2 — References
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1.6  Support

Technical support is provided via the web (in the form of user manuals, FAQ,
datasheets etc.) to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:

Resource Link
Contact Us link www.prosoft-technology.com
Support email ps.support@belden.com

Table 1.3 — Support Details
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2 Installation

21 Module Layout

4—— SD Card

DIP
Switches
RS485 & RS232
Analog Input 6 & 7
Analog Input 4 & 5
WA Analog Input 2 & 3
Ethernet B Analog Input 0 & 1

i

Figure 2.1 — Module top/front view

Power Input

The module has three layers of connectors at the bottom.

Ethernet A -

Ethernet B

RS485 & RS232

Analog Input 2 & 3 Analog Input 4 & 5

Power Input —> -

Figure 2.2 — Module bottom view

The bottom layer contains a 4-way power connector that supports redundant DC
power inputs to the module.

The middle layer contains four 4-way connectors, each providing inputs for two
analog inputs (mA or voltage).
The top layer contains two RJ45 connectors for Ethernet and one 9-way connector

for RS232 and RS485 communications. The Ethernet cable must be wired according
to industry standards, for more information see section 1.4 Additional Information.
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The module provides four DIP switches on the left-hand side of the enclosure.

_

Figure 2.3 — Module side view

DIP Switch Description

DIP Switch 1 Used to force the module into Safe Mode. When in Safe Mode the module will
not load the application firmware and will wait for new firmware to be
downloaded. This should only be used when a firmware update is interrupted at
a critical stage.

DIP Switch 2 Used to force the module into DHCP mode which is useful when the user has
forgotten the IP address of the module.
DIP Switch 3 Used to lock the configuration from being overwritten by the PLX50

Configuration Utility. When set the PLX50 Configuration Utility will not be able
to download to the module.

DIP Switch 4 When set at bootup it will force the module Ethernet IP address to
192.168.1.100 and network mask 255.255.255.0. The user can then switch the
DIP switch off and assign the module a static IP address if needed.

Table 2.1 - DIP Switch Settings
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The module provides eight communication and diagnostic LEDs as well as eight
Analog Input / HART channel diagnostics and status LEDs. These LEDs are used to
provide status of the module system operation, the Ethernet interface, and the status
of each of the eight analog HART channels.

Figure 2.4 — PLX51-HART-8I front view
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2.2 Module Mounting

The module provides a DIN rail clip to mount onto a 35mm DIN rail.

75

<—-] 15004 ——ftme—
151 ™
ROS /AN
R0S R1.2
= ——J—.—]:O.N
Sezione A / Section A R12
| 2,2 min. fino o/ To 2,5 max
e l—

24+02

Sezione A/ Section A
Figure 2.5 - DIN rail specification

The DIN rail clip is mounted on the bottom of the module. Use a flat screwdriver to
pull the clip downward. This will enable the user to mount the module onto the DIN
rail. Once the module is mounted onto the DIN rail the clip must be pushed upwards
to lock the module onto the DIN rail.

oooooooaQg

ISOLATED HART INPUT
LS - H A T

ooog
ooog

&

Rroseft

=T

Figure 2.6 - DIN rail mouting
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2.3 Power

A 4-way power connector is used to connect Power 1 +, Power 2 +, Power —
(ground), and Earth. The module requires an input voltage of 10 — 32Vdc. Refer to
the technical specifications in chapter 10 Technical Specifications.

Power 1 + 1z =
Power 2 + Iz =
Power - 1| =]
Earth 1| =

Figure 2.7 - Power connector

Note: The DC power supply or DC power source used by the PLX51-HART-8 must be classified as
Limited-Energy Circuits and Safety Extra Low Voltage (SELV).

24 Ethernet Ports

The Ethernet connector should be wired according to industry standards. Refer to
section 1.4 Additional Information for more details.

2.5 Analog (HART)

The Analog HART channels are connected using a 4-way connector for two analog

inputs.

Analog Ch 0 \ N
AnalogCh 1| T

+ —
AnalogCh2 | * o
Analog Ch 3 | N =
Analog Ch4 | * _%
Analog Ch5 | * _%
Analog Ch 6 | * _%
Analog Ch7 | * _%

Figure 2.8 — Analog Input connectors
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Each analog input channel can be represented by the following equivalent circuit:

. 32 mA ]
6 HART
. e MODEM
, 4
= 2
'3 ADC <
= VOLTAGE o
[ w
2 2
.~ CURRENT e
; © FEECEN < SELECTION 0]
< [ =
= ADC
5 CURRENT

CPU

Figure 2.9 — Analog Input equivalent circuit

Note: All analog input channels are galvanically isolated from each other, and from the module’s CPU.

Each channel can be configured for either voltage, current, or current with an

external resistor.

2.5.1 Voltage Input

When configured for a Voltage input (0-10V), the wiring to the terminal must be like

the examples shown below.

Power @ + @
Source Power Signal
AC /DC 8] - [ S

Voltage Output Device

Figure 2.10 — Typical Volatge input

Note: Voltages more than 11V should not be applied to the inputs.

+
e

Analog Ch 0

PLX51-HART-8I

ProSoft Technology, Inc.
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2.5.2 Current Input

When configured for current input types (0-20mA or 4-20mA), the wiring of 2-wire
devices should be such that it is loop-powered with the device (as shown below).

b

24V &Y
Power * Analog Ch 0
Supply B @ +

2-wire Device

PLX51-HART-8I

Figure 2.11 — Current Input — Loop-Powered (2-wire) device

Non-loop powered (4-wire) devices should be wired as follows:

Power '@' + @ .
Source Power Signal _AnalogCh0
AC /DG @ |-® :

4-wire Device

PLX51-HART-8I

Figure 2.12 — Current Input — Non-Loop-Powered (4-wire) device

Note: Currents more than 32 mA should not be applied to the inputs.
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2.5.3 Current Input with external resistor

When configured for current input type (0-20mA or 4-20mA) with an external resistor,
the wiring of a loop-powered device should be as follows:

S
24V @] e N
Power _ § & _ Analog ChoO
Supply - [& < +
w

2-wire Device

PLX51-HART-8I

Figure 2.13 — Current Input — Loop-Powered (2-wire) device with External Resistor

The exact resistance of the external resistor must be entered into the channel’s
configuration.

This mode can also be used when adding the PLX51-HART-8| module to an existing
analog device and PLC application.

Here, the exact input impedance of the PLC’s analog card must be entered into the
channel’s configuration.

+ )
24V [ .
Power | < " Analog Ch 0
Supply ) @ +

[P
. . ]
2-wire Device

PLX51-HART-8I

Figure 2.13 — Current Input — Loop-Powered (2-wire) device with PLC analog card

Note: The maximum current of the device and selected external resistor combination must be such to
not result in Voltages more than 11V being applied to the inputs.

V=IxR
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2.6 Analog (HART) — Multidrop

The PLX51-HART-81 module supports multiple HART devices being connected to a
single channel — this is typically referred to as multidrop.

In a multidrop setup the field devices can be connected in either a series or parallel
configuration. A maximum of 8 devices can be connected per channel.

2.6.1 Series Configuration

The series connection method has the advantage of the (4-20 mA) current still being
controlled by one of the devices, which may be required in some applications. The
disadvantage is that the supply voltage is divided by the devices, so the maximum
device count would typically be 2. (Assuming a typical minimum of 10V, and a supply
of 24V).

The following example shows 2 loop-powered (2-wire) devices connected in series.

+
24V [ .
Power | S — " Analog Ch 0
Supply | 7] - [S +

2-wire Device 2-wire Device

PLX51-HART-8I

J

Figure 2.14 — PLX51-HART-8I - Multidrop Wiring — Series

Note: It is not recommended to multidrop 4-wire devices unless all devices make use of isolated power
supplies.

2.6.2 Parallel Configuration

Connecting the field devices in parallel is more common although it has the
disadvantage that the 4-20 mA cannot be controlled by any device. Here all the field
devices should be set to 4 mA (current modulation disabled) and all share a common

supply.

The PLX51-HART-8I can support 8 parallel devices per channel.

45
24V ] 'S .
Power ::‘ - — " Analog Ch 0
Supply - & L= 5

2-wire Device 2-wire Device

PLX51-HART-8I

Figure 2.15 — PLX51-HART-8I - Multidrop Wiring — Parallel
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2.7 Non-lsolated Analog Configuration
Although each analog channel is isolated, in some instances this isolation is not
required, and the use of a single 24V power supply is preferred.
The unit can then be configured as follows:
[ 2-wire Device -
e (@ E: % * Analog Ch 0
+@] @ 2-wire Device Eg % tA"'a"-’El Ch 1
1= = ]| 2-wire Device .
@ (@ 29— " Analog Ch 2
[
|—|+@ @‘ 2-wire Device %g % 'fAnang Ch3
[ = (= |2-Wire Device .
- @ (@ 2] * Analog Ch 4
"‘ @ 2-wire Device %g % 'fAnang Chs
[ = (= 1|2-wire Device ;
e @ 2of—=) * Analog ch 6
% % * Analog Ch 7
i) =] Power 1+
1= Power 2 +
Ka :I Power -
iQI = Eartn
J?_ Earth PLX51-HART-8I
Figure 2.16 — PLX51-HART-8I — Non-Isolated Wiring
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3 Setup

3.1 Install Configuration Software

The PLX51-HART-8I network setup and configuration is achieved by means of the
PLX50 Configuration Utility (PLX50CU). This software can be downloaded from:
www.prosoft-technology.com.

i ProSoft PLXS0 Configuration Utility

File Device Tools Window Help

‘oEE Xd A+ EL e

Figure 3.1 - PLX50 Configuration Utility

3.2 Network Parameters

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as
factory default. Thus, a DHCP server must be used to provide the module with the
required network parameters (IP address, subnet mask, etc.). There are several
DHCP utilities available, however it is recommended that the DHCP server in the
PLX50 Configuration Utility be used.

Note: When DIP Switch 4 is set at bootup, it will force the module’s IP address to 192.168.1.100 and
network mask 255.255.255.0. The user can then switch the DIP switch OFF and assign the module a
static IP address.
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Within the PLX50 Configuration Utility, the DHCP SERVER can be found under the
Tools menu.

%+ ProSoft PLX50 Configuration Utility

File Device | Tools | Window Help
el £ Target Browser

DHCP Server

Event Viewer

DeviceFlash

£ w

Packet Capture Viewers »

Add GSD File
Rebuild G5D Catalog

# Application Settings

Figure 3.2 - Selecting DHCP Server

Once opened, the DHCP server will listen to all available network adapters for DHCP
requests and display their corresponding MAC addresses.

% DHCP Server =Nl <"
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
2C:69:1D:C0:00:12 Aparian 2 2 Assian Discover

Running - Active Local IP addresses: 5 of 5

Figure 3.3 - DHCP Server

Note: If the DHCP requests are not displayed in the DHCP Server, it may be due to the local PC'’s
firewall. During installation, the necessary firewall rules are automatically created for the Windows
firewall. Another possibility is that another DHCP Server is operational on the network, and it has
assigned the IP address.
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To assign an IP address, click on the corresponding ASSIGN button to open the
Assign IP Address for MAC window.

% Assign IP Address for MAC : 2C:69:1D:C0:00:12 — O X

IP Address Recent

| 192 . 168 . 1 . 181 | 192.168.1.191
192.168.1.10

192.168.1.171
Enable Static (Disable DHCP) 192.168.1.250
192.168.1.161
192.168.1.144

Ok Cancel

Figure 3.4 - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address
can be selected by clicking on an item in the Recent list. If the ENABLE STATIC
checkbox is checked, then the IP address will be set to static after the IP assignment,
thereby disabling future DHCP requests.

Once the IP address window has been accepted, the DHCP server will automatically

assign the IP address to the module and then read the Identity Object Product name
from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

+% DHCP Server ‘?‘E
Port Info
MAC Address Vendor Requests Elapsed  Assigned IP Assign Status Identity
2C:69:1D:C0:00:12 Prosoft Technology 35 3 192.168.1.161 = Assian Complete (Auto-Set-Static) PLX51-HART-8I

Running - Active Local IP addresses: 5 of 5

Figure 3.5 - Successful IP address assignment

It is possible to force the module back into DHCP mode by powering up the device
with DIP switch 2 set to the ON position.

A new IP address can then be assigned by repeating the previous steps.

Important: It is important to return DIP Switch 2 back to OFF position, to avoid the module returning to
a DHCP mode after the power is cycled again.

ProSoft Technology, Inc. Page 25 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input
Multidrop HART Field Devices for EtherNet/IP™ or Modbus®

Setup
User Manual

In addition to setting the IP address, several other network parameters can be set
during the DHCP process. These settings can be viewed and edited in the PLX50
Configuration Utility’s Application Settings, in the DHCP Server tab.

Once the DHCP process has been completed, the network settings can be set using
the Ethernet Port Configuration via the Target Browser. The TARGET BROWSER can
be accessed under the Tools menu.

File

=L E

< ProSoft PLX50 Configuration Utility

Device | Tools | Window Help

Target Browser

¥

DHCP Server
Event Viewer

DeviceFlash

$oow

Packet Capture Viewers

Add GSD File
Rebuild G5D Catalog

M Application Settings

s

Figure 3.6 - Selecting the Target Browser

The Target Browser automatically scans the Ethernet network for EtherNet/IP

devices.

.
+#» Target Browser

%O

R A=l =5

Daone

T == |

1921681171

1921681172

192.168.1.184

192.168.1.185

192.168.1.192

192.168.1.221

!
!
:
[
-------- I 192.168.1.19
[
]
]

- PLX51-PBM
- PLX51-PBS

- FF Link/B

-------- 192168.1.112 : 1783-ETAP/A
-------- 192.168.1.113: 1794-AENT/B
192.168.1.146 : IP Point HART Qut

-------- 192.168.1.161 : PLX51-HART-8I

-------- 192.168.1.164 : PLX51-HART-8I

- J1939 Router/B

- Modbus Router/B

: PLX5T-HART-40

:DESKTOP-RJTTETN

192.168.15.105  DESKTOP-RJTTETN

Figure 3.7 - Target Browser
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Right-clicking on a device, reveals the context menu, including the PORT
CONFIGURATION option.

192.168.1.161 :

Select
--------- D 192.168.1.164 : PLX51-
Scan
--------- I 192.168.1.171 : PLX51- Add Child Node
--------- I 192.168.1.172 : PLX51- Properties
_________ I 192 168.1.184 - FF Linl-g| Port Configuration

CIP Sync Parameters
Reset Module 3
Flash LED

--------- ﬂ 192.168.1.192 . PLX51- UDPA Set IP Address
S

--------- ﬂ 192.168.1.185: J1939 F

--------- I 192.168.1.191 : Modbu

0w O c||ii

Figure 3.8 - Selecting Port Configuration

The relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.

<%+ Ethernet Port Configuration X
Port Configuration Interface Statistics Media Statistics
Document was last saved: Just now

Network Configuration Type Part 1 Port 2

© Dynamic Method  DHCP Negotiation Negotiation

o Static _ Auto w

Static Configuration Port Speed Port Speed
IP Address [ 192 .~ 88 . 1 161 | 100
SubnetMask | 255 . 255 _ 255 _ 0 | Duplex Duplex
Default Gateway | 192 168 1 ] 1 | Half Duplex Full Duplex
Primary NS | 192 . 168 1 . 2 | General
SecondaryNs | 192 . 168 . 1 . 3 | MAC Address | 2C631D:C0.0012 |
Domain Name | TestDomain |
Host Name | | TCP Inactivity Timeout (s)
Ok Refresh Cancel

Figure 3.9 - Port Configuration

Alternatively, these parameters can be modified using Rockwell Automation’s RSLinx
software.
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3.3 Creating a New Project

Before the user can configure the module, a new PLX50 Configuration Utility project
must be created. Under the File menu, select NEw.

%+ ProSoft PLX50 Configuration Utility
File | Device Tools Window Help
O New |63 4213 8 ¢
W Open
Ed Close
Ll Save

Save As

Recent »

Exit

Figure 3.10 - Creating a new project

A PLX50 Configuration Utility project will be created, showing the Project Explorer
tree view. To save the project use the SAVE option under the File menu. A new
device can now be added by selecting ADD under the Device menu.

%% ProSoft PLX50 Configuration Utility - <New Project>*

File | Device | Tools Window Help
pad A RO ERL e

Import

Export
Cut

Copy
Paste

Delete

Figure 3.11 - Adding a new device
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In the Add New Device window select the PLX51-HART-8] and click the OK button.

<% Add New Device x
Select Device Type
Image Device Name - Description

I PLX51-DNPM DNP Master / Concentrator Module

I PLX51-DNPS DNP Qutstation Module

ﬂ PLX51-HART-4l HART 4-Channel Input Communication Module

ﬂ PLX51-HART-40 HART 4-Channel Output Communication Module
- PLX51-HART-8I HART 8 - Channel Input Communication Module

I PLX51-PBM Profibus Gateway Master/Slave Module

I PLX51-PBS Profibus Gateway Slave Module

cares

Figure 3.12 — Selecting a new module

The device will appear in the Project Explorer tree, and its configuration window
opens. The device configuration window can be reopened by either double-clicking
the module in the Project Explorer tree or right-clicking the module and selecting
CONFIGURATION.

<5 HART8! - Configuration =N O "%~

Instance

Instance Name ‘HARTN Ethernet Switch Switch (Linear/DLR) ~

Description ‘ ‘
Port 1and 2

IP Address [0 .0 . ¢ . 0 B P Address [ o 0 0 o]

o [ 25 255 255 0|

[0 0 0 [

Operational Mode

Primary Interface EtherNet/IP Target v EtherNet/IP Connections 1 ~
Logix Profile Standard EDS AOP v
Ok Apply Cancel

Figure 3.13 — Module configuration
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3.4 General Parameters

The PLX51-HART-8I parameters are configured by the PLX50 Configuration Utility
software. When downloading this configuration into the module it will be saved in
non-volatile memory that persists when the module is powered down.

Important: When a firmware upgrade is performed the module will clear all configuration.

The general configuration is shown in the figure below. The general configuration
window is opened by either double-clicking on the module in the tree, or right-clicking
the module and selecting CONFIGURATION.

“# HARTSI - Configuration

Instance
Instance Name
Description

Port 1and 2

IP Address

Operational Mode

Primary Interface

=N EEl =X

General EtherNet/IP Devices EtherNel/IP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
[HARTS! Ethernet Switch Switch (Linear/DLR) -
[192 w8 . 1 6 [ o 0 0 0]
[ 2 255 25 |

EtherNet/IP Target ~ EtherNet/IP Connections 1 ~

Logix Profile Standard EDS AOP ~

Ok Apply Cancel

Figure 3.14 — General configuration

The general configuration consists of the following parameters:

Parameter Description

Instance

Instance Name This parameter is a user-defined name to identify between various modules.

Description This parameter is used to provide a more detailed description of the application
for the module.

Ethernet Switch The operational mode of the embedded Ethernet switch.

Switch (Linear/DLR)

This is the default mode where the embedded switch is enabled.

The two Ethernet ports are identical in functionality and (external) traffic
received on one port is transmitted out the other.

Both ports use the IP address configured using DHCP or set the Target
browser.

Split (Dual-IP)
In this mode the embedded switch is disabled. Traffic received at one port is
not transmitted to the other.

Port 1:  The IP address is the one configured using DHCP or via the Target
browser. EtherNet/IP requests and connections will be processed.
Modbus TCP requests will be processed.

ProSoft Technology, Inc.
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Port 2:  The IP address is the one contained within the configuration below
(Port 2). EtherNet/IP requests and connections will not be processed.
Modbus TCP requests will be processed.

Port 1 The IP address of the local module when the embedded switch is set to LINEAR
IP Address or Ethernet Port 1 when the switch is set to SpPLIT.

Port 2 The IP address used on Port 2 when the embedded switch is set to SpLIT.

IP Address

Port 2 The Subnet Mask used on Port 2 when the embedded switch is set to SpLIT.
Subnet Mask

Port 2 The Default Gateway used on Port 2 when the embedded switch is set to
Gateway SpPLIT.

Operational Mode
Primary Interface EtherNet/IP Target: A Logix controller can own the PLX51-HART-8I over
EtherNet/IP using up to 8 class 1 connections.

Modbus Server: An external Modbus Client can read and write data to the
module which can then be mapped to one or more Analog/HART devices. The
module can operate as a Modbus Server on Ethernet TCP, RTU232, and
RTU485.

Modbus Client: The module can read and write data from various external
Modbus devices which can then be mapped to one or more Analog/HART
devices. The module can operate as a Modbus Client on Ethernet TCP,
RTU232, and RTU485

EtherNet/IP Originator: As an EtherNet/IP originator, the module can use two
methods to read and write data to and from an EtherNet/IP device (10):

EtherNet/IP Class 1 Connection: The PLX51-HART-8I can own EtherNet/IP
10 by using the PLX50CU software to configure the IO connections.

EtherNet/IP Explicit Messaging: The PLX51-HART-8I can exchange data
with up to 10 EtherNet/IP devices using explicit messaging.

EtherNet/IP The number of class 1 CIP connection established between the ControlLogix
Connections CPU and the module. (1 to 8).

Note: This value must match that configured in the Logix IO tree.
Logix Profile The Studio 5000 profile used to instantiate the PLX51-HART-8I.

Standard AOP: This is the preferred profile which allows the user to configure
between 1 and 8 connections.

Generic Profile: This option provides only a single connection and is required
for older versions of Logix.

Table 3.1 - General configuration parameters
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3.5 Channel Configuration

The analog channel specific configuration is shown below. Each of the 8 channels
has the same configuration options. The channel configuration window is opened by
either double-clicking on the specific channel of the module in the tree, or
right-clicking on the specific channel and selecting CONFIGURATION.

¥ HARTSI - Channel 0 Configuration o o B

Analog Scaling

Input Type Current4-20 mA ~ External Resistor 250 (ohms)

Raw Max 20.000 (mA) EU Max 100

Raw Min 4.000 (mA) EU Min 1]

Enable Filter Filter Time 100 {ms)

HART

Enable HART [] Allow Dual Masters

HART Bandwidth Utilization (%) (7] Relay Message Priority

Ok Apply Cancel

Figure 3.15 — Channel configuration

The Channel configuration consists of the following parameters:

Parameter Description

Analog Scaling

Input Type Current or Voltage

Raw Max The upper analog value to be used for the scaling to engineering units.

The scaling to engineering units (EU) is calculated as follows:
EU = EUMin + (RawValue — RawMin) * ((EUMax — EUMin) / (RawMax —

RawMin))
Raw Min The lower analog value to be used for the scaling to engineering units.
External Resistor Used to specify the exact value of the external resistor when using one of
the Current - Ext. Resistor input types.
EU Max The upper engineering value used for the scaling to engineering units.

The scaled engineering value will equal this value when the analog value
is equal to the Raw Max value.

EU Min The lower engineering value used for the scaling to engineering units.
The scaled engineering value will equal this value when the analog value
is equal to the Raw Min value.

Enable Filter Enable or Disable Analog Filtering.

Filter Time The time constant, in milliseconds, of the first order filter applied to the
analog signal. A value of zero implies no filtering.

HART

Enable HART Used to Enable or Disable the HART Communication.
This should be disabled when using standard (non-HART) analog field
devices.
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Allow Dual Masters When set, the PLX51-HART-8I module (as the primary HART Master) will
allow communication to be shared with a secondary HART Master (e.g., a
handheld programmer or calibrator).

Relay Message Priority ~ This option will allow relay messages (e.g., from Asset Managers like
FDT/DTMs) that are sent to the HART device to be prioritized, resulting in
a faster response time.

HART Bandwidth An indication of the approximate bandwidth utilization of all the devices on

Utilization this HART channel.

This value considers the PV Updates and the configured Advanced
Messages for each device.

An indicted value near or above 100% indicates that the channel is
oversubscribed and that the configured device update rates will not be
able to be achieved. In this case, the configured update rates of the
underlying devices will need to be adjusted accordingly.

Table 3.2 - Channel configuration parameters

3.5.1 Adding HART Device

HART devices can either be added manually or directly from the device scan list.

3.5.1.1 Manually

When right-clicking on a specific channel, the user can select ADD DEVICE to add a
HART device at a specific HART node address. Each channel can have a maximum
of eight HART devices.

Project Explorer

E|,|,5; PLX5THARTEI_Example
= | HARTSI (PLX51-HART-8I)
----- # Configuration

----- i Security

.. Channe # Configuration

----- P Channe Status

----- P> Chann :

_____ P> Chann |-I- Add Device

----- P> Channe Paste Device

..... : g:anne Explicit Message Utility
..... ann

T
Figure 3.16 — Manually adding HART device

«* HARTSI - 00 - Configuration EI@

{ General | Advanced Messages

Device Instance

Node Address 0 v Enable Device
Name
HART Communication
PV Update Rate s) Allow Explcit Messages
HART Timeout 300 (ms) ] Zero Values on Comms Fail
HART Retry Limit [ PV Priority
() Enable Burst Mode
Burst Command Burst Response Internal Offset

Ok Apply Cancel

Figure 3.17 — HART Device General Configuration
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Once the OK button is pressed, then the HART device will be added to the Channel.

Project Explorer s » 4 X

=- & PLX5THARTSI_Example

= 1 HARTSI (PLX51-HART-8I)
----- # Configuration
----- T Security

----- = Channel 2
----- = Channel 3
----- = Channel 4
----- = Channel &
----- = Channel 6
----- = Channel 7

Figure 3.18 — HART Device added to Channel

3.5.1.2 Device List Scanning

When online with the module, the Device List can be accessed by right-clicking on
the channel, selecting STATUS, and clicking the DEVICE LIST tab.

Project Explorer

= & PLXSTHARTSI_Example
2| HARTSI (PLX51-HART-81)
----- # Configuration
----- "la Security
----- ~1 Status
----- ] EventViewer

----- @gchare i

..... P> Channel | # Configuration

----- P Channel |4 status |
..... P Channel

..... b- Channel + Add Device
----- P Channel Paste Device

: g:::::: ¥  Explicit Message Utility
[1

Figure 3.19 — Channel Status selection

| HARTSI - Channel 0 Status \E|
Genera\HAFiT Statistics Calibration

Device Scan

Start Address End Address Scan

Addr Manufacturer Device Device ID HART Tag Long Tag Ct?ri;t SI;:;TS

Type Rev Descriptor

Figure 3.20 — Channel Device List
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Once the SCAN button is pressed, the module will scan the specific channel from the
selected Start Address to the End Address. If a device is found, it will be listed in the

table.
Il HARTSI - Channel 0 Status EI@
General Devicelist HART Statistics Calibration
Device Scan
Start Address End Address |7 ~] [ s
Addr Manufacturer D.I‘_a; ;e Device ID Hé\g’T Tag Long Tag Ct?r(:;t SI;:::S Descriptor
0 |Smar ‘ 0x0D ‘ 0xBO1FO0 5 TT421Z nia [:] ? HART SLAVE 24
Scanning HART nodes on channel 0 from 0 to 7
Polling HART address 2
Figure 3.21 — Channel Device List Scanning
When right-clicking on a HART device that was found on the channel, the user can
select ADD to add the HART device to the module configuration.
L] HARTSI - Channel 0 Status =N =R
General Devicelist HART Statistics Calibration
Device Scan
Start Address End Address Scan
Addr Manufacturer D.%‘: ;;e Device ID HQ;T Tag Long Tag Ct?r?r’\t S';::TS Descriptor
0 |Smar 0x0D | 0xBOIFOD | 5 TT421Z nfa | |- HART SLAVE 24
Add Device
Refresh
Squawk
Unlock
Lock - Permanent
Lock - Temporary
Write Tag, Descriptor
Write Long Tag
Write Address
Disable Burst
Figure 3.22 — Add HART device from Device List
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3.5.2 HART Device Configuration

Once a HART device has been added to the module configuration, the HART device
configuration can be opened by either double-clicking on the device, or right-clicking
on the device and selecting CONFIGURATION.

3.5.2.1 General

The HART device general configuration is shown in the figure below.

“* HARTSI - 00 - Configuration
General Advanced Messages

Device Instance

Node Address 0 ~

= e

Enable Device

Name

HART Communication

PV Update Rate

HART Timeout

3
HART Rety Limt | 2 |

C] Enable Burst Mode

Burst Command

3 (s)
T
1

Burst Response Internal Offset
HART Bandwidth Utiization (%)

Allow Explcit Messages
() Zero Values on Comms Fail

() PV Priority

Ok Apply Cancel

Figure 3.23 — HART Device General configuration

The HART Device general configuration consists of the following parameters:

Parameter Description

Device Instance

Node Address The short address of the HART device.

Name User configurable name given to the HART device in the

configuration software (which will also be used when generating the
Logix L5X UDTs).
Note: This name is not linked to the HART tag name of the device.

Enable Device

Enable or Disable HART communication to the device.

HART Communication

PV Update Rate

The update rate of the HART process Variable (HART Command 3)
in seconds. A value of zero would indicate as fast as possible.
Note: When the PV update rate is low (i.e., fast) on a high traffic
channel (e.g., multiple HART devices), it will cause the other HART
communication on the channel to update at a slower rate.

Note: When multiple devices are connected on the same channel it
is not recommended to use a PV Update Rate of zero.

HART Timeout

The time in milliseconds that the module will wait for a HART
device to respond. A No Response will be declared after the
timeout has expired.

HART Retry Limit

The number of consecutive no responses from the specific HART
device, before the status of HART device is set to offline.

Allow Explicit Messages

Allow or block explicit HART messages (e.g., FDT/DTM asset
management) being requested via the Ethernet interface of the
module.

Zero Values on Comms Fail

When selected, if the specific HART device goes offline, then all the
PV values will be forced to zero.
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PV Priority When this option is set, the updating of Process Variables for the
specific HART device will be prioritized over any other explicit or
advanced HART messages that need to execute.

Enable Burst Mode Burst HART communication will be enabled on the specific device.
Burst communication will send the response for a configured HART
command continuously without the need for the module to send the
request for the HART command.

Note: When HART Burst mode is enabled, then only one HART
device can communicate on the specific analog channel and
Multidrop architectures are invalid for the specific analog channel.

Burst Command Generally, HART command 3 responses will be continuously sent
by the device when Burst is enabled, but certain devices allow
different HART commands to be returned in Burst mode.

If supported by the HART device, this will provide the option to
enter the specific HART command.

Burst Response Internal Offset The data received from the HART Burst Response will be placed in
the Internal Data Space (IDS) Offset configured here. This can then
be mapped to any Primary Communication interface using the
internal mapping.

Note: When HART command 3 is set to Burst, then all the normal
PV values will also be automatically updated in addition to writing
the values to the IDS offset configured.

HART Bandwidth Utilization An indication of the approximate bandwidth utilization of this device
on the HART channel.

This value considers the PV Updates and the configured Advanced
Messages.

Table 3.3 — HART Device General configuration parameters
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3.56.2.2 Advanced Messages

The PLX51-HART-81 module supports configurable HART commands that can be

sent and processed in the background. These HART commands are configured in

the Advanced Messages tab. Up to 16 Advanced Messages can be configured per
HART device with configurable update rates.

To configure each Advanced Message, click on the BUILD button as shown below:

':5:’ HARTSI - 00 - Device Configuration EI@

Advanced Messages

HART Update Request  Request DS
Command Rate Dynamic Offset

] O

Response

Description Build DS Offset

Request Data Response

Figure 3.24 — HART Device Advanced Message Configuration

Once the BUILD button is pressed, then the Advanced Message Builder is opened as
shown below.

%+ Advanced Message Builder X
Command
Description | TotalCycles |
Command 123 Update Rate (s) Auto Trigger
Data IDS Offset Request Size (] Dynamic Data
Reformat None e Process Response
Static Data ‘
Response
Data IDS Offset Message Offset lIl (bytes)
Reformat None hd Max Copy Size (bytes)
T] Cancel

Figure 3.25 — HART Device Advanced Message Builder

The HART Device Advanced Message configuration consists of the following

parameters:

Parameter Description

Command

Description The user description of the specific Advanced Message

Command The HART command to be sent

Data IDS Offset If the Dynamic Data option has been selected, then the data to be sent with
the HART command (with the Request Size number of bytes) will be read
from this Internal Data Space Offset.

Reformat Used to specify how the data is formatted before sending with the HART

command.

None: No reformatting applied. (AA BB CC DD)
BB AA: 16bit Byte swap

BB AA DD CC: 32bit Byte Pair Swap

CC DD AA BB: Word Swap

DD CC BB AA: Word and Byte Pair Swap
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Update Rate The period (in seconds) between the specific HART message being sent.
Request Size The number of data bytes to follow the HART command.
Static Data If the Dynamic Data option has not been selected, then the user can enter
fixed data to be sent with the HART command.
The data will need to be entered as a space-delimited, hexadecimal string.
For example: OA 0D 12 EE
Auto Trigger When this option has been selected, then the HART message will be sent at
the update rate. If Auto Trigger has not been selected, then the specific HART
message will only be sent once, when the HART device starts-up.
Dynamic Data Data will be read from the Data IDS Offset to be sent with the HART
command when Request Size is greater than 0.
Process Response The response received from the HART device for the command sent will be
processed if this option is selected. Otherwise, the response will be discarded.
Response Note: This section is relevant only if Process Response has been selected.
Data IDS Offset Where the response HART data will be stored.
Reformat Used to specify how the HART response data is formatted before writing it to
the Internal Data Space.
None: No reformatting applied. (AA BB CC DD).
BB AA: 16bit Byte swap
BB AA DD CC: 32bit Byte Pair Swap
CC DD AA BB: Word Swap
DD CC BB AA: Word and Byte Pair Swap
Message Offset Specifies the byte offset of the response, that will be copied.
Max. Copy Size The maximum number of bytes to copy.
Table 3.4 — HART Device Advanced Message parameters
Once the configuration is done and the OK button is pressed, the Advanced
Messages will appear in the list.
4 HARTBI - 00 - Device Configuration =h AR ="
General Advanced Messages
Advanced Messages
Description Build c;nAj; g Ug:?: gs:;‘;i RB%';:;JDS Request Data  Response EZS%E;?;:;
3 TotalCycles [ ] 128 10 O 0 2010
0 O
Figure 3.26 — HART Device Advanced Message List
ProSoft Technology, Inc. Page 39 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Setup
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

3.5.3 HART Device Parameterization

There are certain standard HART parameters that can be updated and read from the
HART device (e.g., Tag, Units, Damping, Node Address, etc.) by the PLX50CU
software. Some parameters can be accessed in the Device List of the Channel
Status and others by the Device Configuration tab in the Status window (once the
HART device has been added).

3.5.3.1 Device Li

st

It is important to note that the HART device node address can be changed from this
list via the WRITE ADDRESS option.

General DE HART Statistics  Calibration

Device Scan

Start Address |0 ~ End Address
Addr Manufacturer Device Device ID HART
Type Rev

nm Add Device .I

Refresh

Squawk

Unlock

Lock - Permanent
Lock - Temporary
Write Tag, Descriptor
Write Long Tag
Write Address

Disable Burst

Figure 3.27 — HART Device Parameterization — Device List

Option Command Description
Refresh - Update the displayed parameters
Request the HART device to visually identify itself, typically by
Squawk 72 flashing its display or LEDs.
Usually used to locate the device in a field installation.
Unlock 71 Unlocks the device allowing configuration changes to be made.
Locks the device’s configuration, preventing any changes to its
Lock - Permanent 71 configuration. The Lock will remain in place following a device reset

or power cycle.

Locks the device’s configuration, preventing any changes to its

Lock - Temporary 71 configuration. The Lock will be removed following a device reset or
power cycle.

Write Tag, Descriptor 18 Updates (writes) the Tag and Descriptor of the device.

Write Long Tag 22 Updates (writes) the Long Tag of the device.

Updates (writes) a new Polling Address (short address) of the
device and specifies the Current Signaling Mode.

Write Address 6 When using multidrop, the Current Signaling Mode should be
disabled.
Used to disable Burst mode.

Disable Burst 109 When a device has Burst mode enabled, it will continuously and

autonomously transmit data with a master requesting it.
Burst mode must disabled on all devices on a multidrop channel.

Table 3.5 — HART Device Commands
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3.5.3.2 Status Window

When a HART device has been added, certain device parameters can be updated
from the Status window. It is also important to note that the HART device can be
reset from this window by pressing the MASTER RESET button.

User Manual

General Device Info Device Statu Advanced Status HART Statistics Advanced Messages
Identity
Tag TT4212 Date 2022/05/31
Descriptor HART SLAVE 24 Write
Range
LRV (4mA) 0 URV (20mA) 200
Units Degrees Celsius Wirite
Miscellaneous
Advanced
Damping 1 Write Self Test
Message TEST Write: Master Reset

Figure 3.28 — HART Device Parameterization — Status Window - Device Configuration

The HART Device Configuration consists of the following parameters:

Parameter Description

Identity

Tag The user tag name configured in the field device. (8 characters).
Note: The Tag, Descriptor and Date are updated together.

Descriptor The user descriptor configured in the field device. (16 characters).
Note: The Tag, Descriptor and Date are updated together.

Date The date when the tag and descriptor configuration was last modified.
Note: The Tag, Descriptor and Date are updated together.

Range

LRV The Lower Range Value in engineering units represented by the 4-mA analog signal.
Note: The LRV, URV and Range Units are updated together.

URV The Upper Range Value in engineering units represented by the 20-mA analog
signal.
Note: The LRV, URV and Range Units are updated together.

Units The engineering units in which the LRV and URV values are specified.

Note: The LRV, URV and Range Units are updated together.

Miscellaneous

Damping The damping value is specified in seconds. Damping refers to the digital filtering of
process variables to remove transient and potentially erroneous deviations from the
actual measure variable.

Message A user defined 32-character message stored in the field device.

Table 3.6 — HART Device Advanced Message parameters
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3.6

Channel Calibration

Important: Before commencing with calibration ensure that it is safe to do so. The simulated current
values could translate to extreme process variables in the connected control system which may cause
unexpected results. Failure to do so could result in severe equipment damage and personal injury.

3.6.1 Current Calibration
To re-calibrate a PLX51-HART-8| module to current:

1 Using an external milliamp source, adjust the current to 4 mA, or as close as
possible to 4 mA.
2 Enter the exact milliamp value, read from an external meter, into the Low
Value Actual numeric inputs.
3 Press the Low VALUE (4 mA) CAPTURE button, to capture the current
(un-calibrated value) into the Capture field.
4 Using the external milliamp source, adjust the current to 20 mA, or as close
as possible to 20 mA.
5 Enter the exact milliamp value, read from an external meter, into the High
Value Actual numeric inputs.
6 Press the HIGH VALUE (20 mA) CAPTURE button, to capture the current
(un-calibrated value) into the Capture field.
7 The new Span and Offset calibration settings will be automatically calculated.
(See figure below).
8 Press ACCEPT to write these new calibration figures to the module.
9 The Calibration Type will then change to User Calibration, to reflect the
changes.
[2] PLXS1HARTEI - Channel 0 Status = O X"
General Device List HART Statistics Calibrafion
Active Calibration - Current Active Calibration - Voltage
Span 1.0000 Span 1.0000
Offset 0.0000 Offset 0.0000
Date Time ‘ 2025/03/05 02:00 Date Time 2025/03/05 02:00
Type ‘ Factary Calibration Type Factory Calibration
Uncalibrated 3.964 mA Uncalibrated 0.923 Vv
New Calibration - Current New Calibration - Voltage
Actual (mA) Capture (mA) Actual (V) Capture (V)
High Value 200005 Capture 19.999 High Value 10.000 5 Capture
Low Value 40005 Capture 4.005 Low Value 00005 Capture
Span Offset Span Offset
New Cal. 1.0004 0.0065 Accept New Cal Accept
Figure 3.29 — User Calibration — Current
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3.6.2 Voltage Calibration
To re-calibrate a PLX51-HART-81 module for voltage, the steps below must be
followed:
1 Using an external voltage source, adjust the voltage to 0 Vdc, or as close as
possible to 0 Vdc.
2 Enter the exact voltage value, read from an external meter, into the Low
Value Actual numeric inputs.
3 Press the Low VALUE (0 Vdc) CAPTURE button, to capture the voltage
(un-calibrated value) into the Capture field.
4 Using the external voltage source, adjust the voltage to 10 Vdc, or as close as
possible to 10 Vdc.
5 Enter the exact voltage value, read from an external meter, into the High
Value Actual numeric inputs.
6 Press the HIGH VALUE (10 Vdc) CAPTURE button, to capture the voltage
(un-calibrated value) into the Capture field.
7 The new Span and Offset calibration settings will be automatically calculated.
(See figure below).
8 Press ACCEPT to write these new calibration figures to the module.
9 The Calibration Type will then change to User Calibration, to reflect the
changes.
I PLXS1HARTSI - Channel O Status B %"
General Devicelist HART Statistics Calibration
Active Calibration - Current Active Calibration - Voltage
Span 1.0000 Span 1.0000
Offset 0.0000 Offset 0.0000
Date Time | 2025/03/05 02:00 Date Time 2025/03/05 02:00
Type | Factory Calibration Type Factory Calibration
Uncalibrated 4.044 mA Uncalibrated 0.931 \'
New Calibration - Current New Calibration - Voltage
Actual (mA) Capture (mA) Actual (V) Capture (V)
High Value 20.000 5 Caplure 19.999 High Value 10,000 Capture 10.002
Low Value 4.000 3 Capture 4005 Low Value 0.000 3 Capture -0.001
Span Offset Span Offset
New Cal 1.0004 0.0065 Accept New Cal 09997 -0.0010 Accept
Figure 3.30 — User Calibration — Voltage
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3.7  Primary Interface
The PLX51-HART-81 module supports four Primary Interface options.

3.7.1 EtherNet/IP Target

A controller (e.g. Logix controller) can own the PLX51-HART-8I over EtherNet/IP
using up to 8 Class 1 EtherNet/IP connections when the Primary Interface is set to
EtherNet/IP target. This will allow the PLX51-HART-8I to exchange data with the
controller using the input and output assembly of the Class 1 EtherNet/IP
connections. Analog Input Channel Data as well as data from HART devices can be
mapped to the Logix controller over EtherNet/IP.

The user will need to add the PLX51-HART-8I to the Logix IO tree under an
EtherNet/IP bridge (e.g. 1756-EN2TR) or Ethernet Logix controller (e.g. 1756-L85E).

3.7.1.1 Studio / Logix 5000 Configuration

3.71.1.1  Add Module to EtherNet/IP /0 Configuration

The PLX51-HART-8I can be easily integrated with Allen-Bradley Logix family of
controllers. Integration with the Logix family in Studio5000 makes use of the EDS
Add-On-Profile (AOP) or a Generic Module Profile.

371111 EDS AOP (Logix V21+)

Before the module can be added to the tree, the module’s EDS file must be
registered.

Using RSLinx, the EDS file can be uploaded from the device after which the EDS
Hardware Installation tool will be invoked to complete the registration.

= RSWho - 1
v Autobrowse I i) R_E,__E'Eﬁl Browsing - node 192.168.1.167 found
B Q Workstation,

m-g5 Linx Gateways, Ethernet

#-=5 AB_ETH-1, Ethernet
ml-&5 AB_ETH-2, Ethernet
=-&& {AB_ETH-3, Ethernet:

[ % AB_ETHIP- Remove

Driver Diagnostics
Configure Driver
Upload EDS file from device

Security...
Device Properties
Module Statistics

Module Configuration

Figure 3.31 — EDS file upload from PLX51-HART-8I
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Alternatively, the EDS file can be downloaded from the product webpage at
www.prosoft-technology.com and registered manually using the EDS HARDWARE
INSTALLATION TOoOL shortcut under the Tools menu in Studio 5000.

ﬁ Logix Designer - HARTEI_Example [1756-L85E 35.11]

File Edit View Search Logic Communications | Tools | Window Help

B W = ¥4 9 Options...

= RN X Security 4
= oK I Path: <none= € Documentation Languages... &
5 = Energy Storage
i myo Offline fl. Mo Forces Import
Export »

EDS Hardware Installation Tool

4 . Controller HART8I_Example
<! Controller Tags Motion »
Controller Fault Handler Monitor Equipment Phases
Power-Up Handler
4 | Tasks Plug-In Manager...
4 ©¥MainTask Custom Toals...
P L MainProgram
Unscheduled IS ControlFLASH
NS

Figure 3.32 — EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix 10 tree
in Studio 5000. Under a suitable Ethernet bridge module in the tree, select the
Ethernet network, right-click and select the NEW MODULE option.

Controller Organizer v I X

a °F

4 Controller HART8I_Example
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 =l Tasks
4 £} MainTask
> L MainProgram
Unscheduled
b 7 Motion Groups
b 7 Alarm Manager
P Assets
e Logical Model
4 1/O Configuration
4 B9 1756 Backplane, 1756-A7
3 [0] 1756-L85E HARTSI_Example
4 f] [1] 1756-EN2TR eth0

.. Ethernet
4 & Ethernet B NewModule..

[ 1756-L85E HA Import Module...

Discover Modules...
Paste Ctrl+V

Print

Figure 3.33 — Adding a module
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The module selection dialog will open. To find the module, use the Vendor filter to

select only the Prosoft Technology modules, or the search criteria “PLX51” as

shown in the figure below.

Select Module Type

Catalog Module Discovery Favorites

pix51 Clear Filters Show Filtersy
Catalog Number Description Vendor Category
PLX51-DF1-MSG DF1 Messenger ProSoft Tech... Communications Adapter
PLX51-DL-232 PLX51-DL-232 ProSoft Tech.. Communications Adapter
PLX51-DLplus-232 PLX51-DLplus-232 ProSoft Tech.. Communications Adapter
PLX51-DNPS PLX51-DNPS ProSoft Tech.. Communications Adapter
PLX5T-HART-4I PLX5T-HART-4| ProSoft Tech.. Communications Adapter
PLX51-HART-8I PLX51-HART-8I ProSoft Tech.. Communications Adapter
PLX51-PEM PLX51-PBEM ProSoft Tech.. Communications Adapter
PLX51-PBS PLX51-PBS ProSoft Tech.. Communications Adapter
8 of 876 Module Types Found Addto Favarites
[[J Close on Create Create Close Help

Figure 3.34 — Selecting the module

Locate and select the PLX51-HART-8| module and select the CREATE option. The
module configuration dialog will open, where the user must specify the Name and IP
Address as a minimum to complete the instantiation.

5 New Module

- General* General

- Connection

~Module Info Type

- Internet Protocol

- Port Configuration Vendor.
Parent:
Name:
Description:

Revision:

Status: Creating

PLX51-HART-8I PLX51-HART-8l

ProSoft Technology

ethl

Ethemet Address

© Private Network: 1921681, _1611%5

HARTEI

Electronic Keying:

Connections:

Module Definition

(O)IP Address |
(O HostName:
1.001
Compatible Module
1/0 Connection 1
Change ...
OK Cancel

Figure 3.35 — Module instantiation

Help
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The PLX51-HART-8I supports up to 8 class 1 EtherNet/IP connections.

Important: The user will need to ensure that the number of connections configured in the General tab
of the module configuration (PLX50 Configuration Utility) matches the selected connection count in

Logix (Studio 5000).
B | New Module X
General* General
Connection
Madule Info Type: PLX51-HART-8] PLX51-HART-8l
Internet Protocol )
Port Configuration Vendor. ProSoft Technology
Parent ethl
Name: HARTSI Ethemet Address
. © Private Network: 1921681 161 =
Description: —
(OIP Address
() HostName
Module Definition
Revision 1.001
Electronic Keying: Compatible Module
Connections: I/O Connection 1
Status: Creating 0K Cancel Help

Figure 3.36 — Change number of IO Connections

Select the number of required connections.

# | Module Definition X
Revision: 1 e 001 5
Electronic Keying: Compatible Module ~
Connections:
Name Size Tag Suffix
. Input: |500 HARTSI01:1
Vo tion 1 SINT 1
ennection Output|496 HART8I01:01
s

1/0 Connection 2
I/0 Connection 3
I/0 Connection 4
I/0 Connection 5
I/0 Connection 6
I/O Connection 7
I/0 Connection 8

Figure 3.37 — Selection of 10 Connections
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The PLX51-HART-81 module will be in the Logix IO tree.

4 =.|/O Configuration
4 B9 1756 Backplane, 1756-A7
[ [0] 1756-L85E HARTSI_Example
4 f] [1] 1756-EN2TR eth0
4 g5 Ethernet

f§ 1756-EN2TR eth0

Figure 3.38 — Logix |0 tree

The Module Defined Data Types will automatically be created during the instantiation
process. These defined tags will need to be copied to and from meaningful
structures.

3.71.1.1.2  Generic Module Profile (Logix Pre-V21)

Important: When using a Generic Module Profile only a single connection is supported limiting the total
HART data that can be exchanged.

Important: When using the Generic Profile, ensure that the PLX51-HART-8I's Logix Profile has been
set to the Generic Profile option, otherwise the generated L5X Logix code will import with errors.

When using Logix versions prior to version 21, then the PLX51-HART-8I module must
be added to the RSLogix 5000 /O tree as a generic Ethernet module. This is achieved
by right clicking on the Ethernet Bridge in the RSLogix 5000 and selecting New Module
after which the ETHERNET-MODULE is selected to be added as shown in the figure

B | Select Module X
MNendor —
Cognex Corporati A
} /O Cont ID Reader Cognex Corporati
& 175 . ne... 10/100 Mbps Ethemet Port on Driveloga5730 Allen-Bradley
E 62 Electronic Overload Relay Communications Interface  Allen-Bradley
§ (1] 1756-EN2TR Eth ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge Allen-Bradley
A m ETHERNET-MODULE Genenc Ethernet Module Allen-Bradley
[ New Module... |:> EtherNetIP Softl ogin5400 EtherNet/IP Alien-Bradiey
T - ILX34-AENWG 1734 Wireless Ethernet Adapter, Twisted-Pair Media  ProSoft Technolo
In-Sight 1 Vision System Cognex Corporati
In-Seght 3 Vision System Cognex Corporats
Print » .
In-Sight & Vision System Cognex Corporat o
Find Add Favorke
8y Category By Vendo Favonte:
oo | [

Figure 3.39 - Add a Generic Ethernet Module in RSLogix 5000

The user must enter the IP Address of the PLX51-HART-8] module that will be used.
The assembly instance and size must also be added for the input, output, and
configuration in the connection parameters section.
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The required connection parameters for the PLX51-HART-8I module are shown below:

Connection Parameter Assembly Instance Size

Input 110 500 (8-bit)
Output 111 496 (8-bit)
Configuration 102 0 (8-bit)

Table 3.7 - RSLogix class 1 connection parameters for the PLX51-HART-8| module

New Module X
Type: ETHERNET-MODULE Generic Ethernet Module
Vendor. Rockwell Automation/Allen-Bradley
Parent eth0
) Connection Parameters
Name: HARTSI
Assembly )
Description: Instance: Size:
Input: 110 500 2| (8-bit)
Output 111 4% 2 (@bt
C F t Data-SINT e =
omm o Configuration: 102 o - | (8-bit)
Address [ Host Name
QP Address: 192 . 168 . 1 . 100
() HostName:
Open Module Properties Cancel Help

Figure 3.40 - RSLogix 5000 General module properties for PLX51-HART-8I module

Important: The user will need to enter the exact connection parameters before the module will establish
a class 1 connection with the Logix controller.

Next the user needs to add the connection requested packet interval (RPI). This is
the rate at which the input and output assemblies are exchanged. Refer to the
technical specification section in this document for further details on the limits of the
RPI.
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3.711.2  Logix Mapping

PLX50 Configuration Utility (PLX50CU) will generate the required UDTs and
Routines (based on the Internal Map) to map the required analog and HART data.
The user will need to select the RECOMMEND button in the Internal Map tab to
automatically populate the Internal Mapping and generate the .L5X file for Logix
mapping, routines, and UDTs.

+ HART8I - Configuration =l
General EtherNey/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Mapf :\mema\Map: onstants Advanced

Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g LI Al Oftast | Destination Type tance Sub-Tag Offeot | BiOffesr  Count  Copy Function Reformat
» 1 |System v Staus  v| 0 EIP Target + |Connection 0~ 0 56  [BytetoByte  ~|None v

Figure 3.41 — Internal Mapping Recommend

% Auto-Map Options X

Auto-Map Options
Modbus HR Start 1000
System Status
Channels

[_] Channel HART Statistics

Ok Cancel

Figure 3.42 — Auto-Map Options popup

‘é;‘ HARTSI - Configuration E@

General EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map | Intemai Map | Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Type  Source Instance Siif:g SO";;;E S"O“"'Cs:?" Destination Type D‘jss"‘g:gg” D;:g??:;" Deg""”:;‘(‘"” D;f‘g;;;” Count  Copy Function Reformst
» 1 |system ~ Status v 0 EIP Target ~ |connectiono |~ 0 56  |BytetoByte - |None v
2 |Channel 0 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 56 16 |BytetoByte - |None ~
3 |Channel 0 ~ | Device v |Data v 0 EIP Target + |connection 0~ 72 36 |BytetoByte  “|None v
4 |channel 1 ~ |Main v |Analog v 0 EIP Target ~ |connection0 ~ 108 16 |ByletoByte v |None ~
5 |Channel 2 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 124 16 |BytetoByte - |None ~
6 |Channel 3 ~ | Main v |Analog v 0 EIP Target + |connection 0~ 140 16 |BytetoByte - |None v
7 |Channel 4 ~ | Main v |Anslog v 0 EIP Terget ~ |connection 0+ 156 16 |ByietoByte v |None v
8 |Channel 5 ~ | Main v |Analog v 0 EIP Target ~ |Connection 0~ 172 16 |BytetoByte - |None ~
9 |Channel 6 ~ | Main v |Analog v 0 EIP Target + |connection 0~ 188 16 |BytetoByte - |None v
10 |Channel 7 ~ | Main v Anslog v 0 EIP Terget ~ |connection 0~ 204 16 |ByietoByte v |None v

Figure 3.43 — Internal Mapping Auto Populated

Note: If the Auto Mapping for EtherNet/IP Target has been selected in the Advanced tab of the
PLX50CU configuration, then the RECOMMEND button will be greyed out and the auto mapping will
automatically be generated. The Auto Mapping for EtherNet/IP Target will be enabled by default.

5 HART8I - Configuration
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants

Mapping Options

Auto Mapping for EtherNetIP Target [ Include HART Statistics

Ethernet Network

[ = T T = T =

Figure 3.44 — Auto Mapping for EtherNet/IP Target
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The user can then generate the required Logix and UDTs by right-clicking on the
module in PLX50CU and selecting the GENERATE LOGIX L5X option.

°:§Z° ProSoft PLX50 Configuration Utility - PLXSTHARTSI_Example*

File  Device
Dl WX O

Project Explorer

Tools

=& PLXSTHARTSI_Example

Window Help

+.202 ¢

- Configurati

"l Security
- Channel 0

.= Channel 1
-k Channel 2

&= Channel 3
ol Channel 4
&= Channel 5
-l Channel 6
-l Channel 7

SR N HARTS! (PLjgs

Configuration

= (Connection Path

dF Go Online

& Download

4 Upload

Verify Configuration

g Copy

[+ Export
% Delete
o Status

| # Generate Logix L5X

Export Modbus Summary CSV
Export Modbus Expanded CSV
[= Export Configuration File

Figure 3.45 — Selecting Generate Logix L5X

The user will then be prompted to select a suitable file name and path for the .L5X

file.

% Select a Logix XML Import/Export File

- v

> Documents > ProSoft Technology

Organize ~ New folder

v [l Desktop Name
> £% Home I

ﬂ Gallery

[} Aparian

@l Desktop

— Documents

i Downloads

O Music

P Pictures

vov v v v

Date modified

&]

Type

X

Search ProSoft Technology P

File name: | HART8ILLSX

Save as type: Logix XML File (*L5X)

~ Hide Folders

Figure 3.46 — Selecting the Logix .L5X file name

Save

Cancel
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This .L5X file can now be imported into the Studio 5000 project by right-clicking on a

suitable PROGRAM > ADD > IMPORT ROUTINE.

Controller Organizer v I x

a s

4 ! Controller HART8I_Example
<? Controller Tags
Controller Fault Handler
Power-Up Handler

4 =l Tasks
4 3 MainTask
< Pal Add > 3 Mew Routine...
Mz
Unscheal *® Cut Ctri+X | {7 New Local Tag.. Ctrl+W
b 1 Motion Grou 01 Copy Ctrl+C New Parameter...
P i Alarm Mana( (1] Paste Ctrl+V Import Routine..
P i Assets Delete Delete
e Logical Mod
4 =11/0 Configur Verify
4 B3 1756 Bac Cross Reference Ctrl+E
Do) 17 ]
4 g7 Browse Logic... Ctrl+L
4 & Ett Find in Logical Organizer
g Online Edits
B
4 g% Ethernet Print
1756~

Export Program...

Properties Alt+Enter

Figure 3.47 — Importing the .L5X file into Studio 5000
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Select the previously created .L5X file and accept the import by pressing OK.

The import will create the following:
e Mapping Routine

o Multiple UDT (User-Defined Data Types)
e Multiple Controller Tags

Since the imported mapping routine is not a Main Routine, it will need to be called
from the current Main Routine.

Figure 3.48 — Calling the mapping routine

-

Tasks

JSR

Routine Name HART8IMap

4 £} MainTask
4 L MainProgram

<! Parameters and Local Tags
& MainRoutine

HARTSIMap

Unscheduled

Motion Groups
Alarm Manager

Assets
Add-On Instructions
Data Types

= User-Defined

Fi

Fi

#i HART8IChOx9AA3

i HART8IINXES01

i PSH8ChannelAnalog

i PSH8ChGeneric

i PSHBHARTDevice

i PSHBHARTStatistics

i PSH8SystemStatus

i PSHExplicitHARTRequest
i PSHExplicitHARTResponse

= Strings

m Add-On-Defined
= Predefined

= Module-Defined

Figure 3.49 — Imported Logix Objects
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Several PLX51-HART-8I specific (UDT) tags are created that reside under the main
PLX51-HART-8I UDT.
Name =z|~ Value + Style Data Type
4 HARTSIlIn {.} HART8IlInxES01
b HART8IlIn.Status {.} PSH8SystemStatus
» HART&IIn.ChO .} HARTBIChOx9AA3
# HART8IIn.Ch1 .} PSH8ChGeneric
# HART8IIn.Ch2 {.} PSH8ChGeneric
» HART&IIn.Ch3 .} PSH&ChGeneric
» HARTSIIn.Ch4 .} PSH&ChGeneric
+ HART8IIn.Ch5 {.} PSH8ChGeneric
» HART8IIn.Ché {.} PSH8ChGeneric
b HART8IIn.Ch7 .} PSH&ChGeneric
Figure 3.50 — PLX51-HART-8I tag overview
The Status tag displays the status and diagnostics information of the
PLX51-HART-8I.
Name =z|« Value * Style Data Type Description
4 HART8IIn.Status [ PSH8SystemStatus
HARTS8IIn.Status.ConfigValid 0 Decimal BOOL Configuration Valid (0=Invalid, 1=Valid)
HARTS8IIn.Status.EIPOriginatorCommsOk 0 Decimal BOOL EtherNet/IP Originator (0=Fail,1=0k)
HART8IIn.5tatus.ModbusOnline 0 Decimal BOOL Modbus Status (0=0ffline,1=0nline)
HARTS8IIn.Status.EIPOwned 0 Deamal BOOL EtherNet/IP Target: (0=Not-Owned, 1=0wned)
HARTB8IIn.Status.Power 10k 0 Decmal BOOL Power Input 1 (0=0ff, 1=0n)
HARTSIIn.Status.Power20k 0 Decimal BOOL Power Input 2 (0=0ff, 1=0n)
HARTS8IIn.Status.ControllerRunMode 0 Decimal BOOL Controller Mode (0=Program, 1=Run)
HARTS8IIn.Status. NTPOK 0 Decimal BOOL NTP Status ( O=Fail, 1=0k)
HART8IIn.Status. CANBusOk 0 Decimal BOOL CAN Bus Status (0=Fail, 1=0k)
HART8IIn.Status.RTCValid 0 Decmal BOOL Real-Time Clock Status (O=Fail, 1=0k)
» HART8lIn.Status.ConfigCRC 16+#0000 Hex INT Configuration Checksum
» HARTS8IIn.Status.CurrentCANBaud 0 Decimal INT Current CAN bus BAUD (0=10k,1=20k2=50k,3=125.}
» HARTS8IIn.Status.Uptime 0 Decimal DINT Uptime
» HARTS8IIn.Status.FreeRunCounter 0 Decimal DINT Free Running Counter
» HART8IIn.Status.DateYear 0 Decimal INT Date Year
» HART8lIn.Status.DateMonth 0 Decimal INT Date Month
» HARTS8IIn.Status.DateDay 0 Decimal INT Date Day
» HART8IIn.Status.TimeHour 0 Decimal INT Time Hour
» HARTS8IIn.Status.TimeMinute 0 Decimal INT Time Minute
» HART8IIn.Status.TimeSecond 0 Decimal INT Time Second
HARTS8IIn.Status.DeviceTemperature 0.0 Float REAL Device Temperature (Degrees Celsius)
» HARTS8IIn.Status.DIPSwitchesAtStartup 0 Decimal INT DIP Switches at startup
» HARTS8IIn.Status.DIPSwitchesCurrent 0 Decimal INT DIP Switches current
» HART8IIn.5tatus.EthPort15tatus 0 Decimal INT Ethernet Port 1 Status (BitD: O=LinkDown, 1=LinkUp..|
» HARTS8IIn.Status.EthPort2Status 0 Decimal INT Ethernet Port 2 Status (Bit0: 0=LinkDown, 1=LinkUp..|
b HARTS8IIn.Status.EthSwitchMode 0 Decimal INT Ethernet Switch Mode (0=Switch, 1=Split)
¥ HARTS8IIn.Status.DLRStatus 0 Decimal INT Device Level Ring Status (Bit0: 0=Disable,1=Enabl...
» HARTS8IIn.Status.NTPStatus 0 Decimal INT NTP Status (Bit0: 0=Disabled,1=Enabled; Bit1: 0=N...
» HART8IIn.Status.PTPStatus 0 Decimal INT PTP Status (Bit: 0=Disabled,1=Enabled; Bit1: 0=N...
Figure 3.51 — Status tag
ProSoft Technology, Inc. Page 54 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Setup
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual
The Channel tag will provide the analog input data as well as any HART device
connected to that specific analog input channel.
Name =2/~ Value + Style Data Type Description
4 HARTEIIn {3 HARTS8IInxE801
b HARTSIIn.Status {] PSH8SystemStatus
4 HART8IIN.ChO {3 HART8ICh0x9AA3
4 HART8IIn.Ch0.Analog L. PSH8ChannelAna...
HART8IIn.Ch0.Analog.HARTEnabled 0 Decimal BOOL HART Communication (0=Disabled, 1=Enabled)
HART8IIn.Ch0.Analog.AnalogFilter 0 Decimal BOOL Analog Filter (0=Disabled, 1=Enabled)
HARTS8IIn.Ch0.Analog.EnableDUALMasters 0 Decimal BOOL Dual Master Support (0=Disabled, 1=Enabled)
HART8IIn.Ch0.Analog.UnderRange 0 Decimal BOOL Channel UnderRange (0=0k, 1=UnderRange)
HARTSIIn.Ch0.Analog.OverRange 0 Decimal BOOL Channel OverRange (0=0k, 1=0OverRange)
HART8IIn.Ch0.Analog.LoopOpen 0 Decimal BOOL Loop Open (0=0k, 1=0Open Circuit)
HART8IIn.Ch0.Analog.LoopShorted 0 Decimal BOOL Loop Shorted (0=0k, 1=Short Circuit)
HART8IIn.Ch0.Analog.BurstModeActive 0 Decimal BOOL Burst Mode (0=Disabled, 1=Enabled)
HARTS8IIn.Ch0.Analog.RelayMsgPriority 0 Decimal BOOL Relay Message (0=Normal, 1=Priority)
HART8IIn.Ch0.Analog.CalibrationFactoryCurrentOk 0 Decimal BOOL Factory Current Calibration (0=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CalibrationFactoryVoltageOk 0 Decimal BOOL Factory Voltage Calibration (0=Invalid, 1=0k)
HARTS8IIn.Ch0.Analog.CalibrationUserCurrentOk 0 Decimal BOOL User Current Calibration (0=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CalibrationUserVoltageOk 0 Decimal BOOL User Voltage Calibration (O=Invalid, 1=0k)
HART8IIn.Ch0.Analog.CurrentValue 0.0 Float REAL Raw Current Value (mA)
HART8IIn.Ch0.Analog.ScaledValue 0.0 Float REAL Scaled Value
HART8IIn.Ch0.Analog.VoltageValue 0.0 Float REAL Raw Voltage Value (V)
Figure 3.52 — Analog Input Channel Specific tags
Name zz|~ Value + Style Data Type Description
4 HART8IIn -} HART8IInxE801
b HARTS8IIn.Status {.} PSH8SystemStatus.
4 HART8IIN.ChO -} HART8IChOx9AA3
b HART8IIn.Ch0.Analog {.} PSH8ChannelAna...
4 HART8IIn.Ch0.Device {.} PSH8HARTDevice
» HART8IIn.Ch0.Device NodeAddress 0 Decimal INT Node Address
» HART8IIn.Ch0.Device HARTStatus 16#0000 Hex INT HART Status
HART8IIN.Ch0.Device.DeviceOnline 0 Decimal BOOL Device Online (0=0ffline, 1=0nline)
HARTB8IIn.Ch0.Device.RelayMessagelnhibited 0 Decimal BOOL Relay Message Control (0=Normal,1=Inhibited)
HART8IIn.Ch0.Device.PV 0.0 Float REAL Primary Variable
HART8IIn.Ch0.Device.SV 0.0 Float REAL Secondary Variable
HART8IIn.Ch0.Device.TV 0.0 Float REAL Tertiary Variable
HART8IIn.Ch0.Device.FV 0.0 Float REAL Fourth Variable
» HARTS8IIn.Ch0.Device PVUnitsCode 0 Decimal INT Primary Variable Units Code
b HARTS8IIn.Ch0.Device.SVUnitsCode 0 Decimal INT Secondary Variable Units Code
» HART8IIN.Ch0.Device. TVUnitsCode 0 Decimal INT Tertiary Variable Units Code
» HART8IIn.Ch0.Device FVUnitsCode 0 Decimal INT Fourth Variable Units Code
» HART8IIn.Ch0.Device AdvMsgSuccess 2#0000_0000_0000_0000 Binary INT Advanced Message Success (1 bit per Adv Msg lte...
» HARTS8IIn.Ch0.Device AdvMsgActivity 2#0000_0000_0000_0000 Binary INT Advanced Message Activity {1 bit per Adv Msg lte..
Figure 3.53 — Analog Input Channel — HART Device Specific tags
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3.7.1.2 Internal Data Space Mapping

When the module is operating as an EtherNet/IP Target, the data from the originator
device (e.g. Logix Controller) can be mapped to the PLX51-HART-8I using the
Internal Map. The Internal Map configuration window is opened by either
double-clicking on the module in the tree or right-clicking the module and selecting
CONFIGURATION and selecting the Internal Map tab.

3.71.21  IDS Copy - EtherNet/IP Target Source

When copying data from a connection originator (e.g. the output assembly from the
Logix Controller) to the module, the Source Type must be set to EIP TARGET.

+% HARTSI - Configuration = B x|
General | EtherNeyIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination  Destination

s T s Inst Destination
ource Type ource fnstance nstance Sub-Tag Offset Bit Offset ount Function

Figure 3.54 — IDS Copy — EtherNet/IP Target Source Type

The Source Instance will be the connection number, which can be connection 0 to 7,
based on the number of connections configured.

The Source Offset is the offset in the EtherNet/IP output assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.71.2.2 IDS Copy - EtherNet/IP Target Destination

When copying data from the module to the EtherNet/IP Target input assembly, the
Destination Type must be set to EIP TARGET.

‘15;‘ HART8I - Configuration E@

General EtherNetIP Devices EtherNet/P Map Modbus Modbus Auxiliary Map Intemal Map  Constants  Advanced
Internal Map (max. of 300 items.) Recommend

estination Destination ~ Destination Destination . Copy
stance Sub-Tag Offset  Bit Offset Function

2000 10 |Bytet. ~|None
o 16 |Bytet. v |Nome

Source Type Source Instance Reformat

1 EP Target ~ | Connection 0 v 0
» 2 |Channel0 ~ |Main ~ | Analog ~ 0

Figure 3.55 — IDS Copy — EtherNet/IP Target Destination Type

The Destination Instance will be the connection number, which can be connection 0
to 7, based on the number of connections configured.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

Note: If the Auto Mapping for EtherNet/IP Target has been selected in the Advanced tab of the
PLX50CU configuration, then the auto mapping will automatically be generated, and no mapping setup
is required from the user. This is recommended.
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3.7.2 Modbus Server

The PLX51-HART-8I can operate as a Modbus Server for Modbus TCP, RTU232,
and RTU485. An external Modbus Client can read and write to the full Modbus
Register range in the PLX51-HART-8Il. The PLX51-HART-8I can operate as a
Modbus Server for Modbus TCP, Modbus RTU232, and Modbus RTU485
simultaneously. The user will need to configure the relevant Modbus Parameters as

shown below.

The Modbus configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting

the Modbus tab.

¥ HARTSI - Configuration

General EtherNet/IP Devices EtherNet/IP Map M

Modbus Settings

Local Node

TCP Port

Update Rate

Retry Limit

Response Timeout

Inactivity Timeout

Base Offset Type

(%}

1000
000

1000

=

S Modbus Auxiliary Map Intemal Map Constants Advanced

R5232 Port

= BAUD Rate 19200 ~  (kbit/s)
(0 implies default port 502) Parity MNone ~
(ms)

R5485 Port

BAUD Rate 19200 v (kbit's)
(ms)

(ms) Parity Mone ~

Modbus (Base 0) ~ [[] Terminate RS485

Ok Apply Cancel

Figure 3.56 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description
Local Node The Modbus Node address assigned to the module.
TCP Port The TCP port to be used for the Modbus TCP communication.

By default, the module will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between Client requests to the target
Modbus device.
(Modbus Client mode only)

Retry Limit

The number of successive Modbus request retries before the request is
set to have failed.
(Modbus Client mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus
response.
(Modbus Client mode only)

Inactivity Timeout

The amount of time during which no Modbus requests have been
received before the module indicates that the connection to the Modbus
Client is no longer active.

(Modbus Server mode only)

Base Offset Type

Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.
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PLC (Base 1)
PLC addressing, where the first address is 1.

RS232 Port

BAUD Rate The RS232 serial port's BAUD rate. (Modbus RTU232)

Parity The RS232 serial port’s Parity configuration. (Modbus RTU232)
RS485 Port

BAUD Rate The RS485 serial port's BAUD rate. (Modbus RTU485)

Parity The RS485 serial port’s Parity configuration. (Modbus RTU485)
Terminate RS485 Enables the on-board 125Q RS485 terminating resistor.

Table 3.8 — Modbus parameters

The Modbus Node Number will need to be configured in the parameters above to
allow a Modbus Client to access the module as a Modbus Server device.

3.7.2.1 Internal Data Space Mapping

When the module is operating as a Modbus Server, the data from the Modbus
Registers (used to exchange data with the Modbus Client) can be mapped to the
module using the Internal Map. The Internal Map configuration window is opened by
either double-clicking on the module in the tree or right-clicking the module and
selecting CONFIGURATION and selecting the Internal Map tab.

Note: The user can select the RECOMMEND button in the Internal Map to auto map the module status
and analog input channel data as well as each HART device that is connected to the channel to the
recommended Modbus Registers.

4% HART8I - Configuration E=EER %"
General EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced
Internal Map (max. of 300 tems.) Recommend
Source Source  Sowrce Bit Destination Destination  Destination Destination -
Source Type SourceInstance g ES P s Destination Type i s e et Gount Copy Function Reformat
" v ~ S

Figure 3.57 — Modbus Server — Internal Mapping Recommend

+5* HARTSI - Configuration E=RECR |
General | EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advance: d

Internal Map (max. of 300 items.) | Recommend
Source Type  Source Instance SSUE[')“_'T“:Q Sg""s’;f S”g;fje‘a“ Destination Type D;SS“Z:SS” D;EL‘T?:;” DE;‘:,”:Q‘;”” DEB“S“O”;S“;" Count Copy Function Reformat

b 1 System M Status M 0 MB Register |HR v 1000 56 Byte to Byte ~ |None M

2 | Channel 0 ~ | Main vlAnalog - 0 MBRegister  ~ HR ~ 1028 16 [BytetoByte - None ~

3 | Channel 0 | Device ~ |Data v 0 MB Register ~ HR v 1036 36 Byte to Byte ~ |None v

4 |Channel 1 v |Main | Analog w 0 MB Register v |HR v 1054 16 Byte to Byte ~ |None v

5 |Channel2 ~ | Main vlAnglog  ~| 0 MB Register ' |HR v 1062 16 [BytetoByte  “ None v

6 | Channel3 ~ | Main vlAnalog - 0 MB Register  ~ HR ~ 1070 16 [BytetoByte - None ~

7 |Channel 4 | Main | Analog v 0 MB Register v HR ~ 1078 16 Byte to Byte ~ |None ~

8 |Channel 5 v |Main v | Analog M 0 MB Register |HR v 1086 16 Byte to Byte ~ |None M

9 | Channel § ~ Main vlAnalog  ~| 0 MBRegister  ~ |HR ~ 1094 16 [BytetoByte  ~ None ~

10 |Channel 7 ~ |Main ~ | Analog v 0 MB Register |HR ~ 1102 16 Byte to Byte ~ |None ~

Figure 3.58 — Modbus Server — Internal Mapping Updated
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3.7.21.1  IDS Copy — Modbus Source

When copying Modbus data to the module, the Source Type must be set to MB
REGISTER.

«%- HARTSI - Configuration E@

General EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count Copy Function Reformat
yp Sub-Tag Offset Offset yp Instance Sub-Tag Offset Bit Offset Py

b ~ v v

Internal
EIP Target
EIP Originator
System
Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel 6
Channel 7

Figure 3.59 — IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

% HARTSI - Configuration = EER~%"
General EtherNeylP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced
Internal Map (max. of 300 items ) Recommend

Source Source Source Bit Destination T Destination Destination Destination Destination c t c Functi Ref N
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bt Offset oun opy Function eforma

» 1 |MBRegister - |[cs ~ 0 v 0 1 BytetoByte  ~ |None ~

v |CS w ~
IS
IR

HR

Source Type  Source Instance

Figure 3.60 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be
copied.

The Count is the number of bytes that will be copied.
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3.7.21.2  IDS Copy - Modbus Destination

When copying data from the module to a Modbus Register, the Destination Type
must be set to MB REGISTER.

i HARTSI - Configuration E@

General EtherNeylP Devices EtherNeylP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g7 Dtfsot Offapt | Destination Type atance, Sub-Tag Offet | Bt Offsst | COUNt Copy Function Reformat
» 1 |System v Status v 0 0 56 |BytetoByte - |None ~
< Internal <

VB Recister ___

Figure 3.61 — IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

5 HARTS! - Configuration =N o
General EtherNeyIP Devices EtherNet/IPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Source Type Source Instance g PR Offeet Offeat  Destination Type tonce Sub-Tag Offest | Btofeet  Count Copy Function Reformat

b 1 |System v Staus | 0 MBRegister - [cs ~ 0 56 |BytetoByte  “|None v

Figure 3.62 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.
The Count is the number of bytes that will be copied.
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3.7.3 Modbus Client

The PLX51-HART-8I can operate as a Modbus Client for Modbus TCP, RTU232, and
RTU485. The user will need to configure the relevant Modbus Parameters as shown
below followed by the configuration of the Modbus Auxiliary Map. This map will allow
the user to configure various read and write functions to external Modbus Registers,
to and from the internal Modbus registers.

The Modbus configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting

the Modbus tab.

< HARTSI - Configuration

Modbus Settings

Local Node
TCP Port
Update Rate
Retry Limit

Response Timeout

ERECR ">
General EtherNet/IP Devices FEtherNet/IP Map : Modbus | Modbus Auxiliary Map  Intemal Map Constants Advanced
RS232 Port
2 BAUD Rate 19200 ~ | (kbit/s)
502 (0 implies default port 502) Parity None ~
(ms)
RS485 Port
BAUD Rate 19200 ~ | (kbit/s)
(ms)
Parity None ~

Inactivity Timeout

Base Offset Type

1000 (ms)

Modbus (Base 0) ~

[ Terminate RS485

Ok Apply Cancel

Figure 3.63 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description
Local Node The Modbus Node address assigned to the module.
TCP Port The TCP port to be used for the Modbus TCP communication.

By default, the module will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between Client requests to the target
Modbus device. (Modbus Client mode only)

Retry Limit

The number of successive Modbus request retries before the request is
set to have failed. (Modbus Client mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus
response. (Modbus Client mode only)

Inactivity Timeout

The amount of time during which no Modbus requests have been
received before the PLX51-HART-8I indicates that the connection to the
Modbus Client is no longer active. (Modbus Server mode only)

Base Offset Type

Modbus (Base 0)

Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

RS232 Port

BAUD Rate The RS232 serial port's BAUD rate. (Modbus RTU232)

Parity The RS232 serial port’s Parity configuration. (Modbus RTU232)
RS485 Port

BAUD Rate The RS485 serial port's BAUD rate. (Modbus RTU485)

Parity The RS485 serial port’s Parity configuration. (Modbus RTU485)

Terminate RS485

Enables the on-board 125Q RS485 terminating resistor.

Table 3.9 — Modbus parameters
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3.7.3.1 Modbus Auxiliary Map

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating
interface. Up to 100 mapping items can be configured. Within the 100 mapping items,
a maximum of 20 Modbus TCP Server devices can be configured.

The Modbus Aux Map will be executed in a sequential manner, and a mapped item
will be executed at the Update Rate in the Modbus parameters. That is, the Update
Rate is the time between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double-clicking
on the module in the tree or by right-clicking the module and selecting
CONFIGURATION.

“ HART8I - Configuration =N E=h <"
General EtherNet/IP Devices EtherNey/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

Modbus Auxiliary Map (max. of 100 items_)

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 RS232 N4 Read ~ HR < 1000 10 1000 5 None ~
2 TCP © Write e HR < 2000 5 2000 192.168.1.200 ] None i

3 v ~ ~ w

Figure 3.64 — Modbus Auxiliary Map Configuration

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Port The external port to be used:
TCP: Modbus TCP (Ethernet)
RS232: Modbus RTU232
RS485: Modbus RTU485

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Read: Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus
Server.
Write: Write a Modbus Register (e.g. HR or CS) to a Modbus Server.
Register Type Modbus Register Type:

CS: Coil Status

IS: Input Status

IR: Input Register
HR: Holding Register

Local Reg. The local (internal) module Modbus register address.

Count The number of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.
Reformat Used to specify how the data is formatted before writing to, or after

reading from, the Modbus Server.

None: No reformatting applied. (AA BB CC DD).
BB AA: 16bit Byte swap

BB AA DD CC: 32bit Byte Pair Swap

CC DD AA BB: Word Swap

DD CC BB AA: Word and Byte Pair Swap

Table 3.10 — Modbus Auxiliary Map parameters
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3.7.3.2 Internal Data Space Mapping

When the module is operating as a Modbus Client, the data from the Modbus
Registers (used to exchange data with the Modbus Servers) can be mapped to the
module using the Internal Map. The Internal Map configuration window is opened by
either double-clicking on the module in the tree or right-clicking the module and
selecting CONFIGURATION and selecting the Internal Map tab.

Note: The user can select the RECOMMEND button in the Internal Map to auto map the module status
and analog input channel data as well as each HART device that is connected to the channel to the
recommended Modbus Registers.

<& HART8I - Configuration E@
General EtherNet/lP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Intemal Map  Constants  Advanced
Internal Map (max_ of 300 items.) Recommend
Source Source  Source Bit Destination Destination ~ Destination Destination

Sub-Tag Offset Offset ~ Destination Type Instance Sub-Tag Offsst  Bit Offset

" ~ ~ v

Source Type  Source Instance Count Copy Function Reformat

Figure 3.65 — Modbus Client — Internal Mapping Recommend

« HARTS| - Configuration E@

General EtherNeIP Devices EtherNeyIP Map Madbus Modbus Auwxiliary Map Intemal Map Constanis  Advanced

Internal Map (max. of 300 items.) [ Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination

SourceType  Source Instance g Ut Dot Offaet  Destination Type tonce Sub-Teg ofaot B Offsct | Count Copy Function Reformat
» 1 |System v Status v 0 MB Register HR ~ 1000 56 |BytetoByte v |None -
2 |Channel 0 v | Main v |Analog v 0 MB Register v |HR ~ 1028 16 |BytetoByte - |None v
3 |Channel 0 | Device - | Data - 0 MB Register  ~ |HR ~ 1036 36  |ByletoByte - None ~
4 |Channel 1 ~ | Main v |Analog v 0 MB Register  ~ |HR ~ 1054 16 |BytetoByte -~ |None v
5 |Channel 2 v | Main v |Analog v 0 MB Register v |HR v 1062 16 |BytetoByte |None v
6 |Channel 3 ~ | Main v |Analog v 0 MB Register  ~ |HR ~ 1070 16 |ByletoByte - |None -
7 |Channel4 ~ | Main |Analog v 0 MB Register  ~ |HR ~ 1078 16 |BytetoByte |None -
8 |Channel 5 v | Main v |Analog v 0 MB Register v |HR v 1086 16 |BytetoByte - |None v
9 |Channel 8 ~ | Main v |Analog v 0 MB Register  ~ |HR v 1094 16 |BytetoByte  “|None v
10 | Channel 7 ~ | Main |Analog v 0 MB Register  ~ |HR ~ 1102 16 |BytetoByte |None -

Figure 3.66 — Modbus Client — Internal Mapping Updated
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3.7.3.21  IDS Copy — Modbus Source

When copying Modbus data to the PLX51-HART-8I, the Source Type must be set to

MB REGISTER.

¥ HARTSI - Configuration
General EtherNetlP Devices EtherNetIP Map Modbus Modbus Auxiiary Map Intemal Map  Constants  Advanced
Internal Map (max. of 300 items )

Source Source  Source Bit Destination Destination ~ Destination Destination

Source Type  SourceInstance g, 70 Offset Offset ~ Destination Type Instance Sub-Tag Offset  Bit Offset

Figure 3.67 — IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

«¥ HARTSI - Configuration
General EtherNetlP Devices EtherNetlP Map Modbus Modbus Ausiliary Map Internal Map  Constants  Advanced
Internal Map (max. of 300 items )

Source Source  Source Bit Destination Destination ~ Destination Destination

Source Type  Sourcelnstance g g Offset Offset ~ Destination Type Instance Sub-Tag Offset Bt Offset

» 1 |MBRegister v |CS v 0 v 0
. ~ [cs -

IS

IR

HR

Figure 3.68 — IDS Copy - Modbus Source Instance

= e

Recommend

Count Copy Function Reformat

b=

Recommend

Count Copy Function Reformat

1 BytetoByte |None v

The Source Offset is the Modbus Register offset from where the data must be

copied.
The Count is the number of bytes that will be copied.
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3.7.3.2.2  IDS Copy - Modbus Destination

When copying data from the module to a Modbus Register, the Destination Type
must be set to MB REGISTER.

¥ HARTSI - Configuration r=E- s

General EtherNey/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  IntemalMap  Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type  Sourcelnstance g Offeet Offeet | Destination Type otance Sub-Tag Offeet | Biomset  Count Copy Function Reformat
» 1 |System v Status v 0 ~ 0 56 |BytetoByte  “|None v
. v Internal ~
EIP Target
EIP Originator
MB Register

Figure 3.69 — IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

5 HARTS! - Configuration =N o
General EtherNeyIP Devices EtherNet/IPMap Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Source Type Source Instance g PR Offeet Offeat  Destination Type tonce Sub-Tag Offest | Btofeet  Count Copy Function Reformat

» 1 |System ~ Status v 0 MB Register - [CS ~ 0 56 Byte to Byte ~ |None v
IR
HR
Figure 3.70 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.

The Count is the number of bytes that will be copied.
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3.7.4 EtherNet/IP Originator

The PLX51-HART-8I can operate as an EtherNet/IP connection originator for cyclic
(Class 1) or explicit (Class 3 or UCMM) data exchange. The explicit messaging can
be configured in the EtherNet/IP Devices and EtherNet/IP Map in the Master
configuration while the cyclic class 1 connections are added to the EtherNet/IP
Connections node under the module in the PLX50CU project tree.

Note: The module supports only 32-bit header real time format as the EtherNet/IP originator, which is
compatible with specific Rockwell Automation devices such as: 1794 FLEX 10, 1756 ControlLogix |0,
1734 Point 10.

3.7.4.1 EtherNet/IP Class 1 Device Connections

The module can establish up to 10 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devices. This can be done by either manually entering the connection
data into the Connection Parameter window, or by importing the configuration from
one or more of the following sources:

e Online Logix Controller
e Logix Controller L5X

e EDS File

e Connection Library

3.741.1  Manual Configuration
A class 1 connection can be added to the EtherNet/IP Connections tree by

right-clicking on the tree in PLX50CU and selecting ADD ETHERNET/IP CONNECTION.
'252* ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help
ValE XA A A TR e

Project Explorer

= &4 PLX5THARTBI_Example
= 1 HARTSI (PLX51-HART-8I)

------ # Configuration

-l Security

- Eﬂ'uerNethP Connectio -
i Channel 0 FI- Add EtherNet/IP Connection ||

----- = Channel 1
i.cla Channel 2

Figure 3.71 — Adding EtherNet/IP Class 1 Connection
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Next the user will need to enter the connection parameters for the Class 1
connection.

5 HARTSI - Class 1 Connection - =Bl ]
-] Import [~ Export  Tools
Connection Name Communication Status Offset 0
Connection Details
General Electronic Keying Advanced
Path Keying Disabled ~ Tick Time 32ms v
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Qut Multiplier x4 v
Input (T=>Q) 0 0 Product Code 0 Time-Out
Qutput (0=>T) 0 0 Major Revision 0 Transport Trigger Direction  Server v
Configuration 0 0 Minor Revision 0
Configuration
Ok Apply Cancel Help

Figure 3.72 — EtherNet/IP Class 1 Connection Parameters

Important: It is recommended that the user not change the values in the Advanced frame of the

connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Interface Fail Action

When communications to any of the HART devices have failed, the
EtherNet/IP 1O can be configured to either keep the connection running
as is, change the connection status to program mode, or force the
connection offline. This will allow the EtherNet/IP device to go into a
pre-determined state when the HART device communication fails.

General

Path

The path to the target device.

If the device is an Ethernet device, then this will be the IP address of
the module.

If the device is a module on a backplane or via an adapter, enter the IP
address of the bridge or adapter followed by the backplane port (for
example ‘1’) and the slot number of the device. Each item is separated
by a comma.

As an example, to connect to an Allen-Bradley Flex module (via the
Flex Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex
backplane, the user will need to enter the following path:
192.168.1.100,1,2 (IP address, port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which
the data will be sent from the originator to the target and vice versa.

Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) — Size
(bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size
(bytes)

The size in bytes of the configuration assembly.
Note: This is a read-only value and will be equal to the number of
bytes entered into the configuration window below.
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Electronic Keying
Keying Electronic Keying can be used to ensure that the target device is the
correct device type.

Disabled: Keying is not enabled, and no key information will be sent in
the connection establishment.

Compatible: Keying has been enabled with compatibility enabled. This
will allow devices with older firmware to also establish a connection.
Exact: Keying has been enabled and the exact device with specific
firmware revision will allow the establishment of the connection.

Vendor ID The Vendor ID of the target device.

Device Type The Device Type of the target device.

Product Code The Product Code of the target device.

Major Revision The Major Revision of the target device.

Minor Revision The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time For unconnected messages, this is the time for each tick to calculate
the unconnected Time-Out time.

Time-Out Ticks The number of ticks before the unconnected message is set for
timeout.

Time-Out Multiplier This is the multiplier of the RPI to define the connection timeout time.

Time-Out The unconnected message timeout time (read-only)

Transport Trigger Direction ~ The Transport Trigger direction: Server or Client.

Configuration

Data The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string.
For example: 0A 0D 12 EE
The configuration size will increase by one each time a byte is added to
the configuration.

Table 3.11 — EtherNet/IP Class 1 Connection Parameters

3.741.2 Import From Online Controller

The EtherNet/IP connection parameters are imported directly from an online Logix
controller.

3.741.21 Preparation

Before the connection information can be imported, some preparation is required
using Studio5000 and a Logix controller:
1 In Studio5000 create a new project and add the required EtherNet/IP device
in the 10 tree. If the device’s profile supports configuration, then configure the
device as required.

2 Download the project to a Logix controller.

Important: When instantiating modules in Studio5000 do not make use of the “Rack Optimization”
communication format.

Important: Some versions Logix (V32+) do not support the reading of the module’s configuration.
Where possible use an earlier version (e.g. V24).

Important: It is possible that not all the connection information will be imported as it may not be
available due to the type of device and Logix version.
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3.741.2.2 Import Connection Parameters

The connection parameters can be imported from the Logix controller by selecting
the IMPORT FROM ONLINE CONTROLLER option located under the Import menu of the
Class 1 Connection form.

+%* HARTSI - Class 1 Connection - ()
—*] Import | [+ Export Tools

L Import from Online Cantroller I
@ Import Controller L5X

Eos  |mport EDS File

IT  Import Connection Library

Figure 3.73 — Import from Online Controller
The Import Connection Parameters dialog will open.

Import Connection Parameters

Controller

Controller Path | | C]

Select Configuration Tag Target Browser

Tag Name TagType | *%§ (&

D 192.168.1.7 1 1756-EN2TR/C

E] D 192.168.1.9: 1756-EN2TR/B
o

ﬁ 01:1756-EN2TR/B

Select Connection . ---- D 02:1756-CNBR/E 11.005

o D 03:1756-A-PMIO
Device Product O->T O-=7

Type Code RPI (ms) Instance Size|

Vendor D 04 1756-A-PMIO

[ D 192.168.1.14 - 1756-EN2T/A

Figure 3.74 — Import Connection Parameters — Controller Path

Enter the path to the Logix controller. This can be either entered manually, or the
BROWSE button “...”, can be selected to launch the Target Browser, where the Logix
controller can be selected.
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Once the Logix controller path has been selected, all the device configuration tags
and device connections will be read from the controller and displayed in the
Configuration Tag grid and Connection grid respectively.

Import Connection Parameters — a
Controller
Controller Path ~ [192.168.1.9.1.0 [ Refresh Controller
Select Configuration Tag
Tag Name Tag Type Length Tag Database Count 8
. 8 . Config Tag Count 2
1 EthFlex0-C AB:1794_DOB-C:0 36 Reading Tag Erfars: 0
» 2 EthFlex:1:C AB:1794_IB16:C:0
Select Connection
Device Product O->T o->T T->0 T->0
Vendor Type Code RPI (ms) Instance Size Instance Size Path
1 1 7 34 500 6 0 2 1.1.2,192.168.1.113,1.1
3 1 12 90 200 1 8 2 20 1,1,2,192.168.1.113
Ok Cancel

Figure 3.75 — Import Connection Parameters — Select Connection

To import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration
Tag, when the new connection’s parameters are derived from the selected
Connection.

Once the appropriate selections have been made, press OK. The imported data will
be populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

3.741.3 Import From Controller .L5X File

Here the EtherNet/IP connection parameters are imported from a Logix controller’s
.L5X file.

3.741.31 Preparation

Before the connection information can be imported some preparation is required
using Studio5000:
1 In Studio5000 create a new project and add the required EtherNet/IP device
in the 1O tree. If the device’s profile supports configuration, then configure the
device as required.

2 Save the Studio5000 project as an .L5X file.

Important: When instantiating modules in Studio5000 do not make use of the “Rack Optimization”
communication format.

Important: It is possible that not all the connection information will be imported as it may not be
available in the .L5X file due to the type of device and Logix version.
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3.741.3.2 Import .L5X File

The connection parameters can be imported from the .L5X file by selecting the

IMPORT CONTROLLER L5X option located under the Import menu of the Class 1
Connection form.

43 HART8I - Class 1 Connection - ()
-+] Import | [+ Export  Tools
Import from Online Controller
Import Controller L5X
Import EDS File

9 15| & |=

Import Connection Library

Figure 3.76 — Import from Controller L5X

The Import L5X Device Configuration form will open.

Import L5X Device Configuration

Logix Designer L5X File

LEX File | El Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure 3.77 — Import L5X Device Configuration — Select L5X

Click on the BROWSE (“...”) button to select the previously generated .L5X file. The
modules found in the selected .L5X file will then be displayed in the Module List.

Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Vendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 |Local.ethO 1756-EN2TR 1 12 200 0
3 |eth0.Flex5000 5094-AEN2TRXT/A 1 12 323 0
(IR Flex5000.1B16 5094-IB16XT/A 1 7 412 64
5 |Flex5000.IF8 5094-IF8XT/A 1 115 325 384
6 Flex5000.0B16 5094-0OB16XT/A 1 7 413 64
7 |Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure 3.78 — Import L5X Device Configuration

Select the required module and click OK. The imported data will be populated into the

Connection form. The user can then modify the Connection Name, Path and RPI as
required.
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3.741.4 Import EDS File

The connection parameters can be imported from a suitable EDS file. Typically, this
approach is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, select the IMPORT EDS
FILE option located under the Import menu of the Class 1 Connection form.

¥ HARTSI - Class 1 Connection - ()

-] Import |[* Export Tools

B Import from Online Controller
g Import Controller L5X

E0s  |mport EDS File I

IT Import Connection Library

Figure 3.79 — Import EDS File

A Select an Electronic Data Sheet dialog will open allowing the user to select the

EDS file.
+4 Select an Electronic Data Sheet - EDS File X
&« v > ThisPC » OS(C) » Temp v C Search Temp »
Organize ~ New folder =- 1 @
~
ﬂ Aparian Name Date modified Type Size
8 Desktop \ 1/ 055A000C006D0100.eds 2023/04/14 09:47 EDS File 50 KB |
= Documents
' Downloads
O Music
P4 pictures
i3 videos
File name: | 055A000C006D0100.eds \/| Electronic Data Sheet - EDS File

Figure 3.80 — Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.
The user will need to select one of the IO connections.

Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C00780100.eds
Vendor:  Aparian

Product:  FF Link/B (A-FFL/B)

Select Connection

Name RPI (ms) ImSl:nTce O->T Size \n;;?ce 120 Size \n(;?gr:‘ge
B ocoweion 0w | o
2 1/O Connection 2 100 143 496 142 500 102
3 1/O Connection 3 100 145 496 144 500 102
4 1/O Connection 4 100 147 496 146 500 102
Cancel

Figure 3.81 — Select Connection
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The selected connection within the EDS file will be used to populate the Connection
parameters. The user can then modify the Connection Name, Path and RPI as
required.

3.741.5 Import Connection Library

The connection parameters can be imported from a previously created Connection
Library (.EIPCNX) file.

Note: Please contact support to receive a bundle of the latest Connection Library files, for commonly
used devices.

To import the connection parameters from a Library file, select the IMPORT
CONNECTION LIBRARY FILE option located under the Import menu of the Class 1
Connection form.

3% HART8I - Class 1 Connection - ()

+] Import | [+ Export  Tools

Import from Online Controller
g’ Import Controller L5X i

ens  |mport EDS File

IT  Import Connection Library

Figure 3.82 — Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters. The
user can then modify the Connection Name, Path and RPI as required.

3.741.6  Export Library File

To create a Library file for future use, select the EXPORT CONNECTION LIBRARY option
located under the Export menu.

%+ HARTSI - Class 1 Connection - ()

-+] Import |[+ Export | Tools

IT  Export Connection Library ||
Conneckerrarm

Figure 3.83 — Export Connection Library File
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3.7.4.2 EtherNet/IP Explicit Message Device Connections

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will
need to add each device as explained in the EtherNet/IP Devices section below.
Once the EtherNet/IP devices have been added the user can then configure the
required mapping for the EtherNet/IP Explicit messaging as shown in EtherNet/IP
Map section below.

3.74.21 EtherNet/IP Devices
This tab is enabled when the Primary Interface is set to ETHERNET/IP ORIGINATOR.

Up to 10 EtherNet/IP devices can be configured with up to 50 EtherNet/IP mapped
items allowing for either explicit EtherNet/IP Class 3 or Unconnected Messaging
(UCMM) to any of the 10 configured devices. The data from each EtherNet/IP device
is written to, or read from, an Internal Data Space with a size of 100Kbytes. See
section 8.3.2 Explicit EtherNet/IP Messaging for more details.

The EtherNet/IP Devices configuration tab is opened by either double-clicking on the
module in the tree, or by right-clicking the module and selecting CONFIGURATION.

% HARTSI - Configuration =l ]

General EtherNet/IP Devices EtherNey/IP Map Modbus Modbus Awiliary Map Internal Map Constants Advanced

Explicit EtherNet/IP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices (max. of 10 items.)

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 ucMmMm ~1192.168.1.100 1000 3 2000

Ok Apply Cancel
Figure 3.84 — EtherNet/IP Devices - Configuration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description

Scan Class A, B, C, D  The configurable update rate (in milliseconds) for each scan class in the
EtherNet/IP Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.

Message Type The module can use either Class 3 or Unconnected Messaging when
communicating to the target EtherNet/IP device.

CIP Path The CIP Path to the target device. This can either be entered manually, or

the user can browse them by clicking the BRowsE button. The Target
Browser will open and automatically scan all available EtherNet/IP devices.

If the Ethernet/IP module is a bridge module, it can be expanded by right-
clicking on the module and selecting the ScaN option.

The required EtherNet/IP device can then be chosen by selecting it and
clicking the OK button, or by double-clicking on the target module.
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Timeout The time (in milliseconds) the module will wait for a response from the target
EtherNet/IP device.
Retry Count The number of message retries before the target EtherNet/IP device is

considered offline.

Comm Status Offset This is the offset in the Internal Data Space (used to map EtherNet/IP device
data) which provides the communication status of each EtherNet/IP device.
The Communication Status is as shown below:
Bit 0: (1: Device Online, 0: Device Offline)
Bit 1 to 7: Reserved.

Table 3.12 — EtherNet/IP Devices configuration parameters

3.74.2.2 EtherNet/IP Map
This tab is enabled when the Primary Interface is set to ETHERNET/IP ORIGINATOR.

Up to 50 EtherNet/IP mapped items, either explicit EtherNet/IP Class 3 or
Unconnected Messaging (UCMM) to any of the 10 pre-configured devices can be
configured. The data from each EtherNet/IP device is written to or read from Internal
Data Space with a size of 100Kbytes. See section 8.3.2 Explicit EtherNet/IP
Messaging for more details.

The EtherNet/IP Map configuration tab is opened by either double-clicking on the
module in the tree, or by right-clicking the module and selecting CONFIGURATION.

+% HARTSI - Configuration EI@

General EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
Explicit EtherNetIP Map (max. of 50 items.)

Input Get Output Set
Offset  Length  Offset  Length

» 1 |PowerFlex700 Get v A v 1 1 1 4 : e
.

~ v w w

Device Function Scan  Service  Class  Instance Atiribute Dats Type Tag / Static Value

Ok Apply Cancel

Figure 3.85 — EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description

Device The device instance name configured in the previous EtherNet/IP Devices tab.
The selected device will be used for executing the communication function.

Function The user can select one of four functions.

Get: The module will read data from the target EtherNet/IP device by using the
Get Single Attribute CIP function. The received data will be placed into the
Internal Data Space at the Input Offset location configured in this tab.

Set: The module will write data to the target EtherNet/IP device by using the
Set Single Attribute CIP function. The data to be written will be retrieved from
the Internal Data Space at the Output Offset location configured in this tab.
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Set Static: Like the Set function above, but the data to be written will be fixed
(equal to the Static Value) parameter in this configuration window. This function
will typically be used with the single (S) Scan class which means the
PLX51-HART-8I can be set up to write the fixed value only once when the
target device communication has been established.

Custom: This function allows the user to use a custom Service to write and
read data in the same transaction. The user will need to see which custom
services that target device supports in that device’s user manual.

Read Tag: When using a Logix controller as an EtherNet/IP Device, the
PLX51-HART-8I can read a Logix tag from the target Logix controller using
Class 3 or UCMM messaging. The value from the tag will be saved at the
configured Input Offset.

Write Tag: When using a Logix controller as an EtherNet/IP Device, the
PLX51-HART-8I can write to Logix tag from the target Logix controller using
Class 3 or UCMM messaging. The value from the tag will be read from the
configured Output Offset.

Scan

The user can select Scan Class A, B, C or D (which was configured in the
EtherNet/IP Devices tab). The specific mapped item will then be executed at
that configured scan class rate.

The user can also select the S class which means that the mapped item will
only be executed once, when communication to the target device is
established. If the target device goes offline, then the mapped items with this
class will be re-armed and resent when communication is re-established.

Service

The custom CIP service/function which is only available when the Custom
function has been selected.

Class, Instance,
Attribute

The CIP class, instance, and attribute of the request message to be sent.

Input Offset

The location in the Internal Data Space where the received data will be written.
This will only be available for Get and Custom functions.

Get Length

The length of the data to be received. If the number of bytes received is more
than the Get Length, then the data will not be written to the Internal Data
Space.

Note: When the function is Logix Read, then the Get Length will be the number
of elements of the configured data type and not the byte count.

This will only be available for Get and Custom functions.

Output Offset

The location in the Internal Data Space from where the data to be written to the
target device will be read.
This will only be available for Set and Cusfom functions.

Set Length

The length of the data to be written.

Note: When the function is Logix Write, then the Set Length will be the number
of elements of the configured data type and not the byte count.

This will only be available for Set and Custom functions.

Data Type

The data type of the Static Value.
This will only be available for Set Static function.

Tag / Static Value

The value to be written to the target device when the Set Static function has
been selected.

Note: When using the SINT Array data type, the values must be entered as
space-delimited hex values. For example: 05 34 2E A1

Table 3.13 — EtherNet/IP Map configuration parameters
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3.7.4.3 Internal Data Space Mapping

When the PLX51-HART-8I is operating as an EtherNet/IP Originator, the data from
the EtherNet/IP 10 devices can be mapped to module using the Internal Map. The
Internal Map configuration window is opened by either double-clicking on the module
in the tree or right-clicking the module and selecting CONFIGURATION and selecting
the Internal Map tab.

3.7.4.31  IDS Copy - EtherNet/IP Originator Source

When copying data from an EtherNet/IP 10 device to the module, the Source Type
must be set to EIP ORIGINATOR.

% HARTS! - Configuration (=T

General EtherNetlP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Interal Map Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Souce  SourceBit . . Destination Destination  Destination Destination . Copy
Sub-Tag Offset Offset e Instance Sub-Tag Offset Bit Offset Function

Source Type Source Instance Reformat

Figure 3.86 — IDS Copy — EtherNet/IP Originator Source Type

The Source Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 10 tree in PLX50CU.

i HARTSI - Configuration =]

General EtherNelIP Devices EtherNellP Map Modbus Modbus Auiiary Map IntemalMap Constants  Advanced

Intemal Map (max. of 300 items.) Recommend

ciions

1.100)

65111310) Source  Source Bit Desingion ~ Destination  Destination  Destination
Oftaet | Destination Type »

Figure 3.87 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input
Assembly.

The Count is the number of bytes that will be copied.

The user can choose to copy either the DATA, or STATUS, from the EtherNet/IP
connection.

4 HARTSI - Configuration
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary

Internal Map (max. of 300 items.)

Source Soul

Source Type Source Instance Sub-Tag Offe

» 1 |EIP Originator ~ PF700 ~ |Data w 0
. - T —————

Figure 3.88 — IDS Copy — EtherNet/IP Originator Status
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When selecting the Status, the format is shown below:

Data Type Description

Parameter
DINT Bit 0 — Connection Ok

EtherNet/IP Originator Connection
Status

Table 3.14 — EtherNet/IP Originator Connection Status

3.74.3.2 IDS Copy - EtherNet/IP Target Destination
When copying data from the PLX51-HART-8I to an EtherNet/IP 10 device’s Output
Assembly, the Destination Type must be set to EIP ORIGINATOR.

+4 HARTBI - Configuration =N e "%
General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination  Destination Destination
Source Type Source Instance g P Offeet  Destination Type netance Sub-Tag Ofteat Bt Offest | Count  Copy Function Reformat
» 1 |Internal ~ 5000 o 0 1 Byteto Byte - |None -
v Internal v

EIP Target
EIP Originator

Figure 3.89 — IDS Copy — EtherNet/IP Originator Destination Type

The Destination Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 1O tree in PLX50CU.

v
i+ HARTBI - Configuration =]
General EthurNeylP Devices EthurNeylPMap Modbus Modbus Auiliary Map intemaiMap Constanis  Advanced
Intemal Map (macx of 300 items )
SeuceType  Sewsslnsance  ge one o Desinsien Tips Desnelon | Destoaton DSSelol  Cow  ComyFuncion  Refomet
b 1 Intemal 5000 EIP Originator PF700 < | Data [ 1 Byte ta Byte None
- - « R

Figure 3.90 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly.

The Count is the number of bytes that will be copied.

See section 3.8 Internal Data Space Map for more information regarding the
operation.
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3.8 Internal Data Space Map

The internal data map is used to exchange data from/to the one interface (Ethernet,
RS232, RS485, etc.) to the Analog Input Channels and HART devices. Up to 300
items can be mapped. The Internal Map configuration window is opened by either
double-clicking on the module in the tree, or right-clicking the module and selecting
CONFIGURATION and then selecting the Internal Map tab.

The Count is the number of bytes that will be copied from the source to the
destination. There are four different Copy Functions that can be used.

Function Description

Byte to Byte Each byte from the source will be directly copied to each byte in the
destination.

Byte to Bit Each byte from the source will be copied to each bit in the destination. If a

value greater than zero is read from the source byte then a 1 will be written to
the destination bit address. If a value of zero is read from the source byte then
a 0 will be written to the destination bit address. The destination offset will be
the bit offset, and the destination address will be increased by one bit each

time.
Bit to Bit Each bit from the source will be directly copied to each bit in the destination.
Bit to Byte Each bit from the source will be copied to each byte in the destination. If a

value of one is read from the source bit then a 1 will be written to the
destination byte address. If a value of zero is read from the source bit then a 0
will be written to the destination byte address. The source offset will be the bit
offset, and the source address will be increased by one bit each time.

Table 3.15 — Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option
provides five different reformat options.

Note: The reformat option is only available for Byte to Byte copy functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16-bit Byte swap

BB AADD CC 32-bit Byte Pair Swap

CC DD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table 3.16 — Internal Map Reformat Options
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3.8.1 Copy From

One of thirteen sources can be selected to copy from:
INTERNAL, EIP TARGET, EIP ORIGINATOR, MB REGISTER, SYSTEM, CHANNEL 0 to 7.

<% HARTS| - Configuration E@

General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g} P Oftant  Destination Type etonce Sub-Tag Offst . BrOfies  Count  Copy Function Reformat

» ~ ~ v

Intemal
EIP Target
EIP Originator
MB Register
System
Channel 0
Channel 1
Channel2
Channel 3
Channel4
Channel 5
Channel 6
Channel 7

Figure 3.91 — Internal Map — Source Type

3.8.1.1 Internal

When copying data from the internal data space (IDS), the Source Type must be set
to INTERNAL.

+ HART8I - Configuration E=nECH =%~
General EtherNetP Devices EtherNetlP Map Modbus Madbus AusliaryMap Itemal Map Canstants Advanced

Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source nstance g R Offect Offaet | Destination Type Iatonce Sub-Tag Offeet | BitOffsst  Count  Copy Function Reformat

Channel 7

Figure 3.92 — IDS Copy — Internal Source Type

The Source Instance is Not Applicable for the internal data space.

The Source Offset is the offset in the Internal Data Space (IDS) which has a
maximum of 100,000 bytes.

The Count is the number of bytes that will be copied.
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3.8.1.2 EIP Target

When copying data from a connection originator (e.g. the output assembly from the
Logix Controller) to the module, the Source Type must be set to EIP TARGET.

‘15;‘ HARTSI - Configuration E@
General EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items._) Recommend
Source Source  Source Bit Destination Destination  Destination ~Destination
Source Type Source Instance Sub-Tog Oftect Oftant Destination Type Iotance SubTag et B Ofset | COUNt Copy Function Reformat

Channel 7

Figure 3.93 — IDS Copy — EtherNet/IP Target Source Type

The Source Instance will be the connection number, which can be connection 0 to 7,
based on the number of connections configured.

The Source Offset is the offset in the EtherNet/IP output assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.8.1.3 EIP Originator

When copying data from an EtherNet/IP 10 device to the module, the Source Type
must be set to EIP ORIGINATOR.

ii;‘ HARTSI - Configuration E@
General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source Instance Sub-Ten Oftest Offant | Destination Type otance Sub-Tog et Bt Offset | COUNt Copy Function Reformat

Figure 3.94 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP IO devices added to the
EtherNet/IP 1O tree in the PLX50CU.

Project Explorer

I—
£ PUGIHARTEL Bxamplo 3 HARTSI - Configuration ==

& 1 HARTEI (PLX51-HART-81)
» bon

General EtherNoUIP Dovices EMerNetPMap Modbus Modbus Audiary Map IntemalMap Constants Advanced

Intermal Map {max. of 300 items.)

(192.166.1.100)
B8 (192 168 1113.1.0)

Source  Source Bt oL ination
Oftaet . Dustination Typa iy

ou
ata
P00
2179488

Figure 3.95 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input
Assembly.
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The Count is the number of bytes that will be copied.

The user can select to copy the data from the EtherNet/IP connection or status.

3 HARTSI - Configuration
General EtherMNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliar

Internal Map (max. of 300 items._)

Source Soul
Source Type Source Instance Sub-Tag Offe
¥ 1 |EIP Originator ~ |PF700 ~ |Data w 0
. T
Status

Figure 3.96 — IDS Copy — EtherNet/IP Originator Status

When selecting the status, the format of the Status information is shown below:

Parameter Data Type Description
EtherNet/IP Originator Connection Status  DINT Bit 0 — Connection Ok

Table 3.17 — EtherNet/IP Originator Connection Status

3.8.1.4 Modbus Register
When copying Modbus data to the module, the Source Type must be set to MB

“ HART8I - Configuration E@
General EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Constants  Advanced
Internal Map (max. of 300 items ) Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source Instance g Al ftsen Sftast | Destination Type otnce Sub-Tag oot B Offser | Count Copy Function Reformat

b v v -

Internal
EIP Target
EIP Originator
System
Channel 0
Channel 1
Channel 2
Channel 3
Channel 4
Channel5
Channel 6
Channel 7

Figure 3.97 — IDS Copy - Modbus Source Type

The Source Instance will be the Modbus register type required.

+ HARTSI - Configuration = N <™
General EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
Internal Map (max. of 300 items_) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type Source Instance g Ul Offoct Offet  Destination Type Inotance Sub-Tag Offeet Bt Offsst | Count Copy Function Reformat
» 1 |MBRegister v |CS - 0 - 0 1 BytetoByte |None ~

~ [cs - -
IS
IR

Figure 3.98 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data will be copied.

The Count is the number of bytes that will be copied.
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3.8.1.5 System
When copying system information, the Source Type must be set to SYSTEM.

< HARTS! - Configuration = |-E
General EtherNeyIP Devices EtherNetiP Map Modbus Modbus Auxliary Map IntemalMap Constants Advances d
Internal Map (max. of 300 items.) Recommend

: . S Source  Source Bit Destination Destination ~ Destination Destination
Source Type  Source Instance Sub-Tog

Destination Type 5 Count  Copy Function Reformat
Do b Inst Offset Bt Offset N i b o

Figure 3.99 — IDS Copy — System Information

The module’s System information has the following format.

Parameter Data Type Description
General Status DINT Module Status.
Bit 0: Module Config Valid
Bit 1: EtherNet/IP Originator Comms Ok
Bit 2: Modbus Comms Ok
Bit 3: EtherNet/IP Target Comms Ok
Bit 4: Power 1 Ok
Bit 5: Power 2 Ok
Bit 6: Controller in Run Mode
Bit 7: NTP Ok
Bit 8: Reserved
Bit 9: Real Time Clock (RTC) Ok

Config CRC INT The checksum associated with the current configuration.
Reserved INT -
Uptime DINT The number of seconds elapsed since the module was
powered up.
Date Year INT Current year for the local module.
Date Month INT Current month for the local module.
Date Day INT Current day for the local module.
Time Hour INT Current hour for the local module.
Time Minutes INT Current minute for the local module.
Time Seconds INT Current second for the local module.
Temperature REAL The internal temperature of the module.
Startup DIP Switches INT The DIP Switch positions at module power up.
Current DIP Switches INT The current DIP Switch positions.
Ethernet Port 1 Status INT Bit O: Link Up (1) / Link Down (0)
Bit 1: Port Mirror Enabled (1) / Port Mirror Disabled (0)
Ethernet Port 2 Status INT Bit 0: Link Up (1) / Link Down (0)
Bit 1: Port Mirror Enabled (1) / Port Mirror Disabled (0)
Ethernet Switch Mode INT Current mode of the embedded Ethernet switch.

0: Normal Switching.

Single IP address with packet routing between ports.
1: Split Port.

No packet routing between the Ethernet ports with dual
IP addresses.

Device Level Ring (DLR) INT Bit 0: Enabled (1) / Disabled (0)
Status Bit 1: Ring network (1) / Linear network (0)
Bit 2: Ring Fault (1) / Ring Ok (0)
NTP Status INT Bit 0: Enabled (1) / Disabled (0)
Bit 1: Synchronized (1) / Not Synchronized (0)
PTP Status INT Bit 0: Enabled (1) / Disabled (0)

Bit 1: Synchronized (1) / Not Synchronized (0)
Reserved INT[4] -

Table 3.18 — System Information Format
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3.8.1.6 Channel

When copying data from an Analog Input Channel or HART device, the Source Type
must be set to CHANNEL 0 to CHANNEL 7.

+% HART8I - Configuration == o
General EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auwiliary Map IntemalMap  Constants Advanced

Intemal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination
Source Type Source Instance. g MR Offsot Offat | Destination Type otance SubTag Offest . BitOfiset | Count  Copy Function Reformat

» 1 [channeio | Main ~|Analog v 0 v 0 16 |BytetoByte - |None v

Interal v -
EIP Target

EIP Originator

Figure 3.100 — IDS Copy — Channel Source Type

The Source Instance will be MAIN or the name of the configured HART devices for
that specific Analog Input Channel.

+4% HARTSI - Configuration =R %"
General EtherNet/IP Devices EtherNelP Map Modbus Modbus Awiliary Map Intemal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
SourceType  Sourcelnstance P ME oot Oftewt | Destination Type oetonce SubTag Ofteot . BiOffest  Count  CopyFuncon  Reformat

» 1 [Channel0 ~ [Main ~|Analog v 0 v 0 16 |BytetoByte v |Nonme v

Figure 3.101 — IDS Copy — Channel Source Instance and Sub-Tag

When Source Instance MANN is selected, the Source Sub-Tag can set to ANALOG or
STATISTICS (Which will be the HART communication statistics on that channel).

4 HARTSI - Configuration =N <"
General EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auiliary Map  IntemalMap  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Source Type Sourcelnstance g i Oftoet | Destination Type: atonce Sob-Tog Offst B Offesr Count  CopyFunction  Reformat
» 1 |Channel0 ~ |Main  |Analog v 0 v 0 16 Byte 10 Byte “ |None ~
. 5 Analog S =

Statistics

Figure 3.102 — IDS Copy — Channel Source Instance and Sub-Tag

Source Sub-Tag: Analog

Parameter Data Type Description

Channel Status DINT Bits to follow.

HART Comms Bit 0 Enabled (1) / Disabled (0)
Analog Filter Bit 1 Enabled (1) / Disabled (0)
Allow Dual HART Masters Bit 2 Enabled (1) / Disabled (0)
Channel Analog Value Under Range Bit 3 Under Range (1) / Ok (0)
Channel Analog Value Over Range Bit 4 Over Range (1) / Ok (0)
Current Loop Open Bit 5 Open Circuit (1) / Ok (0)
Current Loop Shorted Bit 6 Short Circuit (1) / Ok (0)
HART Burst Mode Bit 7 Enabled (1) / Disabled (0)
Relay Message Priority Bit 8 Priority (1) / Normal (0)
Factory Calibration for Current Bit 9 Ok (1) / Invalid (0)
Factory Calibration for Voltage Bit 10 Ok (1) / Invalid (0)

User Calibration for Current Bit 11 Ok (1) / Invalid (0)

User Calibration for Voltage Bit 12 Ok (1) / Invalid (0)
Current Value REAL Raw Current Value (mA)
Scaled Value REAL Scaled Value

Voltage Value REAL Raw Voltage Value (V)

Table 3.4 — IDS Copy - Channel Main Analog
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Source Sub-Tag: Statistics

Parameter Data Type Description

HART Tx Count DINT The number of HART packets sent.

HART Rx Count DINT The number of HART packets received.

Communication Errors DINT The number of communication error occurrences.

Command Errors DINT The number of command error occurrences.

Timeout Errors DINT The number of HART timeout error occurrences.

Device Offline Count DINT Number of times a HART device has gone offline.

Relay Message Rx Count DINT The number of HART packets received for relay
(Class 2) messages (DTMs etc.)

Relay Message Tx Count DINT The number of HART packets sent via relay
(Class 2) messages (DTMs etc.)

Advanced Message Rx Count DINT The number of Advanced Message HART
responses that have been received.

Advanced Message Tx Count DINT The number of Advanced Message HART

packets that have been sent.

Table 3.4 — IDS Copy - Channel Main Statistics

When a HART device is selected as the Source Instance, the Source Sub-Tag will be

set to DATA.

¥ HARTSI - Configuration

Genera | EtherNet/IP Devices EtherNet/P Map Modbus Modbus Auxiliary Map IntemalMap  Constants  Ad

Internal Map (max. of 300 items.)

s T s Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offset Ot

set
» 1 |Channel 0 ~ |PT101  |Data v 0

Destination Type

=5 Bes =

Recommend

Destination Destination ~ Destination Destination

Sub-Tag Offest . BiOfse:  Count  CopyFunction  Reformat

0 36  |BytetoByte “ |None v

Figure 3.103 — IDS Copy — Channel Source Instance and Sub-Tag

Source Sub-Tag: Data

Parameter Data Type Description

Node Address INT The Short Address of the HART device

HART Status INT HART Status information as reported by field
device.
See the appendix for information regarding the
HART status.

Device Status DINT Bits to follow.

HART Device Online Bit 0 Online (1) / Offline (0)

Relay Messages Inhibited Bit 1 Inhibited (1) / Normal (0)

PV REAL Primary Variable

SV REAL Secondary Variable

TV REAL Tertiary Variable

FV REAL Fourth Variable

PV Units Code INT Primary Variable Units Code

SV Units Code INT Secondary Variable Units Code

TV Units Code INT Tertiary Variable Units Code

FV Units Code INT Fourth Variable Units Code

Advanced Message Success INT One bit for each of the advanced messages

configured for the specific HART device. For
example, the status of bit 4 will match the status
of the 5" Advanced HART message configured
for the HART device.

Succes (1) / Failed (0)
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Advanced Message Activity INT One bit for each of the advanced messages
configured for the specific HART device. Each
time there is an Advanced Message being sent for
the specific HART device, it will toggle the
relevant bit in this activity.

For example, bit 4 will change state (i.e. toggle)
each time the 5" Advanced HART message
configured for the HART device is executed.

Table 3.4 — IDS Copy - Channel HART Device Data

The Source Offset is the offset of the Channel data from where the data must be
copied.

The Count is the number of bytes that will be copied.

3.8.2 Copy To

One of four destinations can be selected to copy to:
INTERNAL, EIP TARGET, EIP ORIGINATOR, and MB REGISTER.

# HART8I - Configuration =@
General EtherNef/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Constants  Advanced
Internal Map (max. of 300 items ) Recommend

Source Source  Source Bit Destination Destination ~ Destination  Destination
Source Type Source nstance g Bt Offct Offeey | Destination Type Intonce. Sub-Tag Offeet Bt Offeet  Count Copy Function Reformat

- ~ v ~

internal
EIP Target
EIP Originator
MB Register

Figure 3.104 — Internal Map — Destination Type

3.8.2.1 Internal

When copying data to the internal data space (IDS), the Destination Type must be
set to INTERNAL.

# HARTSI - Configuration =N ECH =%
General EtherNet/PP Devices EtherNel/P Map Modbus Modbus Auliary Map IntemalMap Constants Advanced
Internal Map (mex.of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination

Sub-Tag Offset Offset  Destination Type Instance Sub-Tag Offset  Bit Offset

- < ¢ g

Source Type  Source Instance Count  Copy Function Reformat

Intemal
EIP Target
EIP Originator
MB Register

Figure 3.105 — IDS Copy — Internal Source Type

The Destination Instance is not applicable for the internal data space.

The Destination Offset is the offset in the Internal Data Space (IDS) which has a
maximum of 100,000 bytes.

The Count is the number of bytes that will be copied.
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3.8.2.2 EIP Target

When copying data from the PLX51-HART-8I to the EtherNet/IP Target input
assembly, the Destination Type must be set to EIP TARGET.

+&» HART8I - Configuration = E ]

General EtherNet/lP Devices EtherNetIP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type  Source nstonce o0 i fteor | Destination Type e ub-Tag Offeot Bt Offer Count  Copy Function Reformat
» 1 |System ~ Status | 0 ~ 0 56  |BytetoBytle  |None ~
. v ~

EIP Target

Figure 3.106 — IDS Copy — EtherNet/IP Target Destination Type

The Destination Instance will be the connection number, which can be connection 0
to 7, based on the number of connections configured.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the
data must be copied.

The Count is the number of bytes that will be copied.

3.8.2.3 EIP Originator

When copying data from the PLX51-HART-8I to an EtherNet/IP 10 device’s Output
Assembly, the Destination Type must be set to EIP ORIGINATOR.

i HART8I - Configuration [=REEn %"
General EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced

Internal Map (max. of 300 items.) Recommend

Source Source Source Bit Destination Destination  Destination Destination
Source Type  Source nstonce ¢ B ottt Oftast | Destination Type e tnce SubTag Ottt BiOfiee  Count  CopyFunction Reformat

» 1 Internal ~ 0 EIP Originator Data v 0 56 |BytetoByte - |None ~
N - Internal -
EIP Target

EIP Originator

Figure 3.107 — IDS Copy — EtherNet/IP Originator Destination Type

The Destination Instance will be one of the EtherNet/IP 10 devices added to the
EtherNet/IP 10 tree in the PLX50CU.

1 11939R801 - Configuration (=N x|

General J1939 Communication 11939 Idenity PGNMap EtherNetlP Devices EtherNetiP Map Modbus Modbus Audliary Map Intemal Map  Advanced

Internal Map (max. of 300 items.) Recommend
(1921681113101
Sou Source  Source Bit . Destinatior Destnstion  Destination Destination Copy .
Source Type  Source lnstance g ottt ofioet | Destination Type e Sub-Tag Ottt BitOffeet  CoUN o Raformat
1 |EP Onginator | PF700 - |Dota I PGN ~|PBC64664 |Dota E 0 1 Byteto.. |~ |None

» 2 |PGN  CNOOG:64466  ~ |Data - 0 EIP Originator  ~ [PF0______~|Data v ] 1 Byteto... |~ |Nane
. - | or00 | ~

Figure 3.108 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly.

The Count is the number of bytes that will be copied.
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3.8.2.4 Modbus Register

When copying data from the PLX51-HART-8I to a Modbus Register, the Destination
Type must be set to MB REGISTER.

5 HARTSI - Configuration =N Ry =%~
General EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Awiliary Map IntemalMap Constants Advanced
Internal Map (mex. of 300 items.) Recommend
Source Source Source Bit Destination Destination Destination Destination
SouceTyps  Sourcslnstance  guro ey Spger’ Destination Type P oebTagoffeat BnOffee  Count  CopyFunction Reformat

» 1 |Internal ~ | o | VB Regisier __~|CS ~ [ o | Il i 08yt - [None ~

) v Tntemal o
EIP Target
EIP Originator
VB Reaister

Figure 3.109 — IDS Copy - Modbus Destination Type

The Destination Instance will be the Modbus register type required.

3% HARTSI - Configuration [E=REEE %"

General EtherNeyIP Devices EtherNeyIP Map Modbus Modbus Awiliary Map InternalMap  Constants  Advanced

Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination  Destination
SourceType  Sourcelnstance g Mt P Oftoet | Destination Type tonce Sub Tag Offeot - BitOfiee  Count  Copy Function Reformat
» 1 |Internal v 0 MB Register - [CS ) 0 56  |BytetoByte - |None v
’ < ~lcs -
I
R

HR

Figure 3.110 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be
copied.

The Count is the number of bytes that will be copied.

3.8.3 Constants

The Internal Data Constant configuration provides a mechanism to load the Internal
Data Space (IDS) with constant data at module start-up. This is often useful for the
pre-population of configuration data for HART devices, as well as Modbus and
EtherNet/IP devices.

The Constants configuration tab is opened by either double-clicking on the module in
the tree, or by right-clicking the module and selecting CONFIGURATION.

+%» HARTSI - Configuration

General EtherMNetfIP Devices EtherMet/IP Map Modbus Modbus Auxiliary Map IntemaIMapECOHSTSNSEAdvanced

Internal Data Constant ltems (max. of 100 items.)

Data Type Value Offset Reformat
DINT &2 345 5000 BB AADD CC e
INT v 34 5200 None v
REAL v 23.67 5300 None v
(2] e

Figure 3.111 — Constants configuration
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The Constant configuration consists of the following parameters:

Parameter Description
The Data Type of the constant item, either:
SINT
INT
DINT
Data Type LINT
REAL
USINT
UINT
UDINT
Value The constant value.
The offset in the Internal Data Space where the constant value will be
Offset :
copied.
Reformat Used to specify how the data is formatted before writing to Internal Data
Space:
None: No reformatting applied. (AA BB or AA BB CC DD).
BB AA: 16bit Byte swap
BB AA DD CC: 32bit Byte Pair Swap
CC DD AA BB: Word Swap
DD CC BB AA: Word and Byte Pair Swap

Table 3.19 — Constants configuration parameters
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3.9 Advanced

The Advanced configuration tab is opened by either double-clicking on the module in
the tree, or by right-clicking the module and selecting CONFIGURATION.

<+ HART8I - Configuration

General EtherNet/IP Devices EtherMeyIP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Mapping Options

] Include HART Statistics

Ethernet Network

) Disable DLR

Time Synchronization

Time Sync Source

Disabled ~

=]
=
=
o

Figure 3.112 — Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter

Description

Mapping Options

Auto Mapping for
EtherNet/IP Target

When selected, the RECOMMENDED button in the Internal Mapping will be
disabled and the recommended mapping will automatically be applied.
(On by default)

Include HART Statistics

When Auto MAPPING FOR ETHERNET/IP TARGET is enabled, this will force
the recommended mapping to include the HART statistics.

Ethernet Network

Disable DLR

Disable the Device Level Ring (DLR) operation.

Time Synchronization

Time Sync Source

Disabled: The module will not be synchronized by an external time
source.

NTP: The PLX51-HART-8I can synchronize its onboard clock to an NTP
Server.

PTP: The PLX51-HART-8I can synchronize its onboard clock to a PTP
Master.

NTP
Server IP Address

When the Time Sync Source is set to NTP, this setting is the IP address of
the NTP Server which will be used as a time source.

NTP
Update Interval

When the Time Sync Source is set to NTP, this setting is the updated
interval (in seconds) that the PLX51-HART-8I will request time from the
NTP Server.

Table 3.20 — Advanced configuration parameters

ProSoft Technology, Inc.

Page 90 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input

Setup
Multidrop HART Field Devices for EtherNet/IP™ or Modbus®

User Manual

3.10 Module Download

Once the PLX51-HART-8I configuration is complete, it must be downloaded to the
module. Before downloading, the Connection Path of the module should be set. This
path will automatically default to the IP address of the module, as set in the module
configuration. It can be modified if the module is not on a local network.

The Connection Path can be set by right-clicking on the module and selecting the
CONNECTION PATH option.

'252' ProSoft PLX50 Configuration Utility - PLX51HARTS8I_Example

File Device Tools Window Help
LI e
Project Explorer - :
Bﬁ, PLX51HARTSI_Example

=8 B HARTSI (PLX51-HAD T an

..... # Configuration & Configuration

""" E Security |==' Connection Path
=@ Channel 0 -
@ 00-Tr421z |1F G Online

oo LM

..... P Channel 1 ¥ Download
----- P> Channel 2 4 Upload
: g::::::i Verify Configuration
----- P> Channel 5 gl Copy
----- - Channel 6 > Export
----- P> Channel 7 .
K Delete
= Status
@ Generate Logix L5X

Export Modbus Summary CSV
Export Modbus Expanded CSV

= Export Configuration File
T

Figure 3.113 - Selecting Connection Path

The new connection path can be entered manually or selected by means of the
Target Browser.

+4» HART8I - Connection Path e S

Connection Path

192.168.1.161 Browse

Ok Cancel

Figure 3.114 - Connection Path
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To initiate the download, right-click on the module and select the DOWNLOAD option.

'153' ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example

File Device Tools

el Yo

Window Help

Project Explorer :

=~ & PLX51HARTBI_Example
=8 | HARTSI (PLX51-HART-8
- Configuration # Configuration
i Security = Connection Path
= Channel 0 )
W 00-TT421Z 4 Go Online
[ Channel 1 |} Download
[ Channel 2 4 Upload
¢ Channel 3 ) i i
. Channel 4 Verify Configuration
.- Channel 5 a1 Co
= Channel 6 u Py
- Channel 7 b Export
¥ Delete
/i Status
@ Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV
= Export Configuration File
Il

Figure 3.115 - Selecting Download
Once complete, the user will be notified that the download was successful.

<4 ProSoft PLX50 Configuration Utility

@ Download Successful.

X

Figure 3.116 - Successful download

Within the PLX50 Configuration Utility environment the module will be in the Online
state, indicated by the green circle around the module. The module is now configured
and will immediately start operating.

“% ProSoft PLX50 Configuration Utility - P

Window  Hel

Tools

File  Device
ek
Project Explorer

SRy PLX51HART8_Example]
&l HART8I (PLX51-HART-81)

Configuration

-ia Security

-1 Status

-T] Event Viewer

P Channel 0

-0 00-TT421Z

P Channel 1

- Channel 2

P Channel 3

- Channel 4

P Channel 5

> Channel 6

S 4

Figure 3.117 - Module online
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4 Firmware Update

The PLX51-HART-8I supports in-field firmware upgrading. The latest firmware for the
module can be downloaded from www.prosoft-technology.com. The firmware is
digitally signed, so only approved firmware can be used.

To firmware upgrade the module:
1 From the Tools menu in the PLX50CU, select the DEVICEFLASH utility.
%% ProSoft PLX50 Configuration Utility

File Device | Tools | Window Help
awl

Target Browser
DHCP Server

Event Viewer

DeviceFlash

§i w | (5 4 g0

Packet Capture Viewers »

GSD File Management
GSDML File Management
# Application Settings

Figure 4.1 — Select DeviceFlash utility from the PLX50CU

2 When the utility opens, the user will be prompted to select the binary file to be
used to firmware upgrade the module.

% Select a Device Flash File X

™ » ThisPC > OS(C) > Temp v O Search Temp =l

I
4

a @

Organize v New folder

~

@l Desktop Name Date modified Type Size

= Documents |D PLX51_HART_81_1001002.afb 2025/04/01 1525 AFB File 588 KB|
i Downloads

2 Music
PN Pictures
i Videos

File name: |PLX51_HART_8I_1001002.afb v Device Flash (*.afb) w

Open Cancel

Figure 4.2 — Select the binary file
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3 After selecting the file, the user will be prompted to select the device to
firmware upgrade on the local network.

Target Browser — m]

ET7) Done

e 192.168.1.28 : ControlNet Router

& 192.168.1.29 : ControlNet Router
[E 192.168.1.60: 1756-EN2TR/B
192.168.1.104 : 190 Scanner
192.168.1.111 : Modbus Router/B
192.168.1.172: PLX51-PBS
192.168.1.184 . FF Link/B

192.168.1.187 : PA Link/B

192.168.1.188 : PLX51-DNPS

1
]ﬂ-El-:l-:l-:l-:l['j]-:lI-:D-El-El

192.168.1.238 : DeviceNet Router/B

Ok Cancel

Figure 4.3 — Select the device to be updated

4 The firmware update will take less than 2 minutes to complete.

'332' Device Flash E@
File Tools
Parameter Source File Target Device
Path PLX51_HART_8I_1001002 192.188.1.161
Product PLX51-HART-8I PLX51-HART-8I
Vendor 309 309
Device Type 12 12
Product Code 5216 5216
Revision 1.001 1.001

Sending Chunk 132

5 After successful firmware update, the Target Device values will display green.

Figure 4.4 — Firmware Update Busy

= =]

File Tools

ao s

Parameter Source File Target Device
Path PLX51_HART_8I_1001002 192.168.1.161
Product PLX51-HART-8I PLX51-HART-8I
Vendor 309 309
Device Type 12 12
Product Code 5216 5216
Revision 1.001 1.001
Flash Cancel
Complete

Figure 4.5 — Firmware update successfully completed.

Important: If for any reason the firmware update failed (e.g. power down during the update), then the
module will revert to the bootloader. The user can then simply reflash the module again to update it to
the latest application firmware.
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5 SD Card Recovery

The PLX51-HART-8I supports an SD Card (see below) which can be used for
disaster recovery. The SD Card can be pre-loaded with the required firmware,
application configuration, and/or network parameters.

-

oooodooodo

L]

0O0DO0O
0Oo0DOd

@ SD Cﬂrd I H]
ISOLATED HART INPUT /V

PLX51-HART-8I \/

SD Card Slot

2
o,
<
TECHNOLD G Y

Important: The user will need to ensure that the SD Card has been formatted for FAT32.

Figure 5.1 — Module Side View — SD Card Slot

1

.

C

Important: All necessary files must be copied into the root directory of the SD Card. The module will not

use files that are in folders.

5.1 Firmware

The user can copy the required firmware (which can be downloaded from the ProSoft
website) onto the root directory of the SD Card.

S SDHC (D) X

™ &} J > SDHC (D)

@ New ~ pd 18}

I ThisPC

__ Libraries

3 SDHC (D)
W Network

[=] Control Panel

& Recycle Bin

3items  1item selected 587 KB

- [m] X
+
Search SDHC (D:) Q
&D ® W T Sort = View - (B Details
Name Date modified Type Size

D net.bin 2021/01/01 00:00 N File 1KB

[7] PLX51-HART-81-15E7.cfg 2021/01/01 00:00 CFG File 2KB

I ‘ D PLX51_HART_81_1001002.afb 2025/04/01 15:25 AFB File 588 KB|

=]

Figure 5.2 — SD Card — Firmware file

Important: The filename of the firmware file must not be changed. The specific module will use only the
firmware that is valid (e.g. the PLX51-HART-8I will only use the PLX51_HART_81_XXX.afb firmware

file).
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Important: If more than one firmware file, with different firmware revisions, of the same product is on
the SD Card it can cause the module to constantly firmware upgrade the module.

If a faulty module is replaced, the user can insert the SD Card (loaded with the
firmware file) into the new module. While the module is booting it will detect if the
firmware on the new module is different from that on the SD Card. If different, the
firmware will either be upgraded or downgraded to the firmware revision on the SD
Card.

5.2 Configuration

If a PLX51-HART-8I is replaced, the user can insert the SD Card (loaded with the
configuration file) into the new module. The new module will determine if the
configuration on the SD Card is different than the currently loaded configuration
(even when there is no configuration on the module). If different, the configuration on
the SD Card will be downloaded into the module’s NV memory before the module
starts executing. The module OK LED will turn blue when the application
configuration is being updated from the SD Card.

The user can add the PLX50CU configuration file to the SD Card root directory in one

of two ways.
S0 - o X
% SDHC (D2) x +
™ C J > SDHC(D) Search SDHC (D:) Q
@ New ~ &% (8] () ® 0] T Sort ~ = View - .. (B Details
8 This PC Name Date modified Type Size
_ Libraries [ netbin 2021/01/01 0000 BIN File 1KB
50 5
i SDHC (D) \D PLX51-HART-81-15E7.cfg 2021/01/01 00:00 CFG File 2KB
8 Network D PLX51_HART_8I_1001002.afb 2025/04/01 15:25 AFB File 588 KB
[&4] Contral Panel I
& Recycle Bin
3items  1item selected 1.58 KB E ]

Figure 5.3 — SD Card — Configuration file
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5.2.1 Manual Copy

Once the user has created the application configuration needed in the PLX50CU, the
configuration can be exported to a file that can be used on the SD Card. Once the file
has been created the user can copy this file into the root directory of the SD Card.

=5 PLX51HARTSI_Example

=] —
.. Configuration # Configuration
i Security = Connection Path
[—]bgh annnﬂ-eﬁxmz g GoOnline
P Channel 1 & Download
- Channel 2 4 Upload
: E::::z:i Verify Configuration
: Channel & ol Copy
- Channel 6
.. Channel 7 L Export
K Delete
m Status
& Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV
= Export Configuration File

I
Figure 5.4 — Configuration Export for SD Card

% Select a PLX50 Device Config Export File X
« v N 3> SDHC (D) ~ (|| Search SDHC (D) »
Organize ~ New folder = - @

~
> [ This PC Name Date modified Type Size
i Libraries [) PLX51-HART-81-15E7 cfg 2021/01/01 00:00 CFG File
> 5 SDHC (D) |
> 8 Network
> THHP I
File name: | PLX51-HART-8I-15E7.cfg ~
Save as type: PLX50 Device Config Export (*.cfg) ~
A Hide Folders Cancel

Figure 5.5 — Configuration Export for SD Card

Important: The filename of the configuration file must not be changed. The specific module will use
only the configuration that is valid (e.g. the PLX51-HART-8I will only use the PLX51-HART-8I
configuration file).

Important: If more than one configuration file, with different configuration signatures, of the same
product is on the SD Card then only the last configuration will be used.
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5.2.2 PLX50CU Triggered Upload

When the SD Card has been inserted into the PLX51-HART-8I and the user is online
with the module in PLX50CU, then the user has the option to directly upload the
configuration on to the SD Card using the SAVE CONFIGURATION TO SD CARD option.
This will copy the configuration that has been downloaded to the module directly to
the SD Card without the need to remove it from the module and inserted into a PC.

Important: All other configuration files in the SD Card root directory will be deleted when the upload is
done.

Important: The PLX51-HART-8| must boot up with the SD Card inserted, before the SAVE
CONFIGURATION TO SD CARD option will correctly save the configuration to the SD Card.

°2§2° ProSoft PLX50 Configuration Utility - PLX5THART8I_Example

File Device Tools Window Help
DEE YDA +AERE
Project Explorer = s

Bﬁh PLX5THARTEI_Example
= L Com;guratlon # Configuration
Security @ Connection Path
-1 Status i i i
7] Event Viewer Verify Configuration
=P Channel 0 = Status
.0 00-TT421Z #  Go Offline
. Channel 1
- Channel 2 Generate Status Report
- Channel3 o HART Packet Capture
: E::::z:: F~  Modbus Packet Capture 3
. Channel 6 1 Internal Register Viewer
- Channel7 Explicit Tracking
%  Explicit Message Utility
=0 |dentity
B2 Ethernet Port Configuration
& Port Mirror
#  Flash LED
)  Reset Module »
|E Save Configuration to 5D Card
[ Save Network Parameters to SD Card
- @ Generate Logix L5X
Properties ::: : Export Modbus Summary CSV
ol ‘ : Export Modbus Expanded CSV
gj;‘;mim HARTE = Export Configuration File

Figure 5.6 — Save Configuration to SD Card
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5.3 Network Parameters

If a faulty PLX51-HART-8I is replaced, the user can insert the SD Card (loaded with
the network file) into the new module. The new module will determine if the network
parameter file on the SD Card is different than the current network parameters in the
module. If different, the network parameters on the module will be updated with the
network parameters on the SD Card.

The user can add the current module network parameters to the SD Card from the
PLX50CU, when using the module. This is done by right-clicking on the module, and
selecting SAVE NETWORK PARAMETERS TO SD CARD.

B,ﬁ PLX5THARTEI_Example
=8 JHARTSI (PLX51-HART-8I

& Configuratid & Configuration
Security
%1 Status
f] EventView

Connection Path

=8

Verify Configuration

Status

> Channel1 Go Offline

-~ Channel 2
-~ Channel 3
-~ Channel 4

P Channels
-~ Channel 6
-~ Channel 7

Generate Status Report

HART Packet Capture

Modbus Packet Capture »
Internal Register Viewer

Explicit Tracking
Explicit Message Utility

Identity

Ethernet Port Configuration

Port Mirror

Flash LED

Reset Module 3
Save Configuration to SD Card

Save Network Parameters to SD Card

HEHOo*©0 & ~23 8 %3

Properties - .....| 8 Generate Logix L5X

= Al | Export Modbus Summary CSV
= Z

N Y Export Modbus Expanded CSV
ame

Description = Export Configuration File
Connection Pat 192.168.1.161 |

Figure 5.7 — Save Network Parameters to SD Card
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6 Security Services

The PLX51-HART-8I supports security services allowing the user to configure
various levels of module security.

When security is enabled all EtherNet/IP communication between the PLX50CU and
the module is encrypted preventing information from being intercepted by a third
party.

Security of the module is configured and downloaded separately to the module’s
primary (application) configuration and can thus be configured online without
affecting the running process.

The security services provide the following features:
e Configurable level of security
¢ Encrypted EtherNet/IP communication
o Fixed User Roles and Custom Users
o Configurable Password rules
e Login Expiry
e Failed Login Cool-off and Account Disable options
o Configurable Global Services and Custom Ports
e Optional IP Address Access Control List
e Optional MAC Access Control List
e Restrictions on Reset command
e Restrictions on Device Flash options
e Security Audit trail in Event Log

Optional user authentication can be enabled, requiring users to login to the module
when connecting. In addition to the fixed role users, (viz. Administrator, Engineer,
Operator, Auditor and Viewer) up to 5 custom users can be configured. Each custom
user is assigned one of the fixed roles.

Once user authentication has been initialized, only users with Administrator privileges
are able to change the security configuration and reset passwords etc.
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The allowed privileges for each role are tabulated below:

Privileges / Roles

| Engineer |

Operator |

Auditor

Viewer | None

System

Identity Object

v

v

v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

Clear Statistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

Modbus Pass Through Functions

BEANERENINININE

BN N

Internal Register Viewer

"N ENANER NI NN NN RN

Security

Download/Upload Security
Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

Change Another User's Password

NNANANANAN RN ANENENENENANANEN AN AN ENANER §

v
v

T

Table 6.1 — User Role Privileges.
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6.1  Securing Process

The process to secure a module involves the following basic steps:
e Set up Security configuration
o Download Security Configuration to the module
¢ Initialize User Authentication

6.1.1 Configuration

The Security Configuration is accessed by right-clicking on the SECURITY item in the
device tree and selecting the SECURITY CONFIGURATION option.

'153' ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example

File Device Tools Window Help
el X0 TR e

Project Explorer -

E-& PLXSTHARTBI_Example

= 1 HARTSI (PLX51-HART-8I)
- Configuration
i
[=}-<#= Chann

- 00
-.<la Chann
- Chann
-k Chann
-cis Chann
-.<la Chann
- Chann
-l Chann

Security Configuration
Security Status

N

Change My Password

Change Other Password

=

Verify Configuration

Initialize User Authentication
Clear All Security
Download Security Configuration

[+ Export Security Configuration

+] Import Security Configuration
|l

Figure 6.1 — Selecting Security Configuration.

The configuration form will open and display multiple configuration tabs.
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6.1.1.1 General Configuration
The General configuration tab is shown below.

‘15:' HARTSI - Security Configuration E@

General Password Rules Custom Users Services |P Access Control List MAC Access Control List

Master Security Enable

Enable Fixed Users Login Rules
D Engnesy C] Login Expire
] operator
i Timeout Period 30 (minutes)
[ Auditor
Viewer
["] Failed Login Cool-Off
Cool-Off Period 5 (minutes)
Module Reset and Flash Rules
Allow Reset C] Failed Login Disables Account
[_] Allow Reset to Factory Defaults
[ Allow Reset when Connected
[:] Allow Device Flash when Connected
Ok Apply Cancel

Figure 6.2 — Security Configuration — General.

The General configuration tab comprises the following parameters:

Parameter Description

Master Security Enable Used to enable or disable the master security.
Note: If this option is disabled then all Security measures are
disabled.

Enable Fixed Users Allows each of the fixed users to be enabled or disabled.

Engineer Note: The fixed Administrator user cannot be disabled.

Operator

Auditor

Viewer

Module Reset and Device Flash Rules

Allow Reset Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults Must be checked to allow Reset to Factory Defaults (including
Reset to Factory Defaults except Communication settings).

Allow Reset when Connected Must be checked to allow any type of Reset when the module
is connected, where connected implies an EtherNet/IP Class 1
connection.

Allow Device Flash when Must be checked to allow Device Flash when the module is

Connected connected, where connected implies an EtherNet/IP Class 1
connection.

_Login Rules

Login Expire Selecting this option causes all users to be automatically
logged-out after the Login Expire Timeout Period.

Login Expire Timeout Period The duration, in minutes, after which all users will be

automatically logged-out.
Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Cool-Off Selecting this option initiates a Cool-off period after a user has
entered an incorrect password 3 times in succession. During
the cool off period the user will not be able to login.
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Note: This option, and the Failed Login Disable Account option,
cannot be simultaneously selected.

Failed Login Cool-Off Period

The Cool-Off duration, in minutes.

Once a user has entered an incorrect password 3 times in
succession, they would need to wait for this period before they
can login again.

Min: 1 minute

Max: 1440 minutes (24 hours)

Failed Login Disables Account

Selecting this option causes the user’s account to be disabled if
they enter an incorrect password 3 times in succession.

Note: Once the user’s account has been disabled, an
Administrator would need to reset their password.

Note: This option, and the Failed Login Cool-Off option, cannot
be simultaneously selected.

Note: This option will not be applicable for the Administrator
user account.

Table 6.2 — Security Configuration — General.
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6.1.1.2 Password Rule Configuration
The Password Rules tab is shown below.
<% HARTSI - Security Configuration \EI@

General | Password Rules | Custom Users Services IP Access Control List MAC Access Control List

Password Rules

Minimum Length

~

Requires at least one Lowercase character

Requires at least one Uppercase character

Requires at least one Numeric character

Requires at least one non-Alphanumeric character

Reject Triples (3 identical consecutive characters)

C] Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure 6.3 — Security Configuration — Password Rules.

The Password Rules tab comprises the following parameters:

Parameter

Description

Minimum Length

The minimum number of characters the password must contain.
Min: 1
Max: 32

Requires at least one
Lowercase character

When selected, all passwords will require at least one lowercase
character.e.g.abcd

Requires at least one
Uppercase character

When selected, all passwords will require at least one uppercase
character.e.g. ABCD

Requires at least one
Numeric character

When selected, all passwords will require at least one non-alphanumeric
character.e.g. 1234

Requires at least one
Non-Alphanumeric
character

When selected, all passwords will require at least one non-alphanumeric
character.e.g. '@ #9%$ %

Reject Triples

When selected, all passwords may not contain 3 identical (case-
insensitive) consecutive characters. e.g. MyDDDog, strangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative of the
respective username. A derivative is defined as any 4 consecutive
characters of the password case-insensitive-matching any 4 consecutive
characters of the username.

Table 6.3 — Security Configuration — Password Rules
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6.1.1.3 Custom Users Configuration
The Custom Users configuration tab is shown below.

’15:‘ HARTSI - Security Configuration EI@
General Password Rules CustomUsers Services IP Access Control List MAC Access Control List
Enable Custom Users Custom Users (max. of 5 items.)
User Name Role
1 Rex Stardust Administrator ~
2 | Cynthia Smith Engineer v
3 | Walter Sobchak Viewer ~
e ] v

Ok Apply Cancel

Figure 6.4 — Security Configuration — Custom Users.

The Custom Users configuration tab comprises the following parameters:

Parameter Description
Enable Custom Users Global Enable / Disable for all Custom Users
User Name User Name of the Custom User.

Note: The User Name cannot exceed 32 characters.
Note: The User Name cannot be the same as any of the fixed roles.
(Administrator, Engineer etc.)
Role The role allocated to this user. Select one of the following:
Administrator
Engineer
Operator
Auditor
Viewer

Table 6.4 — Security Configuration — Custom Users.
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6.1.1.4 Services Configuration
The Services configuration tab is shown below.

¥+ HARTSI - Security Canfiguration ENACE X

General Password Rules Custom Users Services [P Access Control List MAC Access Control List

Services

[ Allow Al
Global Security Services Global Custom Ports
HTTP Custom Port
Modbus-TCP 509
DNP3-TCP ad
DNP3-UDP

PCCC

Ok Apply Cancel

Figure 6.5 — Security Configuration — Services.

The Services configuration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.

Modbus-TCP Allow Modbus-TCP connections to be accepted.

Custom Ports Up to 4 custom (TCP / UDP) ports can be added to the allowed list.

Note: When the application is using non-standard ports for communication
services (e.g. Modbus TCP) then these ports will need to be added to the
Custom Ports list.

Table 6.5 — Security Configuration — Services
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6.1.1.5 IP Access Control List Configuration

Enabling the IP Access Control List will block all communication from PCs (and other
devices) unless their IP addresses are explicitly included in the list with the allowed
services.

The IP Access Control List configuration tab is shown below.

'153’ HARTSI - Security Configuration IEI@
General Password Rules Custom Users Services | IP Access Control List} MAC Access Control List
IP Access Control List Enable IP ACL ltems (max. of 10 items.)
Range Start Range End Allowed Services Custom Ports
ro1 192.168.1.20 192.168.1.145 All
2 192.168.1.231 192.168.1.235 EtherNetlP + Modbus-TCP 509
Ok Apply Cancel

Figure 6.6 — Security Configuration — IP Access Control List.

The IP Access Control List configuration tab comprises the following parameters:

Parameter Description

IP Access Control List Enable / Disable for all /P Access Control List
Enable

IP Access Control List

Range Start First IP address in the range.

Range End Last IP address in the range.

Allowed Services The services allowed for this IP range.

Custom Ports Additional custom ports allowed for this IP range.

Table 6.6 — Security Configuration — IP Access Control List.
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To modify the Allowed Services the user can either click on the specific ALLOWED
SERVICE cell, or right-click on the specific row and select the EDIT SERVICES option.

The Service Selection form will open allowing the user to select each service’s
checkbox.

Service Selection

[ Allow Al

Selected Services
EtherNetIP
HTTP
@ Modbus-TCP
DNP3-TCP
DNP3-UDP
PCCC

Figure 6.7 — Security Configuration — Service Selection.

To modify the Custom Ports the user can either click on the specific CUSTOM PORTS
cell, or right-click on the specific row and select the EDIT CUSTOM PORTS option.

Note: The Custom Ports option is not available if the Allow All option has been selected in the Allowed
Services.

The Custom Ports Selection form will open allowing the user to modify the Custom
Ports.

Custom Port Selection

Custom Ports

Custom Port

A —

Figure 6.8 — Security Configuration — Custom Ports.
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6.1.1.6 MAC Access Control List Configuration

Enabling the MAC Access Control List will block all communication from PCs (and
other devices) unless their MAC addresses are explicitly added to the list.

Important: Incorrectly configuring the MAC Access Control List may result in the module no longer
being able to communicate with the PLX50CU.

The MAC Access Control List configuration tab is shown below.

':5:' HARTSI - Security Configuration EI@
General Password Rules Custom Users Services IP Access Control List MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E.F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8E BADPC-5520-2
3 B4:45:06:09:76:15 ENGPC

Ok Apply Cancel

Figure 6.9 — Security Configuration — MAC Access Control List.

The MAC Access Control List configuration tab comprises the following parameters:

Parameter Description

MAC Access Control List Enable / Disable for all MAC Access Control List

Enable

MAC Access Control List

MAC Address The MAC address which will be allowed to communicate with the
module.

Description An optional description for the Device with the matching MAC
address.

Table 6.7 — Security Configuration — MAC Access Control List.

The MAC addresses can be entered manually, or the user can right-click and select
the BROWSE option.
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This will open the Network Interface Browser displaying all the network interfaces
and their corresponding MAC addresses found on the local PC. The user can then
select which MAC addresses to be added to the MAC Access Control List.

& Network Interface Browser X
Selected MAC Address Interface IP Addresses

I s5445060EF95F | Intel(R) Ethernet Connection (13) 1218-V 192 168.1.221
E] 28:11:A8:59:EE:FE Microsoft Wi-Fi Direct Virtual Adapter #3 169.254.157.240
D 2A:11:A8:59.EE:FD Microsoft Wi-Fi Direct Virtual Adapter #4 169.254 23 5
C] 00:50:56:C0:00:01 WMware Virtual Ethernet Adapter for VMnet1 192.168.171.1
[:] 00:50:56:C0:00:08 WMware Virtual Ethernet Adapter for VMnet8 192.168.160.1
D 28:11:A8:59:EE:FD Intel{R) Wi-Fi 6 AX201 160MHz 192.168.15.105
)] 28:11:A8:59:EF:01 Bluetooth Device (Personal Area Network) 169.254.64.223

Ok Cancel

Figure 6.10 — Security Configuration — Network Interface Browser.

6.1.2 Download Security Configuration

Once the security configuration has been completed it must be downloaded to the
module.

When online with the module, the current state of the security will be indicated by the
icon of the Security node in the project tree as follows:

Icon Description
Module Offline — Master Security Disabled

Module Offline — Master Security Enabled

Module Online — No Security Configuration Downloaded

Module Online — Master Security Disabled

Module Online — Master Security Enabled, User Authentication Uninitialized

Module Online - Secured

Dy by

Table 6.8 — Security Status Icons.
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To download the security configuration right-click on the Security item in the project

tree and select the DOWNLOAD SECURITY CONFIGURATION item.

'252- ProSoft PLX50 Configuration Utility - PLX5THART8I_Example

File Device Tools Window Help

el W X0

Project Explorer =

=& PLXSTHARTBI_Example
=4l HARTSI (PLX51-HART-8I)
- & Configuration
n

&

-iT1 Statug &
] Event

- Chan
~» Chan
-~ Chan
. Chan
P Chan
' Chan

]
fo=]
[=]
B E

o

Security Configuration

4~ Security Status

Change My Password
Change Other Password
Verify Configuration
Initialize User Authentication
Clear All Security

» Chan |l“

Download Security Configuration

Export Security Configuration
Impaort Security Configuration

Figure 6.11 — Download Security Configuration

< Security

@ Security Download Complete

Figure 6.12 — Download Security Configuration Complete
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6.1.3 Initialize User Authentication

The final step in securing the module is to initialize user authentication. This involves
creating an Administrator password as well as setting the Default password to be
used by all other users for their initial login.

Right-click on the SECURITY node in the project tree and select the INITIALIZE USER
AUTHENTICATION option.

°:§:° ProSoft PLX50 Configuration Utility - PLXSTHART8I_Example*

File Device Tools Window Help
gl W XG0 ER e
Project Explorer =
Bﬁ PLX5THARTEI_Example
=i HARTSI (PLX51-HART-81)
# Configuration

-a

i1 Status | & Security Configuration

-8 Event\l A Secyrity Status
- Channe v
.- 00-|= Change My Password
P Channe Change Other Password
.. Channg
_.p Channg Verify Configuration
- Channe ™ |nitialize User Authentication
’ Channg N
P> Channd % Clear All Security
_.p Channg |® Download Security Configuration

Export Security Configuration

Import Security Configuration
TE

Figure 6.13 — Initialize User Authentication.

The user (now deemed to be the Administrator) will need to configure a password for
the fixed Administrator user.

% Set ADMINISTRATOR Password x

Action Notes: Set ADMINISTRATOR Password.
User Details

Username Administrator Password Criteria

«/  Minimum Length
] Show Password

+~/  Contains Lowercase character
Old Password +~'  Contains Uppercase character
+/  Contains Numeric character
New Password b v +/  Contains Non-Alphanumeric character
+/  No Triples
Confirm Password veseseenee v
Mo Username Deriviatives

Figure 6.14 — Set Administrator Password.
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As the new password is entered, it will be checked against the configured password
rules. The icons adjacent to each password rule will indicate if the criteria are fulfilled
or not, or not applicable, as shown below:

Icon Description
Criteria Not Applicable

x Failed Criteria
’ Passed Criteria

Table 6.9 — Password Rule Status Icons.

A green tick icon will be displayed to the right of the New Password once it meets all
the password criteria. A green tick adjacent to the Confirm Password will indicate that
it matches the New Password.

The entered passwords can either be displayed or masked by clicking on the SHow
PASSWORD check box.

Once the Administrator password has been set, then the Default password must be
set.

The Default password is the password to be used by all other users for their initial
login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

% Set DEFAULT Password X

Action Notes: Set DEFAULT Password. Used by all other users for their first login.
User Details
Username Default Password Criteria

+/  Minimum Length
(] Show Password

+/  Contains Lowercase character
Old Password +/  Contains Uppercase character

+/  Contains Numeric character
New Password bbbl v +/  Contains Non-Alphanumeric character

+~'  No Triples
Confirm Password LTI v

No Username Deriviatives
Ok l Cancel

Figure 6.15 — Set Default Password.

Note: If required, the Administrator can change the default password individually for each user, by using
the CHANGE OTHER PASSWORD option.
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On completion of the User Authentication Initialization step, the module will be

secured indicated by the green locked icon.

SFeY PL X5 1HARTS|_Example]

= HARTSI (PLX51-HART-8I1)
- Configuration
-~ Security
- Status
-l EventViewer
= Channel 0

Figure 6.16 — Secured Module.

----- P Channel 1

> Channel 2
> Channel 3
> Channel 4

----- P Channel &

P Channel 6
P Channel 7
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6.2 Operation

To interact with a secure and user initialized module, each user will need to log in.

6.2.1 Initial User Login

Similar, to an unsecured module, a user would open the existing PLX50CU project,
right-click on the module, and select GO ONLINE.

°:§2° ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help
el W43
Project Explorer ::::: :

2 &

e X

=& PLX51HARTI_Example
EN BHARTSI (PLX51 - -

.. Configuration |/# Configuration

@ Security = Connection Path

Btgau%n-eﬁmz T

..Jr Channel 1 ¥ Download
-.[p Channel 2 4 Upload

B Chormel3 57 ety Confguration
. Channel 5 ! Copy
—.r Channel 6 [+ Export
- Channel 7 y
K Delete
= Status

# Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded C5V

= Export Configuration File
TT

Figure 6.17 — Go Online.

Since the module has been secured, it will then prompt the user to login.

< Login X
Login Details

() Fixed User Administrator

o Custom User Walter Sobchak

Password seessnsne

Figure 6.18 — Custom User Login.

The user will need to select either one of the FIXED USERS or select the CUSTOM
USER option and then enter the Custom Username.

The user will then need to enter their password.
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Should this be the initial login with the Default password, or if the Administrator has
reset the password and selected the option for the user to change the password,
then the Set Password form will open. The user will then need to set an appropriate

password before continuing.

% Set OWN Password

Action Notes: Set OWN Password.

User Details

Username Walter Sobchak

Password Criteria

X

Show Password

Old Password

New Password

Confirm Password

X
X
X
X
v

o

Figure 6.19 — Change Own Password

Minimum Length

Contains Lowercase character
Contains Uppercase character
Contains Numeric character

Contains Non-Alphanumeric character
Mo Triples

No Username Deriviatives

Note: The Old Password that needs to be entered on the Initial User Login, will be the same password

that was used to login.

All users are permitted to change their password at any time by right-clicking on the
SECURITY node in the project tree and selecting the CHANGE MY PASSWORD option.

':E:' ProSoft PLX50 Configuration Utility - PLX5THART8I_Example*

File Device Tools Window Help
el XA

Project Explorer

= PLX51 HARTSI_Example
-l HARTSI (PLX51-HART-8I1)
-/ Configuration

+ 59 8L ¢

a

-1 Status
I Event
=P Chan

Security Configuration
Security Status

L 00|=

Change My Password

P Chanrl =
' Chann
b Chann
. Chann

P Chanrl
' Chann
. Chann

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration
Import Security Configuration

Figure 6.20 — Select Change My Password
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6.2.2 Role Specific Operations
Users with Administrator, Engineer and Auditor roles are permitted to access
additional functions not available by other users.
6.2.2.1 Security Status
The Security Status can be viewed by right-clicking on the SECURITY node in the
project tree and selecting the SECURITY STATUS option.
°1f?° ProSoft PLX50 Configuration Utility - PLX5THART8I_Examg
File Device Tools Window Help
el X6 A0 e
=& PLXSTHARTSI_Example
=l HARTSI (PLX51-HART-8I)
- Configuration
-
%‘ Sts & Security Configuration
I E -
o ChH' Security Status
~@|= Change My Password
: g: = (hange Other Password
- Ch Verify Configuration
: g: Initialize User Authentication
. ch % Clear All Security
- Chl |&  Download Security Configuration
[+ Export Security Configuration
+] Import Security Configuration
11
Figure 6.21 — Select Security Status.
The Security Status window will open displaying various statistics regarding the
security services.
The General tab displays an overview of the security status.
L] HARTS! - Security Status F=n R
{General| Stafistics Custom Users
General Fixed Users
Security State ‘ Active | Administrator
Security Revision ‘ 1 | Engineer
Config Checksum ‘ 0xD184 | Operator
Current Session Role ‘ Administrator | Auditor
Figure 6.22 — Security Status — General.
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The General status tab displays the following:

Parameter

Description

General

Security State

The status of the security services.

No Config: No security configuration has been downloaded to the
module.

Disabled: Security configuration has been downloaded to the
module, but the master Enable Security option in the configuration
has been disabled.

Uninitialized: The security configuration has been downloaded and
enabled, but the Initialize User Authentication step has not yet been
completed.

Active: The module has been successfully secured.

Security Revision

The revision of the security services currently running on the module.
This is a function of the module’s firmware revision.

Config Checksum

The checksum of the current security configuration.

Current Session Role

The role assigned to the user that is currently logged in.

Login Expiry The time (seconds) until the user is automatically logged out.
Only applicable if the LoGIN EXPIRE option has been enabled in the
security configuration.

Fixed Users

Fixed Users Status
Administrator
Engineer

Operator

Auditor

Viewer

The status of each fixed user.

Disabled: The user has not been enabled in the security
configuration.

Default Password: The user has not changed from their Default
assigned password, or from when an Administrator reset their
password.

No Password: No password exists for the user. This would typically
occur when a fixed user is enabled after the User Authentication
Initialization step has taken place. An Administrator would need to
reset the password for this specific user.

Active: The user is enabled and has a valid password configured.

Table 6.10 — Security Status — General
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_| HART8I - Security Status

General Custom Users

Counter
Session Keys Created
Session Keys Terminated
Security Login Success

Security Login Fail

Global Security Mask Violation

IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation

Status Access Violation

Firmware Update Access Violation

Reset Violations
MAC ACL Violations

= e )

Value Clear Counters

ool O 000 Oo|lw| ;| O

Figure 6.23 — Security Status — Statistics.

Note: Only an Administrator is permitted to select the CLEAR COUNTERS option.

Parameter

Description

Session Keys Created

The number of security session keys created between the
configuration software and the module. Each time a user connects to
the module with the configuration software, and the module has been
secured, a new session key will be created.

Session Keys Terminated

The number of times when either the connection from the
configuration software has been terminated or there was an error in
the connection decryption. In both these cases the session keys will
be deleted.

Security Login Success

The number of successful logins.

Security Login Fail

The number of failed login attempts.

Global Security Mask
Violation

The number of times a connection request is received from another
device on the Ethernet network, which has not been enabled in the
module’s global security mask configuration.

IP ACL Range Violation

Each time a request or packet is received from a device that has an
IP address outside the IP ACL range, this number will be
incremented.

IP ACL Mask Violation

Each time a request or packet is received from a device that has an
IP address outside the Subnet ACL range, this number will be
incremented.

Config Access Violation

The number of times a connection with the incorrect role privileges
tried to access the module security configuration.

Status Access Violation

The number of times a connection with the incorrect role privileges
tried to access the module security status.

Firmware Update Access
Violation

The number of times an attempt to flash upgrade the module in an
incorrect state (e.g., while running a class 1 EtherNet/IP connection).

Reset Violations

The number of times an attempt to reset the module in an incorrect
state (e.g., while running a class 1 EtherNet/IP connection).

MAC ACL Violations

Each time a request or packet is received from a device that does not
have a matching MAC address to those in the MAC ACL list, this
number will increase.

Table 6.11 — Security Status — Statistics
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The Custom Users status tab displays the following:

__| HARTS8I - Security Status

General Statistics Custom Users

=B

User Name Role Status

No Password

Rex Stardust
Walter Sobchak

Administrator No Password

Viewer Active

Figure 6.24 — Security Status — Custom Users

Parameter Description

User Name The configured user name.

Role The configured role for this specific user.
Status The status of the specific user:

Default Password: The user has not changed from their Default
assigned password, or from when an Administrator reset their
password.

No Password: No password exists for the user. This would typically
occur when a user is added after the User Authentication Initialization
has taken place. An Administrator would need to reset the password
for this specific user.

Active: The user is enabled and has a valid password configured.

Table 6.12 — Security Status — General
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6.2.3 Change Other Password

An Administrator can change (or reset) any user’s password by right-clicking on the
SECURITY node in the project tree and selecting the CHANGE OTHER PASSWORD
option.

':§:° ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help
M %GO D EL e
Project Explorer

=3 fh PLX5THARTEI_Example
=i HARTSI (PLX51-HART-8I)
- Configuration

i St & Security Configuration

..F Even Security Status
= Chan
@ 0
-.J» Chan
. Chan
]
. Chan - o
> Chan nitialize User Authentication
- Chani ¥ Clear All Security
. Chan a
¥
. Chan

= (Change My Password

= (Change Other Password

Verify Configuration

Download Security Configuration

[+ Export Security Configuration

~+] Import Security Configuration

[l
Figure 6.25 — Select Change Other Password.

The Set Password form will open, and the Administrator can then select the User’s
password to change. The Administrator will need to re-enter their password as well
as the new password for the user.

The REQUIRE USER TO CHANGE PASSWORD option requires that user to change the
password the next time they login.

% Set Other Password x

Action Notes: Set Other Password.

User Details

Username Cynthia Smith v Password Criteria

X Minimum Length
Show Password
Contains Lowercase character

Administrator Password Contains Uppercase character

Contains Numeric character

New Password Contains Non-Alphanumeric character

L X X X X

No Triples
Confirm Password

No Username Deriviatives

Require User to Change Password

Ok Cancel

Figure 6.26 — Set Other Password.
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6.2.4 Clear All Security

An Administrator can remove all the security from a module and return it to an
unsecured state. This is done by right-clicking on the SECURITY node in the project
tree and selecting the CLEAR ALL SECURITY option.

°2§2° ProSoft PLX50 Configuration Utility - PLX51THARTSI_Exampl

File Device Tools Window Help

B..

IR YL

=& PLXSTHARTSI_Example
5} HARTSI (PLX51-HART-8I)
- Configuration

-8

31 St
- Ev
=P Ch

]
- Ch
- Ch
- Ch
~» Ch
- Ch

+ %

=]
&}

o
I

=

Security Configuration
Security Status

Change My Password
Change Other Password

Verify Configuration
nitialize User Authentication

- Ch

Clear All Security

- Ch

[

+]

Download Security Configuration

Export Security Configuration

Import Security Configuration

Figure 6.27

— Select Clear All Security.

This action will require the Administrator to enter their password. The security

configuration and all passwords will be removed with this action.

Important: This process will remove all module security configuration including all passwords.

6.3 EventlLog

All security related events are added to the module’s event log.

Note: Only an Administrator is permitted to select the Clear the event log option.

¥ HARTSI - Event Viewer

WZX

Uploaded 21 records.

=

Filter (Al

Index
20
19
18
17
16
15
14

Local Time
1970/01/06 02:14:08.000
1970/01/06 02:12:57.000
1970/01/06 02:12:57.000
1970/01/06 02:12:16.000
1970/01/06 02:11:58.000
1970/01/06 02:11:38.000
1970/01/06 02:11:26.000

Up Time
1d - 05:49:39
1d - 05:48:28
1d - 05:48:28
1d - 05:47:47
1d - 05:47:29
1d - 05:47:09
1d - 05:46:57

Event
Admin Login:Success
Walter Sobchak Login:Success
Walter Sobchak Set:Password Change
Walter Sobchak Login:Success(Default)
Walter Sobchak Set:Password Reset
Admin Login:Success

Walter Sobchak Login:Fail(No password)

Figure 6.28 — Event Log.
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6.4 Reset Security Configuration

The PLX51-HART-8I’s security configuration can be reset (cleared) by powering-up
the module with DIP switches 2, 3, and 4 set to the ON position.

Important: This process will remove all module application configuration and security configuration
including all passwords.

Note: Once the module has booted-up, the DIP switches should be returned to normal (all OFF). New
security configuration cannot be downloaded with the Reset DIP switch combination active.
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7 Device Type Manager (DTM)

The PLX51-HART-8I supports FDT / DTM technology, allowing the user to configure
any HART device using its DTM (Device Type Manager) in any standard FDT Frame
(Field Device Tool).

To use a device DTM with the PLX51-HART-8I, the Prosoft Technology PLX51 ILX56
HART and Profibus DTM pack must first be installed. It can be downloaded from
www.prosoft-technology.com.

71 Installation

Installation of the DTM pack is achieved by executing the following installer:
Prosoft Technology PLX51 ILX56 HART and Profibus DTM Pack1.009 Setup.msi

The installation wizard will guide the user through the installation process.

ﬁ PLX51 ILX56 HART and Profibus DTM Pack Setup *

. Welcome to the PLX51 ILX56
HART and Profibus DTM Pack
Setup Wizard

The Setup Wizard will install PLX51 ILX56 HART and Profibus
DTM Pack on your computer, Click ™Mext” to continue or
"Cancel” to exit the Setup Wizard.

< Back Cancel

Figure 7.1 — DTM Pack Installation
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7.2 Configuration

Once the DTM pack is installed, the selected FDT Frame will need its DTM
Catalogue updated. The steps required for this action are slightly different for each
FDT frame. Typically, one selects the DTM CATALOGUE or DEVICE CATALOGUE and
then selects REFRESH or REBUILD.

After the catalogue has been updated, a new project can be created using the
PLX51-HART-81 DTM.

7.21 PLX51-HART-8I DTM

To use the PLX51-HART-81 DTM in a new project, select the ADD DEVICE function
and then select the PLX51-HART-8I DTM. The example below makes use of
PACTware FDT frame.

PACTware

File Edit View Project Device Exti

DS HSG & 2
Project

Device tag - O i %ﬁ Chi
B HOSTPC

= Connect il
=J= Disconnect
Topology Scan

Diagnostic Scan

[#3  Add device

Figure 7.2 — Adding new device

Device for *
All Devices (18/18 DTMs)

Enter text to search... - Find Clear
Device «  Protocol Vendor Group Device Version FDT wersion  OTM wversion
_E—-l'r_PLXS‘I PBEM Profibus D... ProSoft Technelogy Inc not specified 1.002 / 2020-06-30 1.2.00 1.002 / 2020-06-30 -
-'E-l'r_PLX51-Hart-4I HART ProSoft Technelegy Inc not specified 1.004 7 2019-05-08 1.2.00 1.004 / 2019-05-08
_E—-l'l__PLX51-Hart-4O HART ProSoft Technology Inc not specified 1.004 / 2019-05-08 1.2.00 1.004 / 2019-05-08
’ PLX51-Hart-8I HART ProSoft Technology Inc not specified 1.001 / 2025-06-10 1.2.00 1.001 / 2025-06-10 I

PME PXM 0100 Profibus D... ProSoft Technelogy Inc not specified 1.007 / 2023-10-13 07:43  1.2.0.0 1.007 / 2023-10-13 0...
@PRCFIdtm DPV1 Profibus D...  5ofting Industrial Automa... not specified V2.23.00163) / 2019-04... 1.2.0.0 V2.23.00163) / 2019-...
\" HART CommDTM HART Endress+Hauser AG not specified 1.04.01.641 7 2021-10-07  1.2.0.0 1.04.01.641 7 2021-10... |E
\" PROFIBUS CommbD.. Profibus D... Endress+Hauser AG not specified 1.04.01.641 / 2021-10-07 1.2.0.0 1.04.01.641 7 2021-10... |
» PLX51-Hart-8l

Figure 7.3 — Selecting PLX51-HART-8| DTM

ProSoft Technology, Inc. Page 126 of 205



PLX51-HART-8I # Isolated 8-Channel HART Input Device Type Manager (DTM)
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

After installing the PLX51-HART-81 DTM, select the PARAMETER option.

PACTware

File Edit View Project Device Extras Wind
DSHAE & O®W (g%
Device tag O i %ﬁ Channel

) HosTrC

w—

Connect

Disconnect

Load from device

IBie & &

Store to device

Parameter |I

Measured value
Figure 7.4 — Select Parameter option

The PLX51-HART-81 DTM’s configuration allows the CIP Path to the PLX51-HART-8I
to be configured. This is typically the IP address of the PLX51-HART-8I, but can
include a more complex CIP path when, for example, routing through a ControlLogix
chassis is required.

€7 PLX51-Hart-8 Parameter

EtherMet/IP Configuration

CIP Path

Ok Cancel

Figure 7.5 — PLX51-HART-8I CIP Path

The path can either be entered manually or the BROWSE “...” button can be used to

open the Target Browser to select the PLX51-HART-8I.

h Terget Browser X
El
+i’ G} Done

[ ﬁ 152.168.1.60 : 1756-EN2TR/B

----- ﬁ 152.168.1.113 : 1794-AENT/B

152.168.1.184 : FF Link/B

[ ﬁ 152.168.1.15 . 1756-L85E/B
-1

----- i 152.168.1.102 : 190 Scanner

----- i 152.168.1.101 : 190 Scanner

----- H 152.168.1.172 : PLX51-PBS e

Ok Cancel

Figure 7.6 — Target Browser

The PLX51-HART-81 DTM is now ready for device DTMs to be added under it.
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7.2.2 Adding Device DTMs

After the PLX51-HART-8| DTM has been configured, the child Device DTMs can be
added by right-clicking on the PLX51-HART-8I DTM and selecting ADD DEVICE.

PLX51-Hart-8|

ik
%
o
5]

Connect
Disconnect

Load from device

Store to device

Additional functions

192.168.1.162

Add device

Exchange device

Delete device

Properties PLX51-Hart-8

Figure 7.7 — Add child device

The user can then select the matching device DTM.

_] Device for x
| All Devices (329/329 DTMs)
Enter text to search... - Find Clear
Device «  Protocol Vendor Group Device Version FDT version  DTM version
LT Prowirl / 72 / HART /... HART Endress+Hauser Flow 1418839/ 2017-03-31  1.2.00 1.4.188 / 2017-02-22 -
L Prowirl / 72/ V1.00.0...  HART Endress+Hauser Flow 1.4.188.39 7 2017-03-31  1.2.0.0 1.4.188 / 2017-02-22
L Prowirl / 72 /V1.02.00  HART Endress+Hauser Flow 1418839/ 2017-03-31  1.2.00 1.4.188 / 2017-02-22
LI Prowirl / 72 / ¥1.03.00  HART Endress+Hauser Flow 14.188.39/2017-03-31  1.2.0.0 1.4.188 / 2017-02-22 |
LI Prowirl / 72 /V1.04.00  HART Endress+Hauser Flow 1418839/ 2017-03-31  1.2.00 1.4.188 / 2017-02-22
L Prowirl / 72 /V1.05.00  HART Endress+Hauser Flow 14.188.39/2017-03-31  1.2.00 1.4.188 / 2017-02-22
1 Prowirl / 73 / HART /.. | HART Endress+Hauser Flow 1418839/ 2017-03-31  1.2.00 1.4.188 / 2017-02-22 @
L Prowirl / 73/ V1.00.0x | HART Endress+Hauser Flow 1418839/ 2017-03-31  1.2.0.0 1.4.188 / 2017-02-22
L0 Prowirl / 73/ V1.01.0x_ HART Endress+Hauser Flow 14.188.39/2017-03-31  1.2.00 1.4.188 / 2017-02-22 Il
Prowirl / 72 /V1.03.00:Flow [Vortex)
DD-Vers.:17-86-4-1
ok || concel

Figure 7.8 — Device DTM Selection

Once the child device has been selected, the user must select the channel (Ch 0-7)
under which the device will be added.

J Kanalauswahl

Channel  Type assigned to
1 ChoD
2 Ch1
3 Cho2
4 Ch03
5 Chi4
6 Cho5
R
8 Cho7

| o

Cancel |

Figure 7.9 — Device DTM Select Channel
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Once the child Device DTM has been added, a configuration window opens to set the

Node Address.

G# PLX51-Hart-8l

Device Configuration

[ nose sdress |

Figure 7.10 — Device DTM Node Address
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7.3 Operation

After the FDT project has been configured, the DTMs can be placed online by
selecting the CONNECT option.

= " PLX51-Hart-8l
o T ProWin 72

Disconnect

Load from device

B s

Store to device

Figure 7.11 — DTM Connect

Once the PLX51-HART-8I DTM is online (connected) several diagnostic pages can
be opened by selecting the MEASURED VALUE option.

= PLX51-Hart-81

T ProWwirl 72 Connect

Disconnect

Load from device

e
P
@
5]

Store to device

Parameter

Measured value

Simulation

Diagnosis

Figure 7.12 — Select Measured Value

The General page provides basic status information for the PLX51-HART-8I.

|G PLX51-Hart-81 # Measured value | abx
Device Name:  PLX51-Hart-8
.
P
Description: 8 Channel Hart Input Device + ]
Status: \4 Orline TECHNOLOG Y
- Channel 0
‘. Chanrel 1 Channel 6
i~ Channel 2
i+ Channel 3
i+ Channel 4 Scaled Value o [0 HART Enabled
i+ Charnel 5
g:::: g Current Value D 338 mé Dual Master
Voltage Value o [0: V Burst Mode
Tx Count ER ’7_‘33 | | Loop Ok |
Rax Count D [7. | [ MNotUnderRange |
Comms Errors Ea 0 Mot Over Range
Timeout Errors Ea i Analog Filtered
Device Offline Count L% |0 Current Calibration Ok
Relay Msg Tx Count i} 0 Woltage Calibration Ok
T L E—

Figure 7.13 — PLX51-HART-81 DTM - General Status Page
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A field Device DTM under the PLX51-HART-8| DTM can also be brought online by

selecting the CONNECT option.

Device tag
B HosTPC

Disconnect

Load from device

Store to device

Figure 7.14 — Field Device DTM Connect

Depending on the device DTM, several function windows, for example, online

parameters, diagnostics and measure variables, can be displayed. These items are
accessed by right-clicking on the device DTM and selecting the required function.

Device tag G i %ﬁ Channel Address Status Times
B HOSTRC
=] . PLX51-Hart-81 -+ =I= 192.168.1.162 [
Pro 0 2 [ | |
B Connect
$ Disconnect
& Load from device
ﬁ Store to device
| Parameter 4 Parameterization
Measured value Online parameterization
Simulation Configuration
Diagnosis
Print 3

Figure 7.15 — Device DTM - Selecting Online Parameterization

| BT Prowirl 72 # Online ization | b x
Language
m | &
DeviceType: Prowirl / 72 / V1.03.xx SW-REV. AMP.:  V1.03.00 FLOW: 0.0000 g/s
Model: PROWIRLT2 TAGNAME  PRO_T2 ACTUAL CURRENT:  4.00 mA m
ACTUAL SYS.COND: @ SYSTEM OK Endress+Hauser
Label ~ | | Fow: [0.0000 grs ¥
=3 % Group Select
= MEASURING VALUES VORTEX FREQUENCY: [0.00 Hz &
Brriow [oooe
- : 0.0000 54
5 VORTEX FREQUENCY WELOCHY 5
BrveLocity
& SYSTEM UNITS
& OPERATION
B USER INTERFACE
L& TOTALIZER
L& CURRENT QUTPUT
L& PULSE/STAT.OUT.
& COMMUNICATION
L& PROCESSPARAMETER v
L4 >
7 Online @ | ¥E 42 5 Sy MEASURING VALUES |
Qﬂl@ltonnected . %l ?

Figure 7.16 — Device DTM - Online Parameterization

ProSoft Technology, Inc.

Page 131 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Operation
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

8 Operation

This chapter provides additional information about the operation of the various
module interfaces.

8.1 HART Devices

The PLX51-HART-8I supports up to 8 x HART devices per Analog Input Channel.
Each HART device on the channel will get equal bandwidth if needed. The update
rate for each HART device can be configured as well as the update rate for each
Advanced Message for a specific HART device.

Important: Due to the limited bandwidth of HART (1200 bps), it is important to ensure the HART
communications on a specific channel does not exceed the available bandwidth. See section 3.5
Channel Configuration for more information.

The PLX51-HART-8I will first read all the HART device information once
communication to a HART device is established. The module will then proceed to
update the HART device process variables at the configured update rate in the
PLX50CU channel configuration.

8.1.1 Process Variables

The HART device process variables will be updated at the configured PV Update
Rate in the PLX50CU configuration. These requests will, by default, have the same
priority as all other HART messages to be sent (Advanced Messages and Explicit
Messages requested from Ethernet — e.g., DTM requests). If there are other HART
messages configured, then it will slow down the update rate of the HART process
variables for that specific device.

“:Ei' HART8I - 00 - TT421Z Configuration
GE 8| Advanced Messages
Device Instance

Node Address 0 v

Name TT4212

HART Communication

PV Update Rate s)

Arn—cae— ann PR

Figure 8.1 — PV Update Rate
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If the PV Priority has been selected in the PLX50CU configuration, then it will
prioritize the update of the HART process variables (PVs), to ensure that the HART
PVs are updated as close as possible to the configured update rate for that specific
HART device.

*15:* HARTSI - 00 - TT421Z Configuration
General Advanced Messages

Device Instance

Node Address 0 ~ Enable Device
Name TT421Z

HART Communication
PV Update Rate (s) Allow Explcit Messages
HART Timeout 300 (ms) ("] Zero Values on Comms Fail
HART Retry Limit

Figure 8.2 — PV Priority

Important: With multiple HART devices configured per channel, the limited HART communication
bandwidth will be shared between all of them, potentially slowing the HART PV updates per HART
device.

8.1.2 Advanced Messages

Up to 16 Advanced Messages can be configured per HART device. This will allow
the user to read/write HART messages to the device that does not require a fast
update rate (unlike Process Variables).

Note: The Advanced Messages are intended for non-critical background information or parameter
updates. If the Process Variable or Relay Message Priorities have not been set, then the Advanced
Messages will have the same priority as all other requests, slowing the update rate of Process Variables
or Relay Messages.

8.1.3 Multi-device HART Channel

The PLX51-HART-8I will provide equal opportunity for each HART device to have a
HART request sent. For example, the PLX51-HART-8I will check if any message is
required to send to the first HART device on a channel. If not, it will check the
second, and so on until the last HART device is reached, in which case it will start
with the first HART device again. If a message is required to be sent, then that
transaction will be executed. Once completed, the next HART device be checked.

The update rates of the various messages (e.g., Process Variables, Advanced
Messages, etc.) determine how often a device is required to send a request.
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8.1.4 Explicit HART Messaging

Explicit HART Messaging (or Relay Messaging) allows the PLX51-HART-8I to
receive external requests (over Ethernet) and relay those to a specific HART device.
This will allow Asset Management Software (e.g., E+H Fieldcare) to parameterize
and diagnose HART devices. See chapter 7 Device Type Manager (DTM) for more
information regarding Asset Management.

When a device has already been added to the PLX51-HART-8I in the PLX50CU and
the device is online, the normal explicit message service can be used. Only the
HART device short number is required (like the Node Address configured in
PLX50CU for the HART device).

Important: This message service cannot message HART devices that have not been added to the
PLX51-HART-8I.

8.1.4.1 PLX50CU Explicit Message Utility

Explicit HART Messaging can be executed from the PLX50CU for a specific channel.
This is launched by right-clicking on an Analog Channel when online in the PLX50CU
and selecting EXPLICIT MESSAGE UTILITY.

ErojeHE PR

= & PLXSTHARTSI_25Mar2025
= f} PLX51HARTS8I (PLX51-HART-8I)

... Configuration
‘i Security
T Status
.2 EventViewer
=.p» Channel0
.
=-p» Channel1 |# Configuration
! L.@01-SMARm  Status
—-[» Channel 2 o .
T @ 00-Dovi %  Explict Message Utility ‘
=.p» Channel3 o Copy
| @ 00-TT42[ X Delete
= Channel4 T

Figure 8.3 — Launching HART Explicit Messaging Utility

Once the utility is launched the user can send ad-hoc HART messages or requests.

’15:' HARTSI - Explicit Message Utility \EI@

Explicit HART Message

Channel 0 ~ Timeout 2000 (ms) Execute

Node Address 2

Details

Command 0

Request Data

Status

Response Data

Figure 8.4 — HART Explicit Messaging Utility
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Parameter Description
Channel The Channel on which the request will be sent

Node Address The HART short address of the destination device.

Timeout The maximum number of milliseconds for the transaction, before it is marked
as failed.

Execute The button is used to trigger the HART message transaction.

Details

Command The HART Command to be sent.

Request Data

If required, HART data can be added to the HART request. The data will need
to be entered as a space-delimited, hexadecimal string.
Example: 40 80 00 00 01 3F 81 B7 7F 20 41 CD 8E 30

Status

The status of the HART response.

Response Data

The HART data returned in the HART Response (if any). The data will be
formatted as a space-delimited, hexadecimal string.
Example: 40 80 00 00 01 3F 81 B7 7F 20 41 CD 8E 30

Table 8.1 - HART Explicit Messaging Utility parameters

Once the relevant parameters and data have been populated, then the user can
press the EXECUTE button to send the HART request to the specific channel and

HART device.

Channel

Details

% HARTSI - Explicit Message Utility =8 FER ™%

Explicit HART Message

Node Address

Command

Request Data

& Timeout 2000 (ms) Execute l

Status

Success

Response Data
40 80 00 00 46 00 00 00 00 3D 43 17 F4 C4 FA 00 00 00 00 FA 00 00 00 00

Figure 8.5 — HART Explicit Messaging Utility Executed Successfully
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‘152‘ HARTSI - Explicit Message Utility E@

Explicit HART Message

Channel ] &7 Timeout 2000 (ms) Execute l

Node Address 2

Details

Command 3

Request Data

Status Response Timed out

Response Data

(n/a)

Figure 8.6 — HART Explicit Messaging Utility Execution Failed

8.1.4.2 Logix Message Instruction
See section 8.2.2 Explicit Messaging for more information.

8.2 EtherNet/IP Target

A controller (e.g. Logix controller) can own the PLX51-HART-8I over EtherNet/IP
using up to eight (8) Class 1 EtherNet/IP connections when the PLX51-HART-8I is
operating as an EtherNet/IP Target. This will allow the PLX51-HART-8I to exchange
data with the controller using the input and output assembly of the Class 1
EtherNet/IP connection.

Note: When using EtherNet/IP Target, it is recommended to use the Recommend mapping in the
Internal Map configuration. This will automatically map and reformat all the required data in the Internal
Map.

8.2.1 Class 1 Assembly Mapping

When the PLX51-HART-8I operates in a Logix “owned” mode the Logix controller will
establish a class 1 cyclic communication connection to the module. Up to 8 input and
output assemblies are exchanged at a fix interval (RPI).

Note: The module input and output assembly of each connection will be an undecorated array of bytes.
The imported Logix routine (generated by PLX50 Configuration Utility) will copy this data to the input
and output assembilies.

Once the generated .L5X file has been imported (which will match the Internal
Mapping in the configuration), the user will be able to use the tags generated for the
specific PLX51-HART-8I application.
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The PLX51-HART-8I System tag is shown below:

Name =z|« Value + Style Data Type Description
4 HART8IIn.Status [ PSHB8SystemStatus

HARTS8IIn.Status.ConfigValid 0 Deamal BOOL Configuration Valid (O=Invalid, 1=Valid)
HARTS8IIn.Status.EIPOriginatorCommsOk 0 Decimal BOOL EtherNet/IP Originator (0=Fail,1=0k)
HARTSIIn.Status.ModbusOnline 0 Decimal BOOL Modbus Status (0=0ffline,1=0nline)
HART8IIn.Status.EIPOwned 0 Decimal BOOL EtherNet/IP Target: (0=Not-Owned, 1=0Owned)
HART8IIn.Status.Power 10k 0 Decimal BOOL Power Input 1 (0=0ff, 1=0n)
HART8IIn.Status.Power20k 0 Decimal BOOL Power Input 2 (0=0ff, 1=0n)
HARTS8IIn.Status.ControllerRunMode 0 Decimal BOOL Controller Mode (0=Program, 1=Run)
HART8IIn.Status.NTPOK 0 Decimal BOOL NTP Status ( 0=Fail, 1=0k)
HARTS8IIn.Status. CANBusOk 0 Decimal BOOL CAN Bus Status (0=Fail, 1=0k)
HART8IIn.5tatus RTCValid 0 Decimal BOOL Real-Time Clock Status (O=Fail, 1=0k)

» HARTS8IIn.Status.ConfigCRC 16#0000 Hex INT Configuration Checksum

» HART8IIn.Status.CurrentCANBaud 0 Decimal INT Current CAN bus BAUD (0=10k,1=20k.2=50k.3=125..

» HARTSIIn.Status.Uptime 0 Decimal DINT Uptime

» HARTS8IIn.Status.FreeRunCounter 0 Decimal DINT Free Running Counter

» HARTS8IIn.Status.DateYear 0 Decimal INT Date Year

» HART8IIn.5tatus.DateMonth 0 Decimal INT Date Month

> HART8lIn.Status.DateDay 0 Decimal INT Date Day

» HARTSIIn.Status.TimeHour 0 Decimal INT Time Hour

» HARTSIIn.Status.TimeMinute 0 Decimal INT Time Minute

» HART8IIn.5tatus.TimeSecond 0 Decimal INT Time Second
HARTS8IIn.Status.DeviceTemperature 0.0 Float REAL Device Temperature (Degrees Celsius)

> HART8IIn.Status.DIPSwitchesAtStartup 0 Decimal INT DIP Switches at startup

» HARTS8IIn Status.DIPSwitchesCurrent 0 Decimal INT DIP Switches current

¥ HART8IIn.Status.EthPort15tatus 0 Decimal INT Ethernet Port 1 Status (Bit0: O=LinkDown, 1=LinkUp..]

» HART8IIn.5tatus.EthPort25tatus 0 Decimal INT Ethernet Port 2 Status (BitD: O=LinkDown, 1=LinkUp..|

» HART8IIn.Status.EthSwitchMode 0 Decimal INT Ethernet Switch Mode (0=5witch, 1=Split)

> HART8IIn.Status.DLRStatus 0 Decimal INT Device Level Ring Status (Bit0: 0=Disable,1=Enzabl...

» HARTS8IIn.Status.NTPStatus 0 Decimal INT NTP Status (Bit0: 0=Disabled,1=Enabled; Bit1: 0=N...

¥ HART8IIn.Status.PTPStatus 0 Decimal INT PTP Status (Bit0: 0=Disabled,1=Enabled; Bit1: 0=N...

Figure 8.7 — Logix System Status Tag
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The Channel tag will provide analog input data as well as any HART device
connected to that specific analog input channel.

Name =z|« Value + Style
4 HART8IIn {u}

b HARTS8IIn.Status i}

4 HART8IIN.ChO {.]

4 HART8IIn.Ch0.Analog {3
HART8IIn.Ch0.Analog. HARTEnabled 0 Decimal
HARTSIIn.Ch0.Analog.AnalogFilter 0 Decimal
HARTS8IIn.Ch0.Analog.EnableDUALMasters 0 Decimal
HARTEIIn.Ch0.Analog.UnderRange 0 Decimal
HART8IIn.Ch0.Analog.OverRange 0 Decimal
HART8IIn.Ch0.Analog.LoopOpen 0 Decimal
HART8IIn.Ch0.Analog.LoopShorted 0 Decimal
HART8IIn.Ch0.Analog.BurstModeActive 0 Decimal
HARTS8IIn.Ch0.Analog.RelayMsgPriority 0 Decimal
HART8IIn.Ch0.Analog.CalibrationFactoryCurrentOk. 0 Decimal
HART8IIn.Ch0.Analog.CalibrationFactoryVoltageOk 0 Decimal
HART8IIn.Ch0.Analog.CalibrationUserCurrentOk 0 Decimal
HART8IIn.Ch0.Analog.CalibrationUserVioltageOk 0 Decimal
HART8IIn.Ch0.Analog.CurrentValue 0.0 Float
HART8IIn.Ch0.Analog.ScaledValue 0.0 Float
HART8IIn.Ch0.Analog.VoltageValue 0.0 Float

Data Type
HART8IInxEB01
PSHE8SystemStatus
HARTBIChOxIAA3
PSH8ChannelAna...
BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

REAL

REAL

REAL

Description

HART Communication (0=Disabled, 1=Enabled)
Analog Filter (0=Disabled, 1=Enabled)

Dual Master Support (0=Disabled, 1=Enabled)
Channel UnderRange (0=0k, 1=UnderRange)
Channel OverRange (0=0k, 1=0OverRange)
Loop Open (0=0k, 1=0pen Circuit)

Loop Shorted (0=0k, 1=Short Circuit)

Burst Mode (0=Disabled, 1=Enabled)

Relay Message (0=Normal, 1=Priority)

Factory Current Calibration (0=Invalid, 1=0k)
Factory Voltage Calibration (O=Invalid, 1=0k)
User Current Calibration (0=Invalid, 1=0k)

User Voltage Calibration (O=Invalid, 1=0k)

Raw Current Value (mA)
Scaled Value

Raw Voltage Value (V)

Figure 8.8 — Analog Input Channel Specific tags

Name zz|~ Value + Style Data Type Description
4 HART8IIn {.} HARTSIInxE80 1
p HARTSIIn.Status {.} PSH8SystemStatus
4 HART8IIn.ChO {.} HART8ICh0x9AA3
b HART8IIn.Ch0.Analog {.} PSH8ChannelAna...
4 HART8IIn.Ch0.Device {.} PSH8HARTDevice
» HART8IIn.Ch0.Device NodeAddress 0 Decimal INT Node Address
» HART8IIn.Ch0.Device HARTStatus 16#0000 Hex INT HART Status
HART8IIN.Ch0.Device.DeviceOnline 0 Decimal BOOL Device Online (0=0ffline, 1=0nline)
HART8IIn.Ch0.Device.RelayMessagelnhibited 0 Decimal BOOL Relay Message Control (0=Normal,1=Inhibited)
HART8IIn.Ch0.Device.PV 0.0 Float REAL Primary Variable
HART8IIn.Ch0.Device.SV 0.0 Float REAL Secondary Variable
HART8IIn.Ch0.Device.TV 0.0 Float REAL Tertiary Variable
HART8IIn.Ch0.Device.Fv 0.0 Float REAL Fourth Variable
» HART8IIn.Ch0.Device PVUnitsCode 0 Decimal INT Primary Variable Units Code
» HART8IIn.Ch0.Device SVUnitsCode 0 Decimal INT Secondary Variable Units Code
» HART8IIn.Ch0.Device.TVUnitsCode 0 Decimal INT Tertiary Variable Units Code
» HART8IIn.Ch0.Device FYUnitsCode 0 Decimal INT Fourth Variable Units Code
» HART8IIn.Ch0.Device AdvMsgSuccess 2#0000_0000_0000_0000 Binary INT Advanced Message Success (1 bit per Adv Msg Ite...
» HARTS8IIn.Ch0.Device AdvMsgActivity 2#0000_0000_0000_0000 Binary INT Advanced Message Activity {1 bit per Adv Msg lte..

Figure 8.9 — Analog Input Channel — HART Device Specific tags
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8.2.2 Explicit Messaging

The Explicit HART Message can also be sent from a Logix Controller using a Logix

MSG instruction.

Below is an example and parameter structure required to execute this Explicit HART

Message from Logix.

hartMsgTrig

MSG
Message Control  hatMSG | ... ]

hartMsgTrig
Figure 8.10 — Relay HART Message
The required attributes for the message instruction are as follows:

Message Configuration - hartM5G x
Configuration Communication Tag

Message Type: CIP Generic ~

Semvice  cystom ~ Source Test_HARTRequest -

Type:

Source Length: 68 = (Bytes)

Service . —

Code: L (Hex)jClass: & (Hex) Destination Test_HARTResponse -

Instance: 1 Attribute: 0 (Hex) Elemens

Sal— MNew Tag...
JEnable J Enable Waiting O Start D Done Done Length: 0
O Error Code: Extended Error Code: C]Timed Qut *
Error Path: HARTEI
Error Text
Cancel App Help

Figure 8.11 — Relay HART Message Configuration
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Parameter Value / Description

Message Type CIP Generic

Service Type Custom

Service Code 72 Hex (Relay HART Message service)
Class 444 Hex

Instance Channel value + 1

1 for Channel 0
2 for Channel 1
3 for Channel 2
4 for Channel 3
5 for Channel 4
6 for Channel 5
7 for Channel 6
8 for Channel 7

Attribute 0

Source Element Tag of type PSHEXxplicitHARTRequest
Source Length 68

Destination Element Tag of type PSHEXxplicitHARTResponse

Table 8.2 — Relay HART Message Parameters

The required Request and Response HART Command structures are defined as

follows:

HART Command Request

Byte Offset Data Type Description
0 SINT Bit 7: Priority
Bit 6 to 0: Node Address
1 SINT HART Command
2 SINT Timeout (x 100ms)
3 SINT Data Length of data to be sent with the request
4 SINT[64] Request Data with max length of 64 bytes

Table 8.3 — Relay HART Message Response Structure

HART Command Response

Byte Offset Data Type Description

0 SINT Response Status:

: Success

: Response timed out

: Device not online

: Request not sent before timeout
: Request buffer overflow

: Response checksum error

: Response command error

: Dual Master error

NOoO Ok WN-20

-

SINT Data Length received in the response.

N

INT HART Status (see section 11.2 HART Response Status)

4 SINT Response Data with max length of 64 bytes.

Table 8.4 — Relay HART Message Request Structure
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8.3

EtherNet/IP Originator

The PLX51-HART-8I can operate as an EtherNet/IP originator. In this mode the
module can exchange data from the analog channels and HART devices with
EtherNet/IP devices using either the input and output assemblies of the Class 1
EtherNet/IP connection to the device or using explicit (Class 3 or UCMM) EtherNet/IP

messages.

8.3.1 EtherNet/IP Class 1 Connections

In the example below, the PLX51-HART-8I is exchanging data with HART devices
while also owning two EtherNet/IP IO modules. The HART device data is being
exchanged with the EtherNet/IP 10 modules.

EtherNet/IP

onog|

wm]ﬁ ietomoss 2o | @ one e

Flex-10® (1794)

uuuuuu

nnnnnn I Map (e of 300 iiems.)

neral EtheiNeylP Deviees EtherNetlP Map Madbus Modhus Auliary Map Itemal Map Constants Advanced

\netanges Dostmabon  Destnation
Ahon NSNS Sub Tag Offset

Destmation .
BrOfse  COUMt  Copyfunction  Reformat

nnnnnnnnn

a17840Ws

= Channel 5

Figure 8.12 — Internal Mapping from Analog Channel and HART Device to EtherNet/IP Originator
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8.3.2 Explicit EtherNet/IP Messaging

When using EtherNet/IP Explicit Messaging, the user can configure up to 10
EtherNet/IP devices which will be used for Explicit Messaging. This configuration is
accessed in the EtherNet/IP Devices tab. Following this, the EtherNet/IP Map of
explicit messages needs to be configured. The Explicit Messaging uses the internal
data space (IDS) where data can be written to and read from for exchanges between
the HART devices and the explicit EtherNet/IP devices.

The Input and Output IDS Offset is where the Explicit EtherNet/IP device data will be
read from or written to. The data in the IDS can then be copied to or from the Analog
channels or HART devices using internal mapping.

In the example below, the HART device data being received is copied to the Internal
Data Space (IDS) at offset 3000 in the Internal Map configuration. The data at IDS
offset 3000 is then written to a Logix tag using the Explicit messaging EtherNet/IP

4 HARTBI - Configuration B
General EtherNeyIP Devices EtherNeyIP Map Modbus Modbus AusiliaryMap Internal Map  Constants  Advanced
Internal Map (max. of 300 items.) Recommend
Source Type  Source Instance ssu"‘l‘j‘f'f:g Sé“f"‘;;f S"“O“:f‘:j" Destination Type  Destination Instance Dsej'b"ﬁ;':" Deg"‘"‘g“" D;f“o”::e"‘:” Count  Copy Function Reformat
1 [Channel 0 | Main v |Analog v 0 EIP Originator v |a1794IB10x0B6 - | Data v 0 16 BytetoByte |None ~
2 |Channel 0 | TT421Z - | Data ~ 0 EIP Originator - |a17940W8 ~ | Data ~ 0 36 Byteto Byle  “ |None ~
3 |Channel 0 v | TT421Z ~ |Data ~ 0 Internal v 3000 36 BytetoByte |None ~
wo [ T~ 3 =
o - -
“%* HART8I - Configuration
General EtherNel/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
Explicit EtherNet/IP Device Settings
Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms
Explicit EtherNet/IP Devices (max. of 10 items.)
Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
MylL72 UCMM ~ | 192.168.1.60.1,0 1000 3 1004
‘12:’ HARTS8I - Configuration E@
General EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
Explicit EtherNet/IP Map (max. of 50 items.)
. Input Get Output Set
Device Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Tag / Static Value
1 MyL72 ~ | Write Tag ~| A ~ 0 36 TT421Z_data
» > - > v =l

Figure 8.13 — Received HART device data to Explicit Logix Tag
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8.4 Modbus Client

When the PLX51-HART-8I has the Primary Interface set to MobDBUS CLIENT, then
Analog Input and HART device data can be exchanged with one or more remote
Modbus servers.

The internal Modbus Registers are asynchronously exchanged with Modbus devices
as configured in the Modbus Auxiliary Map. In this mapping the user can exchange
(read or write) data between the internal Modbus Registers and a remote Modbus
device on Modbus TCP, RTU232, or RTU485.

In the example below, the PLX51-HART-8I, with the Primary Interface set to MODBUS
CLIENT, will read data from a HART device and write this to a Modbus Holding
Register of a Modbus Server.

[ o j Modbus Server

3

Modbus TCP

eeeeeeee

‘ PLX51-HART-8I

v v

CJ
HART® Devices {

Figure 8.14 — Modbus Client to HART device operation

The data from the HART device is copied to the internal Modbus Holding Register at
the desired offset (in this example 1030).

General EtherNet/lP Devices EtherNet/lP Map Modbus Modbus Auxiiary Map  Internal Map Constants Advanced
Internal Map (max. of 300 items.) Recommend

Source Source Source Bit Destination  Destination Destination Copy
Source Type Source Instance g S Offect Offast Destination Type ~ Destination Instance e Count

I 1 | Channel 0 v (TT421Z ~ |Data ~ [} MB Register ~ HR v 1030 36 Byteto B - None v I

Figure 8.15 — Copy HART device data to internal Modbus HR

Next, the Modbus Auxiliary Map is configured to write Holding Register 1030-1047 to
the remote Modbus server at IP address 192.168.1.55 from the internal Modbus
Holding Register 1030-1033.

General | EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Interal Map Constants Advanced
Modbus Awiliary Map (max. of 100 items.)

Port Modbus Function _ Register Type ___Local Reg. Count Remote Reg IP Address Node Reformat

1 TP v Write v HR v 1030 18 1030 192.168.1.55 5 None -]

Figure 8.16 — Modbus Client Auxiliary Mapping
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8.5 Modbus Server

When the PLX51-HART-8I has the Primary Interface set to MODBUS SERVER, then
the Analog Input and HART data can be mapped to configurable internal Modbus
Registers and offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with one or
more remote Modbus Clients on Modbus TCP, RTU232, or RTU485.

In the example below the PLX51-HART-8I with the Primary Interface set to MODBUS
SERVER, receives data from the HART device and makes it available to remote

Modbus Clients.
[ j Modbus Client

Modbus TCP |

I

coooaoca

o
o
o

acoa

PLX51-HART-8l

v ¢
02 EC

i
HART® Devices t

Figure 8.17 — HART device to Modbus TCP Client

In the Internal Mapping configuration, the HART device data is mapped to internal
Modbus Holding Register 1024-1041.

General EtherNeyIP Devices EtheiNetIP Map Modbus Modbus Auiliary Map IntemalMap Constants Advanced

Internal Map (max. of 300 items.) Recommend

Source Source Source Bit Destination  Destination Destination Copy
Source Type  Sourcelnstance gl oftect Ofiset  Destination Type  Destination Instance g5 7. Offeet . Bfofise  Count oo

¥ 1 |Channel 0 ~ | TT4212 ~ |Data ~ 0 MB Register ~ HR

Reformat

- 1024 | 38 Byte toB... “ |None -

Figure 8.18 — Modbus Server —Internal Mapping

Note: The user will need to ensure that when writing to the PLX51-HART-81 Modbus Holding Registers,
the registers holding data from the device are not inadvertently overwritten.
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9 Diagnostics

91 LEDs

The PLX51-HART-8I provides 16 LEDs for diagnostics purposes.

ANALOG INPUTS
I I (B W R
o 1 2 3 4 5 6 7

[ ok [] EthernetA
[ Activity [] Ethernet B
[] Status | [] RS232

] CAN [] RS485

—

Figure 9.1 - Module front view

LED Description

Ok Indicates the system-level operation of the module.
Red: The module is not operating correctly. For example, if the module application
firmware has been corrupted or there is a hardware fault the module will have a red
Module LED.
Green (flashing): The module has booted and is running correctly without any
application configuration loaded.
Green (solid): The module has booted and is running correctly with application
configuration loaded.
Blue (solid): The module is busy updating the application configuration from the SD
Card during startup.

Activity Indicates the activity on the primary interface (EtherNet/IP Target, Modbus Server,
Modbus Client, or EtherNet/IP Originator).
Blinking Green: A successful transaction was completed on the primary interface.
Blinking Red: The transaction failed on the primary interface (e.g., invalid request).

Status Indicates the status from the primary interface (EtherNet/IP Target, Modbus Server,

Modbus Client, or EtherNet/IP Originator).

EtherNet/IP Target
Solid Green: The module is connected (with the correct number of connections) to
the Logix Controller, and the Logix Controller is in RUN mode.

Flashing Green: The module is connected (with the correct number of connections)
to the Logix Controller, and the Logix Controller is in PROG/FAIL mode.

Solid Red: The module is not connected to a Logix Controller or it is connected, but
the actual number of connections does not match the configured number of
connections.

ProSoft Technology, Inc.

Page 145 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Diagnostics
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

EtherNet/IP Originator
Solid Green: The module is connected and successfully exchanging messages
with all the configurated EtherNet/IP devices (Class 1 and Explicit).

Solid Red: The module is not connected with either the Class1 or Explicit message
devices, or the Explicit messages are failing.

Modbus Client
Solid Green: All the Modbus requests configured in the Modbus Auxiliary map are
successfully executing.

Solid Red: One or more of the Modbus requests configured in the Modbus Auxiliary
map are failing.

Modbus Server
Solid Green: The module has received a Modbus request within the Modbus Slave
Timeout configuration.

Solid Red: The module has not received a Modbus request within the Modbus
Slave Timeout configuration.

CAN This is currently not used.

Ethernet A/ B The Ethernet LED will illuminate when an Ethernet link has been detected (by
plugging in a connected Ethernet cable). The LED will flash when traffic is detected.
This module has two Ethernet ports A and B. Each LED represents each port.

RS232 Indicates if there was activity on the RS232 port as well as the status of the activity.
The Modbus transaction was successfully received when blinking green or there
was a checksum error when blinking red.

RS485 Indicates if there was activity on the RS485 port as well as the status of the activity.

The Modbus transaction was successfully received when blinking green or there
was a checksum error when blinking red.

Analog Inputs
(0-7)

Each channel LED represents the status of that specific analog channel.

Solid Green: The loop current is within the acceptable range (3.8 to 20.5 mA) and
HART communication is successful with the field device(s).

Flashing Green: The loop current is within the acceptable range (3.8 to 20.5 mA)
and HART communication has failed to the field device(s).

Solid Yellow/Orange: The loop current is within the over range (20.5 to 21 mA) or
under range (3.6 to 3.8mA) limits and HART communication is successful with the
field device(s).

Flashing Yellow/Orange: The loop current is within the over range (20.5 to 21 mA)
or under range (3.6 to 3.8mA) limits and HART communication has failed to the
field device(s).

Solid Red: The loop current is either open circuit (less than 3.6mA) or short circuit
(greater than 21mA) and HART communication is successful with the field
device(s).

Flashing Red: The loop current is either open circuit (less than 3.6mA) or short
circuit (greater than 21mA) and HART communication has failed to the field
device(s).

Table 9.1 - Module LED operation
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9.2

The Online mode is indicated by the green circle behind the module in the Project

Explorer tree.

The Status monitoring window can be opened by either double-clicking on the
STATUS item in the Project Explorer tree, or by right-clicking on the module and
selecting STATUS. The status window contains multiple tabs to display the status of

the module.

Module Status Monitoring in PLX50 Configuration Utility

The PLX51-HART-8I provides various statistics to assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full by PLX50CU.

To view the module’s status in the PLX50CU environment, the module must be
online. If the module is not already Online (following a recent configuration
download), then right-click on the module and select the Go ONLINE option.

'152- ProSoft PLX50 Configuration Utility - PLX5THART8I_Example

File Device

Tools

ol WX

Project Explorer =

-4 Configu

i Secuiity | _
= P Channel 0

| a2-pRAE
P Channel 1) §
i -0 01-S

E' Channel 2 1
| LW 00-De
=- > Channel 3 5
R
E_\b Channel4| B

= & PLXSTHARTSI_Example

Bi PLX5THART8I (PLX51-HART-81

rati g

Window Help

+:1 8R4

User Manual

Configuration
Connection Path

Go Online

Download
Upload
Verify Configuration

Copy
Export
Delete

Lyt o]
LmooLn” Status

=+ Channel 6| g
¢ L@ 23-De
[=)-p» Channel 7

- 23-PR

Generate Logix L5X

Export Modbus Summary CSV
Export Modbus Expanded CSV
Export Configuration File

Figure 9.2 - Selecting to Go Online

':§2° ProSoft PLX50 Cenfiguration Utility - PLX5THARTSI_Example

File Device Tools

el M Yo

Project Explorer

Window Help

+2 824

=& PLXSTHARTEI_Example
=R BPLX51HARTSI (
.- Configuration | # Configuration
ia Security = (Connection Path
-5 Status B ) .
...T EventViewer Verify Configuration
el oSt
Channel1 |3t Go Offline
@ 01-SMAR._ Generate Status Report
= Channel 2
! L. 00-Device |™* HART Packet Capture
B> Channel 3 Z»  Modbus Packet Capture
. @ 00-TT421Z oy nternal Register Viewer
=-P* Channel 4 o )
'@ 07-CBAIR Explicit Tracking
=+ P> Channel 5 £ Explicit Message Utility
©LE00-LTZ 02 -
=-J» Channel 6 *o  ldentity

Figure 9.3 - Selecting online Status
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9.2.1 General
The General tab displays the general status for the PLX51-HART-8I.

L] HARTSI - Status =N Eeh "
[General| Channels CIP Statisties Ethemet Clients TGP/ ARP

Configuration MAC Address Power

EtherNetIP Owned Firmware Input 1

EtherNet Originator Up Time Input 2 @
Ethernet Port 1 S-S
Elhemetior SW2 - Force DHCP
Ethemet DLR SW5 - Lock Config.

ModuiSiTEe NIESials SW4 - Fixed IP Address

Set from PC PTP Status

Figure 9.4 - Status monitoring — General

Parameter Description

Configuration Indicates whether the module’s configuration is valid and provides the
configuration’s CRC checksum.

EtherNet/IP Owned When the module is configured as an EtherNet/IP Target, this will

indicate if the module is owned by an EtherNet/IP connection originator,
as well as the Run/Program state of the controller.

EtherNet/IP Originator

When the module is configured as an EtherNet/IP Originator, this will
show if all the Class 1 and Explicit Message connections to EtherNet/IP
target devices are established and returning valid data.

Modbus Status

When the module is operating as a Modbus Server, this parameter will
indicate that the module has received a valid Modbus request within the
Modbus Inactivity Timeout time.

When the module is operating as a Modbus Client, this parameter will
indicate that all the mapping items in the Modbus Auxiliary Map are
executing correctly.

Module Time

The current date and time in the module. This can either be updated

manually or automatically via NTP or PTP. When powered down, the
time also persists for a couple of days by using a backup Real Time

Clock (RTC).

RTC Status The status of the on-board Real Time Clock (RTC).
Ok: The RTC has valid time.
Invalid: The RTC no longer has valid time. This is typically due to the
module been unpowered for more than 7 days.
MAC Address Displays the module’s unique Ethernet MAC address.
Firmware The version of the module’s firmware.
Up Time Indicates the elapsed time since the module was powered-up.
Temperature The internal temperature of the module.

Ethernet Port 1/2

This is the status of each Ethernet port.

Down: The Ethernet connector has not been successfully connected to
an Ethernet network.

Up: The Ethernet connector has successfully connected to an Ethernet
network.

Mirror Enabled: The Ethernet port is mirroring the traffic on the other
Ethernet port.
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Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.
Disabled: Device Level Ring functionality has been disabled.

Linear: The DLR functionality has been enabled, and the Ethernet
network architecture is linear.

Ring: Fault: The DLR functionality has been enabled, and the Ethernet
network architecture is ring, but there is a fault with the network.

Ring: Ok: The DLR functionality has been enabled, and the Ethernet
network architecture is ring and is operating as expected.

NTP Status The status of the local NTP Client.
Disabled: The NTP time synchronization has been disabled.
Locked: NTP time synchronization has been enabled, and the module
has locked onto the target time server.
Not Locked: NTP time synchronization has been enabled, and the
module has not locked onto the target time server.

PTP Status The status of the PTP Synchronization.
Disabled: The PTP time synchronization has been disabled.
Locked: PTP time synchronization has been enabled, and the module is
synchronized with a PTP Master
Not Locked: PTP time synchronization has been enabled, but the
module is not synchronized to a PTP Master.

SD Card Indicates if a SD Card is present or not.

Power Indication from which port the module is receiving power.

DIP Switch Position

The status of the DIP switches when the module booted.
Note: This status will not change if the DIP switches are altered when
the module is running.

Table 9.2 - Parameters displayed in the Status Monitoring — General Tab
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9.2.2 Channels

The Channels tab displays an overview of the Analog Input Channels.

[ PLXSTHARTSI - Status [F=RE=N %"
General {Channels! CIP Statistics Ethemet Clients  TCP / ARP
Channel Voltage Gurrent Scaled Channel Status HART Status
0 [ oes |w [ 408 |may [ o038 | I Ok | [1 0f 1 Device Online - Dual Master |
1 [oss Jv [204 Jmay [ o007 | I Ok | 10f 1 Device Online |
2 [oa0 | [ 364 Jmay [ 186 | | Under Range ] 10f 1 Device Online |
3 [ o0 Jw [ 000 Jwma [ 248 | | Loop Open ] 0 of 1 Device Online |
4 [o00 v [ 013 Jma [ 2119 | | Loop Open | | 0 of 1 Device Orline |
5 [aa0 | [ 1457 Jwmay [ ee11 | I Ok | 10f 1 Device Online |
6 [130 Jw [ 558 |wmay [ 987 | I ok | 1 0f 1 Device Online |
7 [000 v [ 000 |ma [ 2497 | | Loop Open | | 0 of 1 Device Orline |

Figure 9.5 - Status monitoring — Channel Overview

Statistic Description

Voltage The input voltage reading for the specific channel (V).
Current The input current reading for the specific channel (mA).
Scaled The scaled value for the specific channel.

Channel Status The status of the specific channel.

Disabled: The channel is disabled.

OK: The loop current is within the acceptable range (3.8 to 20.5
mA).

Loop Open: The loop current is open circuit (less than 3.6mA).

Under Range: The loop current is within the under range (3.6 to
3.8 mA) limit.

Over Range: The loop current is within the over range (20.5 to 21
mA) limit.

Loop Shorted: The loop current is short circuit (greater than
21mA).

Cal. Fail: The calibration has failed or is no longer valid.
HART Status The status of the HART communication for the specific channel.

Disabled: HART has been disabled for this channel.

No Devices Configured: No HART devices have been configured
or enabled for this channel.

# of # Device Online: Showing the number of HART devices
online when compared to the number of HART devices configured
for the specific channel.

- Dual Master (suffix): The Dual Master configuration option has
been enabled.

- Burst (suffix): The channel is configured for Burst mode.

Table 9.3 — Analog Input Channel overview
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9.2.3 EtherNet/IP Explicit

The EtherNet/IP Explicit Statistics tab displays the statistics associated with
EtherNet/IP Device explicit mapping.

Note: This tab is only applicable when the module has the Primary Interface set to ETHERNET/IP

ORIGINATOR.

] PLX51HARTSI - Status

E=HEEE X

General Channels } EiherNet

PMap E P Originater Logix CIP Statistics Ethernet Clients TCP f ARP

Explicit EtherNet/IP Statistics Clear Counters Explicit EtherNet/IP Devices

Counter
CIP Read Successes
CIP Write Successes
CIP Tag Read Successes
CIP Tag Write Successes
Transaction Failures
Transaction Timeouts
Callback Id Mismatches
Renge Overruns
Length Overruns
Incarrect CIP Tag Data Type
Incarrect CIP Tagld

Value

Device Path Status
13 MylL72 192.1688.1.60,1,0 Online
0 FFLink 192 168.1.184 Online
13
0

olo|lo|o|elo|e

Figure 9.6 - Status monitoring — EtherNet/IP Explicit

Statistic

Description

Read Successes

The number of successful reads from the target EtherNet/IP device.

Write Successes

The number of successful writes to the target EtherNet/IP device.

Transaction Failures

The number of failed reads/writes to the target EtherNet/IP device (e.g.
error response).

Transaction Timeouts

The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches

The EtherNet/IP UCMM or Class 3 response does not match the
request.

Range Overruns

The number of times the returned data amount runs over the maximum
Internal Data Space.

Length Overruns

The number of times the returned data is greater than the configured
get length.

Incorrect CIP Data Type

When the Explicit Message Function is a Tag Read/Write, this statistic
will increase when the incorrect CIP data type was returned in the
response.

Incorrect CIP Tag Id

When the Explicit Message Function is a Tag Read/Write, this statistic
will increase when the incorrect CIP UDT tag ID was returned in the
response.

CIP Tag Read Successes

When the Explicit Message Function is a Tag Read, this statistic will
increase when there was a successful Logix Tag Read.

CIP Tag Write Successes

When the Explicit Message Function is a Tag Write, this statistic will
increase when there was a successful Logix Tag Write.

Table 9.4 — EtherNet/IP Explicit Statistics
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9.2.4 EtherNet/IP Map

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device
mapped item.

Note: This tab is only applicable when the module has the Primary Interface set to ETHERNET/IP
ORIGINATOR.

I PLXSTHARTSI - Status E@

General Channels EtherNetfIP Explicit EtherNet/IP Map EtherNeIP Originator Logix CIP Statistics  Ethernet Clients  TCP / ARP

Map Succes Counts Clear Counters

Device Function Scan Object Detsils Successes
MyL72 ReadTag A tempHold1 167
FFLink Get A 0x0001 - 01 - 0001 168

Figure 9.7 - Status monitoring — EtherNet/IP Map

Each time a mapped item is executed successfully its associated count will increase.
The count cell will momentarily be highlighted green following a successful
transaction.
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9.2.5 EtherNet/IP Originator

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status
and statistics for each configured EtherNet/IP device.

Note: This tab is only applicable when the module has the Primary Interface set to ETHERNET/IP

ORIGINATOR.
L2 PLXSTHARTS - Status [E=REER ="
General | Channels EtherNet/IP Explicit EtherNet/IP Map EtherNetIP Originator Logix CIP Statistics EthemetClients TCP | ARP
EtherNet/IP Originator Clear Counters
Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
a17940W8 (192168 1.113,1.2) 1 0 0 178 176 Connected
Figure 9.8 - Status monitoring — EtherNet/IP Originator
Statistic Description
Status The current connection status of the module.

Connected: The device is connected and exchanging data using Class 1
cyclic communication.

Offline: The device is offline and not connected

Various response faults: If the connection parameters entered are not
correct, then generally the target device will reply with the specific reason for
the connection reject, for example:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count  The number of Class 1 Forward Open (connection establishment) messages
sent to this device.

Forward Close Count  The number of Class 1 Forward Close (connection termination) messages
sent or received from this device.

Connection Timeouts  The number of this connection was closed due to timeouts.

Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Table 9.5 — EtherNet/IP Class 1 status and statistics
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9.2.6 Logix

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write
message instructions.

Note: This tab is only relevant when the module has the Primary Interface set to ETHERNET/IP
ORIGINATOR and Logix Tag Read/Write functions are being used in the EtherNet/IP Explicit Message

Map.
Ll PLXSTHART8 - Status =R =R <"
General Channels EtherNet/IP Explicit EtherNeyIP Map EtherNet/IP Originator Logix CIP Statistics EthemetClients TCP /ARP
Logix Statistics Clear Counters
Counter Value
Current Connections 0
Connection Failures 0
Tag Not Exist Errors a
Privilege Violations 0
Tag Reads 849
Tag Writes a
ENIP Retries 0
ENIP Failures 0
General Access Errars 0
Figure 9.9 - Status monitoring — Logix Statistics
Parameter Description
Current Connections The number of current open class 3 connections.
Connection Failures The number of failed attempts at establishing a class 3 connection with a
Logix controller.
Tag Not Exist Errors The number of tag read and tag write transactions that failed due to the
destination tag not existing.
Privilege Violations The number of tag read and tag write transactions that failed due to a
privilege violation error.
Note: This may be caused by the External Access property of the Logix
tag being set to either NONE or READ ONLY.
Tag Reads The number of tag read transactions executed by the PLX51-HART-8I.
Tag Writes The number of tag write transactions executed by the PLX51-HART-8I.
ENIP Retries This count increases when no response is received from the Logix
Controller within the ENIP timeout.
ENIP Failures This count increases when the ENIP Retry Limit is reached, and no

response has been received from the Logix Controller.
Access General Error This count increases when a tag cannot be accessed for any other
reason not reported above.

Table 9.6 — Logix Statistics Tab
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9.2.7 Modbus

The Modbus tab displays the Modbus statistics for the Modbus Read and Write
Message Exchanges when the module is a Modbus Server or Modbus Client.

Note: The Modbus Statistics tab is displayed only if the module has the primary interface set to MODBUS

CLIENT or MODBUS SERVER.

] PLX51HARTS8I - Status

= ]

General Channels CIP Statistics Modbus EthemetClients TCP /ARP

Modbus Statistics

Counter
Tx Packet Count
Rx Packet Count
Checksum Errors
Parity Errors
Timeout Errors
Data Too Large
Map Item Not Found
Node Mismatch

Data Alignment Errors

Clear Counters

Value Counter Value
llegal Function

llegal Data Address

llegal Data Value

Slave Device Failure

Acknowledge - Reponse Delay

Slave Device Busy

Negative Acknowledge

ololo o olo oo

Memory Parity Error

olololo oo o oo

Figure 9.10. - Status monitoring — Modbus Statistics

Statistic

Description

Tx Packet Count

The number of Modbus packets sent by the module.

Rx Packet Count

The number of Modbus packets received by the module.

Checksum errors

The number of corrupted Modbus packets received by the module.

Parity errors

The number of bytes with parity errors received by the module.

Timeout Errors

The number of message response timeouts the module has encountered.

Data Too Large

The number of Modbus requests or responses where the data was too
large to process.

Map Item Not Found

The number of Modbus requests did not match any mapped items.

Node Mismatch

The received Modbus request did not match the module’s Modbus node
address.

Data Alignment Errors

The Modbus request and associated mapped item is not byte aligned with
the destination Logix tag.

lllegal Function

The number of times the Modbus device responded with an lllegal
Function exception.

lllegal Data Address

The number of times the Modbus device responded with an lllegal Data
Address exception.

lllegal Data Value

The number of times the Modbus device responded with an lllegal Data
Value exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Failure
exception.

Acknowledge —
Response Delay

The number of times the Modbus device responded with an Acknowledge
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy
exception.

Negative Acknowledge

The number of times the Modbus device responded with a Negative
Acknowledge exception.

Memory Parity Error

The number of times the Modbus device responded with a Memory Parity
exception.

Table 9.7 - Modbus Statistics Tab
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9.2.8 CIP Statistics

The CIP Statistics tab displays the Ethernet CIP statistics.

| PLX51HARTSI - Status

General Channels :

Ethernet Clients TCP jARP

CIP Statistics Clear Counters

Counter Value
Class 1 Timeout Count
Class 1 Forward Open Count
Class 1 Forward Close Count
Class 1 Connection Count
Class 3 Timeout Count
Class 3 Forward Open Count

Class 3 Forward Close Count

oo olo x olo|lo

Class 3 Connection Count

Figure 9.11 - Status monitoring — CIP Statistics

Statistic

Description

Class 1 Timeout Count

The number of Class 1 connections closed due to Timeouts.

Class 3 Timeout Count

The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open

The number of Class 1 Forward Open (connection establishment)

Count messages sent.

Class 3 Forward Open The number of Class 3 Forward Open (connection establishment)
Count messages sent.

Class 1 Forward Close The number of Class 1 Forward Close (connection termination)
Count messages sent.

Class 3 Forward Close The number of Class 3 Forward Close (connection termination)
Count messages sent.

Class 1 Connection Count

The current number of active Class 1 connections.

Class 3 Connection Count

The current number of active Class 3 connections.

Table 9.8 — Mapped Item statistics

9.2.9 Ethernet Clients

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients
connected to the PLX51-HART-8I.

| PLX51HARTSI - Status

General Channels CIP Statistics EthemetClients TCP jARP

Ethernet Client Counts

Type
ARP Clients
TCP Clients
EtherNet/IP Clients

EtherNet/IP Table

Count IP Address Session Handle

Figure 9.12 —Status monitoring — Ethernet Client Statistics
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9.2.10 TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the
PLX51-HART-8I.

| PLXS1HARTSI - Status

General Channels CIP Statistics Ethemet Clients

ARP Table TCP Table
MAC Address IP Address MAC Address Remote Port Local Port
00:1D:9C:BB:ES.FC 192.168.1.60 B4:45:06:0E:F9:5F 42663 44818
B4:45:06:0E:F3:5F 192.1688.1.221 00:1D:8C:BBES:FC 80852 44818

Figure 9.13 — Status monitoring — Ethernet TCP / ARP Statistics

9.3 Channel0-7

The PLX51-HART-8I provides statistics and status information for each of the Analog
Input channels.

The Channel Status window can be opened by right-clicking on the specific Channel
and selecting STATUS (when online in the PLX50CU). The Channel Status window
contains multiple tabs to display the status of the specific Channel.

File Device Tools Window Help
oal WO TR 6

=~ PLX5STHARTBI_Example
=l PLX51HARTSI (PLX51-HART-8I)

- Configuration
Security
Status

- Event Viewer
|T:|' Channel
L @ 02-Pf # Configuration

E" Channel T giatus |
- 01-8I
Q- » Channel ] < Add Device
@ 00-D
=-P» Channel . .
' i.moo-T] ¥ Explicit Message Utility
.M Channal4 Il

Paste Device

Figure 9.14 — Channel Status monitoring
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9.3.1 General

The General tab displays the general status for a specific HART channel for the
PLX51-HART-8I.

[l PLXSTHARTSI - Channel 0 Status =N ="

General Device List HART Statistics Calibration

Scaled Value | HART Enabled |
Current Value (mA) | Dual Master Enabled \
Voltage Valus 094 ) | Burst Mode Disabled \
| Loop Ok |
| Not Under Range |
| Not Over Range |
| Analog Unfiltered \
| Current Calibration Ok | [ Factory | [ user |
| Voltage Calibration Ok | [ Factory | [ User |
Figure 9.15 — Channel Status monitoring — General
Statistic Description
Scaled Value The input voltage reading for the specific channel (V).
Current Value The input current reading for the specific channel (mA).
Voltage Value The scaled value for the specific channel.

Table 9.9 — Analog Input Channel - General

9.3.2 Device List

See section 3.5.1.2 Device List Scanning for more information.
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9.3.3 HART Statistics

The HART Statistics tab displays the statistics for the HART communication for the
selected Analog Input Channel.

| PLXSTHARTSI - Channel 0 Status

General Device List Calibration

Counter Value Clear Counters
Tx Packet Count 6026
Rx Packet Count 6018

Communication Errors
Command Errors
Time-Out Errors

Device Offline Count
Relay Message Tx Count
Relay Message Rx Count
Acyclic Message Tx Count

ool O|lOo W OO

Acyclic Message Rx Count

Figure 9.16 - Channel Status monitoring — HART Statistics

Statistic Description

Tx Packet Count The number of HART packets sent.

Rx Packet Count The number of HART packets received.
Communication Errors The number of communication errors experienced.
Command Errors The number of command errors experienced.
Time-Out Errors The number of HART timeout errors experienced.

Relay Message Tx Count The number of HART packets sent via relay messages (DTMs etc.)

Relay Message Rx Count The number of HART packets received for relay messages (DTMs etc.)

Acyclic Message Tx Count  The number of HART packets sent from the Advanced Messages
configuration list.

Acyclic Message Rx Count  The number of HART packets received for the Advanced Messages
configuration list.

Table 9.10 — Analog Input Channel overview

9.3.4 Calibration

See section 3.6 Channel Calibration for more information.
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9.4 HART Devices

The PLX51-HART-8I provides individual statistics and status information for each
HART Device connected to a specific Analog Input Channel.

The HART Device Status monitoring window can be opened by right-clicking on the
specific HART Device and selecting STATUS (when online in the PLX50CU). The
HART Device Status window contains multiple tabs to display the status of the
specific HART Device.

°:§:° ProSoft PLX50 Configuration Utility - PLXSTHART8I_Example*

File Device Tools Window Help

DaEle i a+ADRe

Bﬁ PLXETHARTEI_Example
=i PLX51HARTSI (PLX51-HART-8I)

- Configuration

-l Security
%1 Stalus

5' Channel 0
N 102-PRO_7j - -
=) Channel1 — | & Configuration

| L@ 01-SMAR|m Status \
=P Channel 2 #  Explicit Message Utility
@ 00-Device a9 ¢
a’ Channel 3 o opy

. L.@o0-TT4217 K Delete

5' Channel 4 | |

Figure 9.17 — HART Device Status monitoring
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9.4.1 General

The General tab displays the general status for a specific HART device for the
PLX51-HART-8I.

L] HARTE! - 02 - PRO_72 Status F=REEE %"
General Device Info Device Status Device Configuration Advanced Status HART Statistics Advanced Messages
Tag | PRO_72 | HART Online |
Descriptor | E+H PROWIRL 72 |
Manufacturer | Endress Hauser |
Device Type | 86 |
Digital Current | 4.000 ‘ (mA)
PV | 0.000 ‘ | grams per second |
Sv | 151.856 ‘ | kilograms. |
TV | 0.000 ‘ | Unknown |
Fv | 0.000 | Unknown |
Figure 9.18 - HART Device Status monitoring — General
Statistic Description
Tag The user tag name configured in the field device. (8 characters)
Status The status of the HART communication.
Descriptor The user descriptor configured in the field device. (16 characters)
Manufacturer The field device manufacturer.
Device Type The device type code assigned by the manufacturer.
PV (and Units) The primary variable displayed in engineering units, with the
engineering unit enumeration.
SV (and Units) The secondary variable displayed in engineering units, with the
engineering unit enumeration.
TV (and Units) The third variable displayed in engineering units, with the
engineering unit enumeration.
FV (and Units) The fourth variable displayed in engineering units, with the

engineering unit enumeration.

Table 9.11 — HART Device Status monitoring — General
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9.4.2 Device Info

The Device Info tab displays additional information of the HART device.

| HARTEI - 02 - PRO_72 Status EI@

Device Status Device Configuration Advanced Status HART Stafistics Advanced Messages

Manufacturer ID 7 Preambles Required
Device Type Code Universal Cmd Rev
Device D 4C0295 Specific Cmd Rev

Sensor Serial No. 4C0295 Software Rev

[t

Sensor Unit Code Hardware Rev 3

Sensor Upper Limit NaN Function Flags

Sensor Lower Limit NaMN Sensor Minimum Span NalN

Figure 9.19 - HART Device Status monitoring — Device Info

Statistic Description

Manufacturer ID The field device manufacturer’s unique identification code.
Device Type Code The device type code assigned by the manufacturer.

Device ID The device identification code assigned by the manufacturer.
Sensor Serial Number The serial number of the field device sensor.

Sensor Unit Code The engineering unit code used for the sensor limits.

Sensor Upper Limit The upper limit of the sensor in engineering units.

Sensor Lower Limit The lower limit of the sensor in engineering units.

The minimum number of preambles required by the field device to
process a HART request.
Universal Command Revision The universal command revision supported by the field device.

Preambles Required

Specific Command Revision The specific command revision supported by the field device.
Software Revision The software revision of the field device.

Hardware Revision The hardware revision of the field device electronics.
Function Flags The Device Function Flags as reported by the field device.
Sensor Minimum Span The minimum span allowed by the sensor.

Table 9.12 — HART Device Status monitoring — Device Info
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9.4.3 Device Status

The Device Status tab displays the status of the HART Device as well as the status
returned by the HART device in the last response.

L] HART8I - 02 - PRO_72 Status =N =%™
General Device Info “5“5“5“‘}.\.5.;5-1&&5; Device Configuration Advanced Status HART i Advanced M
Device Status HART Status
| Device Online | Parity Error Config Changed
| Relay Message Inhibited | Overrun Error Cold Start

Checksum Error Analog Output Saturated

Rx Buffer Overflow Wariable Out of Limits

| | | |
| | | |
| Framing Error | | OulputCurrentFixed |
| | | |
| | | |
| | | |

Device Malfunction PV Out of Limits

Command Error

| None ‘

Figure 9.20 - HART Device Status monitoring — Device Status

Statistic Description

Device Online This will indicate if the specific HART Device is online or offline.
Flagged when Class 2 HART relay messages have been disabled
in the configuration.

Relay Message Inhibit

Parity Error Flagged if the field device received a message with a parity error
Overrun Error Flagged if the field device received buffer is overrun.
. Flagged if the field device receives a message with an invalid stop
Framing Error e
delimiter.
Checksum Error Flagged if the field device receives a message with an invalid
checksum.

Flagged if the field device receives a message too long for the
receive buffer.

Flagged if the field device has detected an error or suffered some
hardware failure.

Rx Buffer Overflow

Device Malfunction

Config Changed Flagged if an operation resulted in the configuration changing.
Cold Start rF;zg?ed if the field device has experienced a power failure or

Flagged if the loop current is set at a fixed value and is not

Output Current Fixed . e
responding to process variations

Analog Output Saturated Flagged if the Loop Current has reached its upper or lower limit
Variable Out of Limits :?rl]iligtgged if a variable other than the PV is beyond its operating
PV Out of Limits Flagged if the PV is beyond its operating limits.

Command Error An enumerated error in response to the last command issued.

Table 9.13 — HART Device Status monitoring — Device Status

ProSoft Technology, Inc. Page 163 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Diagnostics
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

9.4.4 Device Configuration

The Device Configuration tab provides the facility to display and modify common
HART parameters in the specific HART device.

| HARTSI - 02 - PRO_72 Status =B
General DeviceInfo Device Status | Device Configuration? Advanced Status  HART Statistics  Advanced Messages
Identity
Tag PRO_72 Date 2000/01/01
Descriptor E+HPROWIRL 72 Write:
Range
LRV (4mA) 0 URV (20mA) 10000
Units grams per second ~ Write
Miscellaneous
Advanced
Damping 5 Write Self Test
Message PROWIRL UNDER ROOF Write Master Reset

Figure 9.21 - Status monitoring — HART Device Status monitoring — Device Configuration

Statistic Description

Tag The user tag name configured in the field device. (8 characters).
Note: The Tag, Descriptor and Date are updated together.

Descriptor The user descriptor configured in the field device. (16 characters).
Note: The Tag, Descriptor and Date are updated together.

Date The date when the tag and descriptor configuration was last modified.
Note: The Tag, Descriptor and Date are updated together.

LRV The Lower Range Value in engineering units represented by the 4-mA
analog signal.
Note: The LRV, URV and Range Units are updated together.

URV The Upper Range Value in engineering units represented by the 20-mA
analog signal.

Note: The LRV, URV and Range Units are updated together.
The engineering units in which the LRV and URV values are specified.

Range Units Note: The LRV, URV and Range Units are updated together.
The damping value, specified in seconds. Damping refers to the digital
Damping filtering of process variables to remove transient and potentially erroneous
deviations from the actual measure variable.
Message A user defined 32-character message stored in the field device.
Master Reset Resets the field device

Table 9.14 — HART Device Status monitoring — Device Configuration

A parameter can be modified by entering the new value into the appropriate text box
and clicking the adjacent UPDATE button. When the parameter is pending, that is,
edited but not yet committed, then the text box will be shaded yellow. Once the value
has been written (updated) the value will be written to the field device and then re-
read from the field device, after which the parameter background will return to
normal.
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9.4.5 Advanced Status

The Advanced Status tab displays the advanced and device specific status
information of the field device. Due to the manufacturer’s specific encoding of these
parameters, consult the field device manufacturer's documentation for more
information.

| PLXSTHARTSI - 02 - PRO_72 Status EI@

General DeviceInfo Device Status  Device Configurati HART Statistics Advanced Messages

Device Specific Status 0|00 00 00 00 00 00 |
Device Specific Status 1 ‘Ell] (00 00 00 00 00 00 00 00 00 00 |
Operational Modes ‘DD 0o |
Standardized Status 0
Standardized Status 1
Standardized Status 2
Standardized Status 3
Analog Channel Saturated
Analog Channel Fixed

Figure 9.22 - HART Device Status monitoring — Advanced Status
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9.4.6 HART Statistics

The HART Statistics tab displays the HART communication statistics for the specific
HART Device.

| PLXS1HARTSI - 02 - PRO_T72 Status EI@

istics | Advanced Messages

General DeviceInfo Device Status Device Configuration Advanced Status

Counter Value Clear Counters
Tx Packet Count 6590
Rx Packet Count 6583
Communication Errors
Command Errors
Time-Out Errars
Device Offline Count
Relay Message Tx Count
Relay Message Rx Count

Acyclic Message Tx Count

o o olo|loo|lo o

Acyclic Message Rx Count

Figure 9.23 - HART Device Status monitoring — HART Statistics

Statistic Description

Tx Packet Count The number of HART packets sent.

Rx Packet Count The number of HART packets received.

Communication Errors The number of communication errors experienced.

Command Errors The number of command errors experienced.

Time-Out Errors The number of HART timeout errors experienced.

Relay Message Tx Count The number of HART packets sent via relay messages (DTMs etc.)

Relay Message Rx Count The number of HART packets received for relay messages (DTMs
etc.)

Acyclic Message Tx Count The number of HART packets sent from the Advanced Messages

configuration list.
Acyclic Message Rx Count The number of HART packets received for the Advanced Messages
configuration list.

Table 9.15 — HART Device Status monitoring — HART Statistics
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9.4.7 Advanced Messages

The Advanced Messages tab displays an overview of all the Advanced Messages
configured for the specific HART Device.

L] PLXSTHARTSI - 02 - PRO_72 Status =N =R ™"
General Devicelnfo Device Status Device Configuration Advanced Status HART Statistics
Description HART Cmd Tx Count Rx Count Since Last Status Clear Counters
Test Message 13 1 1 S Success

Figure 9.24 - HART Device Status monitoring — Advanced Messages

Statistic Description
Description The configured description for the Advanced Message
HART Cmd The configured HART command that will be sent for the Advanced Message.

Tx Count The number of times the Advanced Message request has been sent.

Rx Count The number of times the Advanced Message request received a response.

Since Last The number of seconds since the last time the specific Advanced Message was sent.
Status The status of the last Advanced Message transaction.

Table 9.16 — HART Device Status monitoring — Advanced Messages
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9.5 Target Device Status Monitoring in the PLX50 Configuration Utility

The PLX51-HART-8I provides individual statistics and status for each of the

EtherNet/IP Class 1 or explicit message devices when the Primary Interface is set to
ETHERNET/IP ORIGINATOR.

9.5.1 EtherNet/IP
When online with the PLX51-HART-8I in PLX50CU, right-click on the desired

EtherNet/IP device under the EtherNet/IP Connections tree in PLX50CU and select

STATUS.

°:§:° ProSoft PLX50 Configuration Utility - PLX5THARTS8I_Exampl

File Device Tools Window Help

Dl X0 4D EL e

Project Explorer

=6 PLXSTHARTBI_Example

=) PLX5THARTSI (PLX51-HART-8I)

-/ Configuration
Security
-1 Status

... Event Viewer

|‘I':| =& EtherMet/IP Connections

- | a17940W8[192.168."" &

= Channel 0

. L. 02-PRO_72
> Channel 1
L 01- SMARLXXX
=-» Channel 2

. .8 00-Device
> Channel 3

| L@ 00-TT421Z
= Channel 4

| L@ 07-CBA3RM
> Channel 5

| @ 00-LTZ02
|T;|D- Channel 6

PR 9 Mimrine

Configuration

=

Status

Rename
Duplicate
Delete
Configuration
Status
Rename
Duplicate
Delete

Figure 9.25 — EtherNet/IP Device Status — Status selection
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9.5.1.1 General

The General Status for the EtherNet/IP device shows the connection statistics and
parameters associated with the EtherNet/IP Class 1 connection.

L] PLXSTHARTI - Class 1 EtherNet/IP Connection - a17940W8 (192.168.1.113,1,2) Status =0 ="

Input Data  Output Data

Connection Status Connected
Class 1 Originator Statistics Connection Details
Clear Counters
Counter Value Serial Number 0x0000DBEY
Forward Open Count 2
Forward Close Count 0 O => T Connection Id 0x00D61381
Connection Timeouts a
Tx Count 1726 T => O Connection Id Ox9FEE1293
Rx Count 1708

Figure 9.26 — EtherNet/IP Device Status — General Status

Statistic Description
Connection The current connection status of the module.
Status

Connected: The device is connected and exchanging data using Class 1 cyclic
communication.

Offline: The device is offline and not connected

Various response faults

If the connection parameters entered are not correct, the target device will usually
reply with the specific reason for the connection rejection, for example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics
Forward Open The number of Class 1 Forward Open (connection establishment) messages sent

Count to this device.

Forward Close ~ The number of Class 1 Forward Close (connection termination) messages sent or
Count received from this device.

Connection The number of this connection was closed due to timeouts.

Timeouts

Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Connection Details
Serial Number The active connection’s serial number.

O->T The active connection Originator to Target Connection Id.
Connection Id
T->0 The active connection Target to Originator Connection Id.

Connection Id

Table 9.17 — EtherNet/IP Class 1 Device status and statistics

ProSoft Technology, Inc. Page 169 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Diagnostics
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

9.5.1.2 Input Data

The Input Data for the EtherNet/IP device shows the Input Assembly associated with
the EtherNet/IP Class 1 connection.

L] PLXSTHARTSI - Class 1 EtherNet/IP Connection - a17940W8 (192.168.1.113,1,2) Status ==l %"

General Output Data

Register Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

= @ g w N =
oo o|lo|lo|lo oo

Figure 9.27 — EtherNet/IP Device Status — Input Data

9.5.1.3 Output Data

The Output Data for the EtherNet/IP device shows the Output Assembly associated
with the EtherNet/IP Class 1 connection.

Ll PLXSTHARTSI - Class 1 EtherNet/IP Connection - a17940W8 (192.168.1.113,1,2) Status =REEE %"

General InputData

Register Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

=@ e W=
oo |lo|o|o|o| oo

Figure 9.28 — EtherNet/IP Device Status — Output Data
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9.6 Module Event Log

The PLX51-HART-8I logs various diagnostic records to an internal event log. These
logs are stored in non-volatile memory and can be displayed using PLX50CU or via
the web interface. To view them in PLX50CU, select the EVENT VIEWER option in the
Project Explorer tree.

-15:' ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File

Figure 9.29 - Selecting the module Event Log

Baf cventViewe]

a' Channel 0

|1T|’ Channel 1

a' Channel 2

Device Tools Window Help

ol WX
Project Explorer o
=& PLXSTHARTBI_Example

=t i PLX51HARTSI (PLX51-HART-8I)
-4 Configuration

+.9 82 ¢

Security

efel P Connections
I =17940W8(192.168.1.113.1.2)

@ 02-PRO_72

B 07 - SMAR_XXX

@ 00-Device

The Event Log window will open and automatically read all the events from the
module. The log entries are sorted to have the latest record at the top. Custom

sorting is achieved by double-clicking on the column headings.

i PLXSTHARTSI - Event Viewer

B8 BEl =

WZX
Uploaded 1024 records. Filter |(A||] v
Index Local Time Up Time Event
1023 2025/05/02 03:22:07.000 | 2d - 04:17:14 EIP Comms Ok I
1022 2025/05/02 03:22:00.000 | 2d - 04:17:07 EIP Comms Failed
1021 2025/05/02 03:21:59.000 | 2d - 04:17-:08 EIP Comms Ok
1020 2025/05/02 03:21:59.000 | 2d - 04:17-06 Config valid
1019 2025/05/02 03:21:19.000 | 2d - 04:16:26 Modbus Comms Failed
1018 2025/05/02 03:21:19.000 | 2d - 04:16:26 Config valid
1017 2025/05/02 02:04:28.000 | 2d - 02:59:01 Modbus Comms Failed
1016 2025/05/02 02:04:28.000 | 2d - 02:59:01 Config valid
1015 2025/05/02 02:02:11.000 | 2d - 02:56:43 EIP Comms Ok
1014 2025/05/02 02:02:05.000 | 2d - 02:56:37 EIP Comms Failed
1013 2025/05/02 02:02:05.000 | 2d - 02:56:37 EIP Comms Ok
1012 2025/05/02 02:02:05.000 | 2d - 02:56:37 Config valid
1011 2025/05/02 01:56:49.000 | 2d - 02:51:19 EIP Comms Ok
1010 2025/05/02 01:56:49.000 | 2d - 02:51:19 Config valid
1009 2025/05/02 01:53:50.000 | 2d - 02:48:18 EIP Comms Ok
1008 2025/05/02 01:53:49.000 | 2d - 02:48:17 EIP Comms Failed
1007 2025/05/02 01:53:49.000 | 2d - 02:48:17 Config valid
1006 2025/05/02 01:50:15.000 | 2d - 02:44:42 Config valid

Figure 9.30 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the SAVE button in
the tool menu. To view previously saved files, use the EVENT LOG VIEWER option
under the Tools menu.
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9.7 HART Packet Capture

The PLX51-HART-8I provides the capability to capture the HART traffic on each

Analog Input Channel for analysis. This will allow the user and a remote support

team to resolve any possible issues on site. To invoke the capture of the module,
double-click on the HART PACKET CAPTURE item in the Project Explorer tree.

°2§:° ProSoft PLX50 Configuration Utility - PLXSTHART8I_Example*

File Device Tools Window Help
LR i c R
Project Explorer o

£ & PLXBTHARTEI_Example

ERr HARTS! - -
.# Configuration # Configuration
"l Security = Connection Path
--I51 Status Verify Configuration
- EventViewer
5’ Channeld | Status
. @ 02-PRO_ & Gp Offline
- Channel 1
. L@ 01-SMAR Generate Status Report
= 2‘3””92 |-..X..-. HART Packet Capture
i il 00-Devicy
&P Channel3 | ™ Modbus Packet Capture v
.@ 00-TT421/ Internal Register Viewer
= ;ha"ﬂe“’f Explicit Tracking
. L@ 07-CBA3 . .
BP Channel 5 % Explicit Message Utility
i B 00-LTZ OQeo  Identite

Figure 9.31 - Selecting HART Packet Capture

The HART Packet Capture window will open and automatically start capturing all
HART packets.

< PLXSTHARTS - HART Packet Capture = TS
X [®o
Index Time Status Ch Dirn  Addr Cmd Description Data

Press STOP to view results.

Capturing Packets: 149

Figure 9.32 — HART packet capture
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To display the captured HART packets, the capture process must first be stopped, by
pressing the STOP button.

':5:’ PLX5THARTSI - HART Packet Capture

X 00T
Index Time
4212 2d - 04:23:32.140
4212 2d - 04:23:32.150
4212 2d - 04:23:32.170
4212 2d - 04:23:32.170
4212 2d - 04:23:32.270
4212 2d - 04:23:32.280
4212 2d - 04:23:32.280
4212 2d - 04:23:32.290
4212 2d - 04:23:32.310
4212 2d - 04:23:32.340
4212 2d - 04:23:32.350
4212 2d - 04:23:32.380
4212 2d - 04:23:32.570
4212 2d - 04:23:32.570

Stopped Displaying Packets: 582 of 582

Status
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok

Q
=2

Dirn

bwoloo oG O = =2 s w8
=
»

Figure 9.33 — HART Packet Capture complete

Cmd

wlw wlolo|w w

o o|lw w|lw w

Description

Read Dynamic Variable and Loop Cur_
Read Dynamic Variable and Loop Cur...

Read Unique Identifier

Read Unique Identifier

Read Dynamic Variable and Loop Cur_
Read Dynamic Variable and Loop Cur...
Read Dynamic Variable and Loop Cur_

Read Tag, Descriptor, Date

Read Dynamic Variable and Loop Cur__
Read Dynamic Variable and Loop Cur...
Read Dynamic Variable and Loop Cur__
Read Dynamic Variable and Loop Cur...

Read Unique Identifier

Read Unigue Identifier

SN Mo >

Data

FF FF FF FF FF FF FF 86 AG 16 00 0...
FF FF FF FF FF 52 A6 16 0000 00 0...

FF FF FF FF FF 02 80 00 00 82
FF FF FF FF FF 02 87 00 00 85

FF FFFF FF FF 86 BEO4 00 E4C1 0.
FF FF FF FFFF 82 BEQ4 00 E4 C10...
FF FF FF FF FF 86 91 38 79 4F FF 0
FF FFFFFFFF 829138 794FFFO...
FF FFFF FF FF 86 91 56 95024C 0.
FF FF FF FF FF 86 91 1E 08 2564 0...
FFFFFFFFFF 8291 1E08 25640
FF FF FF FF FF 82 91 56 95024C 0...

FF FF FF FF FF 02 80 00 00 82
FF FF FF FF FF 02 87 00 00 85

The capture HART packets can be filtered based on criteria for the following

parameters:
e Channel
¢ Node Address

HART Commands
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To open the Filter Options select the FILTER icon in the toolbar.

& PLXSTHARTSI - HART Pa

X ogT

| | Index =~

Figure 9.34 — HART Capture Filter

Time

HART Filter Options

a Master Filter Enable
Channels C] Node Addresses
O

O Channel 0
O Channel 1
(O Channel 2
O Channel 3
O Channel 4
O Channel 5
O Channel 6
O Channel 7

[J commands

Cancel

Figure 9.35 — HART Capture Filter Options

=)

«% PLX51HARTSI - HART Packet Capture

kX @0

Index = Time Status Ch Dirn  Addr Cmd Description Data

4212... 2d - 04:23:32.310 Ok 0 Rx 2 3 Read Dynamic Variable and Loop Cur...| FF FF FF FF FF 86 91 56 9502 4C 0.
4212... 2d - 04:23:32.390 Ok 0 Tx 2 3 Read Dynamic Variable and Loop Cur...| FFFFFFFFFF82915695024C0...

-~ 5 2 3 Read Dynamic Variable and Loop Cur.. | FF FF FF FF FF 86 91 56 95 02 4

4212... 2d - 04:23:33.100 Ok 0 Tx 2 3 Read Dynamic Variable and Loop Cur...| FF FFFFFF FF 829156 95024C0...
4212 2d - 04:23:33.720 Ok 0 Rx 2 S Read Dynamic Variable and Loop Cur_. | FF FF FF FF FF 86 91 56 9502 4C 0.
4212... 2d - 04:23:33.800 Ok 0 Tx 2 3 Read Dynamic Variable and Loop Cur...| FFFFFFFFFF82915695024C0...
4212 2d - 04:23:34 420 Ok 0 Rx 2 3 Read Dynamic Variable and Loop Cur.. | FFFFFFFF FF 86 9156 9502 4C 0.
4212... 2d - 04:23:34.500 Ok 0 Tx 2 3 Read Dynamic Variable and Loop Cur...| FF FFFFFF FF 829156 95024C0...
4212 2d - 04:23:35.100 Ok 0 Rx 2 3 Read Dynamic Variable and Loop Cur.. | FFFFFFFF FF 86 9156 95024C 0.
4212... 2d - 04:23:35.180 Ok 0 Tx 2 3 Read Dynamic Variable and Loop Cur...| FF FFFFFF FF 829156 95024C0...
4212... 2d - 04:23:35.770 Ok 0 Rx 2 3 Read Dynamic Variable and Loop Cur...| FF FFFFFF FF 86 9156 9502 4C0...

4212

2d - 04:23:36 500

Ok

Read Dynamic Variable and Loop Cur_

FFFFFFFFFF82915685024C0

Stopped

Displaying Packets: 85 of 582

Figure 9.36 — Filtered HART Packet Capture
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The captured HART packets are tabulated as follows:

Statistic Description

Index The packet index, incremented for each packet sent or received.

Time The elapsed time since the module powered up.

Status The status of the packet. Received packets are checked for valid HART
constructions and valid checksums.

Ch The HART channel where the packet was captured.

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Addr The HART slave device short address.

Cmd The HART command sent or received

Description A basic description of the captured packet. If the user double-clicks on the
description, it will provide a more detailed description.

Data The raw HART data.

Table 9.18 — HART Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the SAVE
button on the toolbar. Previously saved HART Packet Capture files can be viewed by
selecting the HART PACKET CAPTURE VIEWER option in the Tools menu.

% ProSoft PLX50 Configuration Utility - <New Project>*

File Device | Tools | Window Help

a Rl £, Target Browser
e g 4 DHCP Server
5 EEPEEE 1  Event Viewer
¥ DeviceFlash
"-:-'- Packet Capture Viewers » | e DF1 Packet Capture Viewer
GSD File Management wen  Modbus Packet Capture Viewer
GSDML File Management wn  DNP3 Packet Capture Viewer
& Application Settings wwen  Profibus Packet Capture Viewer
‘ ‘ |~ HART Packet Capture Viewer

Figure 9.37 - Selecting the HART Packet Capture Viewer
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9.8 Modbus Packet Capture

The module provides the capability to capture the Modbus traffic for analysis. This

will allow the user and a remote support team to resolve any possible issues on site.

To invoke the capture of the module, double-click on the MobDBUS PACKET CAPTURE

item in the Project Explorer tree.

File Device Tools Window Help

=& PLX5THARTSI_Example

E’. P ARIO . 3 o
.# Configurd # Configuration
‘i Security Connection Path
-~ Status " o .
T EventVie 7Ver|fy Configuration
&> Channel (
L. 02-PF
—.J» Channel 1

<]

Status
Go Offline

a2
o
2
4]
2z

Generate Status Report

E" e HART Packet Capture

@ 00-D

03220 ProSoft PLX50 Configuration Utility - PLX5THART8I_Example*

Modbus Packet Capture

B> Channel 3
=P Channel 4
L@ 07-CE
=-p> Channel §
L L.moo-LT

Internal Register Viewer
Explicit Tracking
Explicit Message Utility

Identity

03 =523 liBE 4% 3

Ethernet Port Configuration

Modbus Packet Capture - RS232
Modbus Packet Capture - RS485
Modbus Packet Capture - TCP

Figure 9.38 - Selecting Modbus Packet Capture

The Modbus Packet Capture window will open and automatically start capturing all

Modbus packets.

Capturing Packets: 9

‘uXeo
| | Index & Time Status Dirn Node Description Data
Press STOP to view results.

Figure 9.39 — Modbus packet capture
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To display the captured Modbus packets, the capture process must first be stopped,
by pressing the STOP button.

*15:‘ PLX51HARTSI - Modbus Packet Capture - R5485

WX @0

Index

2d -
2d -
2d -
2d -
2d -
2d -
2d -
2d -
2d -

[ RN R RS R S

o

12

Stopped

2d -
2d -
2d -
Packets: 18

Time
04:33:35.190
04:33:37.000
04:33:38.780
04:33:40.560
04:33:42.360
04:33:44.160
04:33:45.960
04:33:47.750
04:33:49.540
04:33:51.340
04:33:53.140
04:33:54 940
04:33:56.740

Status Dirn Node
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5
Ok Tx 5

Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg
Read HoldingReg

Descri

iption

- Address 1000, Cou...
- Address 1000, Cou...
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou__
- Address 1000, Cou___
- Address 1000, Cou___
- Address 1000, Cou__

Data
0503 03 EB8 00 OC C4 3B
0503 03 EB8 00 OC C4 3B
0503 03 E8 00 0C C4 3B
0503 03 E8 00 0C C4 3B
0503 03 EB 00 OC C4 3B
0503 03 EB 00 OC C4 3B
0503 03 EB 00 OC C4 3B
0503 03 EB 00 OC C4 3B
0503 03 EB 00 OC C4 3B
0503 03 EB 00 OC C4 3B
0503 03 ES 00 0C C4 3B
0503 03 ES 00 0C C4 3B
0503 03 ES 00 OC C4 3B

Figure 9.40 — Modbus Packet Capture complete

The captured Modbus packets are tabulated as follows:

ESH ECE =X

Statistic Description

Index The packet index, incremented for each packet sent or received.

Time The elapsed time since the module powered up.

Status The status of the packet. Received packets are checked for valid Modbus
constructs and valid checksums.

Port Port on where the data was sent or received (TCP, RTU232, RTU485)

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Node The Source Node address for the packet

Description Description of the packet that was received.

Data The raw packet data.

Table 9.19 — Modbus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the SAVE
button on the toolbar. Previously saved Modbus Packet Capture files can be viewed

by selecting the MobBUS PACKET CAPTURE VIEWER option in the Tools menu.

“%* ProSoft PLX50 Configuration Utility

Tools | Window Help

Target Browser
DHCP Server
Event Viewer

DeviceFlash

Packet Capture Viewers

File Device
aa 2
o
G
¥
kN
y e

GSD File Management
GSDML File Management
Application Settings

DF1 Packet Capture Viewer

Modbus Packet Capture Viewer

-
L]
-
L]
-
L o ol
-
L o ol
-
L ]

DNP3 Packet Capture Viewer
Profibus Packet Capture Viewer
HART Packet Capture Viewer

Figure 9.41 - Selecting the Modbus Packet Capture Viewer
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9.9 Module Status Report

For assisting with support, the PLX50CU can generate a status report for the
PLX51-HART-8I which is a Microsoft Word compatible document that can be emailed
to support. To generate this report the user can right-click on the module (when
online in PLX50CU) and select GENERATE STATUS REPORT.

{EI' ProSoft PLX50 Configuration Utility - PLX5THART8I_Example*

File Device Tools Window Help
Dm0 040 EEL ¢
Project Explorer -1 X

=4 PLXSTHARTEI_Example
= i # Configuration
= Connection Path

Verify Configuration

5 3w
=

Status
Go Offline

Generate Status Report

HART Packet Capture

Modbus Packet Capture »
Internal Register Viewer

Camlicit Trackina

=

=1

Figure 9.42 — Module Status Report

EEEIEE

9.10 Modbus Summary CSV

PLX50CU can provide a summary of the Modbus registers being used in the form of
a CSV file. This will assist the user to better understand where what data is being
mapped (based on the PLX51-HART-8I configuration). To generate the Modbus
Summary CSV, right-click on the module (when online in PLX50CU), and select
EXPORT MODBUS SUMMARY CSV.

.. ProSaoft PLX50 Configuration Utility - PLX51HART8I_Example*

File Device Tools Window Help
Vel ddaEAEL¢
Project Explorer = :
= ,ﬁ PLX51HART8I_Example
=N |PLX511
i Conf
la Secy= Connection Path
5 Stat Verify Configuration

A

Configuration

=

Status
Go Offline

Generate Status Report

HART Packet Capture

Modbus Packet Capture 3
Internal Register Viewer

Explicit Tracking

Explicit Message Utility

Identity

Ethernet Port Configuration

Part Mirror

Flash LED

Reset Module »
Save Configuration to SD Card

Save Network Parameters to 5D Card

A Ooxe08 s3I @YD

- # Generate Logix L5X
Properties :::-:.:..:.;.;|[_. Export Modbus Summary CSV
Bz A

o= 8l ‘ [+ Export Modbus Expanded CSV

Name = Export Configuration File
Description

Figure 9.43 — Modbus Summary Report Generation
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1 RegType Modbus Function StartAddress EndAddress ElementCount Description
2 HR Read 1000 1023 24 System.Status
3 HR Read 1024 1024 1 Internal.Data - NATempertaure.Data
4 HR Read 1025 1026 2 Internal.Data - NATempertaure.Count
5 HR Read 1027 1028 2 Internal. Data - N4Pressure Data
6 HR Read 1029 1030 2 Internal. Data - N4Pressure.Count
7 HR Read 1031 1034 4 Internal.Data - DashKeys.Data
8 HR Read 1035 1036 2 Internal. Data - DashKeys.Count
9 HR Write 1037 1038 2 Internal.Data - E1Config.Data
10 HR Write 1039 1040 2 Internal. Data - E1Config. Trigger
11 HR Read 1041 1042 2 Internal.Data - E1Config.Count
2 HR Write 1043 1045 3 Internal.Data - E2Preset.Data
13 HR Read 1046 1047 2 Internal.Data - E2Preset.Count
14 HR Write 1048 1051 4 Internal.Data - DashLED.Data
5 HR Write 1052 1053 2 Internal.Data - DashLED.Trigger
16 HR Read 1054 1055 2 Internal.Data - DashLED.Count
17 (End)

Figure 9.44 — Modbus Summary CSV
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9.11

Modbus Expanded CSV

The PLX50CU can provide a detailed version of the Modbus registers being used in
the form of a CSV file. This will assist the user to better understand where what data
is being mapped (based on the PLX51-HART-8I configuration). To generate the
Modbus Expanded CSV, right-click on the module (when online in PLX50CU), and
select EXPORT MODBUS EXPANDED CSV.

1 Reg Type
2 HR

if:* ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Too

Dl W YO

= Channel0
| L.@02-PR
- Channel 1
. LM 01-sM
=} Channel 2
. Lmon-De
- Channel 3
. L@0o-TT
=} b Channel 4
| imo7-cB
- Channel5
. Lm00-LTZ
= > Channel &
| L@ 23-De
= Channel 7

-l 23-PR

Is

=]

@2 RE YD

[ FOo*e0 38

Window Help

+9 084

=& PLX51HARTSI_Example
i|

Configuration

Connection Path

Verify Configuration

Status
Go Offline

Generate Status Report
HART Packet Capture

Modbus Packet Capture
Internal Register Viewer

Explicit Tracking
Explicit Message Utility

Identity

Ethernet Port Configuration
Port Mirror

Flash LED

Reset Module

Save Configuration to SD Card

Save Network

Generate Logix L5X

Parameters to SD Card

Properties i 1
= ‘ [+ Export Modbus Summary CSV
= r: [ Export Modbus Expanded CSV
e
[1221 ription = Export Configuration File

Connection Patk 19

2.1

Figure 9.45 — Modbus Expanded Report Generation

Modbus Function  Start Addr

Read 1000
Read 1002
Read 1003
Read 1004
Read 1008
Read 1008
Read 1010
Read 1012
Read 1014
Read 1016
Read 1018
Read 1020
Read 1022
Read 1024
Read 1025
Read 1027
Read 1029
Read 1031
Read 1035
Write 1037
Write 1039
Read 1041
Write 1043
Read 1046
Write 1048
Write 1052
Read 1054

ess

End Address
1001
1002
1003
1004
1007
1009
1011
1013
1015
1017
1018
1021
1023
1024
1026
1028
1030
1034
1036
1038
1040
1042
1045
1047
1051
1053
1055

Element Count
2

MR BN WM ERNRDRD SRR R R ==

Description
RouterStatus.GeneralStatus
RouterStatus.ConfigCRC
RouterStatus.TransactionRate
RouterStatus.CurrentBaudRate
RouterStatus.Temperature

RouterStatus.RxCanPacketCount
RouterStatus.TxCanPacketCount

RouterStatus.CANCRCErrors
RouterStatus.CANBitErrors
RouterStatus.CanStuffErrors
RouterStatus.BusOffCount
RouterStatus.CANAckErrors

RouterStatus.CANFormatErrors
Internal. Data - NdTempertaure.Data
Internal.Data - NdTempertaure.Count
Internal. Data - N4Pressure.Data
Internal. Data - N4Pressure.Count

Internal. Data - DashKeys.Data
Internal. Data - DashKeys.Count
Internal.Data - E1Config.Data
Internal.Data - E1Config.Trigger
Internal.Data - E1Config.Count
Internal.Data - E2Preset.Data
Internal. Data - E2Preset.Count
Internal.Data - DashLED.Data
Internal.Data - DashLED.Trigger
Internal. Data - DashLED.Count

Figure 9.46 — Modbus Expanded CSV
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9.12 Port Mirror

The PLX51-HART-8I can enable the one Ethernet port to mirror the traffic on the
other Ethernet port. This allows the user to capture the traffic between the
PLX51-HART-8I and another device without the need for an additional switch.
Wireshark is the most popular tool used to capture Ethernet traffic.

To enable port mirroring, the Port Mirror option must be selected by right-clicking on
the PLX51-HART-8I (when online in PLX50CU) and selecting PORT MIRROR.

'152- ProSoft PLX50 Configuration Utility - PLX5THART8I_Example*

File Device Tools Window Help
ol W |:'|'l + 38R, 4

Project Explorer -

=+ £ PLX51HARTEI_Example
E| A PLXSTHARTS! (PLX et
.../ Configuration Configuration
"l Security == (Connection Path
g Etat“fv Verify Configuration
ventViewer
E| ' Channel 0 = Status
! 02-PRO_72 f
& ' :hannel‘l #  Go Offline
' - 01-SMAR_XXX Generate Status Report
; I" ahaurérnel:ljz i~ HART Packet Capture
i evice
E| ' Channel 3 < Modbus Packet Capture ’
I - 00-TT421Z 1 Internal Register Viewer
E‘ ' 2”302”9[;;“3%” Explicit Tracking
: ’, Channel & ¢ Explicit Message Utility
CLB00-LTZ2  |.s dent
enti
=} ' Channel 6 b i .
: -8 23-Device 3 Ethernet Port Configuration
=] p Channel 7 [@ Port Mirror
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Figure 9.47 — Select Port Mirror Option

The Port Mirror Mode and Port can then be selected using the Port Mirror Control.

Important: The Port Mirror setting is volatile and will be disabled (by default) once the module is reset.

Part Mirror Control

Status
Ethernet Port 1 | Down |
Ethernet Port 2 | Up |
Ethernet DLR | Linear |
Mirror Status | Disabled |
Control
Mirror Mode Disabled ~ Set
Disabled
Port 1 Echos Port 2 Traffic
{Port2 Echos Port 1 Traffic | -

Figure 9.48 — Port Mirror Options
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9.13 Flash LED

The PLX51-HART-8I can be requested to flash its OK LED to assist with finding
which module has which IP Address. Once the Flash LED request has been sent, the
PLX51-HART-8I will rapidly flash the OK LED between green, red, and blue for
approximately five seconds. The OK LED will return to normal operation once the
flashing time has elapsed.

Note: Requesting the Flash LED will not affect any operation of the module other than flashing the OK
LED.

To send a Flash LED request, the FLASH LED option must be selected by
right-clicking on the PLX51-HART-8I (when online in PLX50CU) and selecting FLASH
LED.

°:§3° ProSoft PLX50 Configuration Utility - PLX5THARTSI_Example*

File Device Tools Window Help
Ol WO T TR e

=& PLX51HARTBI_Example

=R JPLX51HARTEL (Pl X51-HART_&

- Configy # Configuration
Security

iTI Status 3 ) i
.7 Event\ Verify Configuration

- Channe
' L0 02-
-+ Channe
' .0 01-
9 Channg
' L. 00-
=-p» Channe
' .0 00-
> Channe
' L0 07-
=P Channg
' il 00-
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Connection Path
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Status
Go Offline
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Generate Status Report

HART Packet Capture

Modbus Packet Capture »
Internal Register Viewer

Explicit Tracking

Explicit Message Utility

Identity

Ethernet Port Configuration
Port Mirror

Flash LED
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Figure 9.49 — Flash Module LED

ProSoft Technology, Inc. Page 182 of 205



PLX51-HART-8I ¢ Isolated 8-Channel HART Input Technical Specifications
Multidrop HART Field Devices for EtherNet/IP™ or Modbus® User Manual

10 Technical Specifications

10.1 Dimensions

Below are the enclosure dimensions as well as the required DIN rail dimensions. All
dimensions are in millimeters.

LEFT VIEW TOP VIEW
OOoOOoOO0OoOoOooao
0 || —
a m]
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=
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75.2 110.0

Figure 10.1 — PLX51-HART-8I enclosure dimensions.
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Figure 10.2 - Required DIN dimensions.
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10.2 Electrical

Specification

Rating

Power requirements

Input: 10 — 32V DC, (200 mA @ 24 VDC)

Voltage Fluctuations

Voltage fluctuations < £10%
Transient Over-voltages up to the levels of OVERVOLTAGE
CATEGORY |

Power consumption

51W
470 mA maximum

Connector 3-way terminal
Conductors 24 — 18 AWG

Earth connection Yes, terminal based
Emissions IEC61000-6-4

ESD Immunity EN 61000-4-2
Radiated RF Immunity IEC 61000-4-3

EFT/B Immunity

EFT: IEC 61000-4-4

Surge Immunity

Surge: IEC 61000-4-5

Conducted RF Immunity

IEC 61000-4-6

10.3 Environmental

Table 10.1 - Electrical specification.

Specification

Rating

Enclosure rating

IP20, NEMA/UL Open Type
Indoor use only

Temperature

-20°C to 65°C

Relative Humidity

5% to 90% - No condensation

Pollution Degree

2

Altitude

<2000 m

10.4 Ethernet

Table 10.2 - Environmental specification.

Specification Rating
Connector RJ45
Conductors CAT5 STP/UTP
ARP connections Max 200

TCP connections Max 100

CIP connections Max 20
Communication rate 10/100Mbps
Duplex mode Full/Half
Auto-MDIX support Yes

Embedded switch

Yes, 2 x Ethernet ports
Also supports Dual IP port split

Device Level Ring (DLR) Supported
Network Time Protocol (NTP) Supported
1588 Precision Time Protocol Supported

(PTP)

Table 10.3 - Ethernet specification.
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10.5 Serial Port (RS232)

Specification Rating

RS232 Connector 9-way terminal (shared with RS485)

RS232 Conductor 24 — 18 AWG

Electrical Isolation 1000 Vdc

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd

Data bits 8

Stop bits 1

Table 10.4 — RS232 Serial Port specification.

10.6 Serial Port (RS485)

Specification Rating
RS485 Connector 9-way terminal (shared with RS485)
RS485 Conductor 24 — 18 AWG

Electrical Isolation

1500 Vrms for 1 minute.

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd

Data bits 8

Stop bits 1

Table 10.5 — RS485 Serial Port specification.

10.7 Analog Input Channel

Specification Rating
Number of channels 8

ADC resolution 12 bit
Input impedance 250 Q
Accuracy (calibrated 25°C) <0.15%
Accuracy (uncalibrated) <0.30 %
Current Range 0-22mA
Current limit 34 mA
Voltage Range 0-10Vdc
Voltage Limit 11 Vdc
Isolated Yes

Input Filter Supported
Input Types Supported Voltage

Current 0-20mA
Current 4-20mA
Current 0-20mA (with external Resistor)
Current 4-20mA (with external Resistor)

Analog Scaling

Supported

Table 10.6 — Analog Input Channel specification.

10.8 HART

Specification

Rating

HART Devices per Channel

Max 8 (total of 64 HART devices per PLX51-HART-8| module)

Configurable Update Rate

Supported

Configurable HART requests Supported
Burst Mode Supported
Pass-through requests Supported
Device Type Manager (DTM) Supported

Table 10.7 — HART specification.
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10.9 Modbus Client

Specification Rating
Modes Supported Modbus TCP, Modbus RTU232, Modbus RTU485
Modbus RTU485 Termination 125 Q - Software Enabled
Max. Modbus Server Devices 50
Max. Modbus Mapping 300
Mapping Ranges Holding Register 0 to 65535
Input Register 0 to 65535

Input Status 0 to 65535

Coil Status 0 to 65535
Base Offset Modbus (Base 0)

PLC (Base 1)
Configurable Modbus TCP Port Yes
Data Reformatting Supported BB AA

BB AADD CC

CC DD AABB

DD CC BB AA

Table 10.8 — Modbus Client specification

10.10 Modbus Server

Specification Rating

Modes Supported Modbus TCP, Modbus RTU232, Modbus RTU485
(simultaneous)

Modbus RTU485 Termination Software set

Mapping Ranges Holding Register 0 to 65535

Input Register 0 to 65535

Input Status 0 to 65535

Coil Status 0 to 65535
Base Offset Modbus (Base 0)

PLC (Base 1)
Configurable Modbus TCP Port Yes

Table 10.9 — Modbus Server specification.

10.11 EtherNet/IP Target

Specification Rating
Class 1 Cyclic Connection Count 8

Table 10.10 — EtherNet/IP Target specification.

10.12 EtherNet/IP Originator

Specification Rating
Class 1 Cyclic Connections Supported Yes
Class 3 / UCMM Connections Supported Yes
Class 1 Connection Count 10
Class 3 / UCMM Target Device Count 10
Class 3 / UCMM Mapping Count 50
Logix Direct-to-Tag Supported Yes

Table 10.11 — EtherNet/IP Originator specification.

10.13 Certifications

Please visit our website: www.prosoft-technology.com.
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11 What is HART?

11.1 Introduction to HART

HART is an acronym for Highway Addressable Remote Transducer. HART can
transfer digital information across a standard 4-20 mA loop, by superimposing the
digital data on the analog signal using Frequency Shift Keying (FSK). As the name
implies FSK changes the frequency of the carrier to represent the binary data 0 or 1.
A frequency of 1200 Hz represents a logical 1 and a frequency of 2200 Hz
represents a logic 0. Therefore, HART has a maximum transfer rate of 1200 bits per
second (bps).

The amplitude of the FSK modulation is typically 1mA. Due to the relatively high
frequency in comparison to changes of the analog signal, a low pass filter can be
employed to prevent the modulation from affecting the analog signal.

20 mA
N\
Digital Signal v\
\//\V/\V J Analog Signal
1 0 0 1 0 1 1
4 mA Note : Not to scale

Figure 11.1 — HART FSK Modulation
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11.2 HART Response Status

If Byte 0 Bit 7 = 0 then:

First Byte: Command Errors
Value Description

0 No error

1 (Undefined)

2 Invalid selection

3 Passed parameter too large
4 Passed parameter too small
5
6

Too few data bytes received
Transmitter specific error

7 In write-protect mode

8-15 Command specific error

16 Access restricted

32 Device is busy

64 Command not implemented

Second Byte: Device Status

Bit Description

0 PV out of limits

Variable (non-PV) out of limits
Analog output saturated
Output current fixed
(Undefined)

Cold Start

6 Configuration Changed

A (WIN|=

Table 11.1 - Status Decoding (when first byte bit 7 = 0)

If Byte 0 Bit 7 = 1 then:
First Byte: Communication Errors

Bit Description

0 (Undefined)

1 Rx buffer overflow
2 (Undefined)

3 Checksum error

4 Framing error

5 Overrun error

6 Parity error
Second Byte: Not defined
Value Description

Table 11.2 - Status Decoding (when first byte bit 7 = 1)
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12 Security

This chapter contains security recommendations for the PLX51-HART-8I. It covers
the following lifecycle phases:

e Secure installation

e Secure commissioning

e Secure administration and operation
e Secure maintenance

e Secure decommissioning

A secure device can help maintain the security and availability of the network.

121 Scope

This chapter covers the recommended device security measures throughout the
lifecycle of the device. These recommendations include:

¢ How to achieve defense in depth for the device
e How to harden the device

o How a specifically configured device can help achieve defense in depth for
the system

¢ How a specifically configured device can help harden the system

A network device is part of a superordinate system. Therefore, the device and the
system are interdependent. The system lifecycle and the requirements of the system
for defense in depth are outside the scope of this document. References to the
system lifecycle are made only if necessary, and only for informational purposes.

For the network, additional planning and implementation steps may be necessary.
For example, in a HART network, procedures may be required to control the
connection of portable HART communicators to prevent unauthorized access to
device configuration functions.
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12.2 Defense in Depth

Defense in depth is a strategy that employs various independent security measures
to guard an asset under consideration against specific attacks.

A system that employs defense in depth first confronts an attacker with a particular
barrier. If an attacker overcomes this barrier, the system presents another barrier of a
different type. A minimum of 2 barriers of different types shall guard any system
asset under consideration. This layered security approach is considered best
practice. It potentially demoralizes an attacker while taking the imperfection of real-
world security barriers into account.

12.2.1 Defense in Depth vs. Hardening

In comparison to hardening, defense in depth is a more selective and structured
approach. Defense in depth employs a specific subset of all conceivable security
measures.

Hardening can be characterized as defense in broad. It aims at closing as many
weaknesses in any barriers as reasonably possible. A strategy for hardening may
include the concepts "least necessary functions" for the device and "least necessary
privileges" for user accounts.

Develop a strategy for defense in depth first, then complement it by hardening.

For more information about secure installation recommendations, see section 12.4.1
Secure Installation Location.

12.2.2 Responsibilities
Defense in depth as well as hardening need planning, implementation and
maintenance. It is the responsibility of the system operator to perform these steps.

It is recommended to consider all security measures given in this document, and to
select those that are most relevant for the actual situation.
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12.2.3 Example

ID

Barrier

Description

System Level

1

Internet Firewall

An attacker must overcome the internet firewall to gain access to the
company Intranet.

Industrial Firewall

An attacker must overcome the industrial firewall to gain access to
the industrial network. The industrial firewall separates the industrial
network from the company Intranet.

Dedicated device management
VLAN

An attacker must overcome VLAN restrictions to snoop packets like
unknown unicast frames of device management traffic.

Device Level

Secure management protocols

An attacker must overcome encryption to snoop packet contents.

Non-default user account
names'

An attacker must guess or discover the actual user account names.

Non-default passwords

An attacker must guess or discover the actual passwords.

Specific, restricted account
privileges

An attacker must guess or discover the administrator account
credentials to read privileged data or manipulate device settings.

" Dedicated user account names can be device-specific and can be deliberately
chosen to be non-descriptive.
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12.3 Impact of the System Lifecycle to the Device Lifecycle

A network device is a component in a superordinate system. The system lifecycle
determines parts of the device lifecycle. A system lifecycle involves a planning
phase. The decisions taken in the planning phase affect the device lifecycle directly
or indirectly.

Typical decisions during system planning include:

o The physical position of the device, for example, its installation location and
environment

e The logical position of the device, for example, the security zone
e The requirements of the system for defense in depth
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12.4 Impact of Device Requirements on System Planning

Some requirements of the device have an impact on the system lifecycle phases and
system planning.

Topics of this interdependence include:
e A secure installation location, including the following aspects:

o Device availability: Power supply, power budget, and data link
redundancy

o Device and port LEDs
o The detailed physical device security requirements
e The user account policy parameters the device offers:
o Forthe login policy
o For the password policy
o Forthe username and access role policy

12.4.1 Secure Installation Location

Select a location that offers appropriate device security by restricting physical
access:

¢ Install the device in a room that can be locked and where only authorized
personnel have access.

o |nstall the device in a cabinet to which only authorized personnel have
access.

¢ Install the device in a cabinet with an opaque door.

12.4.1.1 Device Availability

Device availability can be an important base for the security of the superordinate
system. Check that the following device availability requirements are met as needed:

e Provide redundant power supply
e Provide an adequate power budget
e Provide data link redundancy

12.4.1.2 Device and Port LEDs

The device and port LEDs show important information about the device state and the
port states.

To prevent information leakage, consider the following security aspects as needed in
addition to the secure installation location:

¢ Install the device in a cabinet with an opaque door.
e Cover or obstruct the LEDs with a removable cover.
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12.4.2 Dedicated User Account Login Policy

The device allows for the configuration of a login policy for the user accounts. The
login policy applies to all user accounts.

Configure the following requirements for the user login:

e User
e Password
¢ Role

Note: It is recommended to plan an overarching user account login policy and apply it to each device.

12.4.3 Dedicated User Account Password Policy

The device allows for the configuration of a password policy for the user accounts.
Configure the following requirements for the password:

e Minimum password length

o Whether it requires at least one Uppercase character

o Whether it requires at least one Lowercase character

o Whether it requires at least one non-alphanumeric character
o Whether it rejects triples (3 identical consecutive characters)

Note: The default password must be changed on the first login. It is recommended to plan an
overarching user account password policy and apply it to each device. To deter attackers, consider
planning different passwords on different devices.

12.4.4 Dedicated User Account Name and Access Role Policy for Device
Management
Configure dedicated user accounts as needed:
e Assign the login and password policies.
e Create user accounts with:
o Dedicated names
o Chosen access roles that offer only the least necessary privileges

e Assign user accounts strong, individual passwords and apply the password
policy check.

e Remove user accounts with standard names.

Note: It is recommended to plan an overarching user account and access role policy and apply it to each
device. To deter attackers, consider planning different user account names and different passwords on
different devices.
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13 Device Security

This chapter covers the device security throughout the lifecycle phases of the
PLX51-HART-8I.

13.1 Prerequisites

It is assumed that the following system planning steps have been addressed,
including:

e Suitable physical location for the devices

o Creating a dedicated user account login policy

o Creating a dedicated user account password policy

o Creating a dedicated user account and access role policy for device
management

13.2 Recommended Installation Sequence

The device security lifecycle phases in a practical order are:
e Choice of a secure installation location
e I|nitial software update
o Initial security configuration
e Possible hardware modification for security
¢ Initial device installation
e Operation
e Maintenance
e Decommissioning

Note: Depending on needs of the system, the work steps can be performed in a different sequence.

13.2.1 Reasons for the Recommended Installation Sequence

Performing the initial configuration and the initial software update before the initial
device installation can have the following benefits:

e The required resources, for example, prepared configuration files and device
labels, may be more conveniently available in an office location.

o Time-consuming steps like software updates can be performed in parallel.

e Associated devices, for example, devices participating in a ring redundancy,
can be configured contiguously.

e The remaining work steps in the field require less time.
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13.2.2 Recommended Preparation for Installation

The following recommendations can help reduce the initial effort and save time:
o Decide which device software release run on the devices.
¢ Download the selected software files.
o Prepare device configuration files based on the network plan.
e Prepare device labels.

Note: It is recommended to use the latest available release of the device software.

13.3 Choice of a Secure Installation Location

Select an installation location that in addition offers appropriate device security by
restricting physical access.

Check that the following device security requirements are fulfilled if needed:

¢ Install the device in a room that can be locked and where only authorized
personnel have access.

¢ Install the device in a cabinet to which only authorized personnel have access.
¢ Install the device in a cabinet with an opaque door.

13.3.1 Device Availability Requirements
Device availability can be an important base for the security of the superordinate
system. Also consider implementing measures that increase device availability.
Check that the following device availability requirements are fulfilled if needed:

e Provide redundant power supply.

e Provide an adequate power budget.

13.3.1.1 Power Supply Redundancy Requirements
Check that the power supply redundancy requirements are fulfilled if needed:
e The device is powered by 2 redundant power sources.

e The power supply cables to the device run along different paths as far as
possible.

e The power supplies are powered in a redundant way, for example, by 2
separate mains cables.

¢ The mains cables to the redundant power supplies run along different paths.

13.3.1.2 Power Supply Power Budget Requirements

Refer to chapter 10 Technical Specifications for the power requirements of the
device. Check that the power requirements are fulfilled if needed:

¢ One single power supply can deliver power for all the connected devices.
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13.4 Software Update

The following description applies to:
e The initial software update for a device out-of-the-box.
e A software update as part of operation or maintenance.

Check if an updated release of the device software is available at:
www.prosoft-technology.com.

If the device software is to be updated:
1 Back up the device configuration.
2 Update the device software.
3 Reboot the device for the new software to take effect.

Note: It is recommended to regularly check for device software updates and use the latest available
release. A new release of the device software can provide security improvements or benefits like new
security-related device functions.
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13.5 Security Configuration

The following description applies to:
e The initial security configuration for a device out-of-the-box.
¢ Changes in the security configuration as part of operation or maintenance.

To save time and effort, perform the following security configuration steps by loading
a prepared configuration file into the device.

At the first login with the default password, the device requires the password to be
changed. Use a dedicated password according to the password policy.

Perform the following steps as needed:
o Enable the Master Security Enable parameter
e Configure the fixed user groups
o Configure the Reset and Flash Rules
e Configure the Login Rules
o Configure the Password Rules
e Configure the Custom User Accounts
o Configure whether to restrict access to HTTP and DTM
e Configure the custom port access

e Configure the IP Access Control List (ACL) to restrict access to authorized IP
addresses.

e Configure the MAC Access Control List for access restriction

e Configure the MAC Access Control List to restrict access based on MAC
addresses.

When the device configuration is complete, create a backup copy of the configuration.

13.5.1 Assign a Static IP Address for the Device Management

Note: At the first login with the default password, the device requires the password to be changed. Use
a dedicated password according to the password policy.

The device offers the following options of assigning a management IP address:
Static and DHCP (default). Selecting Static helps make the device more immune to
potential attacks via the DHCP protocol.

13.5.2 Disable Insecure Management Protocols

Disable insecure protocols, such as DTM, if not required by the application.
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13.5.3 Configure Management IP Access Restrictions

The device allows restricting the management access to the device to a source IP or
MAC address range. Use the Security/IP Access Control List to set the address
range by providing an IP address and a netmask.

Refer to the Security/MAC Access Control List to set the address range by providing
a list of MAC addresses.

Configure the management access restrictions individually for each protocol or for a
group of protocols as follows. If the protocol is required for the application, make sure
to implement security measures to restrict unauthorized access to the network.

Protocol Recommendation for Production Delivery State
DTM Disabled Enabled

13.5.4 Configure Dedicated User Account Names and Access Roles for
Device Management

Note: It is assumed that a dedicated user account name and access role policy has been created.

Configure dedicated user accounts as needed:
e Assign the device login policy.
e Assign the device password policy.

e Create user accounts. For each new user account, perform the following
steps:

o Create a user account with a dedicated name.

o Assign the new user account to an access role that offers only the least
necessary privileges.

o Assign the new user account a strong, individual password.
o Apply the password policy check to the new user account.
o Remove user accounts with standard names.

Note: To deter attackers, consider using different user account names and different passwords on
different devices.
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13.5.5 Create a Backup of Device-Specific Data

When the device configuration is complete:

o Consider creating a backup copy of the configuration. For example, place the
backup file in a device-specific folder.

¢ Include other device-specific data. For example, copy device-specific private
keys or certificates to the same device-specific folder.

o Keep the backup files separate from the device in a secure location.

This minimizes effort to replace a device should the hardware become inoperable.

13.6 Possible Hardware Modifications for Security
The following descriptions apply to:
o The possible hardware modifications for a device out-of-the-box.
¢ Possible hardware modifications as part of operation or maintenance.

Perform the following hardware modification steps, like covering or obstructing a slot
or a port, as needed:

o Restrict physical (visual) access to the device and port LEDs.

13.6.1 Restrict Physical Access to Network Ports

If there are high security requirements and certain network ports are not needed,
consider covering or obstructing these network ports.

13.6.2 Restrict Physical (Visual) Access to the Device and Port LEDs

For high security requirements, perform the following steps as needed:
¢ Install the device in a cabinet with an opaque door.
e Cover or obstruct the LEDs with a removable cover.
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13.7 Device Installation
The following description applies to:
e The installation of a device in a new system.
¢ Changes to the device as part of operation or maintenance.

13.8 Operation

In the operation phase of the device, it is assumed the appropriate physical and
logical steps to set up the device and operate properly regarding the functional and
security aspects of the device are observed. This reduces the required security steps
during the operation phase to the considerations already described in this document.

13.8.1 Environmental Conditions

Obey the environmental conditions given section 10.3 Environmental. For more
information, please see: www.prosoft-technology.com. Do not open the device.

13.8.2 Connectivity

Obey instructions for connecting the Ethernet ports.
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13.9 Maintenance

13.9.1 Software Update
If necessary, perform a software update:
e For the security aspects.
e For the detailed steps, see section 13.4 Software Update

13.9.2 Hardware Enhancement

Typical application cases include:
e Connecting a new end device to an existing Ethernet port.
e Using redundant power supplies.

¢ Planning the power supply for worst case device power budget, in case one of
the redundant power supplies fails.

e Providing redundant data uplinks.

13.9.3 Hardware Replacement
Note: Do not open the device.

Perform the following steps:
e Perform an initial software update.

¢ Perform the software configuration, for example, by transferring the existing
configuration of the old device to the new device.

13.9.4 Hardware Repair

Should the device need repair, consider the following recommendations:
o Do not open the device.
¢ Send the device to the manufacturer for repair.
o Keep a backup copy of the device configuration.

If necessary and possible, delete the configuration and other confidential data.
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13.10 Decommissioning

For high security requirements, consider physical destruction. Secure physical
destruction addresses the possible reading-out of memory blocks from the flash
memory and makes deletion and wiping redundant.

Note: If the device is to be used in the future, consider leaving the device and its software intact and
deleting or wiping only the data on the device and on the external memory.

13.10.1 Destruction of Confidential Data

Note: Resetting the device to the default state performs normal file deletion operations on the device
and the external memory which may leave some of the file contents or blocks in the flash memory intact.

If there are high security requirements, consider the physical destruction of the
device and the external memory.

13.10.1.1 Reset to the Delivery State
For the deletion of data, perform the following steps as needed:
o Reset the device to the default state. This performs the following operations:
o Deletes the configuration profile in the device.
o Resets the security parameters.

Note: The audit trail persists after a reset to the delivery state.
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13.10.2 Secure Physical Destruction of Device and Components
For the secure physical destruction of physical components, perform the following
steps as needed:
e Physically destroy the external memory. This addresses:
o The configuration profiles on the external memory.
o The software files on the external memory.
o Any other files on the external memory.

¢ Physically destroy the device, including the flash memory chips. This
addresses:

o The HTTPS certificate in the device.

o The SSH host key pair in the device.

o The configuration profiles in the device.
o Any other files in the device.
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Contacting Technical Support

ProSoft Technology, Inc. is committed to providing the most efficient and effective
support possible. Before calling, please gather the following information to assist in

expediting this process:
1 Product Version Number
2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:
1 Module configuration and associated ladder files, if any

LED patterns

a b O

Module operation and any unusual behavior
Configuration/Debug status information

Details about the interfaced serial, Ethernet or Fieldbus devices

North America (Corporate Location)

Europe / Middle East / Africa Regional Office

Phone: +1 661-716-5100
ps.orders@belden.com
Languages spoken: English, Spanish

REGIONAL TECH SUPPORT
ps.support@belden.com

Phone: +33.(0)5.34.36.87.20
ps.europe@belden.com
Languages spoken: English, French, Hindi, Italian

REGIONAL TECH SUPPORT
ps.support.emea@belden.com

Latin America Regional Office

Asia Pacific Regional Office

Phone: +52.222.264.1814
ps.latinam@belden.com

Languages spoken: English, Spanish,
Portuguese

REGIONAL TECH SUPPORT
ps.support.la@belden.com

Phone: +60.3.2247.1898
ps.asiapc@belden.com

Languages spoken: Bahasa, Chinese, English,
Hindi, Japanese, Korean, Malay

REGIONAL TECH SUPPORT
ps.support.ap@belden.com

For additional ProSoft Technology contacts in your area, please see:
www.prosoft-technology.com/About-Us/Contact-Us

14.2 Warranty Information

For details regarding ProSoft Technology’s legal terms and conditions, please see:
www.prosoft-technology.com/ProSoft-Technology-Legal-Terms-and-Conditions

For Return Material Authorization information, please see:
www.prosoft-technology.com/Services-Support/Return-Material-Instructions
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