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Start Here

In This Chapter
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To get the most benefit from this User Manual, you should have the following

skills:

T

Rockwell Automation® RS L o gi x E s tadnthuhe pregram, configure

ladder logic, and transfer the ladder logic to the processor

1 Microsoft Windows®: install and launch programs, execute menu
commands, navigate dialog boxes, and enter data

1 Hardware installation and wiring: install the module, and safely connect
EIP-61850 and ControlLogix or CompactLogix devices to a power source and
to the PLX8x-EIP-6 1 8 50 moduletports Et her n

1 Intelligent Electronic Device (IED): have one or more IEDs and be familiar
with the IED configuration software

Overview

This User Manual explains the features of the PLX8x-EIP-61850 EtherNet/IP to
IEC 61850 gateway. It guides you through configuring the gateway, showing how
to map IEC 61850 Data Attributes between an Intelligent Electronic Device (IED),
through the gateway, and a Rockwell Automation® ControlLogix® or

CompactlLogi xE

creates files to import into
the gateway into your system.

This User Manual provides examples of how to move IEC 61850 Data Attributes
using IEC 61850 8.1 MMS messages. The PLC reads and writes data to the IED.
The gateway uses Class 1 EtherNet/IP I/O messaging to send data from the
IEDs to the Logix processor.

( P L C)618501Cordiguatioro Maoaigdr soffnare

RSLogi xE 5000

ProSoft Technology, Inc.
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IEDs generally come with their own configuration software, and a template IED
Capability Description (ICD) file. The template file represents a device that is not
configured. Once configured, the device makes a Configured IED Description
(CID) file. Some devices can also make a System Configuration Description
(SCD) file. Some IEDs generate an ICD file (rather than a CID file) for their
configured file, so be sure to have the right file. You must have these files on
hand before beginning this process.

For a complete list of features and supported functions of the PLX8x-EIP-61850
gateway, refer to the IEC 61850 PICS Statement, which is available as a
separate download at http://www.prosoft-technology.com.

1.2 System Requirements

The PLX8x-EIP-61850 module requires the following minimum hardware and

software components:

1 Rockwell Automation ControlLogix or CompactLogix processor (firmware
version 10 or higher).

1 Rockwell Automation RSLogix 5000 programming software version 16 or
higher

1 Rockwell Automation RSLinx® communication software version 2.51 or
higher.

The ProSoft EIP-61850 Configuration Manager configuration software for the

PLX8x-EIP-61850 gateway requires the following minimum hardware and

software components:

1 Pentium® Il 450 MHz minimum. Pentium Il 733 MHz (or better)
recommended

1 128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended

I 100 Mbytes of free hard disk space (or more based on application
requirements)

1 256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 x 768 recommended)

Supported operating systems:

1 Microsoft Windows 7 (32 bit) (64bit not tested)

1 Microsoft Windows Vista (not tested)

1 Microsoft Windows XP Professional with Service Pack 1 or 2

1 Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3 (not
tested)

Microsoft Windows Server 2003 (not tested)

ProSoft fdt Configuration Manager requires that Microsoft .NET be installed on

the PC or laptop used to configure the gateway.

Page 10 of 184 ProSoft Technology, Inc.
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1.3 Deployment Checklist

Before you begin to configure the module, consider the following questions. Your
answers will help you determine the scope of your project, and the configuration
requirements for a successful deployment.

1 Are the RSLogix 5000 and RSLinx software installed?

RSLogix and RSLinx are required to communicate to the ControlLogix or
CompactLogix.

1 Do you have the Intelligent Electronic Devices (IEDs) and their configuration
files?

1.4 Package Contents
The following components are included with your PLX8x-EIP-61850 gateway,

and are all required for installation and configuration.

ImportantBefore beginning the installation, verify that all of the following items are | "esent.

Qty. Part Name Part Number Part Description

1 EtherNet/IP to IEC PLX8x-EIP-61850 ProSoft communication gateway
61850 gateway

1 Ethernet Cable RL-CBL025 5-foot straight-through Ethernet cable
Screwdriver HRD250 Small, flat-bladed screwdriver
Power Connector J180 3-wire DC power connector

If any of these components are missing, please contact ProSoft Technology
Technical Support for replacement parts.

ProSoft Technology, Inc. Page 11 of 184
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1.5 Setting Jumpers

Jumper settings are located on the back of the module.

For security reasons, the Mode 1 and Mode 2 jumpers are not readily accessible.
Under normal conditions, these two jumpers will not be needed. The following
diagram illustrates the available Setup Jumper setting.

Mode 1

Mode 2

Mode 3

Setup Jumper:

Mode 3 is jumpered by default. It is only required for firmware updates. There is
no reason to remove this jumper.

Page 12 of 184 ProSoft Technology, Inc.
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1.5.1 PLX81-EIP-61850

When the module is manufactured, the port selection jumpers are set to Mode 3.
You must set the jumpers to the correct position. The following diagram of the
back of the module describes the jumper settings.

Mode 3 - - -

Maode & - -
Haode 1

=]
(=] +]

Mode 3:

Setup Jumper: This is the top jumper. This must be jumpered when performing a
firmware upgrade or when downloading a configuration file to the module. For
normal operation, this jumper should be hung on only one pin (not jumpered).
Removing the jumper allows for better communications between the IEC and
EtherNet/IP driver.

Mode 2:

Default IP Jumper: This is the middle jumper. The default IP address of the
gateway is 192.168.0.250. Set this jumper to set the gateway's IP address back
to the default. For normal operation, this jumper should be hung on only one pin
(not jumpered).

Mode 1:

Reserved Jumper: This is the bottom jumper. It is reserved for internal ProSoft
Technology use only. For normal operation, this jumper should be hung on only
one pin (not jumpered).

ProSoft Technology, Inc. Page 13 of 184
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1.5.2 PLX82-EIP-61850

For security reasons, the Mode 1 and Mode 2 jumpers are not readily accessible.
Under normal conditions, these two jumpers will not be needed. The following
diagram illustrates the available Setup Jumper setting.

Mode 1

Mode 2

Mode 3

Setup Jumer:

Mode is jumpered by default. It must be jumpered when performing a firmware
upgrade or when downloading a configuration file to the module.

For normal operation, this jumper should be hung on only one pin (not jumpered).
Removing the jumper allows for better communications between the PNC and
EtherNet/IP driver.

Page 14 of 184 ProSoft Technology, Inc.
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1.6  Mounting the PLX8x-EIP-61850 on a DIN-rail

537"
{136.4mm)

(50.8mm)

(3.45mm)

1 Position the PLX8x-EIP-61850 on the DIN-rail B at a slight angle.

2 Hook the lip on the rear of the adapter onto the top of the DIN-rail, and rotate
the adapter onto the rail.

3 Press the adapter down onto the DIN-rail until flush. The locking tab snaps
into position and locks the module to the DIN-rail.

4 If the adapter does not lock in place, use a screwdriver or similar device to
move the locking tab down while pressing the adapter flush onto the DIN-rail
and release the locking tab to lock the adapter in place. If necessary, push up
on the locking tab to lock.

ProSoft Technology, Inc. Page 15 of 184
August 6, 2018



Start Here PLX8EIR6185(MZommunication 8afay
User Manual EtherNet/IP to IEC 61850 gateway

1.7 Connecting Power to the Unit

Common Vdc (=)
Ground (Earth)

24 Vdc (+) (nominal)
(Range 18 Vdc to 36 Vdc)
500 mA max at 24 Vdc

WARNIN@e sure not to reverse polarity when applying power to the gateway. This causes
per manent damage to the giBtewayds internal power

1.8 Installing ProSoft Software

1.8.1 Installing the ProSoft Discovery Service

ProSoft Discovery Service (PDS) is a Windows-based software program that
connects to the gateway through the Ethernet port for the following purposes:

1 Automatically discovering the gateway on the Ethernet network.

9 Setting a temporary IP address for the gateway for commissioning.

1 Allowing PDS to select the gateway for monitoring and IP address
reconfiguration.

This software is supplied as a stand-alone utility, available from
http://www.prosoft-technology.com. To install the PDS, follow these steps:

1 Navigate to Products > ProSoft Software.
2 Scroll through the list to locate ProSoft Discovery Service.
3 Choose PROSOFT DISCOVERY SERVICE to install.

Page 16 of 184 ProSoft Technology, Inc.
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1.8.2 Installing the ProSoft EIP-61850 Configuration Manager

Use the ProSoft EIP-61850 Configuration Manager to configure the gateway.
You can find the ProSoft EIP-61850 Configuration Manager at
http://www.prosoft-technology.com.

1 Navigate to your PLX8x-EIP-61850 product.

2 Choose PROSOFT EIP-61850 CONFIGURATION MANAGER to install.

Note To use the ProSoft-&1B50 Configuraticanisiger under the Windows 7 OS, you r
be sure to install it usingrilnie as Administraiption. To find this option;afightthe

Setup.exe program icon, and theRuNialsADMINISTRATAR the context menu. You mus :

install using this optioenei¥you are already logged in as an Administrator on your ne
personal computer (PC). Using the Run as Administrator option allows the installat
create folders and files on your PC with proper permissions and securitys# troauRlor
as Administrator option, the ProSéft&30 Configuration Manager may appear to inst
correctly, but you will receive multiple file access errors whenever thglBEISoft EIP
Configuration Manager is running, especially when cHangatgpoawtreens. If this hapy
you must completely uninstall the ProSdf8EIRConfiguration Manager and-thstalle
using the Run as Administrator option to eliminate the errors.

1.8.3 Installing the ProSoft EIP-61850 Tag Monitor

You use the ProSoft EIP-61850 Tag Monitor to monitor the data tag values
through the gateway. It is automatically installed when you install the ProSoft
EIP-61850 Configuration Manager.

ust

work or

n program to
ot

ll

2ns,
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2 Configuring the PLX8x-EIP-61850 Gateway

In This Chapter

x  Connecting Your PC to the Gateway.............cccccuvveieeeeeiiiiiieeee e 19
x  Setting a Temporary IP Address in the Gateway.............cccceeeeeeeeiinnneen. 20
x  Creating a New Project in the Configuration Manager .......................... 21
x  Importing a Project into the Configuration Manager .............cccccceeeunneee. 23
x  Configuring the Gateway EtherNet/IP Adapter........cccccovcvviieeeeeniiinnenn. 23
x  Adding an EtherNet/IP DEVICEe.........ccviiiiiiieiiiieeeeiece e 25
X IMPOrtiNg 1ED FlES......oiiiiieii e 25
x  Creating the IED NeIWOTK..........ueiiiiiiieiiiiie i 28
x  Mapping Data Attributes from IEDs to the Gateway .............cccceeerveeenne 29
x  Mapping Tags in the Gateway to EtherNet/IP ...........ccccccceviiiieeeiniiieennne 39
x  Validating the Configuration ............cccccevieieiiiiee e 42
x  Downloading the Configuration File to the Gateway.............cccccceeunneee. 42
x  Uploading the Configuration from the Gateway ..........c.cccccvvvveeeeeiiinnneen. 44
x  Exporting the IED Add-On Instructions for RSLogix 5000...................... 45
x  Exporting a Project from the Configuration Manager.............cccccovcvveene 45
x  Importing Updated 1ED Files ..o 46

To configure the PLX8x-EIP-61850 gateway, follow these topics in the same
order as they appear in this chapter.

You must import the Intelligent Electronic Device (IED) files before you configure
the EtherNet/IP device so that the ProSoft EIP-61850 Configuration Manager can
help with the EtherNet/IP configuration after you set up the IEDs in the ProSoft
EIP-61850 Configuration Manager.

2.1 Connecting Your PC to the Gateway

You can use the Ethernet cable included with the gateway to connect your PC to

the gatewayds Ethernet port. I f your gateway
sections Setting a Temporary IP Address in the Gateway (page 20) through

Configuring the Gateway EtherNet/IP Adapter (page 23). Later, you can use a

patch cable to connect the gateway to a switch, allowing the IEDs, gateway, and

ControlLogix or CompactLogix PLC or PAC to all operate on the same network.
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Once you connect the gateway, use the ProSoft Discovery Service to locate the
gateway and assign a temporary IP address. See Setting a Temporary IP
Address in the Gateway (page 20). You can set a permanent IP address when
you configure the module. See Configuring the Gateway EtherNet/IP Adapter

(page 23).

2.2

Setting a Temporary IP Address in the Gateway

ImportantProSoft Discovery Service (PDS) locates the gateway through UDP broa« cast
messages. These messages may be blocked by routers or layer 3 switches. In thal case, PDS is

unable to locate the gateways.

To use PDS, arrange the Ethernet connection so that there is no router or layer 3 s sitch between
the computer and the gateway OR reconfigure the router or layer 3 switch to allow 1e routing of

the UDP broadcast messages.

1 If you have not installed the ProSoft Discovery Service (PDS), refer to
Installing the ProSoft Discovery Service (page 16).

2 Click the Windows START button, and then choose PROGRAMS > PROSOFT
TECHNOLOGY > PROSOFT DISCOVERY SERVICE.

3 Right-click module, and then click ASSIGN TEMPORARY IP.

M Prosoft Discovery Service

=10 x|

@

Q
5 |
a IP Configuration
| Assign Temporary IP

Device Details
H :

Remove Temporary IP

View module's webpage

Click the search icon to begin the browse

01ESC

4 The modul eds
M Assign Temporary IP Address

Temporary IP:

Network Mask: 0 .0 .0 .

[ o< ]

def aul t

255 _ 255 255 _ 254

Cancel

|l P address is 192.168.

—lo/x|

0

A

5 Enter an unused IP within your subnet, and then click OK.
6 See Configuring the Ethernet Port for the steps to set the permanent IP

address in the gateway.
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2.3 Creating a New Project in the Configuration Manager

You configure the gateway with the ProSoft EIP-61850 Configuration Manager
software. The first step is creating a project for the gateway.

1 If you have not installed the ProSoft EIP-61850 Configuration Manager, refer
to Installing the ProSoft EIP-61850 Configuration Manager (page 17).

2 Click the Windows START button, and then choose PROGRAMS > PROSOFT
TECHNOLOGY > PROSOFT EIP-61850 CONFIGURATION MANAGER.

13 FroSaft EIP-61650 Configuration Manager - Broject 10 (= |
File Edit View Help
O || | @ .
fpeiceview n
- EtherNet/IP™ Device
=l
EthemnetIP

£+ Devices & Configurations

=l Ethernet/IP Devices Class 1 and 3

i Lo Ethernet/IP Class 3
B IEC 61850 Configurations

S8 1006.00 (Sl
| e 2}
wE 751A.C0 192 158 0251
EE 78T.CID
(@) 1Ece1850
o SEL_T00G_L
192168011
|ED SEL_700G_1 has 9 Assigned Tags |
Device Path | Tag Mame Type Bccess | Description EIP Class
BR/BRepOLMETHMMYULIMXE..  SEL_700G_L METXMMXUL... FLOATI2 R Hat Assi
BR/BRepOLMETHXMMXULIMICE.,  SEL_T00G_1 METXMMXUL... FLOAT32 Hat Assi =

R
GOOSE/GooseDSet1XRBGEI01S.. SEL_T00G_1 RBGGIOL ST S.. BOOLEAN R Mot Assi
GOOSE/GooseDSet1XRBGEI01S.. SEL_T00G_1_RBGGIOL ST S.. Quality R a Mot Assi
R
R
[}

LLNOSST $Behfstial SEL_7O0G_1_LLMO_ST Beh_.. Enum Mot Assi
ot Assi
Rt fssi

3

LLM0$STSBehdg SEL_7O0G_1_LLMO_ST Beh_q  Quality
RAGATNEC F A HhAads] <FI_TANG 1 RRGETN CF Frim
< 1

Ready CAP NUM SCRL

The ProSoft EIP-61850 Configuration Manager window consists three panes:

The Device View Tree shows the EtherNet/IP device and IEC 61850 configurations.
(1] The IEC 61850 Configurations folder is a list of IED configuration files. This folder is
empty until you import IED files.

The Network View pane shows a graphic representation of the devices to be
connected to the gateway. Each device appears as a "bubble".
The project bubble (ProSoft Gateway) represents the gateway itself.

(2] The IED bubbles (IEC61850) represent the IEC 61850 port on the gateway, and the
attached devices.
The EtherNet/IP bubbles (EtherNet/IP Device) represent both the EtherNet/IP port
on the gateway, and the attached Ethernet scanners.

The Configured Tags pane shows the configured tags associated with the currently
o selected "bubble” in the Network View pane.

When you first start the ProSoft EIP-61850 Configuration Manager, the
Device View shows default devices and configuration, and the Network
View shows only the project bubble (ProSoft Gateway Project 1).

3 Choose FILE > NEW to create a new project.
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4 You can rename the project by right-clicking the project bubble, and then
choosing PROPERTIES. You can also double-click the project bubble.

5 Enter a new name in PROJECT NAME, and any notes in NOTES, and then click
OK.

6 Save the project by choosing FILE > SAVE As and entering a name for the
project.

Note:You need a separate Configarlanager file for each gateway. You can run mu :iple
instances of the Configuration Manager software at the same time.

Note that the diagram in the Network View does not exactly match the physical
hardware. In reality, the IED connects to the 61850 side of the gateway, while the
EtherNet/IP device connects to the other side. Typically these three devices are
connected across a network, rather than connected directly to each other.

SEL_ 700G 1 Project 1
192.168.0.11 192.168.0.251

EthernetIP
Class 1 and 3
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2.4 Importing a Project into the Configuration Manager

You can import a ProSoft EIP-61850 Configuration Manager file that was created
and exported on a different PC. Do not try to open a project file created on
another PC, because it does not contain all the IED files that were used to create
it. Instead, choose FILE > IMPORT CONFIGURATION. This recreates all the
CID/SCD/ICD files that were part of the original configuration.

If you open a project not created on your PC instead of importing it, the Device
View shows a red slash through the IED files.

=7 Devices & Configurations
E|-—-f Ethernet/IP Devices
I Ethernet/TP Class 3
=5 [EC 61850 Confiqurations
A CvProgram Files\Prosoft T
d CvProgram Files\Prosoft T
d CvProgram Files\ProSoft T

2.5 Configuring the Gateway EtherNet/IP Adapter

Configuring the gateway sets the permanent IP address for the gateway. It also
defines the NTP server that the gateway can poll for the current date and time.

Note:Since the PLX&1RP61850 has one physical Ethernet poBEtHzotiet/I@nd 61850
networks must be on the same subnet. Th&PBEA830 has two physical Ethernet por ;3
ore for each protocol. You must configure these ports on different subnets.

1 Right-click the ProSoft Gateway bubble and choose PROPERTIES. You can
also double-click the ProSoft Gateway bubble.

Project 1
192.148.0.250

Download frarm PC to Device

Upload frorm Device to PC

Export 401 Files
Diagnostic

Event Logger

Praperties
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This displays the Properties dialog.

Prosoft Gateway Configuration @

Select Module: o Project Mame:

| Project 1

" PL®S1 - 1 Port

Maotes:

Ethernet Port E1

IP Address: | 192 . 168 . 0 . 250

Subnet Mask: | 255 . 285 . 255 . O

[~ IEC 61850
[¥ EthernetiIp Default Gateway: | 192 . 168 . 0 . 1
NTP Address: | 192 . 168 . 0 . 1
MTP Update Time: |0
Ethernet Port E2
IPaddress: | 192 . 168 . 1 . 250
Subriet Mask: | 255 ., 255 . 285 . 0
v IEC 61850
[ Ethernet/IP Default Gateway: | 192 . 168 . 1 . 1

[0]4 | Cancel |

Choose the correct gateway model (one or two ports).

Select the function for the port (IEC 61850 or EtherNet/IP). If the gateway has
two ports, one must be IEC 61850 and the other EtherNet/IP).

4 Enter the IP address and other network information for the gateway port.

o IP ADDRESS: The IP address must be a fixed IP address. Contact your

network administrator for assistance.
o SUBNETMASK: Enter the gatewayds subnet mask.
o IP GATEWAY: The IP gateway address is optional, and is not required for

networks that do not use a default gateway.

5 If the gateway has two ports, enter the network information for the second
port.

6 Enter the NTP ADDRESS. The gateway polls the server for the current date
and time. For example, in the USA, there are a number of time servers and
their IP addresses listed at http://tf.nist.gov/tf-cgi/servers.cgi.

7 Enter the NTP UPDATE TIME. This is the polling interval (in minutes) for the
current date and time. A value of 0 means the gateway does not poll the NTP
server.

w N
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2.6  Adding an EtherNet/IP Device

To add an EtherNet/IP device to the network, click and drag an EtherNet/IP
device from the Device View tree into the Network View pane. This creates the
EtherNet/IP Device bubble in the Device View. You use this EtherNet/IP Device
bubble to map the tags that you want to make available to an Ethernet scanner
such as PLC or PAC. Refer to Mapping Tags in the Gateway to EtherNet/IP

(page 39).
F3 proSoft EIP-61850 Configuration Manager - Untitled = =R
File Edit WView Help
N & | | @ .
Deiceview z
=

EthernetIP

=+l Devices & Configurations
: Class 1 and 3

B Ethernet/IP Devices
: |i Ethernet/IP Class 3
‘|5 TEC 61850 Configurations

m

Project 1
192,165 .0.250

B i I e  aas e S e I L Y]

I

You can add only one EtherNet/IP device, which you can use to configure both
Class 1 and Class 3 connections.

2.7 Importing IED Files

After you have configured the gateway in the project, the next step is to import

the configured Intelligent Electronic Device (IED) files into the project. IEDs come

with a template ICD file, but an ICD file indicates possible configuration options. It

usually does not contain specific configuration information. For instance, ICD files

usually do not have an IP Address or other configured elements in them. Once

an IED has been configured (using third-party configuration software provided by

the | ED manufacturer), the manufpecificc urer ds so
CID configuration file. Some third-party software may also create a SCD system

configuration file (an SCD usually has multiple IEDs in it).

Note:You can only import configured ICD, CID, and SCD files. These files must be Jlly configured
and saveih the software that is used to configure the IEDs. The configured file mus include the

IP address, subnet mask, and gateway address (if required by the network). Also, ¢ ach IED must
have a unique Device Name and IP address.
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EtherNet/IP

To import configured IED files:

1

2

DS d|

e

-l Eth

gl Devices & Configurations
ernet/IP Devices
Ethernet/IP Class 3

B [

View Help

m FroSoft EIP-61850 Configuration hanager - Project 10
File Edit

1850 Configurations

Add IED

Ctrl=A ‘

i i

y—

In the Device View pane of the ProSoft EIP-61850 Configuration Manager,
right-click IEC 61850 CONFIGURATION and then choose ADD IED.

In the Open dialog box, browse to the directory containing the ICD, CID, or
SCD file.

M Computer
&, Local Disk (C3)
. $RecycleBin
=y |
J Cygwin
, Dew-Cpp

8. Documents am

T 750522 Y4.6.icd

] 07514 001,10

] Areva P341 321100

Eenlﬂﬂtmp.icd

] GE SEOw_Morm_Sec,cid
k] GE-Relay_From-Browzer.icd
B TEDL From our SEPAM demo case.cid

@ Fe50_FactoryDefaultExported.icd

1

| ICD [t €01 cid
| Jupiter MEW (B 1£D2. cid
- [t IED OBIECTS has 2 IEDs in it.scd
L o3 [t IED OBIECTS. scd
84 MSOCache [T multlinicd
J MWVIDIA,
. PCBExportFiles
. Perflogs 5|
File narme:

£ Open ()
@.\;;ﬂ | v Computer » Local Disk (G » IGD + [ 42 ] [ Searen icD o]
Organize » Mew folder B== ~ [ I@Zl
B videos “ [ P00G.CID [B] SELtest2.CID
[E] 7514010 2] SELtest.CID
el 787.0D %] testnode.cid

3

- IIED Configuration Files (*.scd, * v‘

(oo ) [ o |

3 Make sure the file type is IED CONFIGURATION FILES (*.SCD, *.ICD, *.CID).
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4 Each IED has its own configuration file, except for SCD files which can
contain more than one IED. Select one or more configuration files to import
and click OPeN. The imported IED files appear in the Device View tree under
IEC 61850 CONFIGURATION.

m ProSoft EIP-61850 Configuration
File Edit View Help

JL}H| ) .4|'.€‘3'
B
‘=

El-iZ Devices & Configurations
E|1_} Ethernet/TP Dewvices
: I Ethernet/IP Class 3
=i [EC 61850 Configuratians
- TO05.CI0

mS TET.CID

e e L

5 Repeat the above steps to import the rest of your IED files.

6 If you are familiar with the contents of CID, SCD, and ICD files, you can right-
click the file name and then choose DISPLAY to see the contents of the file in
the default text editor.

Deceview ¢

=i Devices & Configurations
E|1._}L Ethernet/IP Dewvices
i § EthernetaP Class 3
=5 IEC 61850 Canfigurations

. o O
ERETY  Dioly

-5 TBI.CI Add IED Ctrl+A

[ )

Update [ED
Edit Path

BRemove

— -

Note:Normally you only view the configuration files in the text editor for reference if rou are
familiar with these files. If you want to change the IED configuration, use the config ration software
for the IED.
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2.8 Creating the IED Network

After you have imported the IED files, you can create the IED 61950 network in
the ProSoft EIP-61850 Configuration Manager.

To create the IED network configuration:

1 Inthe Device View pane of the Configuration Manager, expand the IED file
name (700G.CID in this example) by clicking the [+] sign next to the file

name.
2 Click and drag the IED name (SEL_700G_1 in this example) from the Device
View pane into the Network View. When you release the mouse button, the
IED is added to the view in an IEC 61850 bubble. The bubble shows the IED
Device Name and IP address. These values are from the IED file and cannot

be changed in the Configuration Manager.

ﬂ ProSoft EIP-61850 Configuration Manager - Project 10 EI@
File Edit Wiew Help
Q5| | @ .
Deviceview -
= EthernetIF
. . . THLE
=-lZ Devices & Configurations .

{5 Ethernet/TP Devices

‘. § Ethernet/IP Class 3

B2 TEC 61850 Configurations
=5 7005210

m

&2 767.CID

) ecs1850

SEL_TO0S_1
192.168.0.11

]

L e e

e

3 Repeat the steps above to add more IEDs to the Network View pane.

To delete an IED from the Network View:
Right-click the IED bubble in the Network View and choose DELETE.

To change the MMS Scan Delay:

You can change the MMS Scan Delay for any IED. This is the only property you
can change for an IED, as everything else is set in the IED configuration file.
Right-click the IED bubble in the Network View and choose PROPERTIES. By
default, the MMS ScAN DELAY is set to 1000 milliseconds.
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IEC 61850 Reports and GOOSE messages are generated by the IED and are
not affected by the MMS Scan Delay. The MMS Scan Delay parameter also has
no impact on MMS writes. The lower you set the MMS Scan Delay value, the
more network capacity is consumed by MMS Read network traffic. If you do not
configure an IED to read any Data Attributes using MMS messages, then this
parameter has no effect.

The EDIT NETWORK SETTINGS button is only for troubleshooting under the
direction of ProSoft Technical Support.

To locate the IED file:

The Configuration Manager stores its own copy of the CID, SCD, or ICD file for
this IED.

1 Right-click the IED bubble in the Network View and choose PROPERTIES.
2 Click the DETAILED PROPERTIES tab to see the path on your PC where the
Configuration Manager stores the file.

2.9 Mapping Data Attributes from IEDs to the Gateway

As you add IEDs to the Network View, the ProSoft EIP-61850 Configuration
Manager reads the device information and builds a list of tags (Data Attributes)
from the device file. In this step, you map tags from the IED to the gateway
database. This is the first of two steps in mapping data from the IED to the PAC:

1 First, you map the tag from the device to the gateway. This creates a location
in the gateway database to store the data associated with the tags.

2 Second, you map the tag from the gateway database to the gateway
EtherNet/IP port. This sets up an MMS data movement (IEC 61850-8-1) to
push the data to the Logix processor (if the tag can be read) or to write to
data to the device (if the tag can be written). Refer to Mapping Tags in the
Gateway to EtherNet/IP (page 39) for this second step.

Note:Remember that you must configure thaygaddhat the IP address is in the same ;ubnet
as the 61850 relay device. Refamtiiguring the GatettherNet/IRdaptefpage23d.

PLX
Tag Database

Device A Device B
Read Read
Write Write
IED PALC
G ateway
IEC-61850 Ethernet
network network
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2.9.1 Mapping MMS Messages

MMS messages can be read-only (read the value from the IED) or write (write
the value to the IED).

1 Inthe Network View pane in the ProSoft EIP-61850 Configuration Manager,
right-click the IED bubble that you want to map, and choose CONFIGURE.

1
©)1ece1850
SEL 700G 1
\_192'168'0'11 S

Delete

Properties

This displays the IEC 61850 Mapping Tool window. The window contains the
tree view on the left, and the mapping table on the right.

3 IEC §1850 Mapping Toal =

tapping  Edit

E=] scL_ro0c 1] 5150 Path Taghlame Type Becess Description
[-iel CFG: Canfig
[l PRO: Protection
LN MET: Metering
-l COM: Contral
[l AMM: Annunciators

Ready

2 Inthe tree view on the left, expand the root folder (click the [+] sign). This
shows the Logical Devices in the IED (notice the little LD in the icon).

3 Expand one of the Logical Devices in the IED (click the [+] sign) to see the
Logical Nodes within it (notice the little LN in the icon). Some IED
manufacturers provide descriptive information in their CID files. The ProSoft
EIP-61850 Configuration Manager displays that information after the Logical
Node name.
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4 Continue to expand the Logical Node to display the Data Object (DO) and
finally the individual Data Attributes. The functional constraint for a data
attribute appears on the icon; for example CO for control, ST for status
information, and CF for configuration (see Functional Constraints (page
115)).

=-J SEL_T00G_1

[-Lg CFG: Config

=g PRO: Protection
-La LLMO
.LH DeDLPHD1
o-iH PX1PIOCT
E-bg Mad
,_sﬂ sthal
e R
LG8 ctiModel
[-og Beh
-0 Health
-og MamPlt
-{og St
[-od Op
-l PX2PIOC2

5 Click and drag a Data Attribute from the tree into the mapping table on the
right. When you drop the Data Attribute, it fills in the table with the following
values:

o 61850 PATH to the Data Attribute.

o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to RSLogix5000 projects. For tags that
exceed this length, the Configuration Manager automatically shortens the
name, ending with a sequence number(_001, 002, ¢é) .

o TyYPEis the data type for the Data Attribute.

o AcCCESS: The Configuration Manager determines the read/write access of
the tab the tagbés functional constraints:
R indicates data that the gateway can read from the IED.
W indicates data that the gateway can write to the IED.

o DESCRIPTION: Enter a description for this Data Attribute.

I3 IEC 61850 Mapping Toal ==
Mapping  Edit
=3 SEL_7T005_1 « [ 61850 Path [ Taghiame Type | Access Description |

-8 CFG: Config PXIPIOCT$ST Mo d fstival SEL_T00G_1 PXIPIOCL ST Mod_stval Enum R
=L@ PRO: Protection E

{8 DevIDLPHD1
-8 PXIPIOCT

T T T

6 To delete tags, select the tag or tags in the table, then right-click the selected
tags and choose DELETE.
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Repeat until you have mapped the tags for the IED.

Choose MAPPING > SAVE to save the tag mapping. The mapped tags appear
in the Assigned Tags pane at the lower-right of the Configuration Manager
when you click the IED bubble.

3 ProSoft EIP-61950 Configuration Manager - Project 10 o ==
File Edit View Help
0 || | @
[oevicevienw e e Do
= Ethernet]F
il Devices & Configurations Cliss 1 and3
E|__r Ethernet/IP Devices
o] Ethernet/IP Class 3
£ IEC 61850 Canfigurations ﬁm
58 7006, it
L SEL 70061 192,168 0,350
B3 151800
© L SELTSIAL p
B J 747,010 @IECGISSU
L SEL_TET_1 SEL_T00G_1
192.168.0.11
p. J
|ED SEL_700G_1 has 21 Assianed Tags |
Device Path [ Tag Mame [ Type [ Access Description EE
PXIPIOCLYST Shlodsstial SEL_7006_1 PXIPIOCL ST_... Enum R Mot
PXIPIOCIESTShoddq SEL_7006_1 PXIPIOCL ST_.. Quality R Mot
PXIPIOCLEST Shlodst SEL_7006_1 PXIPIOCL ST_.. Timestamp R Mot
PXIPIOC LHCF $iadctiModel SEL_7006_1 PXIPIOCL CF.. Enum R Mot
« i s
Ready CAP NUM | SCRL

Note:You can cligind drag a higher level object (such as a logical node (LN), a logic il device
(LD), or the IED to map ALL the child tags descending from the higher level object. =or MMS Write
Data Attributes, dapping MMS Write Mess@ges33.

10

11

At this point, you have mapped the tags from the IED to the gateway internal
database. If you download the configuration to the gateway at this point, the
IEC 61850 client starts to read the values of the Data Attributes from the IED.
The gateway processes the list of configured IEDs in order, one at a time,
based on the MMS Scan Delay Timer. This parameter defines the interval
between MMS Read commands. See Creating the IED Network (page 28) for
more on this parameter.

The next step is to map the tags from the internal database to the EtherNet/IP
output. Refer to Mapping Tags in the Gateway to EtherNet/IP (page 39).

If you want to delete one or more mappings, see Deleting one or more IEC
61850 mappings (page 39).

You can map other data from the IED. See:

1 Mapping Reports (page 34)

1 Mapping GOOSE Messages (page 36)
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2.9.2 Mapping MMS Write Messages

You map MMS Write messages using the same steps described for all MMS
messages. See Mapping MMS Messages (page 30). For writable data, drag and
drop the Oper structure from the tree view on the left to the right-hand side of the

window.

Important: In addition to the Oper structure, some IEDs also offer SBOw and Cance' structures

within the same Data Object. For the gateway, you only need to map the Oper stru ture. Do not

map the SBOw. The Cancel structure should only be mapped if it is required.

We strongly recommend that you map all of the Data Attributes surrounding the
actual control value, and set up another exchange to read it before changing the

control value and performing a write from the PLC or PAC side.

In the ProSoft EIP-61850 Configuration Manager, Oper structures that are

supported by the IED have a green indicator, meaning that these may be
mapped to the gateway. Those with a red indicator are not required to be

[%] IEC 61850 Mapping Tool

mapped.

Mapping  Edit

[ ctModel
—-log SPCSOT
—|-lcg Oper
¥ Teskt
6] Check
+-|__] origin
[ ctival
e ctiMum
mT
[CH ctModel
—|-{pg@ SPCS0S
—|-{c@ Oper
1] Test
6] Check
+-{__] origin
e ctival
e
T
[ ctModel
+-[o@ DPCSOL
—|-{pg DPCS02
{21 stval
Ei]
Et
—|-lcg Oper
4 Test
[ Check
+-|__] origin
[ ctival
5 ctiMum
R
+-[6@ SBOw
+-{c@ Cancel
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2.9.3 Mapping Reports

Reports are based upon a DATA-SET, containing a specific collection of Data
Attributes. You can configure the gateway to enable an
Control Blocks (BRCBs) or Unbuffered Report Control Blocks (URCBS).

Note:Be sure that the DASEAT ongur IED contains all Data Attributes and not Data C Jjects.

1 Inthe Network View pane in the ProSoft EIP-61850 Configuration Manager,
right-click the IED bubble that you want to map, and choose CONFIGURE.

©1ecs1850
SEL_T00G_1
\_192'168'0'11 | Configure

Delete

Properties

This displays the IEC 61850 Mapping Tool window.

3 IEC 61850 Mapping Tool
Mapi

In the tree view on the left, expand the root folder (click the [+] sign).
Expand the Logical Device to see the Logical Nodes (click the [+] sign).
Continue to expand the Logical Node to display the Reports Object (RPT)
and finally the individual Reports.

A WN

=J-[L@ Loo
—-{LH] LLMO: General
+-[og Mod
+-[o@ Beh
+-[o@ Health
+-[og MarmPlE
+-og Loc
+-[0g LEDRs
+-[og@ CTFIE
+-[og YTFIk
+-jo@ ComFlt
+-gEj SEPAM_REPORT @
+|-Esg Goose
+-{L8l LPHC1: Device

You can right-click a report name to see more information about the report,
such as the Trigger Options and Report Control Block information.
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5 Click and drag the yellow folder showing the report name from the left side to
the right side of the window. This maps the entire DATA-SET. You can also
expand the individual report, then click and drag individual Data Attributes to
the right side of the window. The functional constraint for a data attribute
appears on the icon; for example ST for status information. See Functional
Constraints (page 115).

6 The Configuration Manager automatically populates the table with one row for
each Data Attribute in that DATA-SET. When you drop the report or Data
Attribute, it fills in the table with the following values:

o 61850 PATH to the Data Attribute.
o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to RSLogix5000 projects. For tags that
exceed this length, the Configuration Manager automatically shortens the
name, ending with a sequence number ( _00O0
o TyYPEis the data type for the Data Attribute.
o AccCESS: the ProSoft EIP-61850 Configuration Manager determines the
read/ write access of the tab the tagds fu
R indicates data that the gateway can read from the IED.
W indicates data that the gateway can write to the IED.

3 [EC 61050 Mapping Toal ==
Mapping _Edit

Acces Description ~
R
R
R

0 Gereral o 1 X TotW. FLOATSZ
o 1 (Teth.. FLOATSZ
< B i XToti.  FLOATSZ
st
s
S
e AR s R A amet e A

After you save the mapped tags, if you re-open the IEC 61850 Mapping Tool
window, MMS read and write tags are highlighted in red. Report and Goose
Message tags are not highlighted.

7 To delete tags, select the tag or tags in the table, then right-click the selected
tags and choose DELETE.

8 Repeat until you have mapped the reports and individual Data Attributes for
the IED.
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9 Choose MAPPING > SAVE to save the tag mapping. The mapped report tags
appear in the Assigned Tags pane at the lower-right of the Configuration
Manager when you click the IED bubble.

P Frosaft EIP-61850 Configuration Manager - Project 10 (=0 E=R =
File Edit View Help
RE=a" | @

_ «© EtherNet/IP” Device
= o
[ Devices & Configurations Class 1 and3

215 Ethernet/TP Devices
I L f EthemetIP Class 3
Bl IEC 61850 Configurations
-2 T00G.CID He
G SEL 061 192.168.0.250
B2 7514000
© i SEL 75141 .
02 oD 8

L SEL_797_1 SEL_700G_1

192.168.0.11
-

IED SEL_700G_1 has 21 Assigned Tags ‘
Dewice Path | Tag Marme Type Access Description | Ep -

BR/BRep0LMETXMMIULS... SEL_T00G_1 METHMMXUL ... FLOAT3Z2 R Mot|
BR/BRep0LMETXMMIULS... SEL_T00G_1 METHMMXUL... FLOAT3Z2 R Mot|
BR/BRep0LMETMMIULS... SEL_T00G_1 METHMMXUL ... FLOAT3Z2 R Maot!

Mot

Pl 0 *

Ready CAP NUM SCRL

Note:The gatewestores the entire DASEN of data in the tag database. This make a
consistentized set of data is available to the other protocol. You configure which [ ata Attributes
are available when you map tagsBthérélet/I8ide of the gateway. Stagppingags in the

Gateway tatherNet/Ipage39.

Report options are used as they are defined in the IED. The gateway supports

General Interrogation (Gl). Upon report enable, ifthe Reportd s t ri gger opti ons
have it set to TRUE, the gateway initiates a General Interrogation. This occurs

during the first connection that the gateway makes to the IED, and on any

subsequent reconnections. This ensures the gateway has a current snapshot of

theval ues of all member sSElof the reportds DATA

2.9.4 Mapping GOOSE Messages

GOOSE (Generic Object Oriented Substation Events) messages are based upon

a DATA-SET, containing a specific collection of Data Attributes. You can

configure the gateway to enable an | EDds GOOSE
messages are based upon a DATA-SET. An entire GOOSE message must fit in

one Ethernet packet. According to the IEC 61850 Standard, GSEControl

information is only allowed in the logical node LLNO.
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1 Inthe Network View pane in the ProSoft EIP-61850 Configuration Manager,
right-click the IED bubble that you want to map, and choose CONFIGURE.

©)1ece1850
SEL 700G 1
192.165.0.11

- .

Configure
Delete

Properties

This displays the IEC 61850 Mapping Tool window.

3 1EC 61850 Mapping Taal (=)

Mapping  Edit
EX=) skL_m006_1] 61850 Path Taghame Type Access Description
-@ CF&: Config
-t PRO: Protection

{Lol MET: Metering
{Lal COM: Control
-0 AMMN: Annunciators

Ready

2 Inthe tree view on the left, expand the root folder (click the [+] sign).

3 Expand the Logical Device to see the Logical Nodes (click the [+] sign).

4 Continue to expand the Logical Node to display the GOOSE (GSE) and
finally the individual DATA-SETS.

=L@ CFi: Config
-8 LLMO
@68 Mod
@68 Beh
@68 Health
@68 MarmPlt
--ﬂ Repaorts
[-E58 GooseDSetld : Predefined GOOSE Control
- DeDLPHDL

5 Click and drag the yellow folder showing the DATA-SET name from the left
side to the right side of the window. This maps the entire DATA-SET. You
can also expand the individual DATA-SET, then click and drag individual
Data Attributes to the right side of the window. The functional constraint for a
data attribute appears on the icon; for example ST for status information. See
Functional Constraints (page 115).

6 The Configuration Manager automatically populates the table with one row for
each Data Attribute in that DATA-SET. When you drop the report or Data
Attribute, it fills in the table with the following values:
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o 61850 PATH to the Data Attribute. The ProSoft EIP-61850 Configuration
Manager adds GOOSE as a prefix to the standard IEC-61850 path.
o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to the PLC or PAC. For tags that exceed
this length, the Configuration Manager automatically shortens the name,
ending with a sequence number ( _001,
o TYPEIis the data type for the Data Attribute.
o AccEss: the ProSoft EIP-61850 Configuration Manager determines the
read/ write access of the tab the tagds
R indicates data that the gateway can read from the IED.
W indicates data that the gateway can write to the IED.
3 IEC 61850 Mapping Tool (=23
fapping  Edit
E_Lm CFG: Config = | 61850 Path Taghame |Type o
Bl LMD GOOSE/GooseDSetlHRBGG., SEL_T00G_1_RBGGIOL_ST_SPCS00L st.. BOOLEAN
R~y SO0 Becr e IIREEG, . SEL 1015 LRBGGIOLST SHCS00 . B00LEAN
i aee:“h GOOSE[GEEZ:DSZtB;RBGG::: SEL:?UUG:I:RBGGIOI:ST:SPCSODz:;m Quality
__m MNarmPlt =| | GOOSE/GooseDSet1RREGE,,,  SEL_TO0G_1 RBGGIOL ST_SPCS003_st.. BOOLEAM
-ﬂ Reports GOOSE/GooseDSet1HRBGG,,,  SEL_FO0G_1_RBGGIOL ST_SPCSD03 g Quality
Egg Goose
; gg GooseDEetld : Predefined GOOSE Cantrol I
N SN NI L 41115 1) A Py A - S —— I 1

After you save the mapped tags, if you re-open the IEC 61850 Mapping Tool
window, MMS read and write tags are highlighted in red. Report and Goose
Message tags are not highlighted.

7

tags and choose DELETE.
8

Attributes for the IED.
9

To delete tags, select the tag or tags in the table, then right-click the selected
Repeat until you have mapped the GOOSE DATA-SETS and individual Data

Choose MAPPING > SAVE to save the tag mapping. The mapped tags appear

in the Assigned Tags pane at the lower-right of the Configuration Manager
when you click the IED bubble.

File Edit View Help

RE=a" | @
[peiceview <
=

[ Devices & Configurations
E-lc Ethernet/TP Devices
© L Ethemnet/P Class 3
B3 [5 TEC 61650 Configurations
-2 006,010
6 SEL_7006_1
B2 751800
L SEL_7514 1
25 7en.cm
L SEL_797_1

Ready

P Prosoft EIP-61850 Configuration Manager - Project 10

(E=8E=8 55
EtherNetIP Device i
o
Class L and3
Project 1
192.168.0.250
(®)Ece1850
SEL_T00G_L
192.1680.11
IED SEL_700G_1 has 21 Assigned Tags ‘
Device Path [ Tag Mame | Type [Access Description [ew »
GO0SE/GooseD5etl IREGEIOLE., SEL 7006 1 REGGIOL ST 5. BOOLEAN R Hot|
GO0SE/GooseDSetlHRBGEIOLS., SEL 7006 1 REGEIOL ST 5. Quality R Hot =
GOO0SE/GooseDSetlRBGEIOLS.. SEL 7005 1 REGGIOL ST 5. BOOLEAN R Hot
GO0SE/GooseDSetlRBGEIOLS.. SEL 7006 1 REGSIOL ST 5. Quality Hot
r 1. r
CAP NUM SCRL
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2.9.5 Deleting one or more IEC 61850 mappings

You can delete one or more MMS messages, Report, and GOOSE mapping from
the IED to the gateway.

1 Inthe Network View pane in the ProSoft EIP-61850 Configuration Manager,
right-click the IED bubble that you want to map, and choose CONFIGURE.

This displays the IEC 61850 Mapping Tool window. The mappings are listed
in the table on the right side of the window.

2 Select the mappings in the table, then right-click the selected mappings and
choose DELETE. You can also delete all the mappings by choosing EDIT >
CLEAR ALL.

3 Note that if you delete a mapping from the IED to the Gateway, you also
delete the corresponding mapping on the EtherNet/IP side of the Gateway.
See Mapping Tags in the Gateway to EtherNet/IP (page 39).

2.10 Mapping Tags in the Gateway to EtherNet/IP

After you have mapped the MMS messages, Report, and GOOSE mapping from
the IED to the gateway, you must map these tags to the EtherNet/IP side of the
gateway. This makes the tags and associated data available to the PLC. This is
the second of two steps in mapping data from the IED to the PAC.

PLX
Tag Database

Device A DeviceB
Read Read
Write Wirite

IED PALC
Gateway
IEC-61850 Ethernet
network network

1 First, you mapped the tag from the device to the gateway. This creates a
location in the gateway database to store the data associated with the tags.
Refer to Mapping Data Attributes from IEDs to the Gateway (page 29) for this
first step.

2 Second, you map the tag from the gateway database to the gateway
EtherNet/IP port. This sets up an MMS data movement (IEC 61850-8-1) to
push the data to the Logix processor (if the tag can be read) or to write to
data to the IED (if the tag can be written).
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In the Network View pane in the ProSoft EIP-61850 Configuration Manager,
double-click the EtherNet/IP Device bubble.

This displays the EtherNet/IP Mapping Tool window.

Ethemet/IP Mapping @
Mame | Type Class 1INPUTs | Class 1 OUTPUTs | Class 3 M36s | Conn
SEL_T00G_1_METHMMEULMX_TotW_mag_f  FLOAT3Z TR [ starthddr | Bytes |
SEL_T00G_1_METHMMEUL_MX_TatvAr_mag_f FLOAT3Z 0
SEL_700G_1_RBGGIOL_ST_SPCS00L stval BOOLEAN Auto
SEL_7006G_1_RBGGINL_ST_SPCSO0L g Quality desi0y
SEL_TO0G_1_LLNO_ST_Beh_stval Enurm
SEL_T00G_1_LLNO_ST Beh_gq Quality
SEL_T00G_1_REGGIOL_CF_Mod_ctiModel Enum
SEL_T00G_1 REGGIOL CO_SPCSO0L Oper_ct.. BOOLEAN
SEL_T00G_1 RBGGIOL CO_SPCSO0L Oper_or.. Enum

Assign

Undo

Reset

Al
Ready

The tags (Data Attributes) you mapped from the IED to the gateway appear on
the left-hand side of the window. The tags you map from the gateway to the
processor appear on the right-hand side of the window, and are highlighted in
one of three colors:

1 Tags that can be read from the IED are highlighted in yellow.

1 Tags that can be written to the IED are highlighted in blue.

9 Tags that are string data are highlighted in Brown. This includes tags from
Reports.

1 Tags that come from GOOSE messages are highlighted in purple.

You must map tags to an output on the right-hand side. You must map the
available tags on the left-hand side to one of the three tabs on the right-hand side
of the window.

1 CLAss 1INPUTS is for tags that can be read from the IED (yellow, brown,
purple). These are output on the gateway EtherNet/IP as Class 1 messages.
For more on Class 1 inputs, see EtherNet/IP (EIP) Specifications (page 91).

1 CLAss 2 OUTPUTS is for tags that can be written to the IED (blue). Write
tags are highlighted in blue. These can be written by the PLC to EtherNet/IP
on the gateway as Class 1 messages.
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1 CLAsSs 3 MSGs is for any tag. In particular, if your application requires more
Data Attributes than the supported number of bytes that can be transferred by
EtherNet/IP Class 1 messaging, you must use Class 3 messages. These
must be explicitly read or written by the PLC using Class 3 messaging. For
more on Class 3 messages, see EtherNet/IP (EIP) Specifications (page 91).

The ConN slider allows you to choose the connection for the tags you are about
to map as Class 1 Inputs or Class 2 OUTPUTSs. For the PLX81-EIP61850, you
can map tags to as many as 10 connections to 10 different PLCs, and each tag
can be mapped to only one connection. For the PLX82-EIP61850, you can map
tags to as many as 20 connections to 20 different PLCs, and each tag can be
mapped to only one connection. Class 3 messages are explicit messages where
you edit and create MSG instructions in the PLC to read/write to specific areas of
the gateway memory. No connection parameters need to be defined.

You can map tags in several ways:

1 You can click and drag one or more tags from the left-hand side to the current
tab right-hand side.

1 You can select one or more tags and click ASSIGN.

1 You can map all the tags by clicking AuTO ASSIGN. This automatically maps
all the available tags to the correct tab. All read tags are mapped to Class 1,
and all write tags are mapped to Class 2.

If you try to map a tag to the wrong tab using click and drag, or the ASSIGN
button, the Configuration Manager displays an error message and maps the
tag to the correct tab.

To delete one or more mappings

Select the mappings you want to delete in the right-hand table, then click UNDO.
You can delete all mappings by clicking RESET ALL. Deleting a mapping on the
EtherNet/IP side of the gateway does not delete the mapping from the IED to the
Gateway.

Note that if you delete a mapping from the IED to the Gateway, you also delete
the corresponding mapping on the EtherNet/IP side of the Gateway. See
Deleting one or more IEC 61850 mappings (page 39).
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2.11 Validating the Configuration

You can validate the configuration file before downloading it to the gateway.
1 Right-click the Project bubble and choose DOWNLOAD FROM PC TO DEVICE.

Project 1

192.168.0.250 Modbus TCP/IP Server Mapping

Medbus TCP/IP Client Mapping
Dewnlead from PC to Device
Upload from Device to PC
Diagnostic

Event Logger

Properties

This displays the Transfer File dialog box.

Transfer File @

Module TP Address: 192 . 168 . 0 . 251

Diagnostics

Test Cannection ‘

| Yalidate ConFiguration |

Download Close

2 Click VALIDATE CONFIGURATION

2.12 Downloading the Configuration File to the Gateway

After you have created the IEC 61850 project in the Configuration Manager
software, you are ready to download it to the gateway.

Note:lf you want to validate the configuration before downloadifajidatfiegtthe
Configuratiqpage4?.
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1 Right-click the Project bubble and choose DOWNLOAD FROM PC TO DEVICE.

Project 1
192.165.0.251

Download frorm PC to Device

Upload frorm Device to PC

Export AL Files
Diagnostic

Event Logger

Properties

This displays the Transfer File dialog box.

Transfer File

Diagnostics

Module TP Address: 192 . 168 . 0 . 251

Test Cannection ‘

VYalidate Configuration |

Download

Close

2 Click TEST CONNECTION.

the gatewayos

I P address do

was entered in ProSoft EIP-61850 Configuration Manager, then the software

displays an error message:
"Error: Connecting to Module. Please check your IP Address."

If the gateway's IP address matches the address in the Configuration
Manager, and the software displays the following message: "Successfully

connected."

3 Click DowNLOAD to download the project to the gateway.

Note:lf you see ¢Error: Download Configuratessage, make sure that the MODE 3 ju nper
is correctly installed on the module, since a configuration download is only allowed vhen the
jumper is installed. Ref&etting JumpgEgel?).

If you need to change MODE 3 jumper, note that the jumper setting is only read by he module
when it powers up; therefore you must reboot the gateway before it can recognize - 1e change in

the jumper setting.
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2.13 Uploading the Configuration from the Gateway

You can use this feature to retrieve the configuration from the gateway. Not only
does it retrieve the configuration, but is also retrieves all the CID, ICD, and/or
SCD files used in creating that configuration. There are several reasons that you
might use this feature:

1 You want to modify the configuration, but do not have access to the original
configuration files.

1 You want to copy a configuration from one gateway to another gateway.

1 You want to back up the configuration for safety.

WarningThis function replaces the current configuration in the FAOEsfitEdRfiguratior
Manager with the one from the gateway. Make sure you save the curoenbefmrégura
uploading the configuration from the gateway.

1 Optional: Create a new project in the ProSoft EIP-61850 Configuration
Manager by choosing FILE > NEW.

2 Right-click the ProSoft Gateway bubble and choose UPLOAD FROM DEVICE TO
PC.

Project 1
192 168.0.251

Download frorm PC o Device

Upload frorm Device to PC

Export AQI Files
Diagnostic

Event Logger

Properties

The Configuration Manager uploads the configuration from the gateway and
displays it. You can then edit the configuration or save it on the computer.
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2.14 Exporting the IED Add-On Instructions for RSLogix 5000

After downloading a configuration file to the module, you must export the Add-On
Instruction (.L5X) file to be used in RSLogix 5000. This creates the Add-On
Instructions for the IEDs that you imported Refer to Importing IED Files (page
25). The ProSoft EIP-61850 Configuration Manager creates one AOI file for each
IED in the network configuration (IEDs that appear as bubbles in the Network
View pane).
1 To export the IED files, right-click the ProSoft Gateway bubble in the Network
View and choose EXPORT AOI FILES.

Projeq

1921651

Download frorm PC to Device

Upload from Device to PC
Export AQT Files
Diagnostic

Event Logger

Froperties

2 Inthe Save As dialog box, navigate to the correct directory and save the AOI
files.

Note:Each IED in the network configuration must have a unique device name beca se the
Configuration Manager uses the name to buileDién&tidction. The .L5X AOI file con iins

all the tags and ladder logic defined in your IEC 61850 project. Since the Configure ion Manager
builds a Us&refined Data Type (UDT) for RSLogix 5008yeacmuasst have fewer than ! 12
configured IEC 61850 tags (with a BOOL data type occupying 2 tags, and all other lata types
occupying one tag).

2.15 Exporting a Project from the Configuration Manager

You can export a ProSoft EIP-61850 Configuration Manager file that you created
on your PC. Exporting a project includes all the original IED files that you used to
create the project into the export file. This allows someone on a different PC to
import your configuration file and have all the CID/SCD/ICD files that are part of
your project. If you need assistance from ProSoft Technology Technical Support,
they will need your configuration file.

1 Inthe ProSoft EIP-61850 Configuration Manager choose FILE > EXPORT
CONFIGURATION.

2 Inthe Save As dialog box, navigate to the correct directory and save the
configuration file.

Note:You can also upload the configuration from the gateway, and then save it to a ‘ile. Refer to
Uploading the Gigarration from the Gatgpages4).
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2.16 Importing Updated IED Files

You may need to make changes to the CID, ICD, or SCD files after you create
the IED system configuration in the gateway. For example, you may need to
modify a DATA-SET, or add or remove some Data Attributes. When you make
changes | i ksgtoupHateghe projectdnghe BraSoft EIP-61850
Configuration Manager with the new information.

1 Right-mouse-click on the CID, SCD, oR ICD filename you want to update in
the Device View section of the ProSoft EIP-61850 Configuration Manager
and choose UPDATE IED.

Device View 9

=i Devices & Configurations
Eh_.? Ethernet/IP Dewvices
e § EthernetP Class 3
=5 IEC 61850 Canfigurations

-2 FIEE
-5 7151 Display/Edit
E-E TET.CH Add IED Ctri=A
Update IED
Edit Path
Remove
Lol

2 In the Open dialog box, browse to the directory containing the ICD, CID, or
SCD file. Often you use the exact same filename as when you first imported
the file into the ProSoft EIP-61850 Configuration Manager.

3 open =
@.\;ﬁ\ | » Comnputer b Local Disk (G » ICD ~ |42 |[ searen ico ol
Organize = MNew folder ==+ O
B videos [ 7005.C00 [&] sELtestz.cID

(B 7514.CID [E] sELtest.CID
18 Cornputer ) 787,00 [E2] restnode. cid

] 7on522 v4.6.icd

&, Lacal Disk (C) 07514 001,100

80 RecycleBin || B sreva P34l 322100
. Csvn 7 Eanlootmp.icd
| cyguin é]F65D_FactoryDeFauItExported.icd

(] GE SBOw_Norm_Sec.cid

b Dev-Cpp E]GE-ReIay_From-Browzer.icd
4. Documents an é] [EC1 From our SEPAM dema case.cid
| ICD (] IED1.cid
| Jupiter NEW (&) ez cid
E] [ED OBJECTS has 2 IEDs in it.scd
. logs e
(] IED OBIECTS. sed
8. M3OCache (] mutiln.icdl
J NVIDIA
. PCBExportFiles
. PerfLogs alf| i, +
File name: - IIED Configuration Files (*.scd, * 'I
[ Open |vl I Cancel I
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When you right-click the IEC 61850 bubble representing that IED and choose
CONFIGURE, the IEC 61850 Mapping Tool window shows the previously
configured tags. If any of the previously configured Data Attributes for that
IED are now missing from the new CID, SCD, or ICD file that you just
imported, then those tags are highlighted in red. This lets you know that they

are not in the updated IED file.

13 IEC 51850 Mapping Tool ==
Mapping  Edit
i PRO: Protection - | 51850 Path [ Type Bccess Description |
i LLMO PY1PIOCLESTEModstyal SEL_700G_1_PXIFIOCL ST_Mod_stwal  Enum R
(L8 DevDLPHDL = | PXIPIOCLESTEModSq SEL_T00G_1_PX1PIOCL_ST_Mod_g Quality R
E-0H PXIPIOCT PXIPIOCLSSTEModt SEL_T00G_1_PX1PIOCL_ST_Mod_t Tirnestarnp R
© wba Mod PXIPIOCISCFSMadbctiMo..,  SEL_T00G_1_PXIPIOCI_CF_Mod_ctiM... Enum R
" 40og Beh PXIPIOCI$STéModSstval  SEL_T00G_1 PHIPIOCL ST Mod_stval  Enum R
. PXIPIOG1SSTiModSg SEL TI0G L PIPIOCL ST Mad g Quality R

3 Right-click the missing tag and choose DELETE. This removed the tag
mapping for the IED. Any corresponding mappings on the EtherNet/IP side of

the Gateway are also deleted.

4 When you have finished updating the mapping, choose MAPPING > SAVE to

save the changes.

5 Download the updated project to the gateway.
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3 Configuring the EtherNet/IP Driver
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